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Sy LY T EHRALEKREFEOEL

5 Wana Decryptor 2.0

Ooops, your files have been encrypted!

¥,

R EDELICHIIOTE N ?
XV BitcoinTOREN 1Y & o WOV TR, hbout biteoin® 7 ) 7 LT
< FEEY
Bito nmmnrio\(m:&KLL ¥y ba7EMALTLEE, BEIKOWVTR, <Hor
oine>& 7 ) 97 LT EEW,
DY AV EYTREIRLET FUIRKELVRMER> T AW,
<Check Pm-nntm VorLTLEXY, ANE»SEWEETOFNI

Your files will be lost on

1/8/1970 09:00:00

Contact Us

# Cryptolocker

2018~

Your personal files are encrypted!

Your important es encryption produced on this computer: photos, videos, Wannacry (2017/05)
xmsm etc. Here s 3 complete kst of encrypted fles, and you can personaly verfy ? W I\Ij—o W?‘
e, o ook s you e B chtin O ek g N j G)
¢§ /;Z 7‘_\ I_._I ,— biifaiclosta1985@protonmail.com
> cL'fx (=] 1—_[-;/\\‘5 €
2017
Cick «Next» to select the method of payment and the currency.

Aoy attemt :x:'::::;::‘r:'wmnts‘muwm will lead 1o the immediate _ 1:': j 7— Z h % E
Wannacry [C& A

BAYIFVR OB - Ryuk

(OIS TEE
® MSa17-010 DAEFFIED I\ﬁ&““' GU TR
CryptOLOCker(2013/O9) ~2017 3735/\F"ﬂ*j’ /\“Y‘XEE_C %h\géj.] balance of shadow universe
INF J /N *

)(_)I///J\\'f—_l-)(') F?’fj/“ %ﬂ%ﬁkw;"{\y I\U—OW{:
1IIVO-FICEYEE  mrsngri

S

The single copy of the private key, which wil slow you to decrypt the fies, located
on 3 secret server on the Intemet; the server wil destroy the key after 3 time
specified 1 ths window. After that, nobody and never will be able to restore fies

To obtain the private key for this computer, which wil automaticaly decrypt fles, you
need to pay 300 USD / 300 EUR / smiar amount in another currency

71:59:52
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NLBrute

IPURE, A-YRBYAR NAT-FRURRZABLTIN-FIA-RZEE
ied5Y-Il

g MLBrute 1.2 - O X
| BRUTE SETTINGS WORK FILES (% NLBrute 1.2 - O X
Servers:

| BRUTE  SETTINGS  WORK FILES
Users: | f@ NLBrute 1.2 — O X

Max attempta:
Passwords:

BRUTE SETTINGS WORK FILES

Thread count:

Timeout: Statistics

Dl

Default part: Active threads: 0

Good format  |[SERVERPORT@DOMAINEUSERPASSWORD Current FPS 0
Average PPS: O

Good count: O

Servers checking

Remzining: O
Elzpsed time: 000:00:00

Start Stop Clear Hide to traw
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< Amv https://github.com/SecWiki/windows-kernel-exploits

Jzers¥John¥lesk top¥work>whoami
thﬂ—pu¢JBhﬂ

E:?UEEFE¥L:““”'““
Gathering t
|:||' ne,  Bi I'I' -

| Wi ndows
hf (¢) 2009 j;'_ Corporation.  All rights reserved.

|:: . I';-'I';II'.'I'.'I | M [j e o e

nt author |
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TrickBotOMimikatzt 21— /L

injectDII32_configs 2019/12/16 17:00 27140 725 -
networkDII32_configs 2019/12/16 17:00 vl wr %
psfin32_configs 2019/12/16 17:00 I74 0 721

pwgrab32_configs 2019/12/16 17:00 740N 205 -

'

| importDIi32 2019/10/17 4:28 1740 7430 KB

L
b
pe
.
‘et

| injectDII32 2019/10/19 5:03 271 W 364 KB
| networkDI1132 2019/10/16 5:24 I74 ) 19 KB

] psfin32 2019/10/19 5:03 774 ) 19 KB

—

. °+; 5 | systeminfo32 2019/10/19 5:03 J71) 7 KB
NS <O __| tabDII32 2019/10/19 5:03 774 525 KB

| pwgrab32

019/10/19 5:03 J714 W 1,093 KB
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« ENEHIDHTHER
= » Advanced IP Scannert?Advanced Port
I - HEREE. MRINE. WEM Scanner, SoftPerfect Network Scanner,

ProcessHacker, KPortScan3. PowerTools
BEERFE

o BHNEI DA CHEER
 Hyena%Z #l) F§

» BloodHound¥SharpHoundZz#|FB L7zAD
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Advanced IP Scanner

https://www.advanced-ip-scanner.com/jp/
3

& Advanced IP Scanner

271JAF) i#fHA) ExF(S) Ea-{v) AJLTIH)

ﬂ_||r-~c:tE

AT,

10001

- 10235235254

ZR | H5CAD

1EHE S21.0 IP aEt MACT L2 W
®  7.0010.inaddrarps 10007 Vidware, Inc 000028041089
n Jhn=PC 100010 Viiware, Ine 000C 28 5ATF 25
=] e Vhivware, Inc QiDa0c 25 A7 ]
® HTTP, Apachy R e It works (Acache httpd 2.4.7)
— T Tay S
Mt "':I'-JI.I' k - ﬁ.-'_j_'..ﬂ:'a}
1 share )
5 ®  1100010in-add & " B Telnet 000C 28387770
& HTTP, INetSi RiF.. T A NARE
o = FPiRe BRICADCEMN [0 Sesh Dy
T meozecocn
i i "B o —Unikis

Secureworks

Classification: //Secureworks/Public Use


https://www.advanced-ip-scanner.com/jp/

PCHunter

https://www.bleepingcomputer.com/download/pc-hunter/

& |bbtxculfyhwp - O X
Process |Kemel Modulel Kernel l Ring0 Hools| Ring3 Hooksl Networkl Registryl File | Startup lnfo| Other l Examination | Sett'ng| About |
Image File Name | PD | Parent ... | Image File Path | EPFROCESS | Ring3 Access ... | File Corporation
System 4 - System OxFFFFEN00... Deny
[®  smss.exe 352 4 C:¥Windows¥ System32¥ smss.exe OXFFFFED0O... Deny Microsoft Corporation
= csres.exe 500 428 C:¥Windows¥ System32¥ csrss.exe OXFFFFEN00... Deny Microsoft Corporation
= wininit.exe 580 428 C:¥Windows¥ System32¥wininit.exe OXFFFFEDODD... Deny Microsoft Corporation
= Isass.exe & son CabanndA~ugy System32¥Isass.exe OXFFFFED00... - Microsoft Corporation
[®  services.exe Refresh ¥ System32¥ services.exe OXFFFFEN0O... Deny Microsoft Corporation
= svchost.exe ¥ System32¥ svchost.exe OxFFFFEDODOD... - Microsoft Corporation
= svchost.exe View Modules ¥ System32¥ svchost.exe OXFFFFED0D... - Microsoft Corporation
v Searchindexer, View Threads ¥System32¥Searchindexer.exe  0xFFFFEN0D... - Microsoft Corporation
o SearchProto ¥ System32¥SearchProtocolHo... OxFFFFE000... - Microsoft Corporation
5 SearchFilters  Yiew Handles ¥System32¥SearchFilterHost....  0XFFFFEQ0D... » Microsoft Corporation
= svchost.exe View... System32¥svchost.exe OxFFFFED0OD... - Microsoft Corporation
e msdtc.exe System32¥ msdtc.exe OxFFFFE00D... - Microsoft Corporation
= dilhost.exe Show Lower Pane System32¥dllhost.exe OXFFFFEQ0O.... - Microsoft Corporation
= svchost.exe System32¥svchost.exe OxXFFFFEQOQO... - Microsoft Corporation
W VGAuthService,  Find Module Files¥VMware¥VMware Tools... OXFFFFE000... VMware, Inc.
> CSFalconServic Find Unsigned Module Files¥ CrowdStrike¥ CSFalconS...  OxFFFFE000... Deny CrowdStrike, Inc.
= CSFalconCor Files¥ CrowdStrike¥ CSFalconC...  OxFFFFE000... Deny CrowdStrike, Inc,
4]  OfficeClickToRu Delete File After Termination | Files¥ Common Files¥microsof... | OXFFFFE000... | - | Microsoft Corporation |
= redcloak.exe *: 3 Files (x86)¥Dell SecureWorks... OxFFFFE000... - Dell SecureWorks
o inspectored. Kill Files (x86)¥Dell SecureWorks... OXFFFFE000... : Dell SecureWorks
e conhost.e Force Kill ¥ System32¥ conhost.exe OxFFFFED00... - Microsoft Corporation
N = inspector€ : Files (x86)¥Dell SecureWorks... OxFFFFE000... z Dell SecureWorks
: » = groundlingsa  KIll By Process Tree Files (x86)¥Dell SecureWorks... OXFFFFE000... : Dell SecureWorks
/NG W omeRe  verty Process Signawre O en TR Mosk copenen
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BloodHound/SharpHound

https://github.com/BloodHoundAD/BloodHound

» Active Directory IRIZICHTHRNTERE
WENAZBHLGNZTEY-)
e NW_EDPC/Y-NIZEITS
1-Y4% . Av¥a1-9%&. -7,
XY OUREDIERZEKIL -+

RiEEE Rl ADY-/IND e .

WX R E S E I DIEN FIRE .— &= c\ :

» SharpHound (& BloodHound Ingestor - .
CDC#/\ /EI/ = o=

5] A: https: llwaldo com/7p 68
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NS.exe (NetworkShare)
W,n\ﬁ77r)l/5’?:ﬁ§f=~“1 =

Select ip appdres for scan network
' 109 1Ee |9

= malloc(Bx288u);

= ’
, B, Bx208u);
I—“I"'.I"'.I"'.II".':':"‘I::SII".II".':'%S“,'l & 3
, L'IPCS™);
, L"Users™);

memset (
Enter a numbe:
= StrStri(
Get ip: 1921 = StrStrb(
start scan f
if ( —= 9 &&

host 197, 165 . Y
wprintf(L"-Found share ‘\\\&s\\%s\n", &
aa_WNetAddConnection2li(

3

== ERROR_ALREADY ASSIGNED )

-»>shi502 netname);

-»shi5@2 type != 1,
-»shi5@2 type != Ox80000080 &&

);

&&

-»shi5@2 netname);

i ¢
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« RDP¥PsExec. WMIEEEH CE it
« ERZEHDHTHERE

* MRemoteNG, MRemoteNC¥Putty,
HERFE, WHINE, HED Ammyy AdminZi EZF FE

-brutto\llneEF'J LTI -RIA-RICEBN
ZU_I\\;EE&’@;tﬁﬂ’;

o« BNSZHIDH THERD
 Empire?CobaltStrike. reGeorg%# F
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mRemoteNG

https://mremoteng.org/, https://github.com/mRemoteNG/mRemoteNG

B mRemoteNG - confCons.xml - |DI xII

. /| * -7 i Fie View Took Help R mRemoteNG — confCons.xml
A <7 @@ - »ROP - @~  File View Tools Help
e v I Start IP: End IP: Start Port: End Port: Timeout : G ) | | '| "k RDF '| 9- |
3 = = [ \
L R R 0 = 1023 3 5 m_i ROP ll”SSH Fils Transfer ) External Tools | New Parel
. __________________________________________________| i
@ g @ 2| VNG te | @ Launch |
H Ti HTTP | HTT.. i VN 24t S5H1 . . . .
I | =2 | Rl / S| R (e B Hlenamel Argumentsl Working dlrectoryl Wait For E)utl Try
10.0.0.252 Mo No No Mo Mo Mo Mo S3HZ
. 10,0.0.251 No No No No No Mo No Telnet
10.0.0.250 No Mo No No No No No Rlogin
. f 4 10,0.0.249 No No No No No Mo No RAW
\ ea|*Y \ 10.0.0.248 No Mo No No No Mo Mo HTTP
/ N 10.0.0.247 No Mo Mo No No No Mo HTTPS
N 10.0.0.246 Ne Mo MNo MNo No No Mo ICA
. ‘ . r— 10.0.0.243 No No No No No No No
_ 10.00.242 No JNo |[No INo [No INo |Ne
{ \“ EM |E (B o 0o 10.0.0.241 No No No No No No No
\la Display 10.0.0.240 No No Neo No No Mo No - Search
—8 M Name e 10.0.0.238 Ne No No No No Mo No
/ X == A ] ] o
! Password protect  Ne 10.0.0.238 No Mo Neo No No No No G l ”j ] \_c]. ETs) n @
1 10.0.0.244 No Mo No No No Mo No H Display
. 10.0.0.236 Mo Mo Mo No No No No Name e
\\ o7 10.0.0.235 No No No No No No Mo Password protect  No
-: 12 10.0.0.234 No Mo No MNo Mo Mo No - External Tool Properties
‘ 10,0.0.233 Noe Ne Ne No No Mo Mo Display Name
Name Protocol to import: Filename:
This is the name that will be displayed in th... S5H2 'I Arguments: |
l?lfﬁl Working directory:
. :I;m_e . . ey e ad T Options: I} Wait for exit r Ty ta integral
il that th..
= 5SS Rame mhat will e dispiayed in ™| Run elevated [= Show On Tool

VRG:Es
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Ammyy Admin

http://www.ammyy.com/en/

E) Ammyy Admin v3.9 - Free £ =12 x|
Ammyy Language Help Free license (for home use oniy)
Chent. Wait for session Operator. Create session
Your ID
' 86509 520 of -4 : 8 Chent 1D/ IP
Password _A.z_ !-- - —
B 9724 S |
[Desktop - speed 256 Kb - 1 Mb ] @-'
Your IP '
err [~ View only
¢9210.0.0.10 -
[
Stop | Connect »
| 5
U -
Estabilished connection 1o router 136.243.104 242 443 >
i
e .0 % 0 o0e v

5| F: http://www.ammyy.com/en/admin_screenshots.html

Secureworks
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e | &

o ERRF1E. HWINE. HEMH

« ADY -/

A - BN EH THERD

YLADI T EELT

e PsExecP’RDP. WMIZFBBLT1ET DTV

« RAT¥post-exploitation framework D

BECKYTVYLIITV 2 RRA - E1T

e J\wFTI71 )L PPowershell A7V & F FE
CON-=TIRYY=POTAVIRY

T rERWTRA VERT
IV —FEE

« IV LADITDRESEIIERA

SDimARICTIY A
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ADY — 1D oD 7Y LY x THIE

JI-TRKVI%(E

’

a7 RV-0n=E
v & 72U AB: insecure-company.cojp
| v @R
v F3 insecure-company.co.jp
« Default Domain Policy
=. Domain Controllers
! Tokyo
v 2I90NT RYY- ATIIIh
./ Default Domain Controllers Po
[ Default Domain Policy
4/ InstallRansom
¥ WMI 2¢)1.5~
a A9-9- GPO

=B
B 771UF)  WEA) TRV MYEOW) ALTH)
o 2mac @m

LGV LAVLIT72—FE(EIS

insecure—company.co.jp
MNEF SiF
=W
[ Default Domain Controllers

J/ Default Domain Policy
& InstallRansom
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74P MIEA) ERV) ALTH)
o M ez HMm

/ InstallRansom [ADO1.INSECURE-COMPA! | & i
v & IVE1-5-0)"%5%
v O RYy-
v A YIMIPOERTE
G YIROI? AVAMN
! Windows DI ®
| REBBTYIV-h0-0) VK-
| BFRTE
v & 1-Y-0%nx
I RY -
| EXRE
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Domain Accounts

Microsoft\Windows\CurrentVersion\Group Policy\State\Machine\Scripts\Startup\0\0
Lasthirite: Sun Sep 8 14:22:03 2019

Script - \\_\hp\ﬂntimalware.exe
Parameters -

ExecTime -

Microsoft\Windows\CurrentVersion\Group Policy\Scripts\Startup\0\@
Lasthirite: Sun Sep 8 14:22:03 2019

Script - '\\-\hp\ﬁhntimalware.exe

Parameters -
IsPowershell - @
ExecTime -

Secureworks
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Phobos GandCrab Globelmposter

Dharma Medusalocker

Scarab Samsam

REvil
[ Sodinokibi

rsa.exe /
aes.exe

BitPaymer Defray777
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S LY 7 ORTBE L EEE

J71)IVE=S 1t

* RSA-2048, RSA-4,096E AES-256 DFEAEHE

e IV ADT-FE@RBAES TR SLL T, FIALZAESERERSALFR TR SIS
S = L SR LR

e A-ZFSMTDHRR

e NWHETAIY, EBHEREDER
o FWEERN1L

2 e, TALYIVINE
XL
X * VSSIHE
« 25— NPy FIEE DML

ZIBX DR
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oAb 7AY —Jb rsa.exe
SR SYBAUITEREEELY-IVISE

Vaucoe i - - ¢|nhn¢Dw_Ltup¢ ork>raa.

|.__|__1.:.g . rsa.exe [ k1 [/rk] [ H] [ d]

Exa M= e d

Example:

Example:
F

wamp | e

Made r=a key f1le
Frazer all key file

eyt Sleks(excebt 91 ysersJon¥Desk opork>

T+ ]|IH1TH IH file success!

[+]Finist

c:¥Users¥John¥lesktopfwork>

Classification: //Secureworks/Public Use

c:¥lsers¥ohn¥lesktop¥work>rsa.
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avr k74—l rsa.exe
Usage DEVWN-Y3VEEEHTFE

(‘arge ==2) Usage HMEL/\-Y3Y
sub_4028E0(); BlI#EDOFEINEES1ETTY)
if [ lstrcmpiA(argv[1], k} ) ; 3

piA(argv[1l], rk) )
piA(argv[l], e) )
gv[1l], d)

=t
[T I e T 1
]
]
I

g
— [
g = o
I
m
I rm |l

m I=

DecryptFile();
~esult = 8;
EncryptFile();
else return @;

1

EncryptFile(); E‘ ( lstrcmpiA{argv[1], d) )
)

~esult = @; nullsub_4(*argv);

gelse

Usage NI EY, DecryptFile();

result = @;

28 Secureworks
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RRRBHEILKR, ESXNREFICFHAINS

| > Fl

vasr @a’é%a H LK

/:’/‘;’\'. T "netsh advfirewall set currentprofile state off"
2\\}/: fe o * "netsh firewall set opmode mode=disable"

) o e BEXIR
LR N * "“wbadmin DELETE SYSTEMSTATEBACKUP -keepVersions:0”
* "vssadmin delete shadows /all /quiet"
* "wmic shadowcopy delete [nointeractive"
* "bcdedit [set {default} bootstatuspolicy ignoreallfailures”
* "bcdedit /set {default} recoveryenabled no"
o SEHMLEZIK
e "C:¥Windowsysystem32¥cmd.exe" /c del <V JVII 7 EITINA>¥<N b
)17 %> > nul

Secureworks
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MedusalLocker

unknown_libname S{L"[LOCKER] Remowve backups “'}i
((void ( 1'h.l.;--:all j-cha’ ijmptyRecycleﬁlnj (&vE
[allUnkLlh_EL_ ssadmin.exe Delete Shadows
CreateProcess( (int)v?

std: :wstring: -wwstrlngnu_;j,

CallUnkLib @(L"bcdedit.exe /set
[reatePrncesnglntjvilj;

std::wstring: :~wstring(v3l);

CallunkLib &(L"bcdedit.exe
CreateProcess((int)v3a);

std: :wstring: :~wstring(v3

CallUnkLib @(L"wbadm]

CreateProcess((int)v29

std: :wstring: -mwstrlngnu"

CallunkLib &(L"wbadmi

CreateProcess((int)v23

std::wstring: :~wstring(v23
CallUnkLib &(L"wmic.exe 5
CreateProcess( (int)v27);

30 Secureworks
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Zpl=
£y RI1YDRYABTEBS, BEiETV97MEERT BN ER

- What happened?
You I fl IeS are enc rypted | our files are encrypted, and currently unavailable.
. You can check it: all files on you computer has new expansion.
By the way, everything is possible to recover (restore), but you need to buy a unique decryptor.
Otherwise, you never cant return your data.

What happened?

Your files are encrypted, and currently unavailable.

You can check it: all files on you computer has new expansion.

By the way, everything is possible to recover (restore), but you need to buy a
Otherwise, you never cant return your data.

For purchasing a decryptor contact us by email:

If you will get no answer within 24 hours contact us by our alternate emails:

: : What guarantees?
For purchasing a decryptor contact us by email: Its just a business. I we do not do our work and liabilities - nobody will not cooperate with us.

To verify the possibi the recovery of your files we can decrypted 1 file for free.
Attach 1 file to the letter han 10Mb). Indicate your personal ID on the letter:
If you will get no answer within 24 hours contact us by our alternate emails: EDA1ZDDTATFAOESS841FFBO6ASBED 08700233124C9C3BDA26D4974331 0579707187 Co4

1800141DCeEFO3FCEF371315A 3E139580B70F5C
11470FCB1C2D89ED4BFTAS1G1 P3F54650B1C710F

B075006C3E1DEC731A31A969 ﬁ‘jﬂ'b"jljﬁfj“'f/ﬁ}ﬁj%%iﬂ_ EBBB19D10A42AC

ECA1B2ECO49A382F20D8692F BBBE35B23E29A31

What guarantees? '664545763FA2AECED29932F1] T 5(7?731(\ X{ﬂ]ﬁ’éi]\jj L fscesseszocrse

lts just a business. If we do not do our work and liabilities - nobody will not coope188AD731FES0504A646889EBH EFD4819DE3A114
_ iDBSSFEGD40CFI761CADI3775 TWABT-AE ECBCOF259D9DE:

T warifu the nneeihilihe nf thie recmvens nf voor filee we ran decnintad 4 file fo
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I - HEMRFE . HRIRE, HER

+

+

N BN ED THERD
VY LIUIT DEEBETVSSIHE. FWHERH{E
sdelete.exe —p 5 <FileName>TJ71JLHl B
nslog.exe -c security? € DEHE

=N - BEANEBIORPVEEEITOCWENT-A
5% H5

SV LIIT DEEICKY—ERLIARU/ARY
~OJ /2D I 71V DRESALICE>TRIRRIIC
REFNHEINS
NEGIDH CHERT
xDedicLogCleaner®#| FE
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PowerShellzHW /=X 12T+ ®HED
TIAVAR M=)
° EQ'TU_'JEJE
* C:¥Users¥<UserName>¥AppData¥Roaming¥Microsoft¥Windo
ws¥PowerShell¥PSReadline¥ConsoleHost_history.txt

« INVF
* (Get-WmiObject -Class Win32_Product -Filter

"Name='Symantec Endpoint Protection™ -
ComputerName . ).Uninstall()

* (Get-WmiObject -Class Win32_Product -Filter
"Name="Endpoint Protection" -ComputerName . ).Uninstall()
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XDediclLogCleaner
TVIYYITPCANHK 4 KEEE %

xDedic log deaner - About

This is automated log cleaning software for system administrators.
In one dlick you can clean all system log files, temp files and folders.

~
-
You using this software on your own risk, so be careful with account deli

don't forget read full functions description at our site. Info Functions

This is absolutely free software, but if you like it - you can help our code ?ﬂ;ﬁ?ﬁggoff- Lo

by sending some bitcoins, just press [ § ] button and send us any amour Accountf)e'ete: AutoFush
Temp cleaned: O Bytes
Logs dleaned: 0 Bytes Flush&LogOFF

Version: 1.0 Account delete

Se¥ delete

All RDP’s in one place! - xDedic.biz [ $ ] | About |
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EA2 RDP MS16-032, NLBrute, Advanced IP Scanner, AmmyAdmin, Matrix NJA
NetworkShare.exe
E RDP Advanced Port Scanner, ProcessHacker Phobos NJA
NetworkShare.exe
ElR 4 RDP PCHunter, ProcessHacker, Mimikatz Phobos N/A
KPortScan3, SoftPerfectNetworkScanner, Powertools, .
E5 RDP mRemoteNG, Bruttoline, Putty, ProcessHacker, Mimikatz Cale(diE)e e
PsExec pslog.exe
VPN s e g .
EPe DomainUser —E&3&x~/\YFI71)l r5a.ex¢ sdelete.exe
RDP PsExec Globelmposter2.o0  N/A
RDP Hyena, Mimikatz, WMlexec, reGeorg Samsam N/A
X=Jb (Dridex) Empire,PsExec BitPaymer N/A
X=)b CobaltStrike, Meterpreter, SharpHound Defrayy77 N/A
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