Japan Security A

nalyst Conference 2080

(A—T =20 b=2)

JPCERTO—=F 1 *—>3>E25—

1>257> MLURT
MER ZH

N> AT)I—T
2020418178

PCERT CC f ’

ZIRDIRD




Malware
Analyst

JPCERT (][

v
1 | Copyright ©2020 JPCERT/CC All rights reserved. PEpERICoPIEEmErgeney E=noneeN eamiooo i na: orGentet | o PCERT CC ~




QKW ZESADT

=AY

[E5FXEHR

(R [B¥RDEFEZ
Hiy & UTEIE

(FEERDETHHEE
Hiy & UTEIE

2 ‘ Copyright ©2020 JPCERT/CC All rights reserved. Yeleizlr) G gtiisie Eniarefarniay masigenss el Inationgﬁ%j: JPCERT CC &




3

RN

Copyright ©2020 JPCERT/CC All rights reserved. PGP ULERERTE TG ENCYNRESPONSENEanMEOBId nation

S JPCERT CC"®



4

JPCERT/CCC

ao U T ERAYBIINE

2013 2014

¥ threat-actor

APT10

= APT10

* menuPass

* Red Apolio
+ Stone Panda

APT17
* APTAT
* Aurcra Panda
+ Deputy Dog
» Hidden Lynx
BlackTech
= BlackTech

Blue Termite

» Blue Termite
« Cloudy Omega
« Emdivi

Tick

« BRONZE BUTLER
« Daserf
= Tick

Wellmess

* Wellmess

Winnti Winnti:
* Axiom
* Blackfly
=+ TG-2633
» Winnti

Copyright ©2020 JPCERT/CC All rights reserved.

2015

2016

2017

2018

SPONSEEam Co

TECoolkz

IE(frEss

nationiGenter

2018

Quasark

JPCERT CC’



EIA DR B E DT

HSHIRB—EZXDE | AREV—ILOBE | LT TOEML

H cA-—T>V—-W—)L « J71ILL R
« Microsoft Azure * PoshC2 «ETa1—-)UE
- Google Cloud %3 ¢& « PowerShell Empire S EngsE b
« QuasarRAT 732 & SEiR
«OSON > RixE
/-’!’Ff
/

5 Copyrlght ©2020 JPCERT/CC All rightS reserved. Jzlekzin) Gagrlatitsle Errlarejaniay mesderias Tzl Geler




Tick

| ce

6 Copyright ©2020 JPCERT/CC All rights reserved. B AN P ULERERE TG EICY AR ESPONEENEamMMEODrdi nationi@enter

JPCERT CC’



LY

J

H

S
/)

>

AF ¥

25

20

15

uno)

10

ZL/6102
L1/61L02
0L/6L02
6/6102
8/6102
L/6102
9/6102
s/6102
/6102
€/6102
2/6102
L/61L02
zL/gLoe
L1/8L02
0L/8L02
6/8102
8/8102
1/8102

&
)
)
o
~

BY DI NI DM ZBRAULKID ET DR+ &R

s/8L0¢
/8102
g/8L0¢
¢/8102
1/810¢
cL/L10e
LL/L10¢
oL/LL0¢
6/1102

L
[
i
(=]
(Y]

L/L10e

L/L102

~
>

/

/N

AN
>

Vavax

~.
e

SES

-

ll\

|5 —4: 2017¢1ﬁ~2019¢1zﬁ)

A
>
ll\

(TSUBAMEDER

Copyright ©2020 JPCERT/CC All rights reserved.

MENYENCY R ESPONSENEAM NG00

-
E

dAPENNEOTTTPULET:

7



8

<JVL DI 7 (NodeRAT)

erHandler.n

Copyrlght ©2020 JPCERT/CC All rlghtS reserved. apanNEe T PULEREMENGENCY MR ESPONSENEAN NG00




9

BlackTech

Copyright ©2020 JPCERT/CC All rights reserved.

R ANNEO TP ULET T E TG ENCY AR ESHONSEN EEMMEO0d i nation

JIPCERT CC?®
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Config Value

VERSION STARTUPKEY
HOSTS HIDEFILE
RECONNECTDELY ENABLELOGGER
KEY ENCRYPTIONKEY
AUTHKEY TAG
DIRECTORY LOGDIRECTORY
SUBDIRECTORY HIDELOGDIRECTORY
INSTALLNAME HIDELOGSUBDIRECTORY
INSTALL DOWNLOAD_URL @
SETUP PROXY @
MUTEX
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- Palo Alto Networks (CVE-2019-1579)
- Fortinet (CVE-2018-13379)
- Pulse Secure (CVE-2019-11510)
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NationalSecurityAgency / ghidra ©wWatch~ 762 WSt | 189k YFork 24k

<» Cade Issues 457 Pull requests 50 Actions Projects 0 Wiki Security Insights

Ghidra is a software reverse engineering (SRE) framework  https://www.nsa.gov/ghidra

software-analysis disassembler reverse-engineering
01,990 commits i¥ 3 branches [ 0 packages T3 6 releases 22 84 contributors de Apache-2.0
Branch: master « New pull request Create new file  Upload files  Find file Clene or download
- ryanmkurtz Merge remote-tracking branch - Latest commit 7bfed1c Jan 8 2020
Downlosd Ghidr: . B github/ISSUE_TEMPLATE Text Improvements
[ sHa-256 | wlacowa ] Scuree | B GFL Merge remote-tracking branch ‘origin/patch’ Dec 5, 2019
o
° M Ghidra Merge remote-tracking branch Jan 8, 2020
https://ghidra-sre.org/

M GhidraBuild GT-3328 minor revisions to sleigh options processing per review Nov 26, 2019
i GhidraDocs GT-3301: Updating InstallationGuide.
i eclipse updated eclipse formatter settings
il gradle Merge branch ‘GT-3404_ryanmkurtz_PR-1351_marcograss_sha' Dec 18, 2019
B licenses Major refactaring of the gradle build systern. Apr 24, 2019
El gitattributes Candidate release of source code. Ma
£l .gitignare Merge remote-tracking branch ‘origin/ghidral_Emulator Jul 13, 2019
El gitlab-ciyml allow tests to be initiated via web interface Oct 10, 2019

https://github. com/NatlonaISecurltyA ency/ghidra
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IDA: Undo

sub_429105 proc near : CODE XREF: WinMain(x,X,x,x)+10tp unk_429165 d i CODE XREF: WinMain(x
b

arg_0 ptr
g_4 rd ptr
arg rd ptr
ptr

short loc_42916E
edi, edi
short loc_42

loc_429145: ; CODE XREF: sub_429105+301j

1

; CODE XREF: sub_429105+501]

loc_429165: ; CODE XREF: sub_429105+49

1
loc_42916C: ; CODE XREF: s 29105+5E1
loc_42916E: ; CODE XREF: sub_429105+2Ct1j
sub_429165+3E1]
z

7AfxkinTermg
edi

sub_429105
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https://github.com/JPCERTCC/MalConfScan

Supported Malware Families

Ursnif TSCookie
Emotet TSC_Loader
Smoke Loader Xxmm
Poisonlvy Datper
CobaltStrike Ramnit
NetWire HawkEye
PlugX Lokibot
RedLeaves Bebloh
QuasarRAT
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