PCERT CC/
Japan Security Analyst Conference 2080 © A< =

(Opening Talk) q« ‘
Looking back on the &
incidents in 201Q ™

JPCERT Coordination Center

Incident Response Group
Takayoshi SHIIGI January 17t, 2020




Malware
Analyst

JPCERT (][

v
1 | Copyright ©2020 JPCERT/CC All rights reserved. PEpERICoPIEEmErgeney E=noneeN eamiooo i na: orGentet | o PCERT CC ~




Two Major Attack Types

Targeted |Widespread

(Attack aimed to steal (Attack aimed to
confidential steal money)
information)
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Targeted Attack
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Targeted Attack Campaigns (confirmed by JPCERT/CC)

2013 2014 2015 2016 2017 2018 2019
¥ threat-actor

APT10 ANE Quasark
= APT10

* menuPass

+ Red Apollo
« Stone Panda

APT17

* APTAT

* Aurcra Panda
+ Deputy Dog

» Hidden Lynx

BlackTech PLEAT] TSCuoiis
« BlackTech

Blue Termite

* Blue Termile
« Cloudy Omega
* Emdivi

Tick

« BRONZE BUTLER
« Daserf
= Tick

Wellmess
* Wellmess

Winnti Winnti
* Axiom
* Blackfly
=+ TG-2633
* Winnti
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Trends in Recent Targeted Attack

Leverage Cloud
services

« Microsoft Azure
« Google Cloud etc.

Copyright ©2020 JPCERT/CC All rights reserved.

Leverage Generic
tools

« Open source tools
« PoshC2
« PowerShell Empire
« QuasarRAT etc.

« OS commands

Complex Malware

 File less
 Modular architecture
» Multiple stages

)



Tick

| ce
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Scan Activity

Count
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Observation of scan activities for exploiting the asset management software

2019/12

(Source: TSUBAME(Internet monitoring system): Jan, 2017~Dec, 2019)
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Malware(NodeRAT)

erHandler.n
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BlackTech
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TSCookie Loader & TSCookie
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I TSCookie Loader -— TSCookie 1
: (EXE or DLL) EXE :
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| 2. Execute on memory |
I I
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I I
| DLL .
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Attack Exploiting

Specific Product
(CVE-2019-9489)
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Attack Summary

L]

Initial attack Lateral movement
(Leverage
legitimate function)

Exploit
CVE-2019-9489

PoshC2
AD Server

- Virus Buster
Target organization  Corp. Server
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QuasarRAT(APT10)
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Execution Flow

Service start

!k !k
—

Loader Encoded QuasarRAT

JPCERT CC’
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Config Value

VERSION STARTUPKEY
HOSTS HIDEFILE
RECONNECTDELY ENABLELOGGER
KEY ENCRYPTIONKEY
AUTHKEY TAG
DIRECTORY LOGDIRECTORY
SUBDIRECTORY HIDELOGDIRECTORY
INSTALLNAME HIDELOGSUBDIRECTORY
INSTALL DOWNLOAD_URL @
SETUP PROXY @
MUTEX
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Function
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Widespread Attack
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Attack Exploiting
Vulnerabilities in SSL
VPN Products
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Alert & Advisory

[Updated] Alert Regarding Vulnerabilities in Multiple
SSL VPN Products

last update: 2019-09-06

W Tweet 1 Mail

JPCERT-AT-2019-0033
JPCERT/CC
2019-09-02(Initial)
2019-09-06(Update)

|. Overview

JPCERT/CC confirmed details of vulnerabilities in multiple SSL VPN products including Proof-of-Concept

code have been made public.

- Palo Alto Networks (CVE-2019-1579)
- Fortinet (CVE-2018-13379)
- Pulse Secure (CVE-2019-11510)
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Vulnerable Pulse Secure VPN hosts in Japan (CVE-2019-11510)
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Emotet

7% C JPCERT CC°
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Publication

[Updated] Alert Regarding Emotet Malware Infection

<JLII )7 Emotet MREELVERZDULT
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December 4, 2019

@ {ciE T(Ken Sajo)

How to Respond to Emotet
Infection (FAQ)

= Email

Since October 2018, there has been a growing number of Emotet infection cases in
Japan. JPCERT/CC issued a security alert as follows:

Alert Regarding Emotet Malware Infection
https:/fiwww jpcert.or.jp/english/at/2019/at190044._html

The purpose of this entry is to provide instructions on how to check if you are infected with
Emotet and what you can do in case of infection (based on the information available as of
December 2019). If you are not familiar with the detailed investigation methods described

here, it is recommended that you consult with security vendors who can assist you.
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Malicious Mail Example

Mail | Attachment

20191125.doc [F#MOEHE] [E#E-F] - word i B =
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This document was created in OpenOffice.
TR AT

To edit this document, click Enable editing button from the yellow bar above.

Once you have enabled editing, please click Enable content button from the yellow bar above.

)
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| [ 1 +
snt: Menday, June 03, 2019 7:45 PM
T[4 nEEEs B
Sublect: | g wesLL - 4 } )
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Analysis Tool
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NationalSecurityAgency / ghidra ©wWatch~ 762 WSt | 189k YFork 24k

<» Cade Issues 457 Pull requests 50 Actions Projects 0 Wiki Security Insights

Ghidra is a software reverse engineering (SRE) framework  https://www.nsa.gov/ghidra

software-analysis disassembler reverse-engineering
01,990 commits i¥ 3 branches [ 0 packages T3 6 releases 22 84 contributors de Apache-2.0
Branch: master « New pull request Create new file  Upload files  Find file Clene or download
- ryanmkurtz Merge remote-tracking branch - Latest commit 7bfed1c Jan 8 2020
Downlosd Ghidr: . B github/ISSUE_TEMPLATE Text Improvements
[ sHa-256 | wlacowa ] Scuree | B GFL Merge remote-tracking branch ‘origin/patch’ Dec 5, 2019
o
° M Ghidra Merge remote-tracking branch Jan 8, 2020
https://ghidra-sre.org/

M GhidraBuild GT-3328 minor revisions to sleigh options processing per review Nov 26, 2019
i GhidraDocs GT-3301: Updating InstallationGuide.
i eclipse updated eclipse formatter settings
il gradle Merge branch ‘GT-3404_ryanmkurtz_PR-1351_marcograss_sha' Dec 18, 2019
B licenses Major refactaring of the gradle build systern. Apr 24, 2019
El gitattributes Candidate release of source code. Ma
£l .gitignare Merge remote-tracking branch ‘origin/ghidral_Emulator Jul 13, 2019
El gitlab-ciyml allow tests to be initiated via web interface Oct 10, 2019

https://github. com/NatlonaISecurltyA ency/ghidra
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IDA: Undo

sub_429105 proc near : CODE XREF: WinMain(x,X,x,x)+10tp unk_429165 d i CODE XREF: WinMain(x
b

arg_0 ptr
g_4 rd ptr
arg rd ptr
ptr

short loc_42916E
edi, edi
short loc_42

loc_429145: ; CODE XREF: sub_429105+301j

1

; CODE XREF: sub_429105+501]

loc_429165: ; CODE XREF: sub_429105+49

1
loc_42916C: ; CODE XREF: s 29105+5E1
loc_42916E: ; CODE XREF: sub_429105+2Ct1j
sub_429165+3E1]
z

7AfxkinTermg
edi

sub_429105
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MalConfScan

|
MWMalConfs

_dl'l

https://github.com/JPCERTCC/MalConfScan

Supported Malware Families

Ursnif TSCookie
Emotet TSC_Loader
Smoke Loader Xxmm
Poisonlvy Datper
CobaltStrike Ramnit
NetWire HawkEye
PlugX Lokibot
RedLeaves Bebloh
QuasarRAT
27 | Copyright ©2020 JPCERT/CC All rights reserved. Japan Computer Emergency Respon

AZORult
NanoCore RAT
AgentTesla
FormBook
NodeRAT
njRAT
TrickBot

Remcos

A



How to Enjoy
JSAC 2020
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Sharing Technical Info about Incidents

Session Title

Evil Hidden in Shellcode: The Evolution of Malware DBGPRINT

Threat Information on the APT Group Conducting "Operation

a0 Bitter Biscuit"
B/A T!'ne Implementation anfl Usage of Artifact Collection Tool and
Simple Malware Analysis Sandbox for macOS
B Developing an Efficient Mac Forensic Tool
C Islt Wrong to Try to Find APT Techniques in Ransomware Attack?
D 100 more behind cockroaches? or how to hunt loCs with OSINT
D Battle Against Ursnif Malspam Campaign targeting Japan
D An Overhead View of the Royal Road

[A] Malware [C] Incident
[B] Forensics [D] Threat trends, mtelhge ce
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Networking
15:00 - 15:30 Coffee break

¢ Security
yst
i Ryt o
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Thank youl!
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