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ךּ ךּ

2

Å ︡ ︣Ḯ
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ṇ

3

ḭ וֹ ṏ

Åṡ ḴṢפּ ︣ ḵ

ï ṇ צּ לּ ךּ ḭ ︡ וֹ ךּ לּ ︣ ḭ
ṇ ךּ Ṅ ḱ ︡ḭ ḱ

Åṡ Ṣ ︣ ḵ

ï ︣ ṕ ḱ ḱ Ṗ
︡ ḭ לּ ︡ פּשּךּ ︣Ḯ

Åṡ Ṣ ︣ ḵ

ï ḱṕ פּ Ṗ ︡ לּ ︣ ḭפּ
Detection Engineering ḭ ḭ ךּ ︣Ḯ

ḭ ṕBlue Team Techniques Ṗ ︣
ṡ Ṣ ︣Ḯ ︡ ḭ אל ךּ וֹ ךּ ︣Ḯ
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ḱּף ךּ

4

Å ṡ פּ לּ ︣ ḴṢפּ לּךּ ךּ שּ ḵךּאל
ï ṡ Ṣ ḭ ḱ ︡ ṡשּךּ Ṣ ︣Ḯ

ï ḭ ṕ ḱ ḱ  etc.Ṗ ףּ ḭ ךּ︡
ḭ ḱ כֿ ︡ ךּ ︣Ḯ ḭṡ

לּ ︡ שּךּ Ṣפּ לּךּ ךּ שּ Ḯךּאל

Å ḭ פּ כֿךּ ףּ ︡ךּ ︣Ḯ ḭ ףּ ︡ךּ ︣Ḯ
ï פּ ךּ ḭ ︡ שּ ṕSlackךּאל ︡ ךּ שּ ךּ ṖḮ

ï ṕ כֿךּ Ṅּט Ṗ ḱ ṇ Slack ︢ ףּ ︡ךּ ︣Ḯ

Å ￼ שּ Ḯךּאל
ï ︡ ךּ ḭצּ︣ ךּ ￼ שּ Ḯךּאל

Å Ḳ
Å ṇ וֹףּ ︣ טּ ḭ ḱ ︣ טּ Ḯ

Å ṇ ḭ ︡ ṇ ︣ ︡ אל טּ ḭ
ḭ ḭ טּ ךּ ︣ טּ Ḯ ︡ḭ כֿ

לּ ḭּט ḭ ḱ ךּ Ḯ אל קּ
︡ ḭ פֿ פḭֿנּלּ פֿ שּ Ḯךּאל
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לּכֿ
Ṍ ḱ Ṍ

Ṍ Ṍ

Ḳ

1. ṕ10:10 ǲ10:30 Ṗ

 + Ḳ

2. Tactical Intelligence ṕ10:30 ǲ12:10 Ṗ

3. Lunch Break (12:10 ǲ13:30)

4. Operational Intelligence ṕ13:30 ǲ15:20 Ṗ

5. ṕ15:20 ǲ15:30 Ṗ

Appendix Ḳ

  ︡ שּ Ḯךּאל



Ṍ Ṍ
Ểể Ḳ

6
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1-0Ḳ ︢

7

ể ḭ ḭ נּ קּךּ ︣Ḯ

ể ︣Ḯ

Å 1-1 : 

Å 1-2 : ḱ

Å 1-3 : 

Å 1-4 : 
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Å ḭ לּ טּ Ḯ

 =  + 

Å ểḲ Ḵ

ï ︣ ḭṡ ḱ ṇ Ṣ כֿ Ḯ

ïṡ  ú  ú Ṣ ễלּךּ ṕ*Ṗ וֹ כֿ צּ קּ ṕby SANS Institute Ṗ

ï ḭṡֿכ ễ ︣ כֿ Ṣ קּ Ḯ

Å

ï ṕIntent ḱMotivation Ṗ

Å לּ ḱ ︣ Ḯ

ï ṕCapability ḱMethodṖ

Å ︣ ḱ ︣ Ḯ

ï ṕOpportunity Ṗ

Å ︣ ḱ ︣ ṕ  etc.Ṗ

1-1 : 

8

ṕ*ṖMotivation ḱOpportunity ḱMethod לּךּ
 MOM ṇ טּ Ḯ

https://www.sans.org/blog/security-intelligence-introduction-pt-2-/
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1-1 : 
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Å ḭ לּ טּ Ḯ

 =  + 

Å ỄḲ Ḵ
ï ṡ Ṣּפ Ễשּקּ נּ טּצּ ︣ṕ ễ ︡ ךּ ︣ṖḮ

ï ︣ ḭ ḭקּ ṇ ḱ ḱ ︡ קּ ṡ Ṣ ︣Ḯ

ểḲ ṇ ︡ ỄḲ ︡

ṡ ḱ Ṣ︡ קּ ṇ
︡ נּ

︡
נּ
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1-1 : 

Ḵ

Å ḭקּ ︣ ḭ ḱ ḱ ḱ ḱ ḱ ︣ כֿ Ḯ

Å ểḲ

ï ú  ú

Å ỄḲ

ï ểḲ ṇ ︡

ï ỄḲ ︡

10
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1-2 : ḱ
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Å צּ Ḵפּ

ï ṕ ḱ Ṗ ṡ Ṣ

Å  =  ú  ú

ï ḭễ אל ḭṕצּ Ṗצּ ṇ קּ ḭṡ Ṣ
ṡ Ṣ טּ Ḯ ḭ ḭ קּ ṡ Ṣ ︡ḭ
ṡ Ṣ ︣ כֿ צּ טּ ךּ Ḯ

ï Ḳṡ Ṣ ṕCVE-XXXX-XXXXṖ וֹ ḭשּ ḱ Ḯ

ṕ Ṗ ṇ ṇקּ קּ ךּ

ṕCrown Jewel Ṗ
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1-2 : ḱ
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Å צּ Ḵפּ

ï ṕ ḱ Ṗ ṡ Ṣ

Å  =  ú  ú

ïּ︡︡פḭ ḭ ṇ ḭ ḭ פּפּצּ Ḯ ḭ
וֹפּ ṇ ṕ ḱ Ṗ שּ Ḯ ḭ ḱ ṇ

צּ ךּ︡ ︡ ךּ ḭ צּ קּ ךּ Ḯ

ṕ Ṗ
קּ ṇ
ḱ ṇ ךּ︡

ṇ קּ ךּ

ṕCrown Jewel Ṗ
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1-2 : ḱ
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Å צּ Ḵפּ

ï ṕ ḱ Ṗ ṡ Ṣ

Å  =  ú  ú

ï ḭṡ Ṣ וֹ ṡ Ṣ ︣ ḮṕṬ Ṗ

ï ḭ ṇ ṇṕ Ṗ ḭṡ Ṣ טּ ḭ ṇ ṕ ḱ
ḱ ḱ Ṗ ḭ כֿלּ צּ Ḯךּ︡ ḭ
︣ כֿ ︣ Ḯ

ṕCrown Jewel Ṗ

ṡ Ṣ וֹ ḭṡ Ṣ ︣ ḮṕṬ Ṗ
ẓ ṡ Ṣ ︣ כֿלּ ṡצּ Ṣ ḵ
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1-3 : 

14

Å ḭ ︣ Ḯ נּאל שּףּ קּ Ḯ

Å Ḳ

ï ךּףּ ḭ Ễשּקּ אל Ḯṕ ḭ
ḭ ṇ︣ קּ ︣Ṗ

Å ṕConsumer Ṗ Ḳ ︡ לּ ︣ Ḵפּ

Å ṕProducerṖ Ḳ ︡ ṇ פּ לּ ︣ Ḵפּ

Å Ḳ

ï ṡ Ṣ ︣ כֿלּ ṡצּ Ṣ טּ ḭצּ ḱ
אל ḭ אל ךּ צּ Ḯךּ

ï Ḳ ṡךּ︡ Ṣ ḵṕ ṇ ︣ Ṗ

Å ḱ ṇ Ḳ

ï ṇ ṕDataṖ ḭ ︣ Ḯ ︡לּ לּ שּ
︣ כֿ ḭ ךּ ︣ כֿ צּ קּ Ḯ

ï ṇ ︣
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Å שּ

ï ḭ ḱ ︣ כֿ צּ ṕ ︣ ḴṖפּ

ï ḭOperational Intelligence Tactical Intelligence בֿ ︣Ḯ

L
o

n
g

 T
e
rm Strategic  I ntelligence

Å וֹ
Å ︣ ︣ כֿ ḭ ︣

ḱ ︣ Ḯ

Operational  I ntelligence
Å ṇ ḱ ḱSOC וֹ
Å ḭ ṕTTPsṖ ︡ḭ Ṍ

︣ Ḯ

S
h

o
rt

 T
e
rm Tactical I ntelligence

Å SOC וֹ
Å Ṅ ךּףּ ḭ ṕIOCṖ ḱ

︣ כֿ Ḯתּ
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1-3 : 

Å שּ Ḳ

ï ḭ ễשּקּ ︡ ︣ Ḯךּ

Å SIGINT ṕSignal Intelligence Ṗ

ï ṕTelemetry Ṗּפ קּ ṇ ḭ ḭ ḭּט ךּ ṇ ṕ ṇ
Ṗḭ פּ ︣ טּ Ḯ

ï ḭṡ Ṣ ︣

Å OSINT ṕOpen -Source Intelligence Ṗ

ï ḭ ṇ ṕSNSṖּפ ︣ טּ Ḯ

Å ṇ ṕOpen Ṗ Ḳ ṇ ṇ ḱ ḭṕ Ṗ

Å ṇ ṕClosed Ṗ Ḳṕ Ṗ ḭIntelligence Community ḭDark Web

Å HUMINT ṕHuman Intelligence Ṗ ṕCyber HUMINT ṇ Ṗךּ

ï ḱ ṇ פּ ︡ḭ ︣ טּ Ḯ

ï ︡ḭ ṇ ḱ ṇ ḱ ︣ כֿ ḭֿכ טּ Ḯṕ ︡ḭ ḱ
טּצּ ḭ ךּ צּ Ṗ

Å Ṗ ṇ פּ

Å Ṗ ṇ ḭ ṇ פּ



Copyright © TomohisaIshikawa All rights reserved. 

1-3 : 

Å ṇ שּ Ḳ

ï ṇ ḭ Ễשּקּ אל Ḯ

Å Passive Approach ṕ Ṗ

ï ￼ḭ צּ ︡ ︣

ï Ṗ ḭOSINT ṏ

ï Ṗ נּ ṏ ︡ ḭ ︣

Å Active Approach  ṕ Ṗ

ï ḭךּ קּ ︣

ï Ṗ ṇ Deception ︡ ḭ ṇ פּ ︣

ï Ṗ נּ ṏ ḱ
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1-4 : 
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Å ךּ Ệ Ḳ

ï Ệ ︡ ḭ צּ

Accurate
Ḳ ︡ כֿךּ

לּ ṡ Ṣ ךּ︡ לּךּ וֹ ḭṡשּ Ṣּצ

Audience Focused
טּ Ḳ ︡ ךּ פּ
ṇ ︡ וֹ ḭ ṡ Ṣּצ ךּ

Actionable
Ḳ ךּ︡ צּ פּ אל ךּ כֿ

פּ צּ אל ךּ כֿ

Adequate Timing
Ḳ צּ ︣ כֿ

ךּ אל ḭ ︡ ︣ כֿ
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19

Å Ḳ

ï ḭ פֿ ︡ קּךּ ḭצּ︣ צּ בֿ Ḯ

Å ṖYARAḱSIGMA

Å ṖMITRE ATT&CK ḱ ḱ



Ṍ Ṍ
ỂỄ ḲTactical Intelligence

20
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2-0 : ︢

21

Å Tactical Intelligence ḴḴ

ï ḲSOC וֹ

ï Ḳ

Å אל ḱ ḭ Ṅ ︣ ︣

Å Ễ ṇ צּ ︣

ï 2-1 : IOC ṕIndicator of Compromise Ṗ ḱ ḱ ẓ כֿכֿ
Å IOC ḭṡ ︡ ḱ ︣ Ṣ ︡ ︣Ḯ ךּ נּ ḭ טּ

IOC ︡ḭ ḱ ḱ ︣פּ נּ ︣Ḯ

ï 2-2 : EOC ṕEnabler of Compromise Ṗ ︡ ẓ Appendix B ︡ שּ ךּאל
Å EOC ḭ ︣ כֿ ︡ ︣Ḯ ךּ נּ ḭ ḱ ḱ ḭ

בֿ ︡ לּ Ṅ ︡ ︡ḭ ḱ ︣ נּ ︣Ḯ

Indicator of Compromise Enabler of Compromise

ḱ ︣
︢ ︡

פּ אל ḱ

VS. 
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Å IOC ḴṕIndicator of Compromise ḱ Ṗ

ï ︡ ḱ ︣ ṕ= Ṗ

Å Ṗ ḱIP ḱ ḱ PCצּ ṕ Ḳ Ṗ

ïֿ︡לּכ ṇ ︡ḭSIEM ︣ כֿ ḭ ︣ כֿ צּ קּ Ḯ

Å IOC ḲNetwork Indicator úHost Indicator

ṮNetwork Indicator ṯ
IP

ṮHost Indicator ṯ
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Å Pyramid of Pain ṕ Ṗ

ï 2013 ḭ טּ David J. Bianco צּ ︡ ṕBianco Ṗ

ïỈ IOC ︡ḭ וֹךּ שּךּ נּ ṕ= Ṗּצ כֿךּקּ
︣ טּ Ḯ ḭễ ṇ ︡ נּ Ḯךּ
Å Layer 1 Ḳ תּ︣ קּ ︡ לּ Ḯ קּ ḭ ṡ Ṣּצ Ḯךּ

Å Layer 2 Ḳ ṇ טּצּ ḭLayer 1 צּ Ḯךּ

Å Layer 3 Ḳ ︡ḭ ṇ ︣ כֿ ṕOperational Intelligenceךּ︡ ךּ ︣Ṗ

Layer  1

Layer  3

Layer 2

http://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html
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Å לּ IOC ︡ḭ ḱ ḱ ︡ שּךּ Ḵפּ

STEP 3Ḳ ḱSTEP 2Ḳ ḱ ḱSTEP 1Ḳ ḱ

Å IOC ṇ ︣ Ḯ
Å ḭ Ễ טּצּ Ḯ

Å OSINT
Å SIGINT

Å ︡ ṇ צּ ḱ ḱ
טּצּ ḭפּ ḱ Ḯלּ

Å ṇ קּ קּ
פּךּ ︣ Ḯ

Å IOC ṕ ḲYARAṖ
︡ ḭ ḱ ḱ ︡ ḭ

︡
︣ Ḯ
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2-1 :  IOC ḱ ḱ
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Å לּ IOC ︡ḭ ḱ ḱ ︡ שּךּ Ḵפּ

Å OSINT Ḳ ṕ ṇ ṇ Ṗ Intelligence Community פּ ︣

Å Ṗ ṇ ṕ ḱ )

ï ṖCrowdStrike ︣ IT ︡

Å 2024 07 19 ḭCrowdStrike ︣ IT ṕBSoDḲBlue Screen of Death Ṗּצ Ḯ

Å ךּ︡ כֿ Ḯ

ï https://www.crowdstrike.com/falcon -content -update -remediation -and -guidance -hub/

ï RCAṕRoot Cause Analysis Ṗ

» Crash Dump Analysis צּ ךּ

ï Preliminary Post Incident Review

» צּ ︡ צּפּ אל ךּ

STEP 3Ḳ ḱSTEP 2Ḳ ḱ ḱSTEP 1Ḳ ḱ

https://www.crowdstrike.com/falcon-content-update-remediation-and-guidance-hub/


26

︡ ︣Ḯ
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Å לּ IOC ︡ḭ ḱ ḱ ︡ שּךּ Ḵפּ

Å OSINT Ḳ ṕ ṇ ṇ Ṗ Intelligence Community פּ ︣

Å Ṗ ṇ ṕ ḱ )

ï ṖCrowdStrike ︣ IT ︡

Å 2024 07 19 ḭCrowdStrike ︣ IT ṕBSoDḲBlue Screen of Death Ṗּצ Ḯ

Å IT ︡ḭ Ṅ צּ אל ךּ Ḯ

ï CrowdStrike ṇ Ḳ

» Malicious Inauthentic Falcon Crash Reporter Installer Delivers LLVM-Based Mythic C2 Agent Named Ciro

» Malicious Inauthentic Falcon Crash Reporter Installer Distributed to German Entity via SpearphishingWebsite

» LummaStealer Packed with CypherItDistributed Using Falcon Sensor Update Phishing Lure

» Threat Actor Distributes Python-Based Information Stealer Using a Fake Falcon Sensor Update Lure

» Threat Actor Uses Fake CrowdStrike Recovery Manual to Deliver Unidentified Stealer

» Likely eCrimeActor Uses Filenames Capitalizing on July 19, 2024, Falcon Sensor Content Issues in Operation Targeting LATAM-Based 
CrowdStrike Customers

ï SOCRadar ṇ Ḳ

» Suspicious Domains Exploiting the Recent CrowdStrike Outage!

STEP 3Ḳ ḱSTEP 2Ḳ ḱ ḱSTEP 1Ḳ ḱ

https://www.crowdstrike.com/blog/malicious-inauthentic-falcon-crash-reporter-installer-ciro-malware/
https://www.crowdstrike.com/blog/malicious-inauthentic-falcon-crash-reporter-installer-spearphishing/
https://www.crowdstrike.com/blog/lumma-stealer-with-cypherit-phishing-lure/
https://www.crowdstrike.com/blog/threat-actor-distributes-python-based-information-stealer/
https://www.crowdstrike.com/blog/fake-recovery-manual-used-to-deliver-unidentified-stealer/
https://www.crowdstrike.com/blog/likely-ecrime-actor-capitalizing-on-falcon-sensor-issues/
https://www.crowdstrike.com/blog/likely-ecrime-actor-capitalizing-on-falcon-sensor-issues/
https://socradar.io/suspicious-domains-exploiting-the-recent-crowdstrike-outage/


28https://www.crowdstrike.com/blog/likely -ecrime -actor -capitalizing -on- falcon -sensor - issues/



29https://socradar.io/suspicious -domains -exploiting - the -recent -crowdstrike -outage/
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Å לּ IOC ︡ḭ ḱ ḱ ︡ שּךּ Ḵפּ

Å OSINT Ḳ ṕ ṇ ṇ Ṗ Intelligence Community פּ ︣

Å Ṗ ṇ ṕ )

ï ṖCVE-2025 -0282

Å Ivanti Connect Secure ṕ : Pulse Connect Secure Ṗ וֹףּ Ḯ

Å ṇ ṇ ṇ ḭ צּ ṇ ︣ טּצּ Ḯ

Å ExṖJPCERT/CC

ï https://www.jpcert.or.jp/at/2025/at250001.html

Å ExṖGoogle Cloud

ï https://cloud.google.com/blog/topics/threat - intelligence/ivanti -connect -secure -vpn -zero -day?hl=en

STEP 3Ḳ ḱSTEP 2Ḳ ḱ ḱSTEP 1Ḳ ḱ

https://www.jpcert.or.jp/at/2025/at250001.html
https://cloud.google.com/blog/topics/threat-intelligence/ivanti-connect-secure-vpn-zero-day?hl=en


31https://cloud.google.com/blog/topics/threat - intelligence/ivanti -connect -secure -vpn -zero -day?hl=en



32https://cloud.google.com/blog/topics/threat - intelligence/ivanti -connect -secure -vpn -zero -day?hl=en
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Å לּ IOC ︡ḭ ḱ ḱ ︡ שּךּ Ḵפּ

Å OSINT Ḳ ṕ ṇ ṇ Ṗ Intelligence Community פּ ︣

Å ṖIntelligence  Community פּ

ï ︡ ︣Ḯ

STEP 3Ḳ ḱSTEP 2Ḳ ḱ ḱSTEP 1Ḳ ḱ



34

︡ ︣Ḯ



35

︡ ︣Ḯ
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Å לּ IOC ︡ḭ ḱ ḱ ︡ שּךּ Ḵפּ

Å SIGINT Ḳ ḱ ḱ ḱ פּ ṇ

Å Ṗ Ḳ

ï Ṅ ︡ צּ ḭ ךּ ︣ ︣

ï ḭVTףּ קּ ḭAppendix C כֿ

Å Ḳ ḱ ￼ ︣

ï Ṗ ḱFuzzy Hash / Import Hash

Å Ḳ אל ︡ḭ ḱךּ ḱ
  ︣ כֿ ḭ ︣

ï Ṗ IP ḭ אל ḭ

Å Ḳ ṇ ︡ ḭ ︣

ï Ṗ ḱ וֹףּ

STEP 3Ḳ ḱSTEP 2Ḳ ḱ ḱSTEP 1Ḳ ḱ



37https://www.virustotal.com/gui/file/dc030778938b8b6f98236a709d0d18734c325accf44b12a55ecc2d56b8bb9000/
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Å לּ IOC ︡ḭ ḱ ḱ ︡ שּךּ Ḵפּ

Å SIGINT Ḳ ḱ ḱ ḱ פּ ṇ

Å Ṗ / Ḳ

ï אל ṕ ṇ Ṗ ︡ḭ ︣ ︣ Ḯ

ï Ṗ וֹ ךּ

ïHKEY_LOCAL_MACHINE¥Software¥Microsoft¥Windows¥CurrentVersion¥Run

ï Ṗ אל

Å % SystemRoot %\Temp\< LokiBit 3.0>.exe 

Å C:\desktopcentral \psp.ps1

ï Ṗ אל ṕMD5ḱSHA1ḱSHA256)

Å 4b8e83f4f6257fc1b9fa485030c4f195313bf3b1f41d279bbc728abc6bb9309a

ï Ṗ

Å windows_x32_encrypt.exe -u [] -da [DOMAIN]¥[user]:[password]

STEP 3Ḳ ḱSTEP 2Ḳ ḱ ḱSTEP 1Ḳ ḱ
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Å לּ IOC ︡ḭ ḱ ḱ ︡ שּךּ Ḵפּ

Å SIGINT Ḳ ḱ ḱ ḱ פּ ṇ

Å Ṗ Case Study: Raspberry Robin

STEP 3Ḳ ḱSTEP 2Ḳ ḱ ḱSTEP 1Ḳ ḱ



40https://redcanary.com/blog/raspberry -robin/

ḲRaspberry Robin

https://redcanary.com/blog/raspberry-robin/
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ḲRaspberry Robin

︡ ︣Ḯ
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Å לּ IOC ︡ḭ ḱ ḱ ︡ שּךּ Ḵפּ

Å SIGINT Ḳ ḱ ḱ ḱ פּ ṇ

Å Ṗ Case Study: Raspberry Robin - כֿ ︡ IOC Ḵפּ

ï ︡ ︣Ḯ

STEP 3Ḳ ḱSTEP 2Ḳ ḱ ḱSTEP 1Ḳ ḱ



43https://github.com/sophoslabs/IoCs/blob/master/Worm -Raspberry -Robin.csv

https://github.com/sophoslabs/IoCs/blob/master/Worm-Raspberry-Robin.csv
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Å לּ IOC ︡ḭ ḱ ḱ ︡ שּךּ Ḵפּ

Å IOC ḱ ḱ

ï ṕṬ ḱ ḱ Ṗ לּ טּצּ פּ ︣ Ḯ

ï ṕEnrichment ṖḲ טּצּ ︡ ḭ קּ ḭפּךּ לּ

STEP 3Ḳ ḱSTEP 2Ḳ ḱ ḱSTEP 1Ḳ ḱ

ṕểṖVirusTotal ḭIPךּ Reputation Ḯ

IP ṡצּ Ṣ טּ כֿ ṕ*1Ṗ
ṕ*2Ṗ

ṕỄṖ LevelBlueṕ ḲAlienVault OTX Ṗ urlscan.io ḭIPךּ ︣ Ḯ

IP C&C ︡ ︣ Ḯ
כֿ ḭIOC צּ צּ Ḯ

IOCḲIP

LevelBlue
ṕ*1 Ṗ כֿ ṡ Ṣ ךּ קּ ךּ ḭVirusTotal צּ ךּ ךּ טּ Ḯ ḭ ṇ ︡ ḭ
︣ טּצּ Ḯ ︡ḭVirusTotal צּ ︣ קּ ḭIOC ︣ צּ שּ ḭ ︡ נּלּ צּ Ḯ
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Å לּ IOC ︡ḭ ḱ ḱ ︡ שּךּ Ḵפּ

Å ︡ ḭ ḱ ḱ Ḯלּ

Å IOC Ḳ

ïṕ Ṗ ḭ צּ ḭDeny Listנּ ḱ ︣ Ḯ

ïṕ Ṗ ḱ ḭ צּ וֹ ךּ כֿךּ ︣ Ḯ

ïṕ Ṗ וֹ ךּ ḭIOC ︡ ︣ Ḯ

Å ṕPivoting ṖḲ

ï פּ ︣ בֿ ḭקּךּ בֿ כֿשּךּ

ï Ṗ

ÅIP IOC ︡ ︡ ḭ Aṕ%TEMP%a.exe Ṗּצ ︡ ךּ כֿ צּ Ḯ

Å EXE ḭ ḭ פּ אל ︡ Ḯשּךּ

Å קּ IOC ︡ Ḯ

STEP 3Ḳ ḱSTEP 2Ḳ ḱ ḱSTEP 1Ḳ ḱ
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Å לּ IOC ︡ḭ ḱ ḱ ︡ שּךּ Ḵפּ

Å ︡ ḭ ḱ ḱ Ḯלּ

Å IOC ︣ Ḳ

ï CSVḱ ḱ ṇ ︣

ï ṕYARAḱSnortḱSIGMA Ṗ ṇ ḭSIEMḱ ṇ Ḯ

ÅǬƴǊǈǎǂƁǊǔƁǇǐǓƁǍǐǈƁǇǊǍǆǔƍƁǘǉǂǕSnort is for network traffic and YARA ǊǔƁǇǐǓƁǇǊǍǆǔƏǺ

ï ṇ

STEP 3Ḳ ḱSTEP 2Ḳ ḱ ḱSTEP 1Ḳ ḱ
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Å לּ IOC ︡ḭ ḱ ḱ ︡ שּךּ Ḵפּ

Å ︡ ḭ ḱ ḱ Ḯלּ

Å ṖYARA

ï VirusTotal Victor Alvarez אל
ḱ ṇ ḮYARA ṇ ḱ
︣ כֿ ḭ ḭ ḭ

ṇ ךּ כֿ Ḯ

ï ︣ טּצּ ︡ Ḳ

Å ṇ

Åstrings : ṇ

Åcondition: 

ï ךּ︡ ︡ ︣Ḯ

STEP 3Ḳ ḱSTEP 2Ḳ ḱ ḱSTEP 1Ḳ ḱ

rule silent_banker : banker

{

meta :

description = "This is just an example"

threat_level = 3

in_the_wild = true

strings :

$a = { 6A 40 68 00 30 00 00 6A 14 8D 91}

$b = { 8D 4D B0 2B C1 83 C0 27 99 6A 4E 59 F7 F9}

$c = "UVODFRYSIHLNWPEJXQZAKCBGMT"

condition :

($a or $b) and $c

}
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Å לּ IOC ︡ḭ ḱ ḱ ︡ שּךּ Ḵפּ

Å ︡ ḭ ḱ ḱ Ḯלּ

Å ṇ ṖCyberhaven Chrome צּ אל
ï https://www.cyberhaven.com/blog/cyberhavens -chrome -extension -security - incident -and -what -were -doing -about - it

Å

ï Ḳ

Å Chrome Web Store Developer Support ṇ Cyberhaven ṕ
Ṗ Ḯ ṇ ︡ Google ṇ ︡ḭ טּ ṇ

ṇ ṇ ṕºPrivacy Policy ExtensionòṖ ￼ ︡ ︡ Ḯ

ï Ḳ

Å ḭ טּ ṇ ṇ ṇ ︢ Ḯ

ÅChrome Web Store Chrome ṇ ṕ Chrome ḭ ṇ
ḭ ṇ ṖḮ

ÅChrome Web Store ḭֿכ צּ אל Ḯ

STEP 3Ḳ ḱSTEP 2Ḳ ḱ ḱSTEP 1Ḳ ḱ

https://www.cyberhaven.com/blog/cyberhavens-chrome-extension-security-incident-and-what-were-doing-about-it


Copyright © TomohisaIshikawa All rights reserved. 

2-1 :  IOC ḱ ḱ

49

Å לּ IOC ︡ḭ ḱ ḱ ︡ שּךּ Ḵפּ

Å ︡ ḭ ḱ ḱ Ḯלּ

Å ṇ ṖCyberhaven Chrome צּ אל
ï https://www.cyberhaven.com/blog/cyberhavens -chrome -extension -security - incident -and -what -were -doing -about - it

Å טּ ṇ Ḳ

ï Ễ אל ךּ Ḯ

ï worker.js ︡ḭC&C ṇ ︡ ṇ ṇ ṇ Ḯ

ï לּ ḭ אל content.js ḭ ṇ ṇ ︡ ḭworker.js
︢ ︡ ︡ ︣ Ḯ

Å Ḳ

ï https://tadmaddad.github.io/2024-12-29-chrome-extension-investigation/

ï https://secureannex.com/blog/cyberhaven-extension-compromise/

STEP 3Ḳ ḱSTEP 2Ḳ ḱ ḱSTEP 1Ḳ ḱ

https://www.cyberhaven.com/blog/cyberhavens-chrome-extension-security-incident-and-what-were-doing-about-it
https://tadmaddad.github.io/2024-12-29-chrome-extension-investigation/
https://secureannex.com/blog/cyberhaven-extension-compromise/
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rule Cyberhaven_Extension_Pattern {

meta :

description = "Detects suspicious messages seen in the Cyberhaven attack"

severity = "high"

strings :

$rtext 1 = "-rtext " nocase wide ascii

$rtext 2 = "_ rtext " nocase wide ascii

$rjson 1 = "-rjson " nocase wide ascii

$rjson 2 = "_ rjson " nocase wide ascii

$errors 1 = "-check -errors" nocase wide ascii

$errors 2 = "_check -errors" nocase wide ascii

condition :

(any of ($rtext *)) and

(any of ($rjson *)) and

(any of ($errors*))

}
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Å לּ IOC ︡ḭ ḱ ḱ ︡ שּךּ Ḵפּ

Å ︡ ḭ ḱ ḱ Ḯלּ

Å Ṗ ṇ ḲEmoCheck  ² ṇ ︡ ךּ
ï JPCERT/CCּצ ︡ Emotet ︣ ṇ ṕJSAC  + ṇ ṇ כֿ Ṗ

STEP 3Ḳ ḱSTEP 2Ḳ ḱ ḱSTEP 1Ḳ ḱ

ḲJSAC2022 - Emotet vs EmoCheck
https://jsac.jpcert.or.jp/archive/2022/pdf/JSAC2022_5_tani -kino -sajo_jp.pdf
https://www.youtube.com/watch?v=_XX8N5VbW2w

Emotet Ḵ ~ Emotet ︣ ~

https : //www .jpcert .or.jp/at/ 2022 /at 220006 .html

EmoCheck Scanner V4 Ḳ

rundll 32 .exe ︣ ︣

https : //github .com/JPCERTCC/EmoCheck/blob/master/emocheck/modules/scan_v 4.cpp

ḭrundll 32 ḭ ︣ פּ ךּ כֿ Ḯ

https : //www .cybereason .co.jp/blog/security/ 8909 /

https : //attack .mitre .org/techniques/T 1218 / 011 /

https://jsac.jpcert.or.jp/archive/2022/pdf/JSAC2022_5_tani-kino-sajo_jp.pdf
https://www.youtube.com/watch?v=_XX8N5VbW2w
https://www.jpcert.or.jp/at/2022/at220006.html
https://github.com/JPCERTCC/EmoCheck/blob/master/emocheck/modules/scan_v4.cpp
https://www.cybereason.co.jp/blog/security/8909/
https://attack.mitre.org/techniques/T1218/011/
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ḲIOC

Å IOC
ï IOC ḭ ︡ ךּ ךּ ḱ קּ Ḯ

ï ︡ḭ ṇ ︡ ףּ ḭ צּ ︣ ︡ אל Ḯ ךּ נּ ḭIOC
ḭ ṕ= אל Ṗ ḱ ︣ כֿ טּ Ḯ

ï IOC ḭ Ṍ נּ ḭ Ḯשּךּ

Å Ḳ
ï IOC  + ︣ ḭ צּ Ḯ

ï ︡ ḭSOARṕSecurity Orchestration and Automated Response Ṗ לּךּ צּ ︡ ךּ Ḯ

Å Ḳ
ï VirusTotal ךּףּ ḭ שּ ṇ אל ךּ IP ḭIOC ︡ Ḯךּ

ï וֹ ︣ טּצּ Ḯ

Å Ḳ
ï שּ︡ ︡ ךּ ḭ ︡ Ḯלּ

Å Ṗ אל ךּ IP FW ︡ ︣ Ḯ

» ṕ ẓ Ṗẓ טּ

» ṕ ẓ Ṗ ẓ ︡
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︡ ︣Ḯ



ểḲIOC  + YARA

54
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Å ︡ ︣Ḯ

Å ḭ ︡ ︡ ṡYARA Ṣ ךּ ḭAppendix E ︡ ךּ ︣Ḯ



Ṍ Ṍ
Ểễ ḲOperational Intelligence

56
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Å Operational Intelligence ḴḴ

ï Ḳ ṇ ḱ ḱSOC וֹ

ï Ḳ

Å ṕIntent Ṗḭ ṕTTPs ḱCapability Ṗ ︡ḭ Ṍ
︣

Å ︡ ṕ ḱ Ṗ ḭDefensive Architecture Ḯלּ

Å ṇ Ḳ
ï 3-1ḲTTPs

Å ︣ טּ TTPsḱMITRE ATT&CK ךּ ︣Ḯ

ï 3-2ḲDefensive Architecture

Å Operational Intelligence ︣ נּ טּ Defensive Architecture ךּ ︣Ḯ

ï 3-3ḲThreat Research

Å ṇ צּ לּ ︣ ṡ Ṣ ךּ ︣Ḯ

ï 3-4ḲThreat Hunting with Threat Intelligence 

Å וֹ ךּ ︣Ḯ

ï 3-5ḲHow to build Robust Detection Rule

Å טּ ṇ ḱ ḱ ︣ ךּ ףּ ︡ ︣Ḯ
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3-1ḲTTPsṕTactics, Techniques and Procedures Ṗ
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Å TTPsṕTactics, Techniques and Procedures Ṗ

ï צּ לּ כֿ ṕPyramid of Pain ṇṖ

ï MITRE ATT&CK ṇ ṇ אל ךּ Ḯ

ï ATT&CKḲAdversarial Tactics, Techniques, and Common Knowledge

ÅTTPs ︡

Åhttps://attack.mitre.org/

Tactics
Techniques ṕ Ṗ ךּ ḭ צּ ︡ ךּ ṕ=What? Ṗ
ṖCredential Access ṕ ṖḭPrivilege Escalation ṕ Ṗ

Techniques
Tactics ṕ Ṗ ︣ ḭ ṕ=How? Ṗ
ṖṕTacticsṖCredential Access ẓ ṕTechniques ṖCredential Dumping 

Procedures

Tactics ḱTechniques ︣
ṖṕTechniques ṖCredential Dumping
ẓ Mimikatz פּ ḭLSASS Memoryךּ Ḯלּ

https://attack.mitre.org/
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Å MITRE ATT&CK ṇ ṇ

ï Adversarial Tactics, Techniques, and Common Knowledge

ï TTPs ︡ ṕCommon Knowledge  =  Procedures ︣ Ṗ
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Å MITRE ATT&CK ṇ ṇ

ï MITRE ATT&CK שּ ṇ ṇ Ịשּקּ טּ Ḯ

ïṕểṖTactics ṕ Ṗ Ḳṕ Ṗ

ïṕỄṖTechniques ṕ Ṗ Ḳṕ Ṗ ︣

Åאל ḭ Ṅ טּצּ ḭSub-Techniques ︡ אל ךּ Ḯ

3-1ḲTTPs

61

ṕểṖTactics ṕ Ṗ

ṕỄṖTechniques ṕ Ṗ
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Å MITRE ATT&CK ṇ ṇ

ï MITRE ATT&CK שּ ṇ ṇ Ịשּקּ טּ Ḯ

ïṕễṖCommon Knowledge ṕ Ṗ Ḳ Techniques ḱ

Å ṇ ḭ Techniques ︣ אל ךּ Ḯ
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Å MITRE ATT&CK ṇ ṇ

ï MITRE ATT&CK שּ ṇ ṇ Ịשּקּ טּ Ḯ

ïṕỆṖGroups ṕ ṇ ṖḲ ṇ  & ︣ Technique ךּ Ḯ
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Å MITRE ATT&CK ṇ ṇ

ï MITRE ATT&CK שּ ṇ ṇ Ịשּקּ טּ Ḯ

ïṕệṖCampaign ṕ ṇ ṖḲ ṇ ṇ צּ ךּ Ḯ
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Å MITRE ATT&CK ṇ ṇ

ï MITRE ATT&CK שּ ṇ ṇ Ịשּקּ טּ Ḯ

ïṕỈṖSoftware ṕ ṇ ṖḲ ṇ ︣ Techniques צּ אל ךּ Ḯ
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Å MITRE ATT&CK ṇ ṇ

ï MITRE ATT&CK שּ ṇ ṇ Ịשּקּ טּ Ḯ

ïṕỉṖMitigation ṕ ṖḲCommon Knowledge פּ ḭ ṇ קּ Ḯ

Å ︡ḭCommon Knowledge אל ךּ כֿ טּ Ḯ
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Å MITRE ATT&CK ṇ ṇ

ï MITRE ATT&CK שּ ṇ ṇ Ịשּקּ טּ Ḯ

ïṕỊṖ ṇ ṇ ṕ ṇ ṇ ṖḲ ︣ קּ ṕ ṇ ṇ Ṗ

Å ︡ḭ Common Knowledge אל ךּ כֿ טּ Ḯ
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Å MITRE ATT&CK ṇ ṇ

ï MITRE ATT&CK ṇ ṇ ︣ טּ ḭCTIDṕCenter for Threat Informed 
DefenseṖּצ ︡ ךּ ṡATT&CK Powered SuitṢ לּ Ḯ

Åhttps://ctid.mitre.org/projects/attack -powered -suit/

https://ctid.mitre.org/projects/attack-powered-suit/
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Å MITRE ATT&CK לּ לּ Ḵפּ

ï ︣ ṕ=Common Language Ṗ ︡ ︣ Ḯ
Å נּ ḭ ḱ MITRE ATT&CK ︡ כֿשּףּ ḭ

︡ ḭ ︣ כֿ צּ קּ Ḯ

Å קּ ךּ ךּ︡ צּ אל ṇ טּ צּ Ḯ

ï Ḳ https://www.slideshare.net/erikvanbuggenhout/leveraging -mitre -attck -speaking -the -common -language

ṮMITRE ATT&CK ḱ ṯ

SourceḲhttps://twitter.com/olafhartong/status/1109569799863091201

Ṯ ḲGroup IB : ︣ ṇ ṇṯ

Source : https://www.group - ib.com/whitepapers/ransomware -uncovered.html

https://www.slideshare.net/erikvanbuggenhout/leveraging-mitre-attck-speaking-the-common-language


70https://redcanary.com/blog/raspberry -robin/

ḲRaspberry Robin

https://redcanary.com/blog/raspberry-robin/
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Å MITRE ḭATT&CK ṇ ṇ ṇ ṇ ︡ ךּ Ḯ

Å ṕểṖMITRE D3FEND Ḳ https://d3fend.mitre.org/

ï NSAּצ ︡ḭMITREּצ ︡ ︡ ṇ ṇ

ï 2021 6 ṇ ṕ0.9.1Ṗּצ ṇ אל ḭ2024 12 צ1.0.0ּ ṇ אל Ḯ

ï ṕATT&CK TechniqueṖּצ Digital Artifact נּ פּ ︡ḭDigital Artifact ︡
לּ ṕD3FEND TechniqueṖּצ ḭפּ ︡ ṇ ṇ

https://d3fend.mitre.org/
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ṕểṖTactics ṕ Ṗ

ṕỄṖTechniques ṕ Ṗ
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צּ ︡ḭ צּ Digital Artifact ḭ צּ ︣Ḯ
כֿ ḭṡAccess Policy Administration Ṣ לּךּ ḭṡDirectory Service ṢḭṡDirectory ṢḭṡFileṢ
ṡUser Account Ṣ Digital Artifact ︡ḭṡRestrictṢ︣ אל ךּ Ḯ
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ATT&CK Lookup Techniques ︡ḭ
Techniques ︣ לּ

DIAGRAMּצ אל Ḯ
ḭṡLSASS Memory -T1003.001 Ṣ

צּ אל Ḯ ṕ Ṗ ︢Ḯ
ḭ צּ ︡ לּ

פּ︣ אל ךּ Ḯ

צּ Digital Artifact נּ פּ
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D3FEND CAD לּ ḭ
︣ כֿ Ḯ




