So Far and Yet so Close:
A story of collaboration in cybersecurity
field between Japan and Spain
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O 10 years of experience in cybersecurity (Operated by Ontinet.com)

U Focused on the automated analysis and classification of O 19 years of experience in cybersecurity

malware O Focused on malware analysis and threat intelligence
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Clb3rWall / FIRSTCON (June 2024)

We gave presentations at C1b3rWall (Avila, Spain) and FIRSTCON (Fukuoka, Japan).




Our collaborative research

Infostealers trends

 Some detection spikes are seen simultaneously in both Japan and Spain.

* Only Spain has spikes in November.
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Our collaborative research

Emotet campaigns
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Examples of attacks using password-protected ZIP files (IPA)

https://www.ipa.go.jp/security/emotet/situation/emotet-situation-04.html

nmunoz@nmtelecom.pe <pedidos@cleverenterprise.es> V¥

[detection GenScript.LDV Troyano] Re:
w

Contrasefia de archivo: 0635

nmunoz@nmtelecom.pe
nmunoz@nmtelecom.pe

> [ 1 adjuncié: Adjunto 0501 2021 1013326.zip.txt




Our collaborative research

Scam trends

 Some detection spikes in Japan are seen a few weeks after that of Spain.

* In Spain, A spike lasts for months.
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Our collaborative research

Tech support scam in Japan
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App: Ads.fiancetrack(2).dll
Threat Detected: Trojan Spyware
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Our collaborative research

Tech support scam in Spain 2

; ‘Location: Murcia, Spam
lSP- DIGI SPAIN TELECOM S.L.
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Collaboration between countries

JPCERT and INCIBE have signed a collaboration agreement to address
challenges in cybersecurity last February.

Espafia y Japon unen esfuerzos
para fortalecer la ciberseguridad a nivel internacional

https://www.incibe.es/incibe/sala-de-prensa/espana-y-japon-unen-esfuerzos-para-fortalecer-la-ciberseguridad-nivel



Collaboration between companies
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Lessons learned

e Campaigns observed in one country are often observed later in another

country.

* Having said that, the situation differs in some points from one country
to another, but we can learn from the points in common to enhance our

cybersecurity.

* Cross-country cooperation is important.



I Thank you for listening.
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iMuchas gracias!
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