° ITOCHU
Cyber &
Intelligence

Hack The

Unveiling the Truth Behind Disappearing Artifacts



WHO ARE WE ?

ITOCHU Cyber § Intelligence tne.

Satoshi Kamekawa Shuhei Sasada

Lead Cybersecurity Researcher Cybersecurity Researcher Cybersecurity Researcher
JSAC, VB, Hitcon, Botconf Speaker TAS Speaker JSAC Speaker

© ITOCHU Cyber & Intelligence Inc.




Special Thanks ;)

Dominik Breitenbacher
ESET

L
w@v"‘g

i %/ "

/‘P ¥ ‘7

Cyber Rescue and Advice Team against targeted attack of Japan natioh

of

Suguru Ishimaru
ITOCHU Cyber & Intelligence Inc.

© ITOCHU Cyber & Intelligence Inc.




O1 Introduction

02 About Windows Sandbox
03 Abusing with WSB Files
04 Emerging threats

05 Countermeasures

06 Conclusions

Agenda

© ITOCHU Cyber & Intelligence Inc.




SECTION 01

Introduction

WINDOWS - EASY 50 e ko Kk

Points 5.0 50 Reviewers

© ITOCHU Cyber & Intelligence Inc.




—— © ITOCHU Cyber & Intelligence Inc.

Breaking News January 8, 2025
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Windows Sandbox d &

if ( '- l && (
'l.

c_GetModuleFileNameA();

C Hb;—xbtartup()

=
- we me

LOBYTE( 2 [0]) = e;
c_memmove ( » &unk_448C40, 1u);
LOBYTE(v29) = 2;
= 8;
-7 T EHERT BHEEDEE SN LilimRAT

*Lilith RAT: https://github.com/werkamsus/Lilith/
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¢ MirrorFace (APT IO 2T) ICL3IEX v R—2 % &R
¢ OSS o Lilith RAT* 2 AR9<A X L7 LiIlimRAT A& B -X#417-

o LilimRAT X Windows Sandbox I’\]’(“%’ﬁ)‘ﬂ’(\/\%b"S:EE?%T%?‘:&)L:\
WDAGUtilityAccount 74 /L7 % HERT HHLEEHN R IE X417

+ WDAGUtilityAccount |3 Windows Sandbox D5 74/l k2 —HT %% Z#U A7

& Windows Sandbox

> = Local Disk (C:) > Users

N Sort

12:25 PM

s A Do 1212005 @
Windows Sandbox ® WDAGUHtilityAccount ® 21—+ 745
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APT 779 —NDNEFEZNDHE

¢ APT 779 —I38BAIZE 21TV IR KX LD Windows Sandbox * A xh1L
e OS DEBREZ. APT7I79—1E WSB 77(ILEERAL. > RRYIREHE)
o 2hH ERAMBE /L= 7% ET0U T C2 2 X D:EE 2= Fie

RN Windows Sandbox WSB 771LER AL HY RRYIZAT
NEMLLBESH H PRy IR % ET QLY TP EFT
n e Windows
%Q' Sandbox
APT R g
actor Ny Ny #
Target Host Windows Sandbox Malware C2 Server
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iKY 57 BHICEHY . RROT—T4T7I FCEA T BT ERNDH?
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) A IR 3R € R AF

+ Windows Sandbox 372 NRTFLEIRILLETT) T —a b B DZ4IC
EITT5-ONBEENT RI M TIRIE

¢+ Windows |10 (build 18342) and Windows | | £')$2tEA%
¢ T 74)L8TIE Windows Sandbox I$EXNMEINTEY . FETOEMEHI S E

v Windows Features

Turn Windows features on or off

To turn a feature on, select its check box. To turn a feature off, clear its check box. A
filled box means that only part of the feature is turned on.

Enable-WindowsOptionalFeature -FeatureName
"Containers-DisposableClientVM" -All -Online

Windows Projected File System
Windows Sandbox

Windows Sithsvstem for Linuy

PowerShell Command

Cancel

Windows Features GUI

11



A AIRIE Y X4

= iTd AT-hNERXE DT

& Windows Sandbox

o

[Reteygells: (Bin)

V' Quick access

ot [Eelof=
<> Home I

] Gallery

@l Desktop ‘ : Dcwnloads
' ored locally
v Downloads

Documents = Documents
Stored locally

PA Pictures

6 items

12:26 PM

~ A QD 1212025 &

Windows Features GUI
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¢ Windows Sandbox L;t/TX fZRFLEIEIILET
?Z %7 Vit iin

TYr—Sa> 2B DOZERIC

j|systeminfo

Host Name:

OS Name:

Enterprise OS Version:

OS Manufacturer:

~ Redacted ~

Total Physical Memory:
Available Physical Memory:
Virtual Memory: max Size:
Virtual Memory :
Virtual Memory : In Use:
Page File Location(s):
Domain:

Logon Server:

~ Redacted ~

Available:

1E65A2DC-B59B-4

Microsoft Windows 11
10.0.26100 N/A Build 26100
Microsoft Corporation

1,023 MB

42 MB

2,751 MB

805 MB

1,946 MB
C:\pagefile.sys
WORKGROUP
\\1E65A2DC-B59B-4

12
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) A IR 3R € R AF

+ WDAGUHtilityAccount 137 74 b2 —HF - LTH > REYI R EITERRINS
¢ Administrators Z/)L—7IZFRJE

C:\Users\WDAGUtilityAccount>net user WDAGUtilityAccount

User name WDAGUtilityAccount
Full Name

Comment Windows Defender Application Guard
User's comment

Country/region code 000 (System Default)
Account active Yes

Account expires Never

Password last set 1/8/2025 8:29:15 AM
Password expires Never

Password changeable 1/8/2025 8:29:15 AM
Password required Yes

User may change password Yes

Workstations allowed All

Logon script
User profile
Home directory

Last logon 1/8/2025 9:11:44 PM
Logon hours allowed All
Local Group Memberships *Administrators *Remote Desktop Users *Users

Global Group memberships *None
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HYRRYIZRRDTF 4L Z4RE

o TIFILITHURRYIZITESDL
¢ GUI, Powershell DX A IZHEWNTEARNEIEA T

& Windows Sandbox

PS C:\Users\WDAGUtilityAccount> Get-MpComputerStatus

> Windows Security
AMEngineVersion : 0.0.0.0
AMProductVersion : 4.18.23110.3
AMRunningMode : Not running
AMServiceEnabled : False
AMServiceVersion : 2.0.90.0
AntispywareEnabled : False
AntispywareSignatureAge : 0
AntispywareSignaturelastUpdated
AntispywareSignatureVersion
AntivirusEnabled
AntivirusSignatureAge
AntivirusSignaturelastUpdated
AntivirusSignatureVersion
BehaviorMonitorEnabled

Windows Security is your home to view and manage the security and
health of your device.

Open Windows Security

We can'’t open this ‘windowsdefender' link

Your device needs a new app to open this link

: False

~ Redacted ™ Windows Defender GUI Settings

OnAccessProtectionEnabled : False Po D ¥lUsers¥WUAGLR 1 [ 1 tvhccount¥Uownloads> Set-MpPreterence
ProductStatus S | et ~Mpol erence : Operatic i led w he Wine e
QuickScanAge : 4294967295 BT6 &5 irget: DisableRea meh

QuickScanEndTime : : | char:

QuickScanOverdue : False
QuickScanSignatureVersion
QuickScanStartTime :
RealTimeProtectionEnabled : False

RealTimeScanDirection : 0

The Status of Windows Defender Disabling Windows Defender Using PowerShell Command



HURRYI XD T 714/l (.wsb)

¢ U RRYIZANHRAIZAXIZENT,
XML X=X TOEKT7AIL (.wsb) ZERT S a ke

<Configuration>
. <Networking>Enable</Networking>
E <MappedFolders>
° <MappedFolder>
v ’///////’ <HostFolder>C:\Users\Public\Downloads</HostFolder>
g% <SandboxFolder>C:\Users\WDAGUtilityAccount\Downloads</SandboxFolder>
s fﬂﬂﬂﬂh§*a <ReadOnly>false</ReadOnly>
"o </MappedFolder>
= </MappedFolders>
: <LogonCommand>

<Command>explorer.exe</Command>

E Sample ‘WSb </LogonCommand>
K <MemoryInMB>1024</MemoryInMB>
= </Configuration>
S
=
©
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WSB 7714/L7D)

X E TR

RERE =
vGPU GPU £AB AL/ EXHL
Networking Ry I AR DEE DAL /B

HRAMAEH > RRYIZRRADTAILT DIEFERE

Mapped folders  (4a4t ez s popm)

Logon command HURRY IR0 T A ZICBEEITINEICUR

Audio input HURRYIZRNDT =T AFNH DAL/ BSHE
Video input H RRYIZNDETF N DBERL /1L

Protected client AppContainer DBt EITRIEATH > RKR VIR EELT

Printer redirection HARSHIRKRVIZRANDT)>F—HBDHRL /ELDE

Clipboard redirection %> RHRYIREDHERL 7))y THR—FOHE

Memory in MB HRRYIZMERTEBAE ) DE (MB) DIEE
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Virtual Hard Disk(VHDX)

¢+ Windows Sandbox |& VHDX THEKRINTHEY . E9/\vI7v T HRAI A

o UT 74T ETIC VHDX BiET74/IL T 9 4R
C:¥ProgramData¥Microsoft¥Windows¥Containers¥

o ZHI7AINTIIEFDEED VHDX T7AILIMEBEIN TS

VHDX folders in Windows | |

o HRRYIRNRT TRLED/ NV IT YT HNEELKT S

L]
9
=
]
8 J > ThisPC > Windows(C) > ProgramData > Microsoft > Windows > Containers >
c
g"o T Sort ~ = View v ase
-
i [N
-
3 Il Basclmages File folder
ﬁ M ContainerStorages File folder
o3 M Dumps File folder
c I Layers File folder
()] .
a I Snaps hots File folder
>
O
>
I
O
o
|_
—
©
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EZ0/\wI7v 7T DER M
o O RKRYIZHEEITSY Containers folder BB T IZIRFEINS

C:¥ProgramData¥Microsoft¥Windows¥Containers¥

<Parent>
.¥ContainerStorages¥fbd7ba93-6b62-44cb-a59e-0cc2c59b697a¥sandbox.vhdx

<Differencing> T Parent Path
¥ContainerStorages¥2a3c6d32-56 1 c-4096-b099-73945cff9665¥sandbox.vhdx

<Differencing> T Parent Path
.¥ContainerStorages¥a73d9514-1027-4ead-a3cb-6009ac2e8f3e¥sandbox.vhdx

* An example chain in Windows | |

o HIRBTARIEEDRBTARINF 22— RS

¢ ZDF—IEKEHRTS=HI2IE Hyper-V 28501 L T
Get-VHD AX YR RITTHH4ENHS
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APT 779 —NDNEFEZNDHE

o APT 779 — 3B ZE 1TV R KA LD Windows Sandbox * A xh1k
o OS OELRENIEZ. APT 779 —13 WSB 772 ERAL. H> KRV IR 5 E)
o LAHURRAO—F2IL=z7%FETLTC2 H—/1\rn:BZ 24

RN Windows Sandbox WSB771/ILE2FIAL HY RRYIZAT
NEMLLBESH H PRy IR % ET QLY TP EFT
n e Windows
%Q' Sandbox
APT R g
actor Ny Ny #
Target Host Windows Sandbox Malware C2 Server

20



© ITOCHU Cyber & Intelligence Inc.

_I'j-\/ I\\\d—\\\‘y J R & R
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1 L7=1%

=

=

e OS OEREZ APT 779—I13 WSB 77(ILE*ERL. YRRy I %2 EE
s LHURRAOA—KRZILI2T7%ETLTC2 H—/\vD:BE %R

WSB77/ILEFIAL HYRRYIZRAT
HRRY IR % RIT 2L 7L

.wsb

Windows
Lo
'Uo Sandbox
N K —
Windows Sandbox Malware C2 Server
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¢ 27T | :=IL LT EITDKEAL

SEIDGZE. VAT LIERTIRIRTE 2—5H % 2E)L .

2E A4 2 ; ol SN
REDXL Windows Sandbox #%/\.w 77 5> FTELT
MERIRE .
(% HIL" ) Windows Sandbox
S Windows Sandbox & #h1L C:\{Sandbox-side folder}\
= —— {random}.bat
o HURRYIRBENE {Archiver}
o bat 771 ILEAT {Archive file}
o S 4% {random}.wsb > v
‘E OO . _r -
3 — = T—AATRRL
-7 == 1=
s C:\{Host-side folder}\ jj}bg A NI TR
X {random}.bat R
& {Archiver} -~ i\{Unar‘chived folder}\
o . . {Malware} < - - >
> {Archive file} TOR &2 CTHB
2
g C2 Server
|—
—
©)
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X

i

SHm AR

¢ 2TV T 2: 7Y HEAY bat 77A(ILET

REDH |
L e v 5
Windows Sandbox
[ WseEs | [sorrooemr]| iaees -
bat 774 ILELT (A {random}.wsb
QQO {random}.wsb > L-Y <Configuration>
TTyigt <Networking>Enable</Networking>
S <MappedFolders>
: PEI A S
C:\{Host-side folder}\ Ghlpredredder
e <HostFolder>C:\{Host-side folder}</HostFolder>
. T <SandboxFolder> </SandboxFolder>
{Archiver} i , <ReadOnly>false</ReadOnly>
{Archive file} . </MappedFolder>
</MappedFolders>
<LogonCommand>
<Command> </Command>
</LogonCommand>

<MemoryInMB>1024</MemoryInMB>
</Configuration>




5 - AR AR,

¢ A7V 73RV TREAYEITICLS C2 Y i3

i
I
St
S
q

BEAHIF

Windows Sandbox

@echo off {Archive file}
X

{Archive file} -oC:\{Unarchived folder}\ -p{Password} -y
schtasks /create /tn {taskname} /tr "C:\{Unarchived
folder}\{Malware}" /sc hourly /st 08:30 /ru system /f
schtasks /run /tn {taskname}

T—hHAT B
2T ELT

C:\{Unarchived folder}\

.ﬁ {Malware} < >

* Tzip N BAINES—REBILLTNET
. TOR 28 T DiB(E

C2 Server

© ITOCHU Cyber & Intelligence Inc.
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Emerging threats
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Windows Sandbox Updates!

s BEERTYT T —IMIELE]
¢ Windows | | @ OS build preview DA E* = RINTEY.
DR RFIATMIIERBHSIN TR

Learn / Wine

Windows Sandbox

tributors « A 0 v 0 & Feedback = [Windows Sandbox Client Preview] New! This update adds the Windows Sandbox Client Preview. It

. . includes:
In this article

Windows edition and licensing requirements Runtime clipboard redirection
Prerequisites

Audio and video input control

The sharing of folders with the host at runtime
Windows Sandbox esktop environment to safely run applications
nside the Windows Sandbox environment remains To access these, select the ellipses (...) at the upper right on the app. This preview also includes a

separately from the host machine. version of command-line support. (The commands might change over time). To learn more, use

A sandBBX is temporary. When it's closed, all the software and files and the state are the wsb.exe-help command. You can find new updates for this app in the Microsoft Store.

deleted. You get a brand-new instance of the sandbox every time you open the This might not be available to all users because it will roll out gradually.

application. Note, however, that as of Windows 11, version 22H2, your data persists

through a restart initiated from inside the virtualized environment—useful for installing October 24, 2024—KB5044384 (OS Build 26100.216 | ) Preview

applications that require the OS to reboot.

26
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New Features

¢ Windows Sandbox |2a>5F+54 7% CLI a~w> RAavE
¢ Windows Sandbox |3/Xw 775> RTEITEEEL 5
o BBHEARFELENGUI 2BLTEETEELRS

> wsb.exe start
Windows Sandbox environment started successfully:
Id: 7f1397ca-3b46-416a-827a-a4a5b76e880e

> wsb.exe list
7f1397ca-3b46-416a-827a-ad4a5b76e880e

> wsb.exe connect --id 7f1397ca-3b46-416a-827a-a4a5b76e880e

wsb command examples

© ITOCHU Cyber & Intelligence Inc.

Simple config change via GUI

27
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WSB.exe Command Options

Commands, alias

Options

B

StartSandbox, start

s il =i
-c, ——config <config>

Windows Sandbox DA > X 49> R #2 &

ListRunningSandboxes, list

EITHNDTRTH Windows Sandbox
BiENID 2 —E &

Execute, Exec

--id <id> (REQUIRED)

-c, -—command <command> (REQUIERED)
-d, -—working-directory <working-directory>

-r, ——run-as
<ExistingLogin|System>(REQUIRED)

EF17H D Windows Sandbox ¥iE T2
VU REET

ShareFolder, share

--id <id> (REQUIRED)

-f, -—host-path <host-path>(REQUIRED)

-s, ——sandbox-path <sandbox-path>
-w, ——allow-write

R A MH 5 Windows Sandbox va>
74T 5HEH

StopSandbox, stop

E£1TH D Windows Sandbox DX T

ConnectToSandbox

SRic=—id=>

Windows Sandbox zRiEN!)E— vy
EPID): by

GetIpAddress, ip

—-id <id> (REQUIRED)

Windows Sandbox ¥RiED IP 7KL X

NDEVIF 3




Windows Sandbox & aE o &
o FAKEBEICLY WSB 77/ EFIBTEHILRLK U RR YIRS EREN T EEL 72 5

Bl 7254+ —THURRY IR %2 E)

> wsb.exe start -c "<Configuration>
<Networking>Enable</Networking><MappedFolders><MappedFolder><HostFolder>C:\Users\Public\Downlo
ads</HostFolder><SandboxFolder>C:\Users\WDAGUtilityAccount\Desktop</SandboxFolder><ReadOnly>fa
lse</ReadOnly></MappedFolder></MappedFolders><LogonCommand><Command>C:\Users\WDAGUtilityAccoun
t\Desktop\a.bat</Command></LogonCommand><MemoryInMB>1024</MemoryInMB></Configuration>"

Windows Sandbox environment started successfully:

Id: c2d290db-5986-4c06-bd7b-05f35f091fad

A 4

o BERT—T4777 b .wsb 95575
o WEEDFEMLIE LTEHR_NIDHS

© ITOCHU Cyber & Intelligence Inc.
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Windows Sandbox EF#EE ) &

o FHEBEICHEW NV I T SO REITE KIS TS 7y T 7 — b,
WEEZDFEMEETZOLIB_NIH S

N ST Windows |10 Windows | |
INY I TS5 FEAT Not Available Available by default
KA M Mol - F‘fri‘\yazYof@SEéM*U%ﬁ
e L A PR e R e e

*CHELDGHED MU NRY I RIT O X EHIRT TALIIBEBINLILKRT TS
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Countermeasures
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RE R

o KX MAlY Windows Sandbox BIOE A T. HEEENDELR
CERE DY BE
I N
S Windows Sandbox
: O J&,
S e ssqT MEROBRMAEDS BEATOL | BEOTOTOLROERCAT IR
= 2 AT DEER « RAMAlDEH VHDX ¥ =% VHDX %@t IR
§ « WSB 77MLICEET L7771 ETADERR BIBIE T HURRYIZADFEEDNT — T4
S e BEEELAR O DESR 777 e /BT HIEH T EE,
T e —BHRTALIVYIABENDDZFDMED
g F—F4777t

N

—— © ITOCHU C
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FAMAlD T

RAMATZNSDT Ot REIT2ELIICEER TS T, Windows

X

Sandbox @ﬁiﬂ%*ﬁtﬂ?%gtb“—lﬁb
o ERRIIEITAHAZEICSC TR B REINSE L TENYE

N

ot R4

/INZ

Bz

WindowsSandbox.exe

C:¥Windows¥System32¥WindowsSandbox.exe

WindowsSandboxClient.exe

C:¥Windows¥system32¥WindowsSandboxClient.exe

cmproxyd.exe

C:¥Windows¥system32¥cmproxyd.exe

WSB7 71 /L TR X8 ¥ R ENIF

WindowsSandboxServer.exe

C:¥Program
Files¥WindowsApps¥MicrosoftWindows.WindowsSan
dbox_0.3.1.0_x64__cw5n | h2txyewy

WindowsSandboxRemoteSe
ssion.exe

C:¥Program
Files¥WindowsApps¥MicrosoftWindows.WindowsSan
dbox_0.3.1.0_x64__cw5n | h2txyewy

wsb.exe

C:¥Users¥{USERNAME}¥AppData¥Local¥Microsoft
¥WindowsApps¥wsb.exe

WSB7 71 /L E1TH. 8% E£1T.wsb.exe

I2L%5a~7> FEIT(Windows | | EILRT

LE2—F#RO.3.1.00%)

wsb.exe 2{EA L2 NREITEDA
(Windows | |EILRTLE2—R)
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HRAMBITE 2 L= Windows Sandbox D AE!)

Windows Sandbox DX MA|XAE!)

¢ Windows Sandbox TETINTW57 0t XL FRXMAD vmmem

N

e OS
vmmem Windows |0
vimmemW indowsSandbox Windows | |

34



—— © ITOCHU Cyber & Intelligence Inc.

N

Windows Sandbox Mk X MA|XE!)
¢ Windows Sandbox AT Mimikatz 2 Z1T3 5 KA MADOAE!)E

’;~7
SIS

.'_'| e

(W vmcompute.exe

FE] vmmemWindowsSandbox
B vmms.exe
[l vmnat.exe

Hyper-V Host Compute Service

1460 3540 Virtual Maching
1460 6284 VMware NAT Service

agement Service

@ Results - vmmemWindowsSandbox (19200)

Base Address
0x18c12a19000

0x18c21972000
0x19f3163a510  0x18c267ab000
0x19f310b14d0  0x18c35a92000
0x19f31021d30  0x18c3f4f0000

Filter

Length

720

Result
mimikatz # mimi 0 (x64) #19041 Sep 19 2022 17:4
) tz 2.2.0 (x64) #19041 Sep 19 2022 17:44:08
FHEHE. mimikatz 2.2.0 (x64) #19041 Sep 19 2022 17:44:
mimikatz # mimikatz 2.2.0 (x64) #19041 Sep 19 2022 17:44:
mimikatz # mimikatz 2.2.0 (x64) #19041 Sep 19 2022 17:4

FRAMBTEE L~ Windows Sandbox D AE!)

FHINSED . Yara REDAEY) 2Fv> T O &E

ows Sandbox

Ny | x64

& mimikatz 2.2.0 x64 (0e.e0)

prtesiaste mimikatz 2.2.0 (x64) #19041 Sep 19 2022 17:44:08
#.  “A La Vie, A L Amour” - (oe.eo)
¥ ## /»+x Benjamin DELPY "gentilkiwi ™ ( benjamin@gentilkiwi.com )
# > https://blog. gentilkiwi.com/mimikatz
"#it v Vincent LE TOUX ( vincent. letoux@gmail. com )

" it > https://pingcastle.com / https://mysmart|ogon. com sk

imikatz #

15:15
A A DOD 00 B

Windows Sandbox TZ4TL7= Mimikatz
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RAMDERRT—T4777h

* Windows Sandbox MR EREIIE DIRIFIIZZFERI 4172\ A R X MAIIS
I Ry I D BN R EBAE DR IFNITRFET 5358 0°H 5

¢ UT7—T4777MIEB L BAETHRREHET 5L & HEE

T—T4777b 1Bt 2
$MFT WSB 77MILDIERK. ¥ 7> N — R 74T ET7AILDAERK. VHDX 774 )L DAE R H 22 8%
$Usndrnl WSB 77MILDIERK. ¥ 7> b — R 74T ET7AILDAERK. VHDX 774 L DAE R H 22 8%
Prefetch WSB ¥ VDHX 77/ — KA R8I N52 5 H 5,
UTHERE
« HKLM¥SOFTWARE¥Classes¥Applications¥WindowsSandbox.exe
Registry « HKLM¥SOFTWARE#¥Classes¥Windows.Sandbox¥shell¥open¥command

« HKLM¥SOFTWARE¥Microsoft¥Windows
Sandbox¥Capabilities¥FileAssociations

© ITOCHU Cyber & Intelligence Inc.

Eventlog * RR—IVEE
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RAMB D E

BTV —T14777 bk Event Log | /2

Classificatio Evtx Source Event ID i
n
102 RE< > D2y NT—T RSA/N—RE
System Microsoft-Windows-Hyper-V-VmSwitch 232 R~ >0 NIC R— BT 51ER
233 RIE~<> > NIC ST 51E5R
s TAIVIDOEEROQTF

4624 * Account Domain : NT VIRTUAL MACHINE
5 * Process Name : C:¥Windows¥System32¥vmcompute.exe
= o BAREYRRRELEREEALO T F BT
] . . _\NG N Rl ang 7~ & @i =] = 81T
o Security Microsoft-Windows-Security-Auditing 4648 . Account Domain : NT VIRTUAL MACHINE
v * Process Name : C:¥Windows¥System32¥vmcompute.exe
o0 ne7p ¢ FLLBZAIAORRIGHEREY % T
s « Account Domain : NT VIRTUAL MACHINE
— Eventlog
() 12148
= RE7> > DRENET 515
— 12582
o3 12597 R b7 —JHKER
.
o ; 18500 RV nREIFR
= Microso i * Microsoft-Windows-Hyper-V-SynthStor
K Windows-Hyper-V- Mi F-Wind Hyp vV Wy K 18502 REVI>OERAZICEATSIER

i T, * Microsoft-Windows-Hyper-V-Worker

= 18516  {RME<I>DPEfIcBATSI1ER
§ 18596 REYY>OETICETER
H 18601  {REVY>niRENER
© N

18609  {RE~Y>OMEAMLICET 515K
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RAMADEZRT

— 74777 b: Event Log 2/2

Classification Evtx Source Event ID i
Microsoft-Windows-Hyper-V- Microsoft-Windows- G . S =
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Windows Sandbox Disk Image Forensics(VHDX)
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Host OS version Windows Sandbox version wsb version
Microsoft Windows 10 Enterprise 10.0.19045  Microsoft Windows 10 Enterprise 10.0.19041 N/A
Microsoft Windows 10 Enterprise 10.0.19045  Microsoft Windows 10 Enterprise 10.0.19045 N/A
Microsoft Windows 11 Pro 10.0.26100 Microsoft Windows 11 Enterprise 10.0.26100 0.3.1.0

© ITOCHU Cyber & Intelligence Inc.




	スライド 1
	スライド 2
	スライド 3
	スライド 4
	スライド 5
	スライド 6: Breaking News January 8, 2025
	スライド 7: Windows Sandbox の悪用に関する重要な手がかり
	スライド 8: APT アクターの攻撃手法の概要
	スライド 9: モチベーション
	スライド 10
	スライド 11: 利用環境と条件
	スライド 12: 利用環境と条件
	スライド 13: 利用環境と条件
	スライド 14: サンドボックス内のアンチウィルス機能
	スライド 15: サンドボックスの構成ファイル(.wsb)
	スライド 16: WSB ファイルの設定項目
	スライド 17: Virtual Hard Disk(VHDX)
	スライド 18: 差分バックアップの関係性
	スライド 19
	スライド 20: APT アクターの攻撃手法の概要
	スライド 21: サンドボックスを悪用した侵害ステップ
	スライド 22: 攻撃手法の詳細解説
	スライド 23: 攻撃手法の詳細解説
	スライド 24: 攻撃手法の詳細解説
	スライド 25
	スライド 26: Windows Sandbox Updates!
	スライド 27: New Features
	スライド 28: WSB.exe Command Options
	スライド 29: Windows Sandbox 新機能の悪用
	スライド 30: Windows Sandbox 新機能の悪用
	スライド 31
	スライド 32: 調査と監視
	スライド 33: ホスト側のプロセス
	スライド 34: Windows Sandbox のホスト側メモリ
	スライド 35: Windows Sandbox のホスト側メモリ
	スライド 36: ホスト側の重要なアーティファクト
	スライド 37: ホスト側の重要なアーティファクト: Event Log 1/2
	スライド 38: ホスト側の重要なアーティファクト: Event Log 2/2
	スライド 39: Windows Sandbox Disk Image Forensics(VHDX)
	スライド 40: Windows Sandbox 収集可能なアーティファクト
	スライド 41: ホスト側管理策
	スライド 42
	スライド 43: Conclusions
	スライド 44
	スライド 45: References
	スライド 46: Appendix – 検証環境情報

