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Introduction
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Breaking News: January 8, 2025

¢ The National Police Agency (NPA) has issued an advisory regarding an
attack campaign by "MirrorFace”.

¢ Details regarding the attack method abusing Windows Sandbox,
along with traces and detection measures, have also been made public.

Translated into English
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https://www.npa.go.jp/bureau/cyber/koho/caution/caution20250108.html

Cyberattack Advisory Regarding "MirrorFace"

The National Police Agency (NPA) and the National Center of Incident Readiness and
Strategy for Cybersecurity (NISC) have assessed that a cyberattack campaign
targeting organizations, businesses, and individuals in Japan since around 2019 has been
orchestrated by a cyberattack group known as "MirrorFace" (also referred to as "Earth
Kasha").

Moreover, investigations and analyses conducted by the Cyber Affairs Bureau, the
Tokyo Metropolitan Police Department, and other prefectural police departments have
uncovered details about the targets, techniques, and infrastructure utilized in these
attacks. Based on these findings, the "MirrorFace" campaign has been identified as an
organized cyberattack, suspected to involve Chinese entities, primarily aiming to steal
information related to Japan's national security and advanced technologies.

This advisory seeks to expose the tactics employed in "MirrorFace" cyberattacks to
increase awareness among potential fargets—organizations, businesses, and individuals
regarding the threats they face in cyberspace. Additionally, it aims to encourage the
adoption of appropriate security measures to mitigate the risk of further damage and
prevent potential breaches.




Discovering Important Clues to Unlock Secrets

¢ Mirrorface (APT10 Umbrella) attack campaign utilizing LilimRAT, a
customized version of open-sourse Lilith RAT*, was observed.

¢ LilimRAT checks WDAGUtilityAccount folder if it is running in a Windows
Sandbox.

¢+ The "WDAGUHtilityAccount" is the fixed defaul’r username used by
Windows Sandbox. =

etFileAttributesA
if ( I= -1 &8 (
1
c_GetModuleFileNameA();

C Hb»-\btartup( );

>
15;
LDBYTE( [@]) = @;
c_memmove ( » &unk_448C40, 1lu);
LOBYTE(v29) = 2;
= B;
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12:25 PM

User folder checking function implemented in LilimRAT B Q se=re = A A DO G0
*Lilith RAT: https://github.com/werkamsus/Lilith/ WDAGUTIIITYACCOUHT User'pr‘oflle of Windows Sandbox
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The APT Actor Methods Revealed

¢+ The APT actor intrude into the system and enabled the Windows Sandbox.
+ After reboot, they used the WSB file to launch the Sandbox.

+ Executed the 2nd payload malware and initiated communication with C2
server.

Enable Start Windows Nl lE S o e
Initial Infection } Windows Sandbox } Sandbox with in Windows Sandbox
& Reboot OS configuration file
.wsb
n Windows
Lo
APT 'Uo Sandbox
actor v Vf # (i ISR

Target Host Windows Sandbox Malware C2 Server



Our Motivation

FACT
In this case, the APT actor abused Windows Sandbox.
B
. ASSUMPTION CONCERNs

v' Are all activities hidden?
v' Can detailed Windows Sandbox specs counter this?
v' Are conventional artifacts inadequate?

»

They may have used it to }
hide their activities?

PURPOSE @)

As a Blue Team, we aim to address these concerns and
provide actionable insights for countermeasures!
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Environment and Conditions

¢+ Windows Sandbox provides a secure and lightweight environment to run
applications isolated from the host system, available from Windows 10
(build 18342) and Windows 11.

+ By default, Windows Sandbox is disabled and must be manually enabled
before use.

v Windows Features

Turn Windows features on or off

To turn a feature on, select its check box. To turn a feature off, clear its check box. A

; : Enable-WindowsOptionalFeature -FeatureName
filled box means that only part of the feature is turned on.

"Containers-DisposableClientVM" -All -Online

l

[ ] Windows Projected File System
Windows Sandbox PowerShell Command

[ ] Windows Sithsvstem for Linuy

Cancel

Windows Features GUI

11
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Environment and Conditions

| 4

& Windows Sandbox

V' Quick access

<> Home |

] Gallery

@l Desktop —— Downloads

Stored locally

V' Downloads
| Documents Documents
Stored locally

PN Pictures

6 items

12:26 PM
ALK B 17272005 &

systeminfo

Host Name:

OS Name:

Enterprise OS Version:

OS Manufacturer:

~ Redacted ~

Total Physical Memory:
Available Physical Memory:
Virtual Memory: max Size:
Virtual Memory :
Virtual Memory : In Use:
Page File Location(s):
Domain:

Logon Server:

~ Redacted ~

Available:

1E65A2DC-B59B-4

Microsoft Windows 11
10.0.26100 N/A Build 26100
Microsoft Corporation

1,023 MB

42 MB

2,751 MB

805 MB

1,946 MB
C:\pagefile.sys
WORKGROUP
\\1E65A2DC-B59B-4

12
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Environment and Conditions

¢ The "WDAGUHfilityAccount” is created in Windows Sandbox by default.
» Additionally, this user is a member of the Administrators group.

C:\Users\WDAGUtilityAccount>net user WDAGUtilityAccount

User name WDAGUtilityAccount
Full Name

Comment Windows Defender Application Guard
User's comment

Country/region code 000 (System Default)
Account active Yes

Account expires Never

Password last set 1/8/2025 8:29:15 AM
Password expires Never

Password changeable 1/8/2025 8:29:15 AM
Password required Yes

User may change password Yes

Workstations allowed All

Logon script
User profile
Home directory

Last logon 1/8/2025 9:11:44 PM
Logon hours allowed All
Local Group Memberships *Administrators *Remote Desktop Users *Users

Global Group memberships *None
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Anti-Virus within Windows Sandbox

* Regarding Anti-Virus feature, it is disabled by default and
cannot be enabled through either GUT or PowerShell

& Windows Sandbox

PS C:\Users\WDAGUtilityAccount> Get-MpComputerStatus

* > Windows Security
AMEngineVersion : 0.0.0.0
AMProductVersion : 4.18.23110.3
AMRunningMode : Not running
AMServiceEnabled : False
AMServiceVersion : 2.0.90.0
AntispywareEnabled : False
AntispywareSignatureAge : 0
AntispywareSignaturelastUpdated
AntispywareSignatureVersion
AntivirusEnabled

AntivirusSignatureAge
AntivirusSignaturelastUpdated
AntivirusSignatureVersion
BehaviorMonitorEnabled : False

Windows Security is your home to view and manage the security and
health of your device.

Open Windows Security

We can'’t open this ‘windowsdefender' link

Your device needs a new app to open this link

3 L =0 & A A Qo®

~ Redacted ~ Windows Defender GUTI Settings
OnAccessProtectionEnabled : False PSS Ci¥lUsers¥WUAGUL 1 11t vhccount ¥Uownloads> Set-MpPreterence
ProductStatus S | et ~Mof e e : (per ; v led w e Wine &
QuickScanAge : 4294967295 ~fe e. larget: DisableRealt imeM

QuickScanEndTime : : 1| char:

QuickScanOverdue : False
QuickScanSignatureVersion
QuickScanStartTime :
RealTimeProtectionEnabled : False
RealTimeScanDirection : 0

The Status of Windows Defender Disabling Windows Defender Using PowerShell Command



Configuration File(.wsb)

* Supports XML-based configuration files (.wsb) for
customization

<Configuration>
. <Networking>Enable</Networking>
E <MappedFolders>
° <MappedFolder>
v ’///////’ <HostFolder>C:\Users\Public\Downloads</HostFolder>
g$ <SandboxFolder>C:\Users\WDAGUtilityAccount\Downloads</SandboxFolder>
s Jﬁfﬁghx“\ <ReadOnly>false</ReadOnly>
"o </MappedFolder>
= </MappedFolders>
: <LogonCommand>

<Command>explorer.exe</Command>

E Sample ‘WSb </LogonCommand>
K <MemoryInMB>1024</MemoryInMB>
= </Configuration>
S
=
©
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Type of Configuration Item

Configuration item

Description

vGPU Enables or disables GPU sharing.
Networking Enables or disables networking in the sandbox.
Mapped folders An array of folders, each representing a location on the host machine

that is shared with the sandbox at the specified path.

Logon command

Specifies a single command that will be invoked automatically after the
sandbox logs on.

Audio input

Shares the host's microphone input intfo the sandbox.

Video input

Shares the host's webcam input into the sandbox.

Protected client

Sandbox adds a new layer of security boundary by running inside an
AppContainer Isolation execution environment.

Printer redirection

Enables or disables printer sharing from the host into the sandbox.

Clipboard redirection

Enables or disables sharing of the host clipboard with the sandbox.

Memory in MB

Specifies the amount of memory that the sandbox can use in MB.

16



Virtual Hard Disk(VHDX)

+ Windows Sandbox is composed of a virtual disks called VHDXs, which have
a parent virtual disk and a differential virtual disk.

* When the sandbox starts, the following folders are created.
*  C:\ProgramData\Microsoft\Windows\Containers\

¢ The created folder has multiple folders where the parent virtual disk and
differential virtual disk are placed.

J > ThisPC > Windows(C) > ProgramData > Microsoft > Windows > Containers >

N Sort v

View ~
A
B nName Type Size

Il Basclmages File folder
M ContainerStorages File folder
M Dumps File folder
I Layers File folder

VHDX folders in Windows 11
¢+ When the sandbox ends, the differential virtual disk disappears.

—— © ITOCHU Cyber & Intelligence Inc.
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Relationship between Parent and Differential Backups

¢+ During incident response, the Containers folder must be saved while
the sandbox is running.

C:\ProgramData\Microsoft\Windows\Containers\

<Parent >
\ContainerStorages\fbd7ba93-6b62-44cb-a59e-0cc2c59b697a\sandbox.vhdx

<Differencing> T Parent Path
\ContainerStorages\2a3c6d32-561c-4096-b099-73945cff9665\sandbox.vhdx

<Differencing> T Parent Path
\ContainerStorages\a73d9514-1027-4ead-a3¢cb-6009ac2e8f3e\sandbox.vhdx

* An example chain in Windows 11

* Thf1 parent virtual disk and differential virtual disk are connected in
a chain.

* To verify this chain configuration, Hyper-V must be enabled, and
the Get-VHD command needs to be executed.

—— © ITOCHU Cyber & Intelligence Inc.

18



© ITOCHU

Abusing wi
WSB Files

100

Points

WINDOWS - EASY

Cyber & Intelligence Inc.



—— © ITOCHU Cyber & Intelligence Inc.

The APT Actor Methods Revealed

¢+ The APT actor intrude into the system and enabled the Windows Sandbox.
+ After reboot, they used the WSB file to launch the Sandbox.

+ Executed the 2nd payload malware and initiated communication with C2
server.

Enable Start Windows Nl lE S o e
Initial Infection } Windows Sandbox } Sandbox with in Windows Sandbox
& Reboot OS configuration file
.wsb
n Windows
Lo
APT 'Uo Sandbox
actor v Vf # (i ISR

Target Host Windows Sandbox Malware C2 Server

20
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The APT Actor Methods Revealed

s "The AT Yor mtrute mt *'he System ond erat e

the W ndows Sandbon

+ After reboot, they used the WSB file to launch the Sandbox.
+ Executed the 2nd payload malware and initiated communication with C2

Start Windows
Sandbox with
configuration file

Malware Execution
in Windows Sandbox

.wsb

Windows
o
'UQ Sandbox

Windows Sandbox Malware C2 Server

21



Unveiling the Attack Blueprint

+ Stage 1. Persistence for malware execution

In the case, it was started from Task Scheduler with SYSTEM

Compromised Host privileges, and Windows Sandbox was rynning in hidden state.

(Initial infection) N o

l Windows Sandbox
' Enable Windows Sandbox fea‘rure C:\{Sandbox-side folder}\
{random}.bat
Execu're WSB f'ﬂ Start Windows Sandbox {Archiver}
and execute BAT file {Archive file}
%Q {random} wsb A 4

|
Extract archive files
and execute malware
{random}.bat

{Archiver} L C:\{Unarchived folder}\

. {Malware} « >
{Archive file} 'ﬁ Communication

via TOR

C:\{Host-side folder}\ Share folder's

C2 Server

© ITOCHU Cyber & Intelligence Inc.
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Compromised Host

Execu‘re WSB f'ﬂ Start Windows Sandbox
and execute BAT file

%Q {r'andom} wsb

/

Share folders

-
-
-

C:\{Host-side folder}\

{Archiver} =
{Archive file}

© ITOCHU Cyber & Intelligence Inc.

Unveiling the Attack Blueprint

+ Stage 2: Folder sharing and bat file execution

Windows Sandbox

{A
{A

L |

{random}.wsb
<Configuration>
<Networking>Enable</Networking>
<MappedFolders>
<MappedFolder>

<HostFolder>C:\{Host-side folder}</HostFolder>

<SandboxFolder>
<ReadOnly>false</ReadOnly>
</MappedFolder>
</MappedFolders>
<LogonCommand>
<Command>
</LogonCommand>
<MemoryInMB>1024</MemoryInMB>
</Configuration>

</SandboxFolder>

</Command>




Unveiling the Attack Blueprint

¢ Stage 3: Malware execution and C2 communication

Compromised Host

Windows Sandbox

@echo off {Archive file}
X

{Archive file} -oC:\{Unarchived folder}\ -p{Password} -y
schtasks /create /tn {taskname} /tr "C:\{Unarchived
folder}\{Malware}" /sc hourly /st 08:30 /ru system /f
schtasks /run /tn {taskname}

C:\{Unarchived folder}\
.ﬁ {Malware} < >

* The archiver uses 7zip as an example, which was
confirmed in one of several cases. Communication

via TOR

C2 Server

© ITOCHU Cyber & Intelligence Inc.
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Emerging threats
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Windows Sandbox Updates!

* A significant update has been observed

* Although it is only mentioned in the OS build preview for
Windows 11 and is not documented in the official documentation.

Learn / Window

Windows Sandbox

Article « 07, 4 + 5 contributors + Applies to: kg Windows 11, g Win 0 < Feedback = [Windows Sandbox Client Preview] New! This update adds the Windows Sandbox Client Preview. It

. . includes:
In this article

ition and licensing requirements Runtime clipboard redirection

Installation Audio and video input control
Usage
The sharing of folders with the host at runtime
Windows Sandbox esktop environment to safely run applications

nside the Windows Sandbox environment remains To access these, select the ellipses (...) at the upper right on the app. This preview also includes a

separately from the host machine. version of command-line support. (The commands might change over time). To learn more, use

A sandBBX is temporary. When it's closed, all the software and files and the state are the wsb.exe-help command. You can find new updates for this app in the Microsoft Store.

deleted. You get a brand-new instance of the sandbox every time you open the This might not be available to all users because it will roll out gradually.

application. Note, however, that as of Windows 11, version 22H2, your data persists
through a restart initiated from inside the virtualized environment—useful for installing October 24, 2024—KBb044384 (OS Build 261002161) Preview

applications that require the OS to reboot.

26
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New Features

¢+ Container-like CLT commands have been implemented in
Windows Sandbox.

¢+ Windows Sandbox can be run in the background
+ Simple configuration changes can be made through the GUTI.

> wsb.exe start
Windows Sandbox environment started successfully:
Id: 7f1397ca-3b46-416a-827a-a4a5b76e880e

> wsb.exe list
7f1397ca-3b46-416a-827a-ad4a5b76e880e

> wsb.exe connect --id 7f1397ca-3b46-416a-827a-a4a5b76e880e

wsb command examples

© ITOCHU Cyber & Intelligence Inc.

Simple config change via GUT
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WSB.exe Command Options

Commands, alias

Options

Description

StartSandbox, start

--id <id>
-c, --config <config>

Starts an instance of Windows
Sandbox.

ListRunningSandboxes, list

Lists the IDs of all running Windows
Sandbox environments.

Execute, Exec

--id <id> (REQUIRED)
-¢, --command <command> (REQUIERED)

-d, --working-directory <working-directory>
-r, --run-as <ExistinglLogin|System>(REQUIRED)

Executes a command in the running
Windows Sandbox environments.

ShareFolder, share

--id <id> (REQUIRED)

-f, --host-path <host-path>(REQUIRED)
-s, --sandbox-path <sandbox-path>

-w, --allow-write

Shares a folder from the host to the
Windows Sandbox session.

StopSandbox, stop

Terminates a running Windows Sandbox.

ConnectToSandbox

--id <id>

Starts a remote session for a Windows
Sandbox environment.

GetIpAddress, ip

--id <id> (REQUIRED)

Gets the IP address of the Windows
Sandbox environment.

28
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Abusing New Windows Sandbox Features

* Existing attack methods can be updated in the following ways...

E.g. Execute a single line command using config without .wsb file

> wsb.exe start -c "<Configuration>
<Networking>Enable</Networking><MappedFolders><MappedFolder><HostFolder>C:\Users\Public\Downlo
ads</HostFolder><SandboxFolder>C:\Users\WDAGUtilityAccount\Desktop</SandboxFolder><ReadOnly>fa
lse</ReadOnly></MappedFolder></MappedFolders><LogonCommand><Command>C:\Users\WDAGUtilityAccoun
t\Desktop\a.bat</Command></LogonCommand><MemoryInMB>1024</MemoryInMB></Configuration>"

Windows Sandbox environment started successfully:

Id: c2d290db-5986-4c06-bd7b-05f35f091fad

) 4

+ By abusing this method, the important artifact, ".wsb" file is lost
¢ Updates unintentionally may boost convenience for the threat actors

29



Abusing New Windows Sandbox Features

+ Updates to background execution and persistence extended with new
features may increase convenience for attackers.

*In both cases, the sandbox terminates when the process is killed or restarted.

g "’ Characteristics Windows 10 Windows 11

m ° . °

- Background execution Not Available Available by default

(eT]

£ ] No Yes

- Persistence *Ston Sandbox by closing wind *Rebooted sandbox is still active.
¢ i R e *Until explicit wsb "stop” command
S

(©)

30



Countermeasures
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Investigation and Monitoring

+ Some monitoring and investigation is possible on both
the host and Windows Sandbox sides.

Host-Side N
Y o Windows Sandbox
’
* Monitoring client terminal operation logs, | * Operation logs and processes are difficult
characteristic processes and memory to monitor and investigate.
 Monitoring activities related to WSB * Proper preservation of the host-side
files parent and differential VHDX allows
* Monitoring characteristic event logs investigation of certain artifacts in the
* Other artifacts for general forensic sandbox.
investigation

Communications from the Windows Sandbox can be monitored as originating from the host.

32
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The Host-Side Process

* By preferentially monitoring these process executions on the
host side, it is possible to detect Windows Sandbox invocations.

¢+ It should also be noted that various arguments are actually set
depending on the execution method.

Process Names Paths Descriptions
WindowsSandbox.exe C:\Windows\System32\WindowsSandbox.exe .
WindowsSandboxClient.exe  C:\Windows\system32\WindowsSandboxClient.exe ;/\:zlrinu;xecu‘re EEle il e T
cmproxyd.exe C:\Windows\system32\cmproxyd.exe

C:\Program ,
WindowsSandboxServer.exe Files\WindowsApps\MicrosoftWindows.WindowsSan When execute WSB files, normal
dbox_0.3.1.0_x64__cw5nlh2txyewy execution, and command execution using
= e wsb.exe.
: C:\Program Only for 0.3.1.0 version in Windows 11
WindowsSaiesRemole s Files\WindowsApps\MicrosoftWindows.WindowsSan E)u”(}l iew)
sion.exe preview
\ dbox_0.3.1.0_x64__cwbnlh2txyewy
e T C:\Users\{USERNAME}\AppData\Local\Microsoft\  Only when issuing a command using
' WindowsApps\wsb.exe wsb.exe. (For Windows 11 build preview)

33



The Host-Side Memory of Windows Sandbox

¢ The process running in Windows Sandbox can be detected in
the vmmem process on the host side

Process Name oS
vimmem Windows 10
vmmemWindowsSandbox Windows 11

© ITOCHU Cyber & Intelligence Inc.

Exposed part of Windows Sandbox memory in host side 3%
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The Host-Side Memory of Windows Sandbox

* When Mimikatz is executed within Windows Sandbox,
the memory on the host side is also exposed, allowing it to
detect with memory scan such as Yara.

-"'| e

7] vmcompute.exe

W] vimmemWindowsSandbox

Wl vmms.exe

PID
1460 5708 Hyper-V Host Compute Service

3540 Virtual Machin®wagagement Service
6284  VMware NAT Service

@ Results - vmmemWindowsSandbox (19200)

5 results.

Address

31191dd0
0x19f3163a510
0x19f310b14d0
0x19f31021d30

Base Address
12219000

0x18c21972000
0x18c267ab000
0x18c35a92000
Ox18c3f4f0000

Length Result

7 i tz #

560 FHEHE. mimikatz 2.2.0 (x64) #19041 Sep 19 20

240 FHEHE. mimikatz 2.2.0 (x64) #19041 Sep 19 2022 17:44:08
766 mimikatz # mimikatz 2.2.0 (x64) #19041 Sep 19 2022 17:44:08 .
720 mimikatz # mimikatz 2.2.0 (x64) #19041 Sep 19 2022 17:44:08 .

Close

Exposed part of Windows Sandbox memory in host side

ows Sandbox

'} x64
| & mimikatz 2.2.0 x64 (oe.eo)

#aang mimikatz 2.2.0 (x64) #19041 Sep 19 2022 17:44:08
## " #.  “A La Vie, A L Amour” - (oe. eo)
## / ¥ ##f /#ex Benjamin DELPY “gentilkiwi® ( benjamin@gentilkiwi.com )
' #H Y/ > https://blog. gentilkiwi.com/mimikatz
"Hi v #H Vincent LE TOUX ( vincent. |letoux@gmai|.com )
A > https://pingcastle.com / https://mysmart|ogon. com stk

imikatz #

15:15
A A QO® 006 0

Execution of Mimikatz in Windows Sandbox

35
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The Host-Side Important Artifacts

+ Windows Sandbox operations leave no traces internally, but
activation and startup traces may remain on the host.

*+ We recommend to focus on the following artifacts and
investigate them for related signs.

Classification Description

The creation of the WSB file, the creation of the mount source folder and file, and the

SMFT creation of the VHDX file are recorded.

The creation of the WSB file, the creation of the mount source folder and file, and the

$UsnJrnl creation of the VHDX file are recorded.

Prefetch Loading of WSB and VDHX files may be recorded.

The application association is sef.
Reci « HKLM\SOFTWARE\Classes\Applications\WindowsSandbox.exe
IBTY  HKLM\SOFTWARE\Classes\Windows.Sandbox\shell\open\command
« HKLM\SOFTWARE\Microsoft\Windows Sandbox\Capabilities\FileAssociations

Eventlog * Described later

36



v
The Host-Side Important Artifacts: Event Log 1/2

© ITOCHU Cyber & Intelligence Inc.

Classification Evtx Source Event ID Description
102 Virtual machine network driver settings
System Microsoft-Windows-Hyper-V-VmSwitch 232 Virtual machine NIC port related information
233 Virtual machine NIC related information

* An account was successfully logged on.
4624 + Account Domain : NT VIRTUAL MACHINE
* Process Name : C:\Windows\System32\vmcompute.exe

. : : : AS * A logon was attempted using explicit credentials.
Security Microsoft-Windows-Security-Auditing 4648 + Account Domain : NT VIRTUAL MACHINE
* Process Name : C:\Windows\System32\vmcompute.exe

+ Special privileges assigned to new logon.

oLe - Account Domain : NT VIRTUAL MACHINE
Eventlog
12148
RO Virtual machine startup information

12597 Virtual network connection information

18500 Virtual machine startup information

Microsoft-Windows-
Hyper-V-Worker-
Admin

* Microsoft-Windows-Hyper-V-SynthStor

+ Microsoft-Windows-Hyper-V-Worker 18502 Information about powering down virtual machines

18516 Virtual machine suspension information

18596 Virtual machine restore information

18601 Virtual machine startup information

18609 Virtual machine initialization information

37
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The Host-Side Important

N

Artifacts: Event Log 2/2

Classification Evtx Source Event ID Description
Microsoft-Windows-Hyper-V- Microsoft-Windows-Hyper- ; ) ; !
Worker-Operational V-VSmb 301 Information about the folder from which to mount the virtual machine
Micrgsoff-Windows-Hyper-V- phcReshM indoisatlypers 2500 Process creation and command execution related information
ompute-Operational V-Compute
Selectable update Containers-DisposableClientVM of package
9 Microsoft-Windows-Containers-OptionalFeatures was successfully
Setup Microsoft-Windows- turned on.
Servicing A reboot is necessary before the selectable update Containers-
13 DisposableClientVM of package Microsoft-Windows-Containers-
OptionalFeatures can be turned on.
Eventlog ]
2
12
Microsoft-Windows-VHDMP- Microsoft-Windows- : A . - :
Operationl VHDMP-Operational 1718 Information about virtual disks (mount/unmount/online/offline, etc.)
22~28
31~34
50,51

38



N
Windows Sandbox Disk Image Forensics(VHDX)

+ A VHDX can be mounted if the chain between its parent and
differential disks is intact.

+ Therefore, general forensic investigations are possible.

¢ ITf the Windows Sandbox process is discovered, the entire
folder related to the VHDX must be preserved as volatile data.

© ITOCHU Cyber & Intelligence Inc.

VHDX mounted and drive assigned

39
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Windows Sandbox Collectable Artifacts

+ This shows the results of verifying artifacts useful in forensics.

¢+ Although some are incomplete or disabled, certain artifacts
remain highly useful for forensic investigations.

* Windows 10 / Windows 11

<

Classification Available Description
$SMFT Yes No operations on shared folders from the host were recorded.
$UsnJrnl Yes No operations on shared folders from the host were recorded.
Prefetch Not recorded.
Registry Yes We were unable to confirm any Amcache updates during our fest.
Browser History  Yes 10 e ory was alss retaimed for brawsers nstalled by the user
SRUM Not recorded.
The default log storage size is 20,480 KB, and some useful events (such as task schedules)
Evtx ek are not recorded.

We observed logons such as successful logon (Event ID 4624), failed logon (Event ID 4625),

logon with explicit credentials (Event ID 4648), and service installation (Event ID 7045).
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The Host-Side Control Measures

¢ Maintain the disabled state of Windows Sandbox

* It is necessary to detect unintended activation of the sandbox and
disable it.

= 9- Apply AppLocker policy
1PpLocker can control the execution of the Windows Sandbox

AppLocker blocked the Windows Sandbox, it will be recorded in the
evenT 0g.

Evtx Source Event ID Description

8002 Indicates an ApplLocker rule allowed the .exe or .dll file.

Indicates that AppLocker recorded the .exe or .dll file listed
8003 on an AppLocker policy.
Microsoft-Windows-AppLocker Shown only when Audit only enforcement mode is enabled.

AppLocker blocked the named EXE or DLL file.
8004 Shown only when the Enforce rules enforcement mode is
enabled.

Microsoft-Windows-
AppLocker/EXE and DLL

Don't grant administrator privilege to users
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Conclusions

¢ In 2024, abuse of Windows Sandbox by MirrorFace (APT10
Umbrella) has been observed.

¢+ As EDR and AV on the host may not detect threats, proactive
measures like enhanced monitoring, thorough investigations, and
effective management are essential to minimize risks.

¢+ Developers must prioritize user experience while recognizing
their innovations may unintentionally aid attackers and reduce
security barriers.

* Attackers often exceed our expectations, exploiting blind
spots and gaps. To counter this, we must anticipate the
unexpected and turn them into predictablel

—— © ITOCHU Cyber & Intelligence Inc.
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Appendix - Test environment

¢ OS version of test environment

Host OS version Windows Sandbox version wsb version
Microsoft Windows 10 Enterprise 10.0.19045  Microsoft Windows 10 Enterprise 10.0.19041 N/A
Microsoft Windows 10 Enterprise 10.0.19045  Microsoft Windows 10 Enterprise 10.0.19045 N/A
Microsoft Windows 11 Pro 10.0.26100 Microsoft Windows 11 Enterprise 10.0.26100 0.3.1.0
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