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MirrorFace
▪ China-aligned threat actor

▪ Active at least since 2019

▪ Subgroup of the APT10 umbrella

▪ Uses custom developed malware – LODEINFO, HiddenFace (NOOPDOOR), ANEL

▪ Mainly targets entities in Japan



Victimology



Victimology
Additional sources:
Trend Micro and Vietnamese NCSC

https://jsac.jpcert.or.jp/archive/2024/pdf/JSAC2024_2_7_hara_shoji_higashi_vickie-su_nick-dai_en.pdf
https://storage-vnportal.vnpt.vn/btn-ubnd/sitefolders/sldthxh/2024/08/1447.STTTT-THDL%2020.%20CV_%20CANH%20BAO%20CHIEN%20DICH%20TAN%20CONG%20APT%20MIRRORFACE.signed.signed.signed.pdf
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Operation AkaiRyū – Overview
▪ In Q2 and Q3 of 2024

▪ One of the targets was a Central European diplomacy institute

▪ Spearphishing email used as the initial attack vector

▪ Email contained a link to a malicious ZIP archive hosted on OneDrive

▪ Used refreshed TTPs and tooling

▪  ANEL

▪  HiddenFace (NOOPDOOR)

▪  Visual Studio Code’s remote tunnels

▪  Customized AsyncRAT

▪  LODEINFO



Operation AkaiRyū – Investigated case 
▪ Attack was carried out in August 2024

▪ Target was a diplomacy institute based in Central Europe

▪ The first time that we observed MirrorFace targeting a European entity

▪ We contacted the institute

▪ The institute collaborated closely with us

▪ ESET performed forensics analyses on the compromised machines

▪ The following are our findings from the investigation



Initial Access



Initial access
▪ MirrorFace apparently knew about a previous interaction between the targeted 

institute and a Japanese non-governmental organization (NGO)

▪ Probably using data obtained from previous attacks

▪ Impersonated an employee of the Japanese NGO

▪ Crafted an email message that looked like a follow-up to a previous conversation

▪ Sent the message to the institute’s CEO





Initial access
▪ Email referred to the upcoming Expo 2025 exhibition

▪ The event will be held in Osaka from 13th April until 13th October

▪ The first email did not contain anything malicious

▪ The target took the bait and responded

▪ MirrorFace sent a second email with a malicious OneDrive link





Initial access
▪ The institute’s CEO didn’t have access to a Windows machine

▪ Forwarded the email to colleagues

▪ Two colleagues downloaded and opened the ZIP archive

▪ ZIP archive contained a malicious LNK file: 
The EXPO Exhibition in Japan in 2025.docx.lnk

▪ Both colleagues opened the LNK file effectively compromising their machines







Related article by Trend Micro:
Guess Who’s Back - The Return of ANEL in the Recent
Earth Kasha Spear-phishing Campaign in 2024

https://www.trendmicro.com/en_us/research/24/k/return-of-anel-in-the-recent-earth-kasha-spearphishing-campaign.html
https://www.trendmicro.com/en_us/research/24/k/return-of-anel-in-the-recent-earth-kasha-spearphishing-campaign.html


Post-compromise 
Activities



Tools Description Machine A Machine B

ANEL APT10’s backdoor that MirrorFace 
uses as a first-line backdoor.

● ●

PuTTY
An open-source terminal emulator, 
serial console, and network file 
transfer application.

● ●

VS Code A code editor developed by 
Microsoft.

● ●

HiddenFace (aka NOOPDOOR) MirrorFace’s 
flagship backdoor.

● ●

Second HiddenFace variant (aka NOOPDOOR) MirrorFace’s 
flagship backdoor.

●

AsyncRAT RAT publicly available on GitHub. ● ●

https://github.com/NYAN-x-CAT/AsyncRAT-C-Sharp


Post-compromise activities
▪ Tools were selectively deployed according to MirrorFace’s objectives

▪ Machine A – Project coordinator

▪ Machine B – Employee from the IT department

▪ MirrorFace’s assumed objectives

▪ Machine A – Personal data theft

▪ Machine B – Acquire deeper access into the institute’s network



Tools



ANEL
▪ Backdoor previously associated exclusively with APT10

▪ It was believed that:

▪ ANEL was abandoned around the end of 2018 or the start of 2019

▪ LODEINFO succeeded it, appearing later in 2019

▪ The last version of ANEL observed in 2018 was 5.5.0

▪ The first resurfaced version seen in 2024 was 5.5.4 
→ The development of ANEL has restarted

▪ MirrorFace uses ANEL as the first-line backdoor



ANEL – Capabilities

Command ID Description 2018
5.5.0

2024
5.5.4 5.5.5 5.5.6 5.5.7 Unknown

0x97A168D9697D40DD Download file ● ● ● ● ● ●

0x7CF812296CCC68D5 Exfiltrate file ● ● ● ● ● ●

0x652CB1CEFF1C0A00 Load PE file ● ● ● ● ● ●

0x27595F1F74B55278 Download and execute file ● ● ● ● ● ●

0xD290626C85FB1CE3 Set sleep ● ● ● ● ● ●

0x409C7A89CFF0A727 Take screenshot ● ● ● ● ● ●

0x596813980E83DAE6
Perform UAC bypass and 
execute file

● ● ●

Other Run command ● ● ● ● ● ●

NOT observed by ESET

Sources: Secureworks and Trend Micro

https://jsac.jpcert.or.jp/archive/2019/pdf/JSAC2019_6_tamada_jp.pdf
https://www.trendmicro.com/en_us/research/24/k/return-of-anel-in-the-recent-earth-kasha-spearphishing-campaign.html


HiddenFace (aka NOOPDOOR)
▪ First described at JSAC2024

▪ No major changes since then

▪ Deployed in the later stages of the attack

▪ Used to deploy other tools such as frp and Rubeus

▪ Both FaceXInjector (NOOPLDR Type 1) and FaSIDInjector (NOOPLDR Type 2) observed 
in 2024

https://jsac.jpcert.or.jp/archive/2024/pdf/JSAC2024_2_8_Breitenbacher_en.pdf


HiddenFace – Capabilities
▪ Modular system

▪ Built-in modules

▪ External modules (read from a file)

▪ Additional modules (received from C&C server)



HiddenFace – Capabilities

Function ID Description

3B27D4EEFBC6137C23BD612DC7C4A817 Create a process

9AA5BB92E9D1CD212EFB0A5E9149B7E5 Write to a file

3C7660B04EE979FDC29CD7BBFDD05F23 Exfiltrate a file

12E2FC6C22B38788D8C1CC2768BD2C76
Read content from the file named 
%SystemRoot%\System32\msra.tlb

2D3D5C19A771A3606019C8ED1CD47FB5 Timestomp directory content

Other Additional temporary module



Visual Studio Code – Remote tunnels
▪ Visual Studio Code provides a feature for remote development: remote tunnels

▪ Enables developers to connect to a remote machine that hosts the source code, a 
debugging environment, etc.

▪ MirrorFace abused this feature to establish remote access to a compromised machine

▪ And likely to execute arbitrary code and deliver other tools

▪ Tropic Trooper and Mustang Panda have also been reported to abuse VS Code

https://code.visualstudio.com/docs/remote/tunnels
https://hitcon.org/2024/CMT/slides/Pirates_of_The_Nang_Hai_Follow_the_Artifacts_of_Tropic_Trooper,_No_One_Knows.pdf
https://unit42.paloaltonetworks.com/stately-taurus-abuses-vscode-southeast-asian-espionage/
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Visual Studio Code – Remote tunnels
▪ Persistence ensured via scheduled task

▪ Launched at machine startup

▪ Authentication data exfiltrated the first time only



AsyncRAT
▪ RAT publicly available on GitHub

▪ Used in later stages of the attack

▪ Heavily customized variant

▪ Victim tagging

▪ Connection to a C&C server via Tor

▪ Domain generation algorithm (DGA) – Simpler than DGA used in HiddenFace

▪ Working time – Feature used in HiddenFace as well

▪ MirrorFace used a complex execution chain to run AsyncRAT inside Windows Sandbox

https://github.com/NYAN-x-CAT/AsyncRAT-C-Sharp












AsyncRAT
The following files are delivered to successfully execute AsyncRAT:

Filename Description

7z.exe Legitimate 7-Zip executable

7z.dll Legitimate 7-Zip library

<random>.7z Password-protected 7z archive containing AsyncRAT

<random>.bat Batch script that unpacks AsyncRAT and runs it

<random>.wsb Windows Sandbox configuration file to run <random>.bat



AsyncRAT
Example of the Windows Sandbox config file used by MirrorFace:



AsyncRAT
Batch file executed in the sandbox:





Windows sandbox
▪ Windows sandbox abuse is a novel technique to

▪ Avoid security solutions

▪ Hide performed actions

▪ Technique described in detail by ITOCHU Cyber & Intelligence Inc. in the next 
presentation: Hack The Sandbox: Unveiling the Truth Behind Disappearing Artifacts



Operational security



Operational security
▪ MirrorFace has improved operational security

▪ More thorough in deleting the delivered tools and files

▪ Clears Windows event logs

▪ Uses Windows Sandbox to evade security solutions and hide performed actions

▪ Time stamp tampering

→ Performing an incident analysis is significantly more difficult as evidence is lost and 
tampered



Relation to APT10



Relation to APT10
▪ Both groups have the same targeting, mainly focusing on Japanese entities

▪ MirrorFace started using ANEL, a backdoor previously associated exclusively with 
APT10

▪ Code similarities in LODEINFO (MirrorFace) and ANEL (APT10)

▪ APT10’s activities involving ANEL disappeared around the end of 2018 or the start of 
2019; MirrorFace with LODEINFO appeared in December 2019

▪ One hypothesis is that APT10 was split into several subgroups at that time and 
MirrorFace is one of them

→ ESET’s new attribution: MirrorFace is a subgroup of the APT10 umbrella

https://www.macnica.co.jp/business/security/manufacturers/files/mpressioncss_ta_report_2019_4_en.pdf


Conclusion



Conclusion – MirrorFace in 2024
▪ MirrorFace stayed true to its nature

▪ Refreshed both TTPs and the arsenal of tools

▪ ANEL, customized AsyncRAT, VS Code’s remote tunnels…

▪ To our knowledge, attacked a European entity for the first time

▪ Improved operational security

▪ ESET considers MirrorFace to be a subgroup of the APT10 umbrella

Related publications:
Trend Micro: Guess Who’s Back - The Return of ANEL in the Recent Earth Kasha Spear-phishing Campaign in 2024
Japan National Police Agency: MirrorFaceによるサイバー攻撃について（注意喚起）

https://www.trendmicro.com/en_us/research/24/k/return-of-anel-in-the-recent-earth-kasha-spearphishing-campaign.html
https://www.npa.go.jp/bureau/cyber/koho/caution/caution20250108.html


www.eset.com | www.welivesecurity.com | @ESETresearch

Thank you!



www.eset.com | www.welivesecurity.com | @ESETresearch

Dominik Breitenbacher
ESET Malware Researcher

dominik.breitenbacher@eset.com @dbreitenbacher dbreitenbacher


	JSAC2025
	Slide 1: Operation AkaiRyū
	Slide 2
	Slide 3
	Slide 4: MirrorFace
	Slide 5
	Slide 6
	Slide 7
	Slide 8: Operation AkaiRyū
	Slide 9
	Slide 10: Operation AkaiRyū – Overview
	Slide 11: Operation AkaiRyū – Investigated case 
	Slide 12: Initial Access
	Slide 13: Initial access
	Slide 14
	Slide 15: Initial access
	Slide 16
	Slide 17: Initial access
	Slide 18
	Slide 19
	Slide 20
	Slide 21: Post-compromise Activities
	Slide 22
	Slide 23: Post-compromise activities
	Slide 24: Tools
	Slide 25: ANEL
	Slide 26: ANEL – Capabilities
	Slide 27: HiddenFace (aka NOOPDOOR)
	Slide 28: HiddenFace – Capabilities
	Slide 29: HiddenFace – Capabilities
	Slide 30: Visual Studio Code – Remote tunnels
	Slide 31
	Slide 32: Visual Studio Code – Remote tunnels
	Slide 33: AsyncRAT
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39: AsyncRAT
	Slide 40: AsyncRAT
	Slide 41: AsyncRAT
	Slide 42
	Slide 43: Windows sandbox
	Slide 44: Operational security
	Slide 45: Operational security
	Slide 46: Relation to APT10
	Slide 47: Relation to APT10
	Slide 48: Conclusion
	Slide 49: Conclusion – MirrorFace in 2024
	Slide 50
	Slide 51


