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Allow BALAEF VT to
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B5ESNIEFEN(C25—/\BOIPY RLR) ZHfS,

e .m‘.w'omty X .
C O 0 127001008 1L ¢ Mow s/ B7416421 ol 4] 4 i ;
- Stant Options Flow
cC @@ 9 o / < D > x
Replay ODuplicate Revert Delete Marke Download Exporty Resume  Abort
w MOhCaige Lpont RO
Path Method Status Size Time Request  Response | Connection  Timing

I 63 10.0.0.1:53824 +» 10.0.0.53:853 TCcP S6b  9ms

% mtalk.google.com A= 64.233,187.188, 64.233.187.188, 64.233.187.188 QUERY NOE- 12b  Sms Server: nginx

s donaldsonmolly93. github.jo A = 185.199.110.153, 185.199.110.153, 185.1- QUERY NOE: 48h 1mg O%te:Mon, 10 Jun 2024 ©4:25:48 GNT

— Content-Type: text/htal

s Siltsb6 duckdns.org A = 205,185,124 68, 205.185.124.68, 205.185.124.68  QUERY NOE- 12b 187ms

: Content-Length: 44

<2/ hitp://siltsb.duckdns.org/ GET 200 44b ui Last-Modified: Thu, 84 Apr 2024 05:17:21 GMT

gnnp-//lm.m 152.61: 7775/ WS 101 L6kb 18min| Connection: keep-alive

s : . @ 2 -y B

infinitedata-pa apis.com A = 216.58.220.106, 216.58.220.106, 2165 QUERY NOE - 192b 55 ETag: "660e37el-2¢c

= B LR S {LaNT X F5

O infinitedata-pa.googleapis.com A = 172.217.31.170, 172.217.31.170, 172.2 - QUERY NOE 1920 .54 Accept-Ranges: bytes

zmt.ﬂk.googlecomk=6!.133‘181.188.64.233.187.188,64 233.187.188 QUERY NOE - 12b  2ms M
| "= infinitedata-pa.googleapls com A = 142.251.222 42, 142.251.222 42, 142 2~ QUERY  NOE - 192b 5

MIZWHO (3 5R1T
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C29—/\BOIP7 RLAESICONT

«  Baseb4tAES(cLD, C28—/NANSZIFHOC X FHNZESL. C2HY—/BOIPY RLAZEUE
- BESEAPWES IR TSN TY—-XT— R LD \-RI—-R&nTus.

public static String gjgbrbweff(String str) {
try {

byte[] decode = Baseb4.decode(str, 2); <Base647J1—R
Cipher cipher = Cipher.getInstance(fd44llbkrdrfezfl); <«-"AES/ECB/PKCS5Padding”(liES7A™)
String strl = f4412dwygyiog; «"apYya82az7rgeN3A"(i#)
String str3 = f4dlewxyvgvzr; <"0"()\T1>JF:)
int length = str. length();
if (length = 16) {

StringBuilder sb = mnew S5tringBuilder();

sh.append(str2);

for (int i = 0; i = 16 - length; i++) {

sb.append(str3);

}
str2 = sb.toString();

}

Charset charset = f4413fwpstitn;

cipher.init(2, new SecretKeySpec(str2.getBytes(charset), f4415hepjaxvtj));

return new |Strinz(cipher.doFinal(decode), charset); | <« ERIERNRESOH(Z
} catch (Exception e) {

e.printStackTrace();

String str4 = f4414gjqbrbweff;

Log.e(strd, strd + e);

return null;

}
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CyberCheflCLB1ESHERFLLT D@D

Recipe

From Base&d

Alphabet
A-Za-zB-9+/=

[] strict mode

AES Decrypt

key
apYyaBZaz/rgelN3A

Mode

ECB

MIZWHO (3 5R1T

UTF8 =

Input
Raw

S ]
Q

Remove non-alphabet chars

A" HEX ~

Clutput
Raw

Input

ngHMLusEGNBiV3+yu?TUc1CDEptEDyuIquVlEmBQA%

II|
=

pmc 24

Output

184.255.152.61:7775
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Redquest Bedponde | WebSocket |  Connection '|'|'n"3

WebSocket

237 Meiiapes

Path Method Status Sire Time

I E 10.000C 153804 = 10,0.0.55:E53 TCP S56b Ot
Em‘lalll google.com A= 64,233,157, 168, 64.233. 187,188, 64.233.187.188 QUERY MOE- iy  Sms
:u.'_ donaldsonmollyd3. github.bo A = 185,199, 1100153, 185.199.110,153, 185.1- QUERY MOE:- 4gb  1ms
:,,,. ulsbboduckdns.ong A = 205 185 1.4.68, 2005, 185, L2468, H)5.185.1.24.68 QUERY MNOE 14 187ms
<3| hittp:ffsiltsbb duckdns.orgf GET 00 ddh ils
E httpef L0, 255, 152 BL:TTTS/ WS 101 1.8k 30man
E infinitedata-pa. googheaps.oom A= 216.58.220.106, 216.58.220.106, 216.5--QUERY MNOE 159D -3%
Elnl‘-m:-:-e:lnta-mgﬂ-l:-p:lmpnuc-mﬁ-I'-'.E‘.E:Ii’EI:I 170, 1T 20T 3L AP0, 1722 QUERY  IMHE-- 193 5%
1,,_'_:_ mialk. google.com A= 64 233 18T 168, &4 233 187 188, b4 733 187 188 QUERY MOE 14 2ms
Tedy = Hi
ﬁ infinitedats-pa. geogleapls.oom A= 10*,»ﬁ(: L G5
= infinitedata-pa. googleapis.oom A = W e e (k- Fi] =1
1':-_,, Odpedia. duckdmsong A= 209, 14140 HuﬁbECZﬂ_’\Bﬁ(LﬁEtmi 1# ITdms
< hnl't[:n:.'.fI:tt:Uul-ﬂlun.{!L.uzlnl.szii1i.n:h';g,-'-ﬂ:lil.I1l-|'r.SE{E%{R“’J\B(;r'lt"‘wt&‘pingJ’&ia{E 146k s
:: Wttp.ffOdjedia.duckdng. ong 404 html GET 403 I46h 930ms
ihl‘lﬂ:.'."D-d]edl.l.dur.ll.dm.ufg,l'-ll.'.ﬂ.hlrnl GET 403 1460 15
E infinitedata-pa. googleapis.com A= 14225042070, 14225142170, 142.2--QUERY MOE 19 -5
E infinitedata-pa. googleapis.oom A= 142. 750 42 138, 142 751,42 138, 142.2--QUERY MNOE 193 5%
E mitalk.google.com A= 64.233. 187 168, 64.233. 187 185, 64.233.187.188 QUERY MOE- iy 1lms
E infinitedata-pa.googleapis.com A= 14115142, 138, 142251, 42138, 142.2-QUERY NOE--- 193 -5
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(BMRAREL (AT O TV e BARBIREME(LRIEST)

BRR BEEIR

5 B8

=& F5{E&open TFANYE—-TE=
=#EgE{E&close TFANY -5
KIER Syt - TRE
RIS SMS%EHIB
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CensysX THERAUISHERFLLT @D,
7775040,7776,7777,7778,7779NWZEWNTHD. 7775~777 99— MNDISEE
INRT"HP Http Server OK” &Rk

—7776~7779h— bS5EEIROIVY RHREENZEDEBNNS,

Ceﬂsgs Q Hosts v | #% | 104.255.152.61

104.255.152.61

As of: Dee 11, 2024 9:36am UTC | Latest

= Summary ‘D History [@& WHOIS §§ Explore

Basic Information
Routing 104.255.152.0/24 via NETMINDERS, CA (AS7040)
0S Microsoft Windows

Services (17) 135/DCERPC, 137/NETBIOS, 139/NETBIOS, 445/SMB, 5985/WINRM, 7775/HTTR
FITO/HTTRE 7777/HTTR 7778/HTTE 7779/HTTE 23039/UNKNOWN, 47001/HTTRE
49664/DCERPC, 49665/DCERPC, 49666/DCERPC, 49667/DCERPC, 49668/DCERPC

Labels (FILE SHARING )

X https://search.censys.io/hosts/104.255.152.61

MIZWHO (3 5R1T

HTTP /7/75/TCP

http://104.255.152.61:7775/
Status 200 HP Htip Server OK

HTTP 7776/TCP

http://104.255.152.61:7776/
Status 200 HP Htip Server OK

HTTP 7777/TCP

http://104.255.152.61:7777/

Status 200 HP Http Server OK
HTTP //778/TCP

http://104.255.152.61:7778/

Status 200 HP Http Server OK

HTTP 7779/TCP

http://104.255.152.61:7779/

Status 200 HP Http Server OK

© 2024 Mizuho Bank, Ltd. |

43



HSMSEABEEDIEE

C2H —/)\BADBEEOARBHHIBALIZDO T, C2U—/)\BHMSSMSIIBFEAYY ReEVE T 2555
C2H—)\BHSSMSIIHFEIV MaHMEUTGHGE (CTeams/NIB AN I 28I E A HEEE
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OwebsocketiB{EZHET. 10#08(C
Ayt — 2" Dk&ping "2k 15

P x@ﬁt EHhpong” DigE. AR

QIHEN IV FOIFE .| ErXiE

BYEXAIVT
(python)

@Power Automate%
NMLUT TeamsA\&is
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Appendix




IoC

value type

e 002 INLIE g1 v e o ke
siltsb6.duckdns].]org Keepspy C2 Server A Domain

104.255.152[.]61 Keepspy C2 Server B IP Address

104.255.152[.]62 Keepspy C2 server B IP address (other C2 servers)
104.255.152[.]85 Keepspy C2 server B IP address (other C2 servers)
104.255.152[.]86 Keepspy C2 server B IP address (other C2 servers)
104.255.152[.]100 Keepspy C2 server B IP address (other C2 servers)
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