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Announcement Overview

In this announcement, we will discuss the challenges and solutions associated with Mizuho
Bank's response to phishing.

-Many financial institutions suffered from phishing. Mizuho Bank is also a target.

-Monitoring of illegal money transfers and prevention of damage caused by takedown of phishing sites are
being implemented.
Even so, damage will still occur.

v

Challenges

-There is a limit to monitoring the access of criminals and stopping them immediately, and it is urgent to
find phishing sites.
-There's a lot of work to be done in dealing with phishing, and there's a limit to how many people can

handle it.

v

Countermeasure

-Detect phishing sites as quickly and accurately as possible
—Monitoring Phishing Actors Who Spread Fake SMS Using Malware
-Automate some of the responses

—Automate site discovery to takedown
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Agenda
1. Current status of phishing damage in Japan

2. Mizuho's system and process for dealing with fraudulent transfers
and take down phishing sites

. Phishing targeting Mizuho Bank

. Malware used by criminal groups sending fake SMS
. Attempts at early detection of phishing sites

. Mizuho's Automation Initiatives and Future Direction
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1. Current status of phishing damage in Japan




Current status of phishing damage in Japan

Number of fraudulent
2023 internet banking transfers 5,578

Total damage amount

¥8.73 billion ($56 million)

-In 2024, the number of fraudulent remittance losses will increase at a similar pace to the previousyear.
Various financial institutions continue to be affected.

-Financial institutions that have never been targeted before can also become targets, and it is believed that

major damage can occur if the response to phishing is delayed.
-However, there is no silver bullet to combat phishing, and itis necessary to combine and implement multiple various

countermeasures.

As one such countermeasure, a reference case will be explained on the following pages.
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2. Mizuho’s system and process for dealing with fraudulent transfers
and take down phishing sites




First, before I go into the details, in order to make the

content easier to understand,
I would like to explain the roles of each department within

the bank, something that is not often discussed outside the
company.
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Mizuho’s system and process for dealing with fraudulent transfers and take down phishing sites

Mizuho has three departments and two centers that are primarily involved in responding to and taking measures against fraudulent

transfers.

1.The department that handlesinternet banking and its monitoring (the departmentin charge of Mizuho Direct) and its call center

2.The financial crime countermeasures department (compliance division) and its call center that considers customer warnings and
compensation, etc.

3. The Cybersecurity Management Department that handles phishing sites and cybercrime across the board

The reception and response process at Mizuho when a fraudulent transfer occurs is as follows
@ The call center (Direct Banking Center) calls the customer (or the customer calls the call center).
@ The customer checks the status of deposits and withdrawals and their account. If there is a suspicious transfer,
the Direct Banking Center will conduct a detailed interview with the customer.

® In parallel with @, the customer consults the police.
@ Once it is confirmed that the transfer is fraudulent, responsibility is transferred to the Security Support Center of

the Compliance Department, which considers whether compensation is necessary and conducts a more detailed investigation.
® In parallel with @ to ® above, if there is a possibility that passwords, PINs, etc. may have been leaked, the customer will also

contact other companies (other banks or credit card companies).
Other Internet Banking Compliance Cyber Security
Police Department Department Department

Iii I ® 1 =i

B | 3 5 Compensatlon =
2O B % - Damage report - review/Website Phishing site response
T Monitoring announcement Unauthorized access

g |]=E oL s B Security Support investigation
.ﬁ Center Center 3 =]
LN o

L Fraudulent transfer occurs

- 5 Consideration of
Customer Call Reception - IB- compensation-
Account Suspension Suspension of account
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Mizuho’s system and process for dealing with fraudulent transfers and take down phishing sites

Mizuho has three departments and two centers that are primarily involved in responding to and taking measures against fraudulent

transfers.

1.The department that handlesinternet banking and its monitoring (the departmentin charge of Mizuho Direct) and its call center

2.The financial crime countermeasures department (compliance division) and its call center that considers customer warnings and
compensation, etc.

3. The Cybersecurity Management Department that handles phishing sites and cybercrime across the board

The reception and response process at Mizuho when a fraudulent transfer occurs is as follows

@ The call center (Direct Banking Center) calls the customer (or the customer calls the call center).

@ The customer checks the status of deposits and withdrawals and their account. If there is a suspicious transfer,
the Direct Banking Center will «

® In parallel with @, the custome One fraudulent remittance case incurs a large burden and cost for

@ Once it is confirmed that the tre both the customer and the bank. iter of
the Compliance Department, which considr 1Isation is necessary and conducts a more detailed investigation.
® In parallel with @ to ® above, if thereis - swords, PINs, etc. may have been leaked, the customer will also
contact other companies (other banks ¢ J COMpa. €8).
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Mizuho’s system and process for dealing with fraudulent transfers and take down phishing sites

One fraudulent remittance case incurs a large burden and cost for
both the customer and the bank.

Other
companies

Internet Banking Compliance Cyber Security
Department Department Depa rtment

o 1 = —zH
"' NG \ © 5 Compensatlon L
E? 'k 0 B Damage report - review/Website Phishing site response
@ :::: Monltorlng announcement Unauthorized access
Phishing site etc.. ~ [= investigation
T e Center enter e o
= ooe RNP o @ Eix:
Fraudulent transfer occurs _
- Consideration of
Call Reception - IB- compensation-
Account Suspension Suspension of account

Therefore, it is necessary to destroy the phishing sites (phishing crimes) that cause these
fraudulent remittances.
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Mizuho’s system and process for dealing with fraudulent transfers and take down phishing sites

Projection Only
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Mizuho’s system and process for dealing with fraudulent transfers and take down phishing sites

Projection Only
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Mizuho’s system and process for dealing with fraudulent transfers and take down phishing sites

Countermeasures against phishing sites can be categorized into detection, response (takedown), and management. The specific
measures are as follows:

Detection

-Anti-phishing vendors

-SNS monitoring (X, etc.)

-Threat intelligence tools

-External agencies such as JC3

-Intranet suspicious email
monitoring

-Post Blog

-Domain/IP address monitoring

-URLScan (Brand monitoring)

-Customer web contact point
(reports from)

-Malware communication

monitoring

Response

Outside

Obtain screenshots and source
code

Contact your hosting provider
Contact your domain registrar
Apply to browser providers
such as Google Safe-Browsing
Apply to security providers
such as Trendmaicro and
Netcraft

Link with JC3, etc.

Inside
Analyze phishing sites
Introduce dummy accounts
Analyze unauthorized access
Contact relevant departments
Notify customers
Check phishing emails/SMS (in
person)
(Register blacklist)

(Change/strengthen monitoring

rules)

Management

Identifying the number of
phishing sites

Monitoring the distribution
status of emails/SMS
Monitoring the status of
phishing sites

—Checking domain status
Checking whether a site can be

accessed from a mobile device

MIZWHO (3 5R1T
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Cyber Security
Department
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Phishing site response
Unauthorized access investigation
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Mizuho’s system and process for dealing with fraudulent transfers and take down phishing sites

Countermeasures against phishing sites can be categorized into detection, response (takedown), and management. The specific

measures are as follows:

Detection

-Anti-phishing vendors
-SNS monitoring (X, etc.)

-Threat intelligence tools

-External agencies such as JC3

requires 24

-Post Blog

-Domain/IP address monitoring

-URLScan (Brand monitoring) .

-Customer web contact point *
(reports from) )

-Malware communication

monitoring

Response

Outside

Obtain screenshots and source
code

Contact your hosting provider
Contact your domain registrar
Apply to browser providers
such as Google Safe-Browsing
Apply to security providers

Piﬁ fZ'

In5|de

Ly-tou

Analyze unau Ized access
Contact relevant departments
Notify customers

Check phishing emails/SMS (in
person)

(Register blacklist)
(Change/strengthen monitoring
rules)

Management

+ Identifying the number of

phishing sites

« Monitori theﬁt/futlon
's.a.lo o [

« Monitoring the status of
phishing sites
—Checking domain status
Checking whether a site can be

accessed from a mobile device
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3. Phishing targeting Mizuho Bank




Phishing targeting Mizuho Bank

It is believed that there are multiple groups that set up phishing sites and make fraudulent transfers.

The sites are slightly different, and each has its own differences and characteristicsin the methods they use to make

fraudulent transfers.

Examples:

- A group of criminals whose phishing sites are messy and full of typos.
- A group of criminals who are particular about site design and are diligentin their research.
- A group that lures users by email, a group that lures users by SMS, etc.
Among them, Group 3, which is still successfully making large amounts of fraudulent transfers using SMS, is particularly

troublesome, and countermeasures are urgently needed.

[Examples from 2024]

*: Japan Cybercrime Control Center

Classifi . .
: . . i S e Main outgoing _
Mizuho Bank, Mitsubishi UFJ Bank, PayPay Bank, Mitsui Sumitomo Bank ) Apple. aulD. Mercari, ETC,
Group 1 CP29 Email Kurashitepco
UKN Mizuho Bank _
Group 2 432 Email
Mizuho Bank, Mitsubishi UFJ Bank, Mitsui Sumitomo Bank aulD, Docomo, Kurashitepco
Group 3 BP1 SMS
Mizuho Bank, GMO Aozora Net Bank, Mitsubishi UFJ Bank, Rakuten Bank, _ Amazon. MasterCard, Mercari,
Group 4 CP20 | Resona Bank, Sony Bank Email Rakuten Card

MIZWHO (3 5R1T

On the following pages, we will explain the details of each group and
site in order of occurrence.
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Phishing targeting Mizuho_Group 1_CP29 (March and June 2024)

The main

. Site .
spreading method Email (and SMS?) The screen is carefully crafted hxxps://direct.mizuho-helpdisk.is
DEINDIE | hxxps: //www.index-cr-mizu.cc

hxxps://www.index-web-ib-mizuho.is

-Thi ing i i URL
This group has been appearing in large numbers at our bank since the summer of hxxps: //www. index-webib-mizuho.online

Type Real time 2023. Many damages caused by this group have been confirmed at Japanese banks.

-They have shifted from using .info and .net domains to mainly using ".is". :
-The number of URLs launched is small, but highly destructive -Many methods are used| REiSECH
to take over apps on the criminals' devices. (Registry)

Frequency of
occurrence

High isnic.is.etc...
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Phishing targeting Mizuho_Group 2_UKN432 (April 2024)

Features

The main .
spreading method Email
Real time
Frequency of
occurrence Low

VIR~ ROIGIESOREICTFEE<ZEW]
S, JCY ORI — T A S DAEIRDES. A
=LY T MMIREFLUTUVRISIESENBRDHDH
ZHLC IO TEFEN, 125y M FLITR
EEESNBT AN ERSNTVET, AEBIRT
IOTTERLEEN,

IS SO HERERIT SR D BRI UERNT &
5. #PEFIALITTULTRITENS [THA
A=K (FTUMR) | OCHBE#ELTHDETS.

s BETEES
12341234

o OUA2)IRD—R

-Real-time type where the page transitions based on the actual response of

internet banking

Example

-A new group that emerged on 4/11. There are other similar groups, but the site
construction code is different, so it is assumed that the perpetrators are a different

group.

-The registrar is GMO, and the name server is A.SSHARE-DNS (Gname), making it

relatively easy to compromise.

URL

Registrar

(Registry)

CANHERDIES, F1EIES, F20EIES
ZADLTLZE 0,

E YN

s BEIFEES
12341234

o SBIFLES (MTDHBET)

RIS E EH S FRITWEB S A b TIHER<

ZEW,

EF2UTF  RRBALETIN?
THRTHM

rESTFIVT!

BECFES

WA

- BESFESHDISBVEEIES (CHAD—RE

Fi7)

cO0A4 ) RO— RESENOBRSECES

EAEROmE | BE
PCHAR | AILT GEEEER
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Phishing targeting Mizuho_Group 3_BP1 (Around June 2024)

The main

spreading method

SMS(MW:KeepSpy)

Site

Features

Real time

Frequency of

occurrence

High

BBEIERBNVELELE

BESTOSIEIERBSETWEEEELE
DT, BAGELET.

MENBETRETEELE V.
HSIHEE : 2024/6/15
HEIRERE

« ARH
XEBIHIPRIC DT 2024/6/15 £ TICZE
BUVEIZHRVMES,

BEROTEECELVARYS31EA, 5L

< BITEENSHHRAESR(RILPR) (CIF

BIBLAMULIEE, POEET. BEERO

OEERASBTWELEL T ENTESVNEITO
T\ B5MUHTTERIIES W

MEBBI BCETFRATIEAL, BFHEE
LTLEEW.

MIZWHO (3 5R1T

HFEFIILI b

EFaUTFHRWIBETIN?
IROUTHATARA YN ESTLFIvI!
<bl S >

OJ4 V)R T-FE¥ARHET.
IUyHLTLEEW,

L. 094> Ro>%

BESFES

Oo4>)(RD—R

oJ4> ‘

- Attackers use duckdns, which allows free subdomain generation
(mass generation possible and hard to crash)

- Phishing sites display an exclamation markl ! | on the top screen to avoid GSB and
other methods

-Many cases of criminals taking over customers' Direct apps on their own devices

-Criminals change registered email addresses for Direct

- This scam has wreaked havoc at a certain bank, and is said to have caused
large-scale fraudulent transfer damage around 2023

Example
URL

Registrar

(Registry)

hxxps://feyusb6.duckdns.org
hxxps://gfpbg452s.duckdns.org

duckdns.org etc..

HIEIILIH #HITFILIH HIEIILIH #HITFIILIH HITFIILIH
AN SMSEE:E SMSE:E ¥ 1 UF 1 BibETH AR
CHZSE ZHEBN-RETTURTHET3HDSMS(S3- kX SRS D- FEEUE Uz, SMSECHREDDT. BE FREAAVRTEIHROEES. BcHonfEsT
Fryuah-REBERICCREENSR. HTESAL Y-SH-ER)RIEFVET, J-REAAUT AL, o= FOET,
O hORENBOEEREEFARZANULTEE BID-FEBEDTEEBESETERUTIEZ L.
o -RoAN
5%

TEIUFBEOB. FMEIINDET. i
R—TEBURNTTE.

EX—IL7 FLADESH - XE

[EX—IL7 ELZOAR

S
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Phishing targeting Mizuho_Group 3 (revisited)_BP1 (Around June 2024)

The main

- Attackers use duckdns, which allows free subdomain generation

e SMS(MW:KeepSpy) Site (mass generation possible and hard to crash)

other methods

Example

e - Phishing sites display an exclamation mark ['! | on the top screen to avoid GSB and URL

Frequency of
occurrence

HTEFIILIH

& EF2UTsHRWESB2TIN?
EVBODULTHATAIRA VR ESIFIvI!
<HLLRTBES»

0942 )RT-FEEBEBETANL. [OT1>) RYVELD
Uy ILTLEEW,

MIZWHO &TFI34C1LI7hTHAD—F

4/5—*»/(/#-/7:!7—{ sRz55 w [
b?‘ll&*flx7h

JORGEHFLECNTIEMVEDE

i)
-9324

oo
AEATESIONSRUARCSS (CHEH-RES
i3
- OOV IRD— FEBENOBSERESS

BABROERR | FRE
SPpCHAb | OnLT CFESES)

MIZWHO (3 5R1T

hxxps://uv2r90.duckdns.org
hxxps://mzgel01.duckdns.org

Real time -Continued from the previous page. Originally, there was no screen to enter
a “second PIN”, but since our bank immediately implemented measures to prevent Registrar ||,
Hiah the app from being hijacked, we have now prepared a screen for entering (Registry) 0rg ete..
9 a "second PIN" so that you can transfer money immediately.
TARARER Emwmﬁ§35ﬁgmﬁwcwvazm TANER b YN = THEAES
FIDHBRAVN

§%A‘$\V?$3"‘§9i‘v5 hoBHARICTRR RBAZGEESAN GHORT)
BFHTOBSTY.

KREAEOEERDOAS

AA () 199003101 |

ERFHIOESTT.

Sl HTEFTALY OBHASCTER

‘ MIZIHO ATRIALIFEHMN~F

‘rx L7 BLZADAT |

s 58 494 o3 |~
o]

EMNLBEEHHROEMCEIZTIHH
DBBAN

(1) 09012345678

La o Bl STORANARECET AN

0120-3242-99"

BUASEHS AN (6IHOBTF)

#*—8, H—FESLENBRIRECIRINTVSY
—FHZEVET.

#3651 5651171
= s 15 AL g
AAERRT HFI1UF 1 RbgTP SMSERSE SMS:EZ:E
h—RES
L1 — [CREED- RFERMMELF UTZ, SMSEZHREDD . BRI ZHBN-REFITURT fUﬁ?EEO?SNS\/E bt
5296 0123 4567 8901 -REARLTLRER VTS =7,
|: B FERE0 TERRES ERRLT IR
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Phishing targeting Mizuho_Group 4_CP20 (August 2024)

The main Email Site -Originally, the group's main crime was the accumulation type, _ _
spreading method but from around 2023, they also started using the real-time type Example Exgzgﬁgszmh‘;c_’gm
ECHVEER - Added a new screen aimed at hijacking email accounts to steal email OTPs URL Hxxps://qigehangmo.com
Real time

Frequency of
occurrence

High

mPCHR— MR
DA ABREDEBE TR EREDORACLOT
EOEezEsnaF0. BRCRRESNEESCE

-The attacks are believed to have been occurring since around September 2022
-Various domains use different character strings (from long to short)

09001231234(C58;

O—PFERELFELE.

TERNHERDRS, FAHBIBSEANUTLZ

Registrar
(Registry)

HIEFEILI - HTEIILIH BEoHER HTEFIILI TEAER HTEIILIH HTEIILIH et IR =] HTEIILIH

RIS ES (FARFSH) ZTERUEIEN

Gname.com Pte. Ltd.Z&

HTEFIILIH

THRNERTT

BEET, TSTFORUET, ) VIS ORENE PESFES WEOEBICBERZEL. CAARRORESD, EES. OESS
LTI L. 1234123 E5. £FAH, BEES, D251 SMSETHRDDR. BIEI—FEANLTE =0, TWBALT ELACBED LELE. B S
BYBA—ILT ELRZANLTL =0, EERCTIC. BFA—ILCRBOBI RS THENBONESTENELE.

wERYA b BESFGE | FF
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Reference: BP5_December 2024, which occurred while this manuscript was being prepared
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Reference: CP29_December 2024, which occurred while this manuscript was being prepared
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Reference: Environmental information when phishing criminals access the site

Projection Only

MIZWHO H&FR1T © 2024 Mizuho Bank, Ltd. | 25



Reference: Phishing victim around October 2023

Projection Only
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Reference: Phishing incident around June 2024 @

Projection Only
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Reference: Phishing victim around June 20242

Projection Only

MIZWHO H&FR1T © 2024 Mizuho Bank, Ltd. | 28



Reference_Phishing victim around June 20243

Projection Only
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[Issues]

- There are limitations to monitoring the criminal's access
and immediately suspending the victim's account

- There is a lot of work that needs to be done, and there are
limitations to the manpower available to deal with it.

W

[Countermeasures])
- Detect phishing sites as soon as possible
- Automate some of the response
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4 . Malware used by criminal groups sending fake SMS




Motivation for the investigation

« Background
« While the amount of damage caused by phishing is increasing year by year, phishing damage caused by SMS masquerading as
a bank is particularly serious.
« We need to be able to detect phishing sites using this method early on.

« We rely on postings by well-intentioned fish hunters on X (formerly Twitter) to detect phishing sites and take them down, and
we felt that the system of relying on other companies (other banks) was unstable.

« the purpose

«  We will analyze KeepSpy, which is used to send SMS impersonating banks, and investigate phishing sites, aiming to detect the
launch of phishing sites early.

) gD
. 3 8 B=FURRITSMS J-r w2081 b : 07/11 08:59~ (653 R T==
)
Oycvb0q1h.duckdns[.Jorg
112zkcp3.duckdns[.]Jorg

a!..——

IP:191.101.232.57
(AS 47583 / Hostinger International Limited )

Tebémi2nyz.duckdns[.]Jorg
Tidt3r.duckdns|.]Jorg
Tnuukeai.duckdns[.]org
1oszk690.duckdns|.]Jorg
w222kl duckdns[.]Jorg
Tyopgh.duckdns[.]Jorg...

hooxps://zmxy4.com
hoops:/fuerrallc.com
hops:/fphonbooth.com

<Reference> Posted by a well-intentioned fish hunter
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About KeepSpy

+ Overview
« Mobile malware primarily targeting Android devices.
« Transmission

« They mainly pose as telecommunications carriers and direct users to malware distribution sites via links contained in SMS
messages, where they disguise themselves as offering legitimate security software for download, and encourage victims to
download and install it, thereby infecting the user.

<Example> Spoofing Docomo and having security software installed.

@_When you access a malv_vare [FIBEIEFE] RIERMVESEZIA
distribution site, KeepSpy is WOBEEL,
downloaded. Malware distribution site S
) )
TG T ERELE
A IbbLk‘h-i-_\'J_Tn‘ﬁflﬁ)’?"JJ
fhttp:} . ST
' 4 &H&éhém!ﬁ:;._—:us roToi
~
S *J
KeepSpy infected devices Victim's device

@A KeepSpy infected device sends an SMS containing the
URL of a malware distribution site to the victim device.
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KeepSpy samples used for analysis

Item Value

File name DOC2024.apk
Hash(SHA256) 66b118b5c63a3c8e30941b2e620211d04febbb21e3c90feb1f283b0b598fb46c¢
HALA

T+ )Fa

Icon Image

HALA.

First Submission

(VirusTotal) 2024-05-09 02:23:38 UTC
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<Analysis results: Overall picture>The mechanism from KeepSpy infection to sending SMS

Iis
Iis

C2 Server A C2 Server B

siltsb6.duckdns[.]Jorg 104.255.152[.]61

Accesses C2 server A and obtains an A
encrypted string (the IP address of C2 server B).

@ Displaying a dialog asking for permissions

@ Displaying a screen disguised as a genuine app @Websocket communication is established
Aty _

= with C2 server B, and a command to spam

!“ SMS is sent from C2 server B.

—®

KeepSpy infected devices
®Based on a command sent from C2

server B, an SMS containing the URL of —
a phishing site is sent.

A

A

v

Victim's device
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<Analysis results: details> KeepSpy on-screen behavior

@ Displaying a dialog asking for permissions @A screen similar to the original “®AUATF1UT1" screen is displayed.
- Access to contacts There is no change in behavior no matter where you tap.

-Call management

-Send and display SMS messages
-Change of SMS application
-Continuously running in the background

1006 £ #

— Qo
e L Eme T
Allow BALAEFa VT t0 Allow BALAEFIUT 10
access your contacts? make and manage phone calls? BN ofF

@ FrvoR 8062
1l

BEEmFNE 0 (BhA)

=
Allow BALAEFI VT t0

send and view SMS messages?

Let app always run in background? % s R ET s ST

Allowing A LATH 2V 7+ to always
run in the background may reduce batlery
life

‘*‘:ﬁ‘,} BRIy

ou can change this later from Settings =
Apps & natifications

tg megmrzvo =

% HEAvbE—TFLed FETE

Set BALALF AT+ asyour
default SMS app?

0 Messages

BALALFI )Ty
pan " tact BA

®@%e
0 o
[« e = |
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Dynamic Analysis of KeepSpy

(®Access C2 server A and obtain the encrypted string (IP address of C2 server B).

8 B mempoy x | 4
C QO D 121001008001 | 415354 .
- Stant C".‘{'&'\; Flow
C @& 2 8 J < > x
Replay ODuplicate Revert Delete Marke Download Exporty Resume  Abort
o MOdhhe a7 il‘, " SICrRLOT
Path Method Status Size Time Request  Response | Connection  Timing

I ‘63 10.0.0.1:53824 ++ 10.0.0.53:853 TCcP 56b

s mtalk google.com A = 64.233.187.188, 64.233.187.188, 64.233.187.188 QUERY NOE: 12b  Sms Server: nginx

s donaldsonmolly93.github.io A = 185.199.110.153, 185.199.110.153, 185.1-- QUERY NOE: 48h 1mg O%te:Mon, 10 Jun 2024 ©4:25:48 GNT

= Content-Type: text/htal

e Siltsh6 duckdns.org A = 205,185,124 68, 205.185.124.68, 205.185.124.68  QUERY NOE- 12b 187ms

_ Content-Length: 44

<2/ hitp://siltsb.duckdns.org/ GET 200 44b u{ Last-Modified: Thu, 84 Apr 2024 05:17:21 GMT

sl DU1P://104,255.152 61: 7775/ WS 101 L6kb 18min  Connection: keep-alive

s .2 2 L. -

infinitedata- Jeapis.com A = 216.58.220.106, 216.58.220.106, 2165 QUERY NOE- 192b 55 ETag: "660e37el-2c .

2 EEECOrS Q SEES Encrypted string

T infinitedata-pa.googleapis.com A = 172.217,31.170, 172.217.31.170, 172.2 - QUERY NOE 1920 .54 Accept-Ranges: bytes

‘ea) Mitalk google.com A = 64.233.187.188, 64.233.187.188, 64.233.187.188 QUERY NOE - 12b  2ms M

| infinitedata-pa.googleapis.com A = 142.251,222 10, 142.251.222.10, 1422 QUERY NOE 192b HgWMEL s 2GNE IVI+yuTTUC1COSpt eOyuTxxqV] 2e00A=
| e infinitedata-pa.googleapls com A = 142 251 222 42, 142.251.222 42, 142 2~ QUERY NOE: 192b

MIZWHO (3 5R1T
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About decrypting the IP address of C2 server B

« Using Base64 and AES, decode the string received from C2 server A and obtain the IP address of C2 server B.
« The encryption method and private key are obfuscated and hard-coded in the source code.

public static String gjgbrbweff(String str) {
try {

byte[] decode = Baseb4.decode(str, 2); <—Base64Decode
Cipher cipher = Cipher.getInstance(f4411lbkrdrfezfl); <"AES/ECB/PKCS5Padding”(Encryption method)
String strl = f44l2dwygyiog; <"apYya82az7rgeN3A"(key)
String strd = f4lewxyvgvzr; <"0"(Padding Value)
int length = str. length();
if (length = 16) {

StringBuilder sb = mnew S5tringBuilder();

sh.append(str2);

for (int i = 0; i = 16 - length; i++) {

sb.append(str3);

}
str2 = sb.toString();

}

Charset charset = f4413fwpstitn;

cipher.init(2, new SecretKeySpec(str2.getBytes(charset), f4415hepjaxvtj));

return new [String(cipher.doFinal(decode), charset); | < Timing of final decoding
} catch (Exception e) {

e.printStackTrace();

String str4 = f4414gjqbrbweff;

Log.e(strd, strd + e);

return null;

}
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About decrypting the IP address of C2 server B

The decryption result by CyberChefis as follows:

Recipe Bl e Input
HgWMMLUs2GN8iV3+yu7 TUc1CD8ptelyulxxgV12ZmaQa
From Base64 Q n e Y e B QA
Alphabet
A-Za-z0-9+/= T Remove non-alphabet chars

[] strict mode

AES Decrypt Q n
key
apYyaBZaz/rgelN3A uTrs v HEX
rmc 44 - 1
Mode Input Clutput
ECB Raw Raw Output

184.255.152.61:7775
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Dynamic Analysis of KeepSpy

@Establishes websocket communication with C2 server B (http[:]//104.255.152[.]61:7775/) and receives commands from C2 server

WebSocket

237 Meiiapes

R el RO S e

WebSoc ket

[=lglplmisely

B .
Path Method Status Sire Time

. E 10.000C 153804 = 10,0.0.55:E53 TCP S Dmy
Emmlll pooglecomA =64 233,157 188, 64,243, 187, 185, 62,233 18/. 158 QUERY (MLE-- iy  Sms
‘es| donaldsonmollyd3 github.io A = 185.199.110.153, 185.199.110.153, 185.1-- QUERY NOE 48b  1ms
E ulsbboduckdns.ong A = 205 185 1.4.68, 2005, 185, L2468, H)5.185.1.24.68 QUERY MNOE 14 187ms
<3| hittp:ffsiltsbb duckdns.orgf GET 200 ddh ils

E httpef L0, 255, 152 BL:TTTS/ WS 101 1.8k 30man
E infinitedata-pa. googheaps.oom A= 216.58.220.106, 216.58.220.106, 216.5--QUERY MNOE 159D -3%
; infinitedata-pa. googleapis.oom A= ITELIIT.ILATO, ITEAAT.IL1IT0, 1722 QUERY NOE 1930 =1
E mialk. google.com A= 64 233 18T 168, &4 233 187 188, b4 733 187 188 QUERY MOE 14 2ms
% MrisieEsEest Eyery 10 seconds, communicationis |
s | infinitedata-pa. geogleapis EFi] <13
E Odpedia. duckd s ong A = 2 made to CZ ST B-The Sender 1# ITdms
< hl'lp:.'.'l:ldjt-ﬂla.ﬂuclldni.ﬂrg,sends a “’L\wt&ping" 146k s
E-. Wttp.ffOdjedia.duckdng. ong 404 html GET 403 I46h 930ms
E hitp:/Odpedia.duckdns. ong /404 himl GET 401 B 1s
; infinitedata-pa.googleapis.oom A= 141 IS 142170, 1423514170, 142.2--QUERY NOE ki =11
'_:_E inkinibedats-pa. poogleapit.oom A= 142 250 42 138, 143 35] 42 138, 142.2--QUERY MNOE 193 5%
E mialk.google.com A= 64233 167168, 64,233 187 185, b4. 233 187188 QUEKY MOE iy 1lms
‘ea | infinitedata-pa.googleapis.com A= 142.251.42,138, 142.251.42.138, 142.2--QUERY NOE- L Fi 55

&+

FFEE11 | +15555215554 | sdk_gphone_xB8_ 84 |wifi|A-H-0-0alE2FRB000adtedT d10edeadc BB 585

&+
Ol QDN

.‘.

p{lnu

A HHHCHE

poneg

EIORRa00

pong

et ie ihe

5

]

b &3

LT &3

bf &3

bt 83

5]

it

L]

51

bT B3 28

bT B3 26

bi¥ B3 36

The response from the C2 server
is "pong"

O/ =2a «w

In the first communication, device
“information is sent to the C2 server

20240602601 155

TH &0 6e &7 Rp— RN
Q-0 - L O Gl 60 WS
JQA -0 - 10 D-25: 111 T%
Tl &0 Ba &7 S—— TR
il - - L O 11 A4
T -0 - L D D190
Td &0 Be &7 S TR

JOQd -0 - L0 D221 43

-0 - L - 3] 0

T W UE = reoe o cEERLITY

. IIH::'I_ minmpraey 1015
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KeepSpy Features

The commands that may be received from C2 server B are as follows.

(Since the operation has not been verified, the specific operation is unconfirmed)

Command

English Translation

1B I S Telephone directory
A Inbox

=#EF2{=S&open Intercept SMS&open
=#ra{S&close Intercept SMS&close
RIER& Send message
BRI Clear SMS

EEErl=& Ordinary notification bar
A= & Notification bar

R SR Application list

BEF& Update

MIZWHO (3 5R1T
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About KeepSpy’s C2 server B

The results confirmed using Censys* are as follows.

In addition to port 7775, ports 7776, 7777, 7778, and 7779 are available,

and the response for ports 7775 to 7779 is the same as "HP Http Server OK".
—Similar commands are expected to be returned from ports 7776 to 7779.

Ceﬂsgs Q Hosts v | #% | 104.255.152.61

104.255.152.61

As of: Dee 11, 2024 9:36am UTC | Latest

= Summary ‘D History [@& WHOIS §§ Explore

Basic Information
Routing 104.255.152.0/24 via NETMINDERS, CA (AS7040)
0S Microsoft Windows

Services (17) 135/DCERPC, 137/NETBIOS, 139/NETBIOS, 445/SMB, 5985/WINRM, 7775/HTTR
FITO/HTTRE 7777/HTTR 7778/HTTE 7779/HTTE 23039/UNKNOWN, 47001/HTTRE
49664/DCERPC, 49665/DCERPC, 49666/DCERPC, 49667/DCERPC, 49668/DCERPC

Labels (FILE SHARING )

*https://search.censys.io/hosts/104.255.152.61

MIZWHO (3 5R1T

HTTP /7/75/TCP

http://104.255.152.61:7775/
Status 200 HP Htip Server OK

HTTP 7776/TCP

http://104.255.152.61:7776/
Status 200 HP Htip Server OK

HTTP 7777/TCP

http://104.255.152.61:7777/

Status 200 HP Http Server OK

HTTP /7/7/8/TCP

http://104.255.152.61:7778/

Status 200 HP Http Server OK

HTTP 7779/TCP

http://104.255.152.61:7779/

Status 200 HP Http Server OK

© 2024 Mizuho Bank, Ltd. |
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Building a fake SMS Observation platform

Now that we know the content of the communication to C2 server B, we will consider how to obtain the SMS spam command from C2

server B.

We built an Observation platform that notifies Teams when an SMS spam command is received from C2 server B.

|

Observation |

platform

@ Establish a websocket connection and send
a "ILHk&ping " message every 10 seconds

@ If the response is "pong",

P x do not process

Custom ® If the response is an SMS spam C2 Server B
scripts(python) command , the transfer process is
performed.

MIZWHO (3 5R1T

@ Post to Teams via
Power Automate
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Observation results

Successfully received SMS spam command from C2 server B!
Receives SMS spam commands from five ports, 7775 to 7779, once or twice a day.

Example of SMS spam command sent on Wednesday, November 27th:

|TEE ) LERTHHOEZERICAT26Mst, FHIEIZB5

https://t.co/n8 rA9 fHnWA

Destination phone number

m KEESps5p
oy R

HH
1111
{ B
1

Q

FX TEBE|LERTHROESERICEISASE. FRIIT55

#EURL : https://t.co/n8rASfHNWA

Message
Post on Teams (also add C2 server port number and redirect destination) :

Phishing site URL

C2 server B port number

B!

(Hi-h7775) | EES

Jjo

. 09C 080

090 )

ZEST | https)//liveidc.net/

Redirect destination

If Mizuho Bank is targeted, it can quickly take down the phishing site. It can also notify other targeted banks.

MIZWHO (3 5R1T
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Features of SMS spam commands (distribution time period)

Observation period : 2024/06/19 ~ 2024/12/11
Observation Port : 7775,7776,7777,7778,7779
Results

« Weekdays : It is often distributed between 6:00~7:00and 17:00~18:00.

« Holidays : They are often distributed at 14:00 or 15:00, with most being in the afternoon.

Considerations

« They may be targeting times when SMS can be viewed.

« Weekdays : Start and finish times for work each day.

« Holidays : Thetiming is when you complete your schedule in the morning and take a break in the afternoon.

300

250

200

150

100

50

0

SMS distribution times on weekdays

| | H =
0°0°Q°0°

QQ <
SEENARNRNG

”) -

LSS QQ
‘o A e

SIS
SN

100
90
80
70
60
50
40
30
20
10

0

Q

SMS distribution times on holidays

SIS QQ RN RN RN ORI IR R QQ
NT AT BT RS GY 6T AT BT 6,8 T 0BT AR RS

Q° Q° QQ Q° S QQ

>

n |
QQ S

NN Ay

MIZWHO (3 5R1T
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Features of SMS spam commands (by port)

« Investigate whether there are differences in SMS spam commands for each port.

« Frequency: 1-2 times a day from each port.
« Time period : SMS spam commands will be sent from each port at the same time.
« Phone number: No two numbers are the same at the same time, all are different phone numbers

« URL : Multiple shortened URLs exist. The destination URL from the shortened URL is generally the same (although the
destination URL may change over time).

Commands are sent from All SMS sent to different There are multiple
each port at the same time. destinations at the same time shortened URLs

0/ 1kgW8HukbK

(
J R U ( > ¢ 3 L& S 1FpTGZUR
1L 7777 | & 1 ¥,090! ( 5 I TWIE 7, WL EI https://t.co/PkiFpTGzUR
(
(

\F 9. o a MULWLET https://t.co/PkiFpTGzUR

090! SEROOEC r— B SHLTUVWET. 8FETIELIHEVLVLET https://t.co/KoJROASaAS

Example: 12/12 (Thu): Sent SMS spam command

ysl&8.com ysl88.com ysl88.com
PO Potentially Malicious . Potentially Malicious o Potentially Malicious
Task URL: t.co Task URL: t.co Task URL: t.co
Page URL: ysl88.com Page URL: ysl88.com Page URL: ysl88.com

Example: 12/12 (Thu): Destination from shortened URL
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5. Attempts at early detection of phishing sites




About the premise of this survey

« Target phishing site: Phishing site of BP1 (actor conducting SMS spammers)
« Survey period : 2024/4 ~ 2024/10

« Survey data : Data on phishing sites held by JC3, public data on the Internet, etc.
« Survey Contents :

« Target brand name (company name)
« Phishing site server certificate
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Statistics on brand names (company nhames) impersonated by BP1

« Counting method: Counting the number of FQDNs of BP1 phishing sites

« Targeted companies are listed in ranking order (excluding those that cannot be classified)

MUFG Bank, which is said to have suffered the greatest damage, ranks at the top.

Regional banks are also targeted

From April to August 2024, there will be more than 5,000 FQDNs, but the number will decrease since September.

Apr(Number of

FQDNSs)

143 MUFG Bank(4862) MUFG Bank(4198) MUFG Bank(4442) MUFG Bank(5331) MUFG Bank(1678) MUFG Bank(613) Resona Bank(688)

21 docomo(1226) docomo(2663) Mizuho(1884) TEPCO(53) Hokkaido Bank(1074) SHIZUOKA BANK(16) MUFG Bank(610)

3MiL KDDI(617) TEPCO(33) docomo(1076) TOKYO GAS(5) Resona Bank(971) Resona Bank(8) Hokkoku Bank(135)

Vv TEPCO(12) Resona Bank(263) Resona Bank(2) Iwate Bank(507) TEPCO(8) Nanto Bank(7)
KANSAI MIRAI

541 SMBC(58) Fukuoka Bank(1) Nanto Bank(2) TEPCO(4)
BANK(417)

611 SMCC(28) 77 Bank(1) SMBC(233) Nagoya Bank(2)

741 TEPCO(5) AEON BANK(189)

8fir LIFECARD(106)

ofiz TEPCO(33)

101z JCB(2)

ast 6717 6894 7756 5393 5210 647 1446




About server certificates issued by BP1

« The number of server certificates issued by BP1 is as follows:

Number of issues | 73 71 102 123 121 176 178

« The number of issued server certificates is on the rise
« The number of server certificates issued is small compared to the number of FQDNs of phishing sites.

« Survey results on the reason why the number of issued server certificates is less than the number of FQDNSs.

« Aprilto August : A high percentage of phishing sites have certificates with CN [subdomain].duckdns.org
« Septemberto October : A low percentage of phishing sites have certificates with CN [subdomain].duckdns.org

200
180
160
140
120
100

80
60
40
20
. ]
Apr May Jun Jul Aug Sep Oct

® duckdns.org other

Number of server certificates issued by BP1 (duckdns and others)
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About server certificates issued by BP1

« Survey results on the reason why the number of issued server certificates is less than the number of FQDNSs.

« For server certificates with CN [subdomain].duckdns.org, multiple phishing site domains are often registered in the SAN
(Subject Alternative Name).

There are multiple FQDNs in the SAN.
In this example, there are 100.

Certificate:

Data: X589v3 Subject Alternative Name:
Version: 3 (8x2) DNS :BBqfezzs.duckdns.org
Serial Number: f DNS:B8iry18.duckdns.org

B3:60:85:14:83:68:d6:3a:08:35:87:47:4a:5a:1¢c:9b:ea:b4 DNS:81kx9b.duckdns.org
Signature Algorithm: shaZ56WithRSAEncryption DNS :Bougfdqg.duckdns.org
Issuer: (CAID: 295815 DNS:13tfxab.duckdns.org

commonName = R11 DNS:1c65z8.duckdns.org

organizationName = Let's Encrypt DNS:1csbrBow.duckdns.org

countryName = US DNS:1k4t8ew.duckdns.org
Validity (Expired DNS:2c6Twj7x3 .duckdns.org

Not Before: Jul 31 28:24:58 2824 GMT DNS:EEESEﬁu.duckdns.urg

Not After : Oct 29 28:24:49 2824 GMT DNS:387ebrudp.duckdns.org
Subject: DNS:3602rsezB.duckdns.org

commonName = 3B87ebrudp.duckdns.org DNS:378vnxbx.duckdns.org

Example: Certificate issued on 2024-07-31

Summary of Results

Because DuckDNS is heavily used, the number of FQDNs of phishing sites tends to be larger than the number of server certificates

from April to August.
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Early detection using CT logs

» Considerations
« The reason for heavy use of DuckDNS is thought to be to build a large number of phishing sites at low
cost, increasing the response costs for defenders.
« In order to reduce the hassle of issuing server certificates, multiple FQDNs are registered in the SAN of
the server certificate, and one server certificate is likely to be used.
« By checking the SAN of the server certificate, it is possible to obtain multiple FQDNs of phishing sites on
the date the server certificate was issued.

- Verification items
« We used CT logs to verify whether it was possible to detect the issuance of server certificates used for BP1
phishing sites.
« The search conditions are as follows,
« The number of FQDNSs in the SAN is 20 or more
« Issuer OrganizationName is Let’s Encrypt
« CN is *.duckdns.org

« Results
« From April to August, there were many duckdns.org domains, and phishing sites can generally be
detected at the time the server certificate is issued.

« From September to October, the number of duckdns.org domains decreased, making it difficult to detect
phishing sites (BP1 may have taken measures)
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Summary of Chapters4 and 5

Chapter 4_Summary

We analyzed KeepSpy and investigated the content of the communications.

By establishing an Observation platform, it is possible to observe SMS spam commands,
enabling early detection of phishing sites and taking them down.

Provide mutual assistance by sharing SMS dissemination information (target bank and
phishing site URL) with other banks.

Chapter 5_Summary

Counting the number of phishing sites per month
Count the number of server certificates issued each month

DuckDNS is frequently used during the period from April to August 2024, and multiple
FQDNSs are registered in the SAN of the issued server certificate.

Using this feature, it was possible to detect phishing sites early from CT logs.
The number of duckdns.org domains will decrease in the September-October 2024 period.

MIZWHO H&FR1T © 2024 Mizuho Bank, Ltd. | 54



6. Mizuho's Automation Initiatives and Future Direction




Our Approach Concepts

Anytime
Anywhere

A system that enables quick
initial response anytime,
anywhere

For everyone

User interface that
anyone can use

The Fastest

Prioritizing speed and
selecting the fastest
method

Extensibility

A framework that flexibly
incorporates new services
and systems

Defend forward

Change the rules of the
game through proactive
defense
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The Fastest - Long-Term Monitoring Implementation in Private Companies

AUto
‘z, Mag;
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The Fastest - Long-Term Monitoring Implementation in Private Companies

&fa#E: fake sms

- FyRIICHEED
keepspy:EEFH

-—% fake sms 6/22 17:10

[HTFRITIBEROOEDRS | (LB EELHERICONT, BRRESEVWRL LIFXT, (h-+7779)
hxxps://3vdl430f.duckdns.Jorg/

Ca
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Long-Term Monitoring Implementation in Private Companies - Send out alerts as fast as possible.

Compliance
Department

A .

MIZWHO (3 5R1T

Preparation for mass inquiries from customers

Direct Banking _ o
Center due to receipt of suspicious SMS, customer

hearings

IR CEChiNiRI Preparation for strengthening monitoring rules

Department

in internet banking

®
N

]

]

[ ]
!
[

v

B!

Compliance Preparation for uploading contents of alerts for

Department .
customers on the website.

\ 4

N
V‘I:I:ﬁ

ST

Compliance Takedown work of phishing sites.

Department

Analysis of phishing sites.

] ® ..
ﬁﬂﬁﬂ Dummy account submission.
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The Fastest - Long-Term Monitoring Implementation in Private Companies

£\, The command sent from C2 causes an

 GE—— ' _ —
;‘M' SMS with the URL of a fake site to be =
VAJ sent (disseminated).
a. . -
Victim's device Uninfected terminal
Start of SMS Fishing Site
dissemination Takedowns

\ l
|

Focused monitoring of logged in users
during this period

Triage of impacted users with down-to-the-minute accuracy and
enhanced monitoring
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Anytime Anywhere - Phishing is sudden

® Phishing response challengesinclude the need to be prepared for phishing sites 24/7
® Delays in initial response to phishing sites targeted on holidays and at night when resources are scarce

- —

HYIFRIT BF

AT FERIT @isnic
webibmizuhobanks.is on hold

B8 ©

yako(mizuho)

Registration
Certificate

webibmizuhobanks.is

Domain: webibmizuhobanks.is

(This domain is on hold)
Country: FR
Registered: 1. November 2023

C®s

Expires on: 1. November 2024
Last change: 1. November 2023
DNSSEC:

0
Not signed
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Anytime Anywhere - Automation is not easy
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Anytime Anywhere - Everything from the drawing board

Projection Only
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Anytime Anywhere — Again, and Again

SRS
When do you use the current free version of urlscan.io?
I heard that it will be changed to the Pro version with API access...
@ m=r
We have a budget in place. !
@ rm=
I use urlscan.io after submitting a takedown request
I feel that the GSB will be effective faster if the takedown is judged as malicious by urlscan.io.

) +HEX

There is a possibility that the urlscan.io API can get images of phishing sites. I'm thinking it
would be useful to get an image of the site before the takedown, what do you think?
@ "ma
That's right!
Let's take another look at the workflow for automation.
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Anytime Anywhere — Detailed Flow
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Anytime Anywhere — Detailed Flow

CET =N
I'd like to organize the conditions that will be the first input to automate the process.
Can I just get an email from the detection service?
@ rma
I use two services and receive mail from both. There is a pattern of manually submitting detected
URLs. Classification conditions for phishing detection are complex.

L =17
-
0

@ z=%1

I would like to separate the number of investment fraud websites.
@ "ma

The conditions are too complex, so once you have them,

could you please write down everything you just said?

L) | =V/N
-
I
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Anytime Anywhere - Sequence Diagram

Projection Only
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Flow at the time of mail detection

Projection Only
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Flow from Teams

Projection Only
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Power Automate

Projection Only
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For everyone — Update takedown support tools

f®predator

MIZWHO 3;9(3 3R17

Management board

J §
hiroyuki.yako ~

.1 Detail < Reload

215

Total number of case

215

Total unsupported number

| | £ /8/8

@ Stats Page 2 Import File

Y Target v Y Reported by v

Capture

46 0

Number of registrations this month

Meta Dat

Number of cases handled

46

Unsupported number

Actor

OSSO D

Target Abuse Tasks Status

[ @ Bulk Create ] [

ih Progress Bar ] [ © New Case

First seen Target

Status Reported by

WWW-UC-C0.99Kwz.com

2024/11/29

kasumi.nakano

michigan-cabin-rental.com

2024/11/29 [AUTD—F]

u5180.com

2024/11/28 [=ZEUFEEFT/MUFG]

masahiro.nishikawa
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For everyone — Update takedown support tools

Create new Case

Required

Case name

Optional

First Seen 2024-12-01 19:07:35

Target

G5B B phishing(# 9 ETarget)
B unauthorized Use of Trademark(# 9 [ETarget)
B zoil
= G

Ticket B @msLAn Tyre B phishing(#9 X Target)
B Ticket A LIV R B unauthorized Use of Trademark({# 9 [ETarget)

CHET BEEEFET 3TYp

B 75E25%0 HTML YV—XFHE
B 7o ARDAIU—3y MERE

P AREER: URL A

N FQDN Y —/GIRSEMmE
M FQDN 5 1P ERTEIE

Domain

Acior

Survey Log
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For everyone — Anytime Anywhere

< 00. Predator Bz 7  — L < 01. GSBHE 7+ —A e
A air3_apps 9/30 10:04 BEEH Predator BREE 7 # — A GSBHFE 7 # —LA
@ Predator I[CERFEYT % 71 v ¥V JURL & Targetz A Google Safe Browsing ICERIELIEWT7 1 v V4
HLTLEE Y 4 ROURLEAHLTL 12E W,
READM E TAIBI, 2, TOTA—LERETZE, FEEICE TRICEIE, B2, TOTA—LERETEE, FEECE
BiEX—IL7 RLANERENET, BEX—ILF7 RLANBRENET,
| *
ﬁﬁM e 1. URL * 1. EBEHURL *
= — URLEBBANT 38481, URLS & CBITLTL 1 DURLZ & CBFLTL FEE W
00. PrEdatGrEF ”ﬁ?j— h a0 B 2 ANR—ZAPFBHEIT, 777715 E B8R - B
01 GSBE'ﬂ%ij?['—f_s, BUTHBAALTL EEW
- = EEEADLTLEE N 3 FREI100EMERESRE LT, FNEBAZBA
=+ FAEE T RICHICRB LT R EN
02. URLScanEEJA—-L ® 10BFMBE NS 106, HEASNGBR. &
=+ HEN - HNEFENBL R BBENBDET
03.. REEJA-LA
EEEADLTLLEEN
2. Target *
EZDER v

2. §EYA b OWER

ULFZEFzy7ULTLIEZ W,

GSBILHHAIHINEZVINEAZT,

BE Micrncoft 365 (N 2aA#% 15 RS/ M~ ER A
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Extensibility — Expansion is flexible

Projection Only
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Defend forward — Deception approach
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Defend forward - Deception approach

dAYVI 201 MMIHTD
Deception )’ 0—F

I Abstract

. JSAc2o024

Januarg Fo—26, 202494

= .
TIMETABLE >
.

W e b

I Speaker
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Defend forward - Deception approach

Projection Only
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Defend forward - Deception approach

Projection Only

MIZWHO H&FR1T © 2024 Mizuho Bank, Ltd. | 78



Defend forward - Deception approach

In the future, we are planning a system to classify target groups as soon
as phishing sites are discovered and automatically submit dummy accounts.
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Future Initiatives

Further promotion of automation

® Due to the high burden of management tasks (managing the number and status of phishing sites) during mass
outbreaks, improve the efficiency of phishing status monitoring and its aggregation, and organize it into a
dashboard that can be viewed by management as well.

® Pursue enhancement of mechanisms to automatically collect information from phishing site information
collection sources as input and expansion of linkage to services necessary for takedown.

® can take Al, the system is expected to be used for automatic classification of phishing site attack actor groups,
analysis of phishing site characteristics, and other applications. In the future, the foundation for executing a
“pretend to be fooled” strategy that is more can take that of human beings will be developed.

Promotion of joint defense (# information sharing)

® We would like to encourage companies struggling with phishing to make their know-how available at JSAC to
the extent possible, and to collaborate with each other to share and improve on features that have been
mutually effective.

® We would like to develop this into personnel exchanges through training programs and mutual training, sharing
of phishing defense techniques and joint research, and mutual observation and takedown of phishing sites. We
would like to actively promote public-private partnerships, as this is a particularly important area.

® We have received tremendous support from communities such as JC3 and the financial ISAC, and we will
actively contribute to their development. We would like to participate actively as an organization that can take
an action, not just an information-sharing organization.
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Conclusion

-Monitoring fraudulent remittances is essential, but there are limitations, so it is also necessary to
detect and take down phishing sites early.

-When dealing with this, there are limitations to human resources, so combine it with partial
automation of the response.

-It is not a solo effort, but an all-out effort.

-By acquiring expertise in areas such as malware analysis, client companies can develop systems for

early detection of phishing sites.

Automation requires knowledge and expertise across multiple business areas. Beyond your own
specialty, you need the courage and teamwork to delve into other teams' domains.

To fight against phishing, we want to actively work towards taking "action" together with
organizations and companies that share the same mission.




Appendix




IoC

value type

e 002 INLIE g1 v e o ke
siltsb6.duckdns].]org Keepspy C2 Server A Domain

104.255.152[.]61 Keepspy C2 Server B IP Address

104.255.152[.]62 Keepspy C2 server B IP address (other C2 servers)
104.255.152[.]85 Keepspy C2 server B IP address (other C2 servers)
104.255.152[.]86 Keepspy C2 server B IP address (other C2 servers)
104.255.152[.]100 Keepspy C2 server B IP address (other C2 servers)

MIZWIHO FHT(F5R1T © 2024 Mizuho Bank, Ltd. | 83



	スライド 0: Observation of phishing criminal groups related to illegal money transfers and Mizuho Bank's countermeasures -Fighting against phishing site malware 'KeepSpy'-
	スライド 1: 発表者紹介　(発表順)
	スライド 2: 関係者紹介 / Introduction of the people involved
	スライド 3: Announcement Overview
	スライド 4
	スライド 5
	スライド 6: Current status of phishing damage in Japan
	スライド 7
	スライド 8: 　
	スライド 9: Mizuho‘s system and process for dealing with fraudulent transfers and take down phishing sites
	スライド 10: Mizuho‘s system and process for dealing with fraudulent transfers and take down phishing sites
	スライド 11: Mizuho‘s system and process for dealing with fraudulent transfers and take down phishing sites
	スライド 12: Mizuho‘s system and process for dealing with fraudulent transfers and take down phishing sites
	スライド 13: Mizuho‘s system and process for dealing with fraudulent transfers and take down phishing sites
	スライド 14: Mizuho‘s system and process for dealing with fraudulent transfers and take down phishing sites
	スライド 15: Mizuho‘s system and process for dealing with fraudulent transfers and take down phishing sites
	スライド 16
	スライド 17: Phishing targeting Mizuho Bank
	スライド 18: Phishing targeting Mizuho_Group 1_CP29 (March and June 2024)
	スライド 19: Phishing targeting Mizuho_Group 2_UKN432 (April 2024)
	スライド 20: Phishing targeting Mizuho_Group 3_BP1 (Around June 2024)
	スライド 21: Phishing targeting Mizuho_Group 3 (revisited)_BP1 (Around June 2024)
	スライド 22: Phishing targeting Mizuho_Group 4_CP20 (August 2024)
	スライド 23: Reference: BP5_December 2024, which occurred while this manuscript was being prepared
	スライド 24: Reference: CP29_December 2024, which occurred while this manuscript was being prepared
	スライド 25: Reference: Environmental information when phishing criminals access the site
	スライド 26: Reference: Phishing victim around October 2023
	スライド 27: Reference: Phishing incident around June 2024　 ①
	スライド 28: Reference: Phishing victim around June 2024②
	スライド 29: Reference_Phishing victim around June 2024③
	スライド 30:  
	スライド 31:  
	スライド 32
	スライド 33: Motivation for the investigation
	スライド 34: About KeepSpy
	スライド 35: KeepSpy samples used for analysis
	スライド 36: <Analysis results: Overall picture>The mechanism from KeepSpy infection to sending SMS
	スライド 37: <Analysis results: details> KeepSpy on-screen behavior
	スライド 38: Dynamic Analysis of KeepSpy
	スライド 39: About decrypting the IP address of C2 server B
	スライド 40: About decrypting the IP address of C2 server B
	スライド 41: Dynamic Analysis of KeepSpy
	スライド 42: KeepSpy Features
	スライド 43: About KeepSpy’s C2 server B
	スライド 44: Building a fake SMS Observation platform
	スライド 45: Observation results
	スライド 46: Features of SMS spam commands (distribution time period)
	スライド 47: Features of SMS spam commands (by port)
	スライド 48
	スライド 49: About the premise of this survey
	スライド 50: Statistics on brand names (company names) impersonated by BP1
	スライド 51: About server certificates issued by BP1
	スライド 52: About server certificates issued by BP1
	スライド 53: Early detection using CT logs
	スライド 54: Summary of Chapters 4 and 5
	スライド 55
	スライド 56: Our Approach Concepts
	スライド 57: The Fastest - Long-Term Monitoring Implementation in Private Companies
	スライド 58: The Fastest - Long-Term Monitoring Implementation in Private Companies
	スライド 59: Long-Term Monitoring Implementation in Private Companies - Send out alerts as fast as possible.
	スライド 60: The Fastest - Long-Term Monitoring Implementation in Private Companies
	スライド 61: Anytime Anywhere - Phishing is sudden
	スライド 62: Anytime Anywhere - Automation is not easy
	スライド 63: Anytime Anywhere – Everything from the drawing board
	スライド 64: Anytime Anywhere –　Again, and Again
	スライド 65: Anytime Anywhere –　 Detailed Flow
	スライド 66: Anytime Anywhere –　 Detailed Flow
	スライド 67: Anytime Anywhere –　 Sequence Diagram
	スライド 68: Flow at the time of mail detection
	スライド 69: Flow from Teams
	スライド 70: Power Automate
	スライド 71: For everyone – Update takedown support tools
	スライド 72: For everyone – Update takedown support tools
	スライド 73: For everyone – Anytime Anywhere  
	スライド 74: Extensibility – Expansion is flexible
	スライド 75: Defend forward – Deception approach
	スライド 76: Defend forward - Deception approach
	スライド 77: Defend forward - Deception approach
	スライド 78: Defend forward - Deception approach
	スライド 79: Defend forward - Deception approach
	スライド 80: Future Initiatives
	スライド 81: Conclusion
	スライド 82
	スライド 83: IoC

