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Various detail levels of public attribution

B There are various detail levels of public attribution
— Soft attribution: classification of attack groups by security analysts
— Hard attribution: identification of attackers and entities behind by government agencies, etc.

Organizations/governments Attackers are identified Attack groups (and involved
behind are identified country/region) are identified

2021 FICRSNIE Kimsuky JIL—T D8R

e N amoin s wree -

P anpianT

APTI

Sandworm Lazarus APT1 Kimsuky SideCopy
*  Speculated/identified » Speculated/identified + Speculated/identified +  Speculated to be North » Speculated to be Pakistani
as Russian APT group as North Korean APT as Chinese APT group Korean APT group APT group
Announced criminal group * Mandiant identified the +  Primary target is South +  Targets are organizations
prosecution of GRU * Announced criminal actor in Jan. 2013 Korea in India and Afghanistan
personnel in Oct. 2020 prosecution of involved * U.S. DOJ announced «  No actor or organization « Some security vendors
actors in Sep. 2018 criminal prosecution in behind have been identified explicitly says that the
and Feb. 2021 May. 2014 so far group is Pakistani
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The whole picture of attribution

Due diligence defined in
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Is that actor really a ransomware gang?

B Although Raas, affiliate schemes, and the involvement of Russian and Eastern European criminals have received more attention,
there have actually been a number of ransomware attacks by a single unidentified attack group or APT group (or groups that
conducted APT campaigns in the past).

B Not all actors are operating as a part of RaaS, even in cases where well-known ransomware is identified from builder leaks, etc.

B However, in many cases, recovery is the priority in ransomware attack incident response, and thus analysis is not fully conducted
until the cause of the attack, the ransomware used, and the attacker are identified.

B |n addition, there is a tendency that accurate analysis is hot conducted due to first responders' lack of incident experience and
insufficient knowledge of ransomware attack response.

A single
attack group

3 ‘ © 2023 JPCERT/CC 0 AR NEONT PULETSETEIGENCY MR ESPONSEN EATINOO DTG



Case 1: Robinhood Leaks

<« 7R? ?;i.i\Hood

RobinHood

@RobinHoodLeaks
Information about data leaks and company hacks.

© Sherwood Forest (§ twitter.com/RobinHoodLeaks [F) Joined October 2021

Tweets Tweets & replies Media Likes

RobinHood @RobinHoodLeaks - 17h
Shanghai Diy: s hacked and compromised diyangkeji.com

Q n Q &

© 2023 JPCERT/CC

Active since at least October 2021.

It was unclear whether the actor was Raas or a single attack group, but
around the same time, another attack by the same group using a different
ransomware (brand) was confirmed. It was believed that the same group
was doing a fake “rebranding.”

The group has targeted a wide range of companies in the past, including
a European P&C insurance company, an African marketing firm, a
Chinese manufacturer, and a U.S. software developer.

Uses a variant of Thanos ransomware (possibly using Thanos Builder)

File extensions after encryption appear to be abbreviated names of the
affected organizations (different extensions are used for each victim)

The X account was suspended in January 2022. Since then, the group
has been using a Gettr account. Other SNS have also been used in the
past. In some cases, they direct people to Tox chat.

In the past, they have leaked some of the stolen data on SNS, but they
stopped doing so.

They are likely to exploit vulnerabilities in SSL-VPN products (or
previously leaked credentials) in penetration

U AP NE O P ULETAET NG ENCY AR ESPONSEN EATINOOOIC



Identification by the characteristics of samples

B There were multiple samples with the same characteristics on VirusTotal.
B The target organization and region were inferred from the file extension after encryption, which is the

abbreviated name of the target organization

somware new extension .

Ransom note;RESTORE_FILES_INFO.txt

Robin Hood was generous and gave me a $ 5,000
discount'&

@RobinHo
VT sample v

ks account suspended.
irustotal.com/gui/fila/fa532

44 44 security vendors and no sandboes fagged this fle as makicious

_A “ﬂﬂ- DETECION  DETALS  RELANONS  sevavor  communny @

NARUML Ransom note: BESTORE_FILES_IN

https://twitter.com/GrujaRS/status/1484148716479172608
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Modification events

PD  Process Operation Key Name Value

744 UEO22vPYPd3texe write HKEY_CURRENT_USERISoftwareWEYIDimyKeyID D1

Qa40YXWBKEYgXQdBuyg7 S TD29VNTIog iR9ZLDO Jalul 1620pUSHOI+7 deL MIFEdaUGTUYHFeT2ZIzvAmMBqs.Jp 1F GQUKAZ6ZZRFWIG2JSIKPUCTY
HUYU4mbOZKUSWO 58YaTC8mNN+6 60 EVVIXYHI -NAwLSVGH] DDddohsEzCGPzBsVPTNIKLE 7griBDoIgKFQHDUBXAGYIZ.

Yyusmx99SY6wB3serDIKUeBRA2I0CLxGXTdmMKMR oli/CtaBoVFyBWZyrb3TnkekKQjvY 00 kbww TN Gu-+iyJSBHUGYeA1Xi2qachWUFIF 4AnLmolu
/BWIKGUIXSIIgUBZSUXJhWmKNnYARXEO]NHIL bYuQHOKSK0UGmUB4K757IITC25r28Bw)aDQ1SIe6$10e SKZzkEUIXeAWLZO3CAaZNVF dvUSYNRg1SE
HUCQIDVmSBrd3pRPizAMgKUFUGAToyPEM IghrG361U aKNjip! gbep 1D7qmBAKZ3rkhavByB30 g5MDI2RE+0FCF2K VU]
ATmnrUuwABN7XIKicxbBIOAPWEMbZOMH=

744 UEO22vPYPd3tere write HKEY_LOCAL_MACHINE\SOFTY NTIC LegalNoticeCaption YOUR COMPANY 1S
HAGKED AND
COMPROMISED

744 UEO22vPYPd3tere write HKEY_LOCAL_MACHINEVSOFTV NT\G LegalNoticeText

Your network was ATTACKED, your computers and servers were LOCKED, Your private data was DOWNLOADED: - Contracts - Customers data - Finance - HR - Databases - And more other.
If you do not contact us in the next 3 DAYS we will begin DATA publication. We will post information about hacking of your company on our twitter htips:/itwitter com/RobinHaodL eaks or
hitps/iparler comiuserRobinHoodLeaks You can find full details in the file RESTORE_FILES_INFO

744 UEO22vPYPd3tere write HKEY_LOCAL_MACHINE\SOFT YOUR COMPANY IS
\System HACKED AND
COMPROMISED
744 UEO22/PYPd3tere write HKEY_LOCAL_MACHINE\SOFTV
\System

Your network was ATTACKED, your computers and servers were LOCKED, Your private data was DOWNLOADED: - Contracts - Customers data - Finance - HR - Databases - And mare other
Ifyou do not contact us in the next 3 DAYS we will begin DATA publication. We will postinformation about hacking of your company on our twitter htips:/fwitter com/RobinHaodLeaks or
https:ilparler.comiuserRabinHoogLeaks You can find full details in the file RESTORE_FILES_INFO

0 AR NOOIT PULETSETIENGETIC)

744 UEO22vPYPd3texe write HKEY_LOCAL_MACHINEISYS 1 LongPathsEnabled 1

744 UEO22vPYPd3texe write HKEY_CURRENT_U:
Setiings\Zoneliap

p: 1

744 UEO22PYPd3texe write HKEY_CURRENT_U: 1
Setiings\Zoneliap

744 UEO22vPYPd3texe write HKEY_CURRENT_U: UNCAslntranet 1
Setings\Zoneliap

744 UEO22vPYPd3texe write HKEY_CURRENT_U: AutoDetect 0
Setiings\Zoneliap

https://any.run/report/f9533288e6a7279195902c8691d5f223c77015fa332b56e
23aeec3581c0cdbdb/ba082576-c0a4-4f18-9966- 4b5e6da6108f
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Ransomware actor that uses Thanos builder

Since October 20217

The beginning of 2020 °o_ 0 G
> an®
.-.

/ RobinhoodLeaks
Thaos builder

Sold on forum

Around July 2020
o._0 Since September 2021
.&.

o S o
FERII—T [ -] -
) Shares characteristics

Group targeting Middle East and North Africa m with Prometheus and
Thanos

Since February 2021

e_0 .
 J S July 2021
...a Ince July

® ° o
Prometheus ] .-.
Re-branding?
B taron |
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Identification by negotiation methods and used media

BC6934E2991~
671263E7BCO~

B Two Tox IDs found in the terminal side ransom note

Some vendors have labeled the sample that displays a ransom note with the same Tox ID as
“JS Ransomware.” However, it appears to be the Thanos variant used by RobinhoodLeaks.

=
x' EnigmaSoft

Support Company

| You have convinced me! |

JS Ransomware

By CagedTech in fansomyars
Then you need to CONTACT US, there is few ways to DO

Transiate To: =55 English -
that.

HOoma

—--Secure method---

a) Download a gTOX client: hxxps://tox.chat

Detecting thrests on a system may be ¢
& /download.html

all traces of threats even more so. Det!
with SpyHunter. Spytunter offers

Downi b) Install the gTOX client and register account

Hok Your 057 o c) Add our QTOX ID:
BC6934E2991F5498RDFSDE52F10ER4FTEL459693A2C1EF11026EE5A25

SBBA3593769D766A275

* Free Remover allows you, Sibjectto a 48-hou
Read our ELLA, Privacy/Cookie Policy & Discount

or qTOX ID:
671263E7BC06103C7 714 6ASABB802A63F53A42B4C4T66329A5F04D266
0C99A3611635CC36B3A

1S Ransomware Description

The )5 Ransomware is a serious malware |
devices. Certain characteristics of the thre.
corporate targets but the attackers could | d) Write us extension of your encrypted files .JS

Our LIVE SUPPORT is ready to ASSIST YOU on this chat.

© 2023 JPCERT/CC
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T) 40 security vendors and 1 sandbox flagged this flke as malicious

94cOIB702480c306d8ac%aabbebfedDIceTbEAGcas8CODIBI7EIIN0FAD0T W2S0KE  2022-02-2207:2638UTC F1 4
- EXt
L =
p ) ) X
DETECTION ~ DETALS  RELATIONS  BEHAVIOR  COM) (© 20 security vendors and 1 5andbox flagged this file as malicious
Ad-Avare TrojanMSIL8:
- S 94cdf8702480c306d69ae9aabbebIed09ceTbB4f0ceaB001b378791094db079

BitDefenderTheta

Cybereasor

Cynet

Drieb

Emsisoft

ESET-NOD32

Fortinet

arus

BLIrUxWwUwX

assembly  detect-debug-erwironment  direct-cpu-clock-access  peexe  runtime-modules

s )
% Community

Score
DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY °
Comments
%) perisk
29 days ago

JS Ransomware; Extension: .JS; Ransom note: RESTORE_FILES_INFO.txt

You must be signed in to post a comment.



Identification through attack infrastructure

20p1/5/16~2022/2/10

[ 37.143.131[.]224

N
*Confirmed in the spook 2021/8/4~2Q
ransomware case as well.

2022/2/10~

Validity 2022/2/9

178.209.51[.]243 Validity 2021/5/14

2022/2/10~

2022/2/10~

Validity 2020/3/30

145.239.120[.]59 2020/8/27~2020/12/18

2021/8/26~

2020/3/31~2Q

Validity 2020/8/26

45.91.92[.]140

2020/8/27~2020/12/16
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Common characteristics among the cases

Spook ransom case | Case #1 Case #2 Case #3

SSL-VPN Product Fortigate Sonicwall Sonicwall Fortigate
* Not listed on the Nov. * Vulnerable version * Vulnerable version » Listed on the Nov.
2020 Fortifuck list used used 2020 Fortifuck list
* OS version remains * Notified by * Notified by * Multiple other suspect
vulnerable JPCERT/CC via DC in JPCERT/CC via ISP infrastructures
2021 in 2021

Unauthorized access
to SSL-VPN From the same IP address

File extension

.Spook Abbreviated name of the target organization
Contact information on Tox ID Not confirmed Not confirmed
the ransom note (device)
Contact information on None X account X account
the ransom note (server) Gettr account Gettr account

9 ‘ © 2023 JPCERT/CC U AP NE O P ULETAET NG ENCY AR ESPONSEN EATINOOOIC



Case 2: Attack group that uses HUI loader

JPCERT CCf

JPCERTI/CC Eyes B HUI Loader was identified in an incident response to an
- targeted ransomware attack.

Top > List of “Malware” > Analysis of HUI Loader

B Originally used by various targeted cyber attack groups
© == nrerononn —  APT10 (Since 2015)
Analysis of HUI Loader —  Blue Termite (Since 2015)
— A41APT (Since 2020)
— DEV-0401 (Since 2021)

To conceal mahware's features, attackers sometimes encode the mahware and decode it only when they execute it. In such cases, the encoded mahware
is loaded and executed by a program called loader. In this way, an attacker can spit the malware into a loader and encoded mahware. Minimizing the
loader's features and hiding important features of the malware make detection on infected hosts more difficuft. Among such loaders, this article discusses
HUI Loader, which has been used since around 2015.

pusr 8 3 épName
: push wMaximumsizeLow
Overwew Of HUI Loader push 0 dwMaximumsSizeHigh
push o ; flProtect
. . - oo < mov esi, eax 5 7 y
AtJSAC2022, it was pointed out that several attack groups use HUI Loader [1], and JPCERT/CC has aiso confirmed attacks using this loader since around push 0 ; 1pFileMappingAttributes
2015. Figure 1 shows the changes in HUI Loader as well as the attack groups using it. push esi ; hFile
call ds:CreateFileMappingw
i mov edi, eax
2015 Jan | 2020 Jun | test edi, edi
APT10 started using HUI loader | A41APT started using HUI loader jnz short 1oc_10002464
A\ \ M - push eax ; Code
2015 Apr | | | 2021 Aug call exit
\’/ Blue Termite started using HUI loader A L o e S S P S e
£/ \ N\ /[
2015 \y’ 2011 2019 \’ 2021 \Y4 ; CODE XREF: StartAddress+10Clj
lea adx. LoboiBuffacd
. . . . . . . . push offset aHuihwasdihweiu ; "HUIHWASDIHWE IUDHDSF SFEEWEFEWFDSGEFERW = |
push
c:;l swprintf
a esp, 8
2016 2018 2020 2022 B o P ; 1pFilesizeHigh
push esi ; hFile
Lo o ey et ypeaeel call  ds:GetFilesize .
O DLLinjection O "HUL..” strings deleted push esi ; hobject
mov nSize, eax
Figure 1. Changes in HUI Loader call ds:CloseHandle
push 0 dwNumberofBytesToMap
push 0 dwFileoffsetLow
push 0 dwFileoffsetHigh

dwDes iredAccess
hFileMappingObject

push 4

Analysis of HUI Loader - JPCERT/CC Eyes T N
https://blogs.jpcert.or.jp/en/2022/05/HUILoader.html :

10 ‘ © 2023 JPCERT/CC Jeiozi) Goplgliar Sdrejanay Masganss Tzt InationQ%??‘f ‘
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Features of HUI Loader

B Used mainly in targeted cyber attacks since around 2015

B Samples contain a distinctive string

— |+ B&Z-hA >

HUI Loader

e We discovered another loader used for loading SodaMaster in 2021
Unnamed loader that has been observed since 2015 for various payloads
Named after string "HUIHWASDIHWEIUDHDSFSFEFWEFEWFDSGEFERWGWEEFWFWEWD"

eax, 'v'

rcx, [rbp+300h+Buffer] : lpBuffer
[rsp+406h+filename+4], ax

eax, 'c'

edx, 104h . uSize
[rsp+400h+filename+6], ax

eax, word ptr [rdx+r8] eax, 'h’

rdx, 2 dword ptr [rsp+40@h+filename], 73005Ch ; "
Lontrenalae [rsp+400h+filename+8], ax
short loc_ 189001486 eax, 't'

d dword ptr [rsp+400h+filename+0Ah], 73006Fh ; "os"
dword ptr [rsp+40@h+filename+10h], 6 %
dword ptr [rsp+40@0h+filename+14h],
[rsp+400h+filename+18h], si

14 J [rsp'demwhltnam«‘*ek'\] ax
sition], 3 : dwCreationD) cs:

eax. eax

6h, 6
word ptr [rax+rax

28

https://jsac.jpcert.or.jp/archive/2022/pdf/ISAC2022_
9_yanagishita-tamada-nakatsuru-ishimaru_en.pdf

© 2023 JPCERT/CC
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DEV-0401

B All confirmed attacks since 2021 that used Lockfile, AtomSilo, Rook, NightSky, or Pandora ransomware are suspected to be
performed by the same attack group, which Microsoft calls “DEV-0401.” Microsoft, SecureWorks, and others make the same
argument.

B According to Microsoft, Lockbit2.0 has been used as ransomware payloads since April. Sygnia says Cheercrypt is also a fake
rebrand of DEV-0401. Secureworks pointed out its connection to APT10.

B Exploits ProxyShell, Confluence vulnerability (CVE-2021-26084), Log4j vulnerability in VMwareHorizon, and ManageEngine
ADSelfService Plus vulnerability (CVE-2021-40539) for initial penetration instead of compromising via SSL-VPN.

B No case of compromise via SSL-VPN was confirmed by JPCERT/CC.

SYGN/A
Secureworks” SROACTIVE DEFENSE  ADVERSARIAU SECURITY  TMRFAT SESSONSE  VELOTTY XDR  SFSOURCES

BRON7E SIARLI

BRONZE STARLIGHT Ransomware
Operations Use HUI Loader

THRSD SN 23 2022
O COLNTE: LA UNT SEECORCH TUM

Summary

REVEALING EMPEROR
DRAGONFLY: NIGHT SKY &
. CHEERSCRYPT - A SINGLE
we—e RANSOMWARE GROUP

[ — HUI Loader view
e @ .
[

- SYGNIA

= https://blog.sygnia.co/revealing-emperor-dragonfly-a-chinese-
Microsoft Secureworks ransomware-group
https://www.Microsoft.com/en-us/security/blog/2022/05/09/ransomware- https://www.secureworks.com/research/bronze-starlight-
as-a-service-understanding-the-cybercrime-gig-economy-and-how-to- ransomware-operations-use-hui-loader

protect-yourself/

12 © 2023 JPCERT/CC 5 AR NEOT PULETSETEIGENCY MR ESPONSEN EATINEO TG




Tracking DEV-0401 that uses HUI Loader

B Lockile, Atom Silo, and Rook are similar to Babuk, whose source code leaked in September 2021.

B NightSky is similar to Rook, and the packer is also identical.
B Pandora and Rook contain the same code partially, and the packer is same as that of Nightsky's.
B TTP between each ransom case is also similar.

The case
Ransomware used LockFile AtomSilo Rook Nightsky Pandora SecureWorks
responded

Active Since Aug. 2021 Since Sep. 2021 Since Nov. 2021 Since Dec. 2021 Since Feb. 2022 During Feb. 2022
Initial Penetration Proxyshell Confluence ManageEngine VMWare Horizon ManageEngine
vulnerability vulnerability (CVE- ADSelfService Plus Log4j vulnerability ADSelfService Plus
2021-26084) vulnerability (CVE- vulnerability (CVE-
2021-40539) was 2021-40539)
possibly exploited.
DLL side loading Used KuGou Active Used KuGou Active Used MacAfee Used MacAfee
Desktop legitimate file Desktop legitimate file product legitimate file product legitimate file
HUI Loader v v v v v v

Ransomware sample T T )

C2 infrastructure Similar to NightSly Similar to Atomsilo
case case

13 © 2023 JPCERT/CC U AP NE O P ULETAET NG ENCY AR ESPONSEN EATINOOOIC



Cases where incident response fails due to insufficient actor identification #1

B As international tensions increase, people’s speculations associate attacks and actors with specific regions, or
relate the motivation for the attacks and the reasons for being targeted to international affairs and supply chain
relationships.

B In reality, the attacks were conducted by actors completely unrelated to any particular region or supply chain,
using known ransomware. They had been active since before the international situation changed. In some cases,
the ransomware types were even misidentified, linking it to an unrelated attack group.

[ Attack group X in State XX has been active! F '-

Disclosure of incident

Countermeasures are insufficient!
Large company’s business partners
are targeted!

iy,
) s \
) - - '
() | axn x a : ﬂ
I N o
PR —— |
A e <« —— — — >
;’ \ P 1 —— company
’ ~ /
P ——
’
e
’/
. . e
Actors not related to a specific region ,/ Misidentification Q
7 e x [ 1]
L , Comm O
- == )
Totally unrelated
victim organizations
o x They may be the attack
o ﬁ ﬁ group X's ransomware...?
Investigation vendor cannot identify it. _.I_
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Cases where incident response fails due to insufficient actor identification #2

B We identified communications due to a certain type of malware infection and contacted the organization, and it
turned out that it was due to the malware left unremoved in the ransomware attack over a year ago.

B The forensic vendor at the time had failed to identify the attack group. The vulnerable Web server, which was the
initial access route used by the attack group at the time, was not investigated, and preventive measures were not

properly implemented.

A
| Malware left unremoved
|
1
|

o)

il
mj

- D)
go

Forensic vendor cannot . | S .
identify it. P4 —_—
,\f, S Maybe penetrated through a
P2 ulnerability in Web server Y vulnerable SSL-VPN device?
’
’
s
,/
s

Multiple security professional

organizations trace attack group Y

eg'
\
=
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Why should ransomware attack actors be identified?

B To ensure that initial response is appropriate, prompt, and at low cost
— Identify the cause of Initial Access.

— Reduce unnecessary network shutdowns and forensics in the
initial response by narrowing down the possible attack methods
used.

B To ensure that APT actors conducting ransomware attacks are not missed.

B To contain the ransomware threat and select effective countermeasures for
each actor.

© 2023 JPCERT/CC U AP NE O P ULETAET NG ENCY AR ESPONSEN EATINOOOIC




Ensuring fast and efficient initial response

B Identify and narrow down the ransomware type and actor to infer the TTPs used

— Narrow down the initial access and lateral movement routes and determining the priorities of
investigation

— Reduce unnecessary network and system shutdowns as much as possible
...but in reality, the staffs are asked to investigate "all systems" and "whether any information has leaked."

From where did

Whether or not to
shut down the
network and other

To what extent have
they compromised?

they penetrate?
-,

// \

P |
\ /

N-_f,

~

l 2
-

[ ]
smms XD
o=
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systems?

To what extent have
they compromised?

From where did
they penetrate?

% g
Y

0

%

il
il
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Why is the investigation of personal information leaks often prioritized?

B Victim organizations often get overwhelmed by the “prompt” reports and notifications to affected
individuals, which is required by the Personal Information Protection Law, and the resource for

incident response is often sacrifice{

“Prompt” report required by Pl Protection law >

& ﬁ
Pl Protection
Commission

Personal Information Detection
of Malware
= % — &
) ) [ N —
a —— e e R T T T T T T T T e e e e e e e e e e \ b Expected
[-- - AN . .
AN Truly necessary actions \’\/‘ disclosures as
—_ for response to APT attacks. // responseto
e e //_ APT attacks ;
Information the attackers Notificati d discl f the incid
were targeting ’. otification an isclosure of the incident
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For a rational decision to refuse to pay ransom

Trend toward restricting ransom payments in various countries, including statements made at the Counter
Ransomware Initiative meeting lead by the U.S.

Depending on the actor, ransom payment can be considered sanction violation.
However, simply saying, “Do not pay ransom,” does not provide a reasonable basis for decision making.
Efficient initial response minimizes additional “damage® as much as possible.

Reputation
damage

Data loss/leak

Opportunity loss m——————— . Sanction
Data loss/leak ransom . Restoration costs ! Minimize | violation
Opportunity loss .

. Investigation costs
Restoration costs . ransom
Investigation costs : - a
9 : -
. —-—

=8 R’
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To trace and counter APT actors

B We may be missing APT attacks blended in numerous Lockbit 2.0 infection cases.

Subgroup of

TLP:CLEAR
ersecurity Advisory

#StopRansomware: Ransomware Attacks on Critical
Infrastructure Fund DPRK Malicious Cyber Activities

Summary
Note: This Cybersacurity Advisory (CSA) is part of an ongoing #StopRansomware effort
o publish advisories for network defenders that detail various ransomware variants and
various ransomware threat actors, These #StopRansomware advisories detail
historically and recently observed tactics, techniques, and procedures (TTPs) and
indicators of (10Cs) to help protect against Visit
90V 10 500 all advisories and to leam about other
ransomware threats and no-cost resources.

The United States National Security Agency (NSA), the U.S. Federal Bureau of
(FBI), the U.S. C and Socurity Agancy (CISA),

the U.S. Departmant of Health and Human Services (HHS), the Republic of Korea

(ROK) National Intelligence Service (NIS), and the ROK Defense Security Agency

(DSA) (horeafter reforrad 1o as the “authoring agencies”) are issuing this joint

«

t

« Employ Various Ransomware Tools [TA0040]. Actors have used privately

1 developed ransomware, such as Maui and HOlyGhOst [T 1486]. Actors have also

been observed using or possessing publically available tools for encryption, such
as BitLocker, Deadbolt, echOraix, GonnaCry, Hidden Tear, Jigsav{
My Little Ransomware, NxRansomware, Ryuk, and YourRansom e
some cases, DPRK actors have portrayed themselves as other ransomware

groups, such as the REvil ransomware group. For IOCs associated with Maui

and HOlyGhOst ransomware usage, please see Appendix B.

https://media.defense.gov/2023/Feb/09/2003159161/-1/-
1/0/CSA_RANSOMWARE_ATTACKS_ON_CI_FUND_DPRK_ACTIVITIES.PDF

© 2023 JPCERT/CC

DEV-0401

DEV-0401: China-based lone wolf turned LockBit 2.0
affiliate

Differing from the other RaaS developers, affiliates, and access brokers profiled
here, DEV-0401 appears to be an activity group invalved in all stages of their attack
lifecycle, fram initial access to ransomware development. Despite this, they seem to
take some inspiration from successful RaaS operations with the frequent
rebranding of their ransomware payloads. Unique ameng human-operated
ransomware
China-basec | jke many RaaS operators, DEV-0401 maintained a leak site to post exfiltrated data
D“’('M”‘ and motivate victims to pay, however their frequent rebranding caused these

existing ma . L . . . .
neavilyutiiz  Systems to sometimes be unready for their victims, with their leak site sometimes
vulnerabiliti

Loat 2. Dur leading to default web server landing pages when victims attempt to pay. Ina

eevatedcre notable shift—possibly related to victim payment issues—DEV-0401 started
Once inside dep | Qyi

Onee e i LockBit 2.0 rhnsomware payloads in April 2022. Around June 6, 2022, it

preferences €GN replacing Cobalt Strike with the Sliver framework in their attacks.
frequently |

Impacket toal for WMI lateral movement, they use a customized version of the

wmiexec.py madule of the tool that creates renamed output files, most likely to

evade static detections. Ransomware deployment is ultimately performed from a

batch file in a share and Group Policy, usually written to the NETLOGON share on a

Domain Controller, which requires the attackers to have obtained highly privileged

credentials like Domain Administrator to perform this action.

DEV-0401 ransomware payloads over time

I —
P —
. —a
B
Lecisi 10 @

Figure 7. Ranscrmware payloads distributed by DEV-0401 between 2021 and April 2022

https://www.microsoft.com/en-us/security/blog/2022/05/09/ransomware-as-a-service-
understanding-the-cybercrime-gig-economy-and-how-to-protect-yourself/
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Lazarus subgroups self-finance their activities

'Af“‘DlANT Platform Solutions Intelligence Services Resources Company

B APT43 (newly classified and tracked by Mandiant) is

Assessed Cyber Structure and considered to be conducting attack campaigns
Alignments of North Korea in targeting crypto assets for the purpose of self-funding
2023 its activities.
B Andariel, which includes Stonefly and several other
T —— subgroups, uses Maui, Lockbit 2.0, and other types of
R oo e malware, according to a February 2023 joint advisory
| i from U.S. officials. This is also considered to be

Executive Summary intended for self-financing of its activities

e —— & & ® &

n a
ST Central Committee of the Ministry of e Q e
are:  Workers Paity of orea State Security

N S —— Dangerous APTA43 Andariel

it S Password, etc.
Linux and mac0S. @ Lab 10 —

+ Mandiants continuous monitorir 1 Intended Intended cyber Intended cyber
significant multiyear shift and bl D.wm%-m TEMPHermit | Andariel || CERIUM attacks targeting attack attack

rgeting an sharad crypto assets

{4th bureau ikely does

Attacks targeting Ransomware
crypto assets attacks for Self-
https://www.mandiant.com/resources/blog/north-korea-cyber-structure-alignment-2023 for Self-finance finance
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Case:. countermeasures against affiliate scheme actors

B In some cases, affiliate schemes disappeared due to internal conflicts, and in other cases, the
activities were ceased by the arrest of those involved.

Sometimes gangs spontaneously disappear
due to internal conflicts

Not all affiliates are skillful, and they can be
investigated and arrested due to Opsec
mistakes, etc.

If the return is not economically worth, they will

be removed from the scope of the attack.
This means, if almost everyone in a certain
H E a B a region or industry refuses to pay ransom, they
EHE

may not be targeted anymore

22 ‘ © 2023 JPCERT/CC 0 AR NEONT PULETSETEIGENCY MR ESPONSEN EATINOO DTG



Case:. countermeasures against a single attack group

B Hypothesis: Attackers use fake rebranding because they may not like attribution for some reason.

Exposing attack methods through alerts and analysis reports may deter attackers’ activities to some degree, even when
they are not arrested.

B The scale of their activities is relatively small compared to affiliate schemes. Therefore, reducing the success rate and
efficiency of their attacks to some degree, through alerts and other means, can be critical to their activities.

They may not like Attribution.

A single attack
group

The scale of their activities is relatively small,
and thus reducing the success rate and
efficiency of their attacks to some degree, by
exposing the attack methods through alerts
and other means, can be critical to their

activities. 0 E a

|
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Case: Countermeasures against APT Group

B Since many APT actors have ceased or changed their activities due to public attribution or have changed their
activities and techniques as a result of alerts and analytical reports in the past, similar countermeasures and
deterrence may be effective.

B Since ransomware attacks are only a "side business" to them, they may temporarily or permanently withdraw from
ransomware attacks after experiencing some continued failures

QB

@%m

(Ex-)APT group

They may not like Attribution.

Since ransomware attacks are not their top
priority, they may (temporarily) withdraw from
it after experiencing some failures.
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Summary: Why ransomware attack group should be identified

B To ensure that initial response is appropriate, prompt, and at low cost
B To ensure that APT actors conducting ransomware attacks are not missed

B To contain the ransomware threat and select effective countermeasures for
each actor.

= Victims will be less inclined to pay ransom if the burden on them during
ransomware attack incident response can be reduced.

= Appropriate countermeasures for each type of actors would reduce the
number of ransom-actor involved ?
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