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TeleBoyi Profile
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. ?@%’@(Boyi)
+ China-nexus APT group
+ Since 2014

» Targeted Country:
+ Worldwide, especially APAC region

» Targeted Industry:
o Critical Infrastructure, mainly Telecom

» Malware:
+ PlugX, LibreCoin, DoubleShell, TripleZero, ---



Target Scope

el

"ol - Y K7 Americas

/X2




Target Industry & TEAMTS
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Chinese APT Targeting CI

+ ChamelGang (CamoFei)
Positive Technologies Uncovers New APT Group

. Ta rget : Energy and AVlatlon |n RUSSla AttaCI'(lng Russia's Fuel and EneTgy Complex and
Aviation Production Industry

+ other victims:

Published on September 30, 2021
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Chinese APT Targeting Cl (Cont.)

+ Volt Typhoon
() S == | ' Volt Typhoon targets US critical
+ Ta rget IndUStry 0 ‘% ° o A = infrastructure with living-off-the-land

techniques

By Microsoft Threat Intelligen

+ Target Country:
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Reason for Chinese APT targeting ClI

» Espionage and Information Gathering
+ ChamelGang

+ Technology Theft
+ APTA41

» Preparation for Future Operations
+ Volt Typhoon
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Operation ‘Harvest’ & TEAMTS

ARCHIVED STORY

¢ Reported by MCAfee Operation ‘Harvest’: A Deep Dive into a Long-term
+ Cyber espionage Campaign

By Christiaan Beek - September 14, 2021

°
< O b S e rve d | n 2 O ]_ 9 / 2 O 2 O A special thanks to our Professional Services' IR team, ShadowServer, for historical context on C2 domains, and

Thomas Roccia/Leandro Velasco for malware analysis support.

+ Backdoor Executive Summary

O O Following a recent Incident Response, McAfee Enterprise's Advanced Threat Research (ATR) team worked with its
0 P u gX ’ W I n n t I Professional Services IR team to support a case that initially started as a malware incident but ultimately turned out

to be a long-term cyber-attack.

’ C 2 From a cyber-intelligence perspective, one of the biggest challenges is having information on the tactics,
techniques, and procedures (TTPs) an adversary is using and then keeping them up to date. Within ATR we typically
monitor many adversaries for years and collect and store data, ranging from indicators of compromise (IOCs) to the

« sery.brushupdata.com e

In this report, ATR provides a deep insight into this long-term campaign where we will map out our findings against

’ Ce n te r. a S m l b i gi p . CO m the Enterprise MITRE ATT&CK model. There will be parts that are censored since we respect the confidentiality of the

victim. We will also zoom in and look at how the translation to the MITRE Techniques, historical context, and
evidence artifacts like PlugX and Winnti malware led to a link with another campaign, which we highly trust to be

+ sec.asmlbigip.com

I0Cs that could be shared are at the end of this document.

McAfee customers are protected from the malware/tools described in this blog. MVISION Insights customers will
have the full details, IOCs and TTPs shared via their dashboard. MVISION Endpoint, EDR and UCE platforms provide
signature and behavior-based prevention and detection capability for many of the techniques used in this attack. A
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Timeline (Cont.)
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TeleBoyi’s interest in the CI & TEAMTS

+ Telecommunication
+ Cooperating to develop 5G networks in Turkey.
+ China’s telecom products have been banned in India and Vietnam.

+ Semiconductor
+ The semiconductor tech blockade.

+ Energy
+ Investment in the energy sector in both Thailand and Brazil.

17



Dive into TeleBoyi
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Malware Delivery &8 TEAMTS

» Fake Applications/Documents
«» Disguise malware as fake application or documents

+ Malicious document files
+ Document with macro, HTA

+ Exploit Public-Facing Application

19
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Fake Applications/Documents

}Q » Ofis_personeli_yolsuzluk_raporu.exe
PDF » Turkish, translate: Office staff corruption report

4 p ) o FEEER L IRELS.exe
\\ + Translate: Unable to register, the webpage is garbled

4 | + News about National *** *** University.exe

¢ TEAMTS
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Malicious Document Files

w=~_ Macro
—
DOC <

SB1E8.doc Download PlugX dropper C2 server

5%
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Exploit Public-Facing Application

Java Deserialize vulnerability
Exchange vulnerability

r,\;\% Struts2 $2-045 o—i
o —Ill
|LF\\N > o —Ill
\ o —Ill
China Chopper
. Godzilla
TeleBoyi Server

Webshell
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Malware Packing &8 TEAMTS

« Self-Extracting Archive (SFX)

« Flexible deployment
«» Disguise malware as fake application or document
«» Easierinstallation by macro/HTA
« Easier installation through webshell

+ lcOoNns

ks A% IO

23



TeleBoyi’s Arsenal
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TeleBoyi’s Arsenal

+ Malware
+ PlugX
o Winnti
+ ShadowPad
+ DeedRAT
« TripleZero (Mélofée)
« LibreCoin (RatelS)

+ DoubleShell
+ FakeWorker
+ CobaltStrike
+ Sliver

o AsyncRAT

25

+ Hacking tool
+ Web shell

+ Credential dumping
tool

+ Others
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PlugX

o First seen: 2008
+ A modular malware with multiple capabilities

+ Used by several Chinese APT groups
» TeleBoyi, APT41, Mustang Panda, APT27, menuPass, and more
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TeleBoyi’s Custom Loader & TEAMTS

» Payload
+ PlugX
+ CobaltStrike

yp.EL P ]
r; /f [ ; l Ih ] [ ebp-4h]

duurd 1@@7F

*#this =

« Packer sub_108cass(); 3. Decrypt string with a
g:srci_iﬁi_t ﬁeec nit ..E::.::j:u; pseUdO'random Value

2 Themida dword 1902F364 *= 4

for { counter = B; counter < data_size; ++
.

+ VMProtect R e s
» Payload decryption
L 2 XOR seed = Nit_seed;

dword_l10BLF1FL +=

. . wwo 000er0); ____ 2.Generate a
« String decryption =i pseudo-random

init seed = seed;

+ Pseudo random generation (PRNG) [Ehuesssimm i CIIEAIIGILIIE]

Vg = a;
dword _1002F164 *= 32: seed

sub_1000D%AG( ) ;

return seed;

27



TeleBoyi’s PlugX vs.
Other Threat Actors’ PlugX?
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TeleBoyi’s PlugX &8 TEAMTS

« Special configuration password
o &&%*%@! (shift + 7758521)

o (758521
o EEHKEFEZEIR, which means “Kiss me | love you”

Address | Hex ASCIT

0047ABB0 | 00 OO0 OO OO(00 OO0 OO0 OO|00 OO0 OO0 OO|OD8 OB OB DB| . cveennennnnnnns
0047A590| 06 00 50 00|64 61 74 65|47 4F 4F 47 |4C 45 2E 6E|..P.datecdOGLE.n
0047ABAD| 73 30 2E 69 (74 00 00 OO(00 OO0 OO 00|00 OO0 OO0 00| SO.7L. . vweeeens
cO47ASB0 | 0O OO OO OO|0OD OO0 OO0 OO |00 OO0 0D QO(00 OD 00 00| ... e eeeeanannns
0047ABCO | 00D OO0 OO0 OO(00 00 OO0 00|00 OO0 OO0 OO(00 OO OO 00| @aeeesseannnnnns
0047ASDO| 00 OO0 OO0 00|06 00 BB D1|64 61 74 65|47 4F 4F 47| ......».d3tecGDOG
D047ABED| 4C 45 2E GE(F3 30 2ZE &9(F4 00 00 00|00 00 OO0 O0O|LE.NSO.7L.......
oO047ASFO | 0O OO OO OO|0OD OO0 OO0 QD |00 OO0 0D QO(00 0D 20 00| ... e e eeanannns
0047AS00 | 00 OO0 OO0 OO (00 00 00 00|00 OO0 OO0 OO(O00 OO 00 00| @oweesneannnnnns
0047AS910| 00 OO OO OO (00 OO0 OO0 00|04 OO BE OL(64 61 74 65 ... euns ».date
0047A920| 47 4F 4F 47 (4C 45 ZE GE|(F3 30 ZE 69|74 00 00 00| GOOGLE.nsO.it...
co47AS30 | 00 OO OO0 OO 00 OO0 OO0 QD |00 OO0 0D QO(00 0D 20 00| ... e e eeeanannns

0047D300 (00 OO0 OO OO (00 OO0 OO0 OO (00 00 OO0 O0(00 OO 00 00| @ useessnnsnnsnns
0047D3IEOQ (00 OO OO OO(00 OO0 OO0 OO0(00 OO0 OO0 00|00 OO0 OO0 O gy sy ————————— .
0047D3F0( 26 00 26 0O(Z25 00 2A 00 (25 00 40 O00(21 OO0 OO0 OO0 &.&.H.*.H.@.!.I.
00470400 (00 OO0 OO0 OO(0O0 OO0 OO0 OO(00 OO0 OO0 0000 OO 00 O0] . . s s e s s assnnsnns
00470410 ( 00 OO0 OO0 OO (00 OO OO0 OO(00 OO0 OO0 OO(00 OO0 00 00| @ os e e canannnnns
0047D420( 00 OO0 OO0 OO0 OO OO0 OO(00 OO0 OO0 OO(00 OO0 00 00| @ 0s e e eanennsnns
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LibreCoin

+ Alias
+ RatelS

s First seen
+2022/03

+ Connection
+ Reverse mode
+ Listen mode

« Protocol
+« TCP
« HTTP/HTTPS
o TLS

+ Capability
+ Command shell
« File operations
+ Proxy
» Screenshot
» Keylogger
+ And more...

|
YY)

\
Vs
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LibreCoin - Execution Flow ETEAMTS

DLL side- Read file and
loading decrypt with RC4 ‘
> > WEEVIGEE —
usost.exe libvic.dll usost.ppt
Decrypted as shellcode
l Read file and
1. Decrypt and decompress decrypt with
%:;2 2. Reflective DLL injection Inject - RC4
SO

Shellcode loader LibreCoin svchost.exe usost.cab
31



Something Interesting About
This Shellcode Loader...

LS TEAMTS



Shellcode Loader & TEAMTS

+ Special API hashing
+ ROR12

» Payload decryption
+ XOR + LZNT1

« Reflective DLL injection

+ Shared among certain Chinese APT groups

« LibreCoin
« Earth Berberoka’s CoinLess (the variant of CLAMBLING)

+ FamousSparrow’s CobaltStrike
+ GroundPeony’s micDown

33



DoubleShell

+ First seen

+ 2020

+ Multi-staged

+ Capability
+ Disk management
+ File management

+ Screenshot

+ Command shell

|
YY)

\
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DoubleShell - Execution Flow & T1EAMTS

Decrypt resource Read and decrypt
with a custom

o with a custom
DLL side ‘ algorithm %:% algorithm

Payload

loading

InstallDIL.dll EdgeUpdate.dat

\ y wun()  DoubleShell )

: DiskManagerController
%:;2 modlfy %:;%/ daemon() z;% gileTragife[lController
watch o creenCtroller

Plugin TerminalController
Shellcode MainServer.dll ﬁ vvork Sownload 5/
3

\_

oleview.exe ClassicExplorer32.dll
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DoubleShell - Custom Algorithm

+ Load resource

«+ Extract binary blob from even-numbered

offsets of resource

N\, Decryptwitha
custom algorithm
Loader >

ClassicExplorer32.dll ° InstallDIl.dll




<

DoubleShell - Custom Algorithm & TEAMTS

1. XOR decrypt a string as “c3nz9x”

2. Try all the permutation of string “c3nz9x” as RC4
key to decrypt it; if the result matches the key, the
result will be a 2nd RC4 key

3. Decrypt it using the 2nd
RC4 key

1:' ﬁ

4. The first 16-byte will
be 3rd RC4 key

» 5. Decrypt it with 3rd RC4 key as next-stage loader (e.g., InstallDIL.dll) -
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DoubleShell - Dead Drop Resolver

Legitimated site

https://sites.google.c
om/site

=

DoubleShell’s config

I_,.f ‘_\ — .r"_-’/ﬂ“h ‘,r'""- ._,ﬁ\ —

this is my site

n8LEK54ge9cdb9281d1ea2be316509239254cfdcal3cObcYebibabdecl0e075234c3acdb9da2059969790e44a75219d79a5c2 1h

\4

‘i E\ 185.236.78.3
N\

New C2 server

¢ TEAMTS
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FakeWorker & TEAMTS

s First seen
+2022/04

+ Target
» LINuX
+ Capability
+ Upload file
+ Download file

_ q Terminate pseudo
+ Pseudo terminal (pty) 2 = terminal (pty)

E{lliaié:pty, gLL);
pty_running = @;
1

+ Command code
o CMDSOX| (X:1~7)

39
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FakeWorker &

XYY

EAMTS

g

+ Protocol
+ KCP

+ C2 communication
+ XOR encryption
+ XOR key: 99 (0x63)

ole]olelololo]o}
00000010
0000020
0OeOEO30
00000040
0050
0060
000070
000080
olc[ofoloole o
OOOOOBAO
00EEOOBO
olelofelololeo]
olclofolololn]o}
OOEOOBEL

olelololelole]o
00000010

9c
2c
16
93
Pa
4e
06
04
od
52
51
50
63
63
63

as
63

data size

9c
a8
od
51
od
02
od
06
17
56
53
54
63
63
63

9c
26
17
51
16
Oe
4e
od
16
43
51
57
63
63
63

9c
y <
16
52
ib
Q7
53
06
43
52
52
56
63
63
63

62
6¢c
52
52
3e
55
43
11
30
50
43
5a
63
63
63

63
63
5b
52
43
o7
57
fa
2e
59
1b
51
63
63
63

63
38
53
52
16
de
4d
00
33
57
5b
63
63
63
63

63
11
57
de
01
51
52
43
43
52
55
63
63
63
63

63
ec
4e
06
16
53
56
40
25
59
3c
63
63
63
63

67
oc
02
ed
od
51
4d
52
11
56
55
63
63
63
63

infected system’s information <+

2c 73 6c 32 63 63 67 f9 6c 3a 9f 63 63 63 63

63
17
Oe
4e
17
51
53
55
Pa

57

57
63
63
63
63

63

3e

07
53
16
52
4de
5a
43
43
43
63
63
63
63

“HELLO”

2b
43
55
3e
52
52
52
4e
2c
36
51
63
63
63
63

26
38
57
43
5b
52
55
36
00
37
52
63
63
63
63

2f
16
4e
38
53
52
52
01
17
20
50
63
63
63
63

2f
01
51
2f
57
4e
4e
16
43
43
52
63
63
63
63

63 63 63 64 63 63 63 20 2e 27 47 53 52 i1f
command code “CMDS01|”

O ([efer s
=v-51e8.;
....R[SW
SQQRRRRN
R, P
N...UWNQ
. .NSCWMR

...C0.3C
RVCRPYWR
QSQRC. [U
PTWVZQcc
cCcCccCcccCccC
CCCcCccccC
cccccccce

cgcc+&//
S o
N...UWNQ
. .NS>C8/
....R[SW
SQQRRRRN
VMSNRURN
@RUZNG . .
%..C, ..C
YVWC67 C
<UWCQRPR
cceccecece
ccceecece
ccececececee
ccecececee

CaEA T | A e

ccccdccce

. "GSR.
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C&C Infrastructure
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C&C Infrastructure

Consists of : Legitimate
¢ Targeted Sector C&C Domain Company

+ VPS server asmlupdata.com,
Semiconductor  center.asmlbigip.com, ASML
sec.asmlbigip.com

+ Compromised

website

: . Telecommunication idupea.controlliamo.com Idea Cellular
+ Domains containing

companies related to Aerospace fanuc.gre6gbufaf.com FANUC
the target

erc.acefinance.asia,
Cryptocurrency  www.acefinance.asia, ACE Exchange
acefinance.asia

\(
Y

A
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C&C Infrastructure

+ Domains containing famous companies

Legitimate Company C&C Domain

microsoftupdatebaks.ns0.it,
newupdatemicrosoft.homepc.it,

HliEreser! microsoftstate.homepc.it,
sery.mirsoftcheckie.com
Google dategoogle.ns0.it, googlegmail.ns0.it
LINE cdn.statics12.line-mychat.com,
cdn.staticl0.line-mychat.com
PChome pc.pchomecache.com,

cdn.pchomecache.com

N
20
LY 4
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Relation with other APT groups
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Relation with other APT groups B TEAMTS
'f‘\%

LibreCoin

o (RatelS)
TeleBoyi
///WindOWS ver. ﬁ
SheHcode
Loader \
CoinLess
L . (variant of

Chengdu Winnti TripleZero CLAMBLING) %;:% micDown

(Mélofée)
CobaltStrlke

N/ e |
- = - -

APT41 Earth Berberoka FamousSparrow GroundPeony 45

Linux ver.
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Relation with other APT groups B TEAMTS
'f‘\%

LibreCoin

o (RatelS)
TeleBoyi
//7/Windows ver. ﬁ
Sheucode
Loader \
CoinLess
. . (variant of

Cheng Winnti TripleZero CLAMBLING) %;:% micDown

/ (Mélofée)
Linux ver. l CobaltStrlke

-~ = - =

APT41 Earth Berberoka FamousSparrow GroundPeony 46

Linux ver.
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Relation with other APT groups B TEAMTS
'f‘\%

LibreCoin

o (RatelS)
TeleBoyi
/7/Windows ver. %;:2
SheHcode
Loader \
CoinlLess
: : (variant of

Cheng Winnti TripleZero CLAMBLING) %;2 micDown

/ (Mélofée)
Linux ver. l CobaltStrlke

-~ = T s &

APT41 Earth Berberoka | FamousSparrow GroundPeony | 47

Linux ver.
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Relation with other APT groups

+ Potential collaboration between TeleBoyi and other APT groups, including
APT41, Earth Berberoka, SLIME40

+ Malware supply chain among these groups due to malware sharing

¢ TEAMTS
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Conclusion

LS TEAMTS



50

Key Takeways

» TeleBoyi is a Chinese APT group that targets critical infrastructure worldwide

» TeleBoyi leverages three different ways to gain initial access, including fake
applications, malicious documents, exploit public-facing application

» TeleBoyi relies on shared tools heavily; we also found two malware named
DoubleShell and FakeWorker that have not been disclosed before

» TeleBoyi has a close connection with APT41, Earth Berberoka, and SLIME40
+ Chinese APT groups tend to use shared tools in their attacks nowadays

¢ TEAMTS
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THANK YOU!

Yi-Chin Chuang Yu-Tung Chang
rax@teamt5.org tako@teamt5.org
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