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*1 AWPG Report (https://docs.apwg.org/reports/apwg trends report g3 2022.pdf )

*2 Web Technology Surveys — Usage statistics of email server providers (https://w3techs.com/technologies/overview/email _server )

*3 Blog - From cookie theft to BEC: Attackers use AiTM phishing sites as entry point to further financial fraud (https://www.microsoft.com/en-us/security/blog/2022/07/12/from-cookie-theft-to-bec-attackers-use-aitm-phishing-sites-as-

entry-point-to-further-financial-fraud/ )
*4 Microsoft Digital Defense Report 2023 (https://www.microsoft.com/en-us/security/security-insider/microsoft-digital-defense-report-2023 )
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I Adversary in the Middle (AiTM) X ZE ¢ (X

WERDINE Adversary in the Middle X%
: - b"f @ g & [""z @
Attacker User Phishing site  Target website Attacker User Phishing site  Target website
0 (]
receive a mail Enter ID/Pass receive a mail Enter ID/Pass+MFA Enter ID/Pass+MFA
> > > > >
= @
< Get ID/Pass < Get Session Cookie
[ % |
Blocked by MFA e
Sign in as User Sign in as User >
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Suspicious user:
Johanna

%\ Home - Microsoft Azure X g Home - Microsoft Defender X +

# portal.azure.com
> . 5, M

Search resources, services, and docs (G+/)

Time of initial intrusion(UTC+9): e!

Suspicious IP address:

Check out the following options.

Manage Microsoft Entra ID

Azure Active Directory is becoming Microsoft Entra ID.
Secure access for everyone.

Start with an Azure free trial
Get $200 free credit toward Azure products and services,
plus 12 months of popular free services.

m View Learn more &

>

Access student benefits

o
LRSI

&

=
g

yumin@sunnyside08.on...
SUNNYSIDEO8 (SUNNYSIDEOS.C...
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Start with an Azure free trial Manage Microsoft Entra ID
Get $200 free credit toward Azure products and services,  Azure
plus 12 months of popular free services,

Start

»

Access student benefits
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License: Entra ID Premium P1, Intune

vV EHERETIEARYY-TF
BT AVAYDHEFRI TS

TasE 8 E D LV 5% (Windows Hello for Business / FIDO2 Security Key ...etc)(C

License: Entra ID Premium P1, 238 E DS \\imk

SEB®

ZHAHETIEADREEE https://learn.microsoft.com/ja-jp/entra/identity/authentication/concept-authentication-strengths
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Entra ID Sign-in logs

Entra ID Audit logs

Unified Audit Log
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Entra ID Logs
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Unified Audit Log

SEER
Microsoft Entra ®7—%1%%F https://learn.microsoft.com/ja-jp/entra/identity/monitoring-health/reference-reports-data-retention#activity-reports
BEOEEDTDRIFRYY— https://learn.microsoft.com/ja-jp/purview/audit-log-retention-policies#default-audit-log-retention-policy
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Entra ID Sign-in logs

Entra ID Audit logs

Unified Audit Log

FeRICERRTHELN

By HEEEE

REYI 1B LUESTT IP OFESR THIREE

RETIT1ET1DHER HE
B X1V T11BEROZESR. TTUDESR. .5

FIE1-Y-[CE02A-). T71BIEDT o i Audit (Standard)
BT ITALTADRTE Audit (Premium)
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MO Entra ID Audit Logs DX&-

Y\ sunnyside08 - Microsoft Azure X 9 Explorer - Microsoft Defender X +

@ portal.azure.com A / \ ¢ ¢ ! C h w (%

1 » L 3 M

ici i O Search : ices, and d G > yumin@sunnyside08.on...
OOl = ot e

Johanna
Caqo6622

AliceA@su Home
Raju6601

v sunnyside08 | Overview

Microsoft Entra ID

-+ Add v Manage tenants What's new 5 Preview features 27 Got feedback? v
@ Overview

B Preview features ® Azure Active Directory is now Microsoft Entra ID. Learn more (2

X Diagnose and solve problems Overview Monitoring Properties Recommendations Tutorials

Manage §
9 Search your tenant

Users
Basic information
Groups

External Identities Name sunnyside08 Users

Roles and administrators
Tenant ID 35a4937b-c200-40f5-8db0-1813c0f63ffe [ Groups

Administrative units

Primary domain sunnyside08.com Applications

% Delegated admin partners

o N i i Devices
Enterprise applications License Microsoft Entra ID P2

. Devices
. Alerts

App registrations

) Identity Governance Q Microsoft Entra Connect v1 Retirement Azure AD is now Microsoft Entra ID
All version 1.x builds of Microsoft Entra Connect Microsoft Entra ID is the new name for Azure Active
(formerly AAD Connect) will soon stop working Directory. No action is required from you.
between October 2023 - March 2024. You must move
to Cloud Sync or Microsoft Entra Connect v2.x.

Application proxy
Custom security attributes

Licenses ,
Learn more [2 Learn more [2

AuditLogs 2023-12-20
Ready 4 of 432 records found  $% Accessibility: Investigate k B | - @® + 100%
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Entra ID Audit Logs DIX5

73y
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\ sunnyside08 - Microsoft Azure X

oe AutoSave @orr ()

892G -

Page Layout

@ 7 B

Home Insert Draw Formulas

{1 Queries & Connections

Properties
Get Data (Power Refresh
Query) All dit Link
u = fx  ActorUserPrincipalName

Data Review View

@ Explorer - Microsoft Defender X +

Book1

Automate  Table Q Tell me

" z
L 6 B o

Q &
CJ Comments | Share
,a £y ML, &H Group v % Analysis Tools
[=il=
B ungroup v
Textto 5 What-If
Columns © Analysis ubto

2023/12/13 4:02)f Use
2023/12/12 16:21
2023/12/12 16:21
2023/12/12 16:21 tial Configuration Endpoint Service
2023/12/12 16:21
2023/12/12 16:21}p Access Panel
2023/12/12 16:21
2023/12/12 16:20
2023/12/12 16:19
9

1)f Use
2023/12/12 14:32 |trongAuthenticationService
2023/12/12 14:

2023/12/12 10:58 trongAuthenticationService
2023/12/12 10:54 trongAuthenticationService

Ready X Accessibility: Investigate

ITOCHU Cyber & Intelligence Inc.

1f2ff6f0-1c1a-4b24-aaba-8ceI06bea318
142f6f0-1c1a-4b24-aaba-8ce906bea3 18

102ff6f0-1c1a-ab24-aaba-8ce906bea3 18

142ff6f0-1c1a-4b24-aaba-8ce906bea3 18
1f2ff6f0-1c1a-4b24-aaba-8ce906bea3 18
102ff610-1c1a-ab24-aaba-8ce906bea318
1f2ff6f0-1c1a-4b24-aaba-8ce906bea318
142ff6f0-1c1a-4b24-aaba-8ce906bea3 18

fa706¢81-1846-4913-83d9-bcObbed33e92
fa706¢81-1846-4913-83d9-bcObbed33e92
fa706¢81-1846-4913-83d9-bcObbed33e92
fa706¢81-1846-4913-83d9-bcObbed33e92
fa706¢81-1846-4913-83d9-bcObbed33e92
fa706¢81-1846-4913-83d9-bcObbed33e92
fa706¢81-1846-4913-83d9-bcObbed33e92
fa706¢81-1846-4913-83d9-bcObbed33e92
fa706¢81-1846-4913-83d9-bcObbed33e92
8e55632e-786-4da5-96/8-9a64d06f9f43

fa706¢81-1846-4913-83d9-bcObbed33e92
fa706¢81-1846-4913-83d9-bcObbed33e92

fa706¢81-1846-4913-83d9-bcObbed33e92

fa706¢81-1846-4913-83d9-bcObbed33e92
fa706¢81-1846-4913-83d9-bcObbed33e92
fa706¢81-1846-4913-83d9-bcObbed33e92
fa706¢81-1846-4913-83d9-bcObbed33e92
fa706¢81-1846-4913-83d9-bcObbed33e92

AuditLogs 2023-12-20

AliceA@sunnyside08.com
AliceA@sunnyside08.com

A@sunnyside08.com

AliceA@sunnyside08.com
AliceA@sunnyside08.com
AliceA@sunnyside08.com
AliceA@sunnyside08.com
AliceA@sunnyside08.com

Johannal @sunnyside08.onmicrosoft.com
Johannal @sunnyside08.onmicrosoft.com
Johannal @sunnyside08 onmicrosoft.com
Johannal @sunnyside08.onmicrosoft.com
Johannal @sunnyside08.onmicrosoft.com
Johannal @sunnyside08.onmicrosoft.com
Johannal @sunnyside08.onmicrosoft.com
Johannal @sunnyside08.onmicrosoft.com
Johannal @sunnyside08.onmicrosoft.com
yumin@sunnyside08.onmicrosoft.com

Johannal @sunnyside08.onmicrosoft.com
Johannal @sunnyside08.onmicrosoft.com

Johannal@sunnyside08.onmicrosoft.com

Johannal@sunnyside08.onmicrosoft.com
Johannal @sunnyside08.onmicrosoft.com
Johannal @sunnyside08.onmicrosoft.com
Johannal @sunnyside08.onmicrosoft.com
Johannal @sunnyside08.onmicrosoft.com

2001:67c:6ec:203:192:42:116:209
51.105.171.164

20.190.181.19
20.190.181.19

2a0bif4c2:3:87
2a0bif4c2:3:87
2a0b:f4c2:3:87

54.36.108.162
51.105.171.164

54.36.108.162
20.190.181.19
20.190.181.19
20.190.181.19

- o + 100%
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Date (UTC) .1| Service
2023-06-23T16:15:11.6719696+00:(JAuthentication Methods
2023-06-23T16:15:21.7346546+00:(Core Directory
2023-06-23T16:15:22.8336397+00:(JCore Directory
2023-06-23T16:15:22.936093+00:0(Authentication Methods
2023-06-23T16:19:41.7904811+00:( Core Directory
2023-06-23T716:19:52.496551+00:0(Core Directory
2023-06-23T16:19:52.5005549+00:(Core Directory

2023-06-23T16:19:52.7843714+00:(JDevice Registration Service Device

10 |2023-06-27T16:47:25.6283145+00:( Core Directory

@ Attacker’s goal
v TFRIVTIIEROE R

Y M CIEEY E(FEATHN im

~ Category

ROEFEBEICHEELTND

D F
~ | Activity
UserManagement User started security info registratic Success
UserManagement Update user Success
UserManagement Update user Success
UserManagement User registered security info Success
UserManagement Update user

Add registered owner to device

Add registered users to device

Device
Device
Register device

UserManagement Update user Success

~| Result ~ | User Agent

|
~ | ActorTyp ~

Application
User

X171 $ﬁ0)£ﬁ ytion
Application

tJJHRLT_ Session Cookie WM EXICE>TEE. MFA TINA AZFEALTRHETL TREY 1 V1IN TES

i AR D&

7712171:73‘ Entra ID B#FHT /M AICRON T\SEMBEREEANT I T AR HEI

---------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------
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XUFIVTA1ER (ZERRE) REFOI-Y-EF0VIT7IRINBEHEEE
License: Entra ID Premium P1

2Z153R Microsoft Entra ID DIEEINEFIV T1IERE 8%
https://learn.microsoft.com/ja-jp/entra/identity/authentication/howto-registration-mfa-sspr-combined#create-a-policy-to-require-registration-from-a-trusted-location
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| x2oEmG 77UEA

EAVITIICRUTOIIGHEN R OGNS
*INETERT-IDHBE L Unified Audit Log 25 R<L TS

B € D F G H I ]
~1|Recor ~ | Operation ~ | AuditDat: ~ | Associate - | Associate ~ \dminUnitsNames
15 UserlLoggedIn {"CreationTime":"2023-08-2¢
8 Add application. {"CreationTime":"2023-08-2¢
8 Add owner to application. {"CreationTime":"2023-08-2¢
8 Add service principal. {"CreationTime":"2023-08-2¢

CreationDate

8/29/2023 8:40:56 PM
8/29/2023 8:41:46 PM
8/29/2023 8:41:46 PM
8/29/2023 8:41:47 PM

8/29/2023 8:41:47 PM
8/29/2023 8:42:15 PM
8/29/2023 8:42:16 PM
8/29/2023 8:42:16 PM
8/29/2023 8:42:54 PM
8/29/2023 8:43:00 PM
8/29/2023 8:43:00 PM
8/29/2023 8:43:00 PM
8/29/2023 8:43:00 PM
8/29/2023 8:43:02 PM

8 Add owner to service principa {"CreationTime":"2023-08-2¢

{"CreationTime"
{"CreationTime":

8 Update service principal.

8 Update application.
8 Update application Certificates*{'CreationTime":

15 UserloginFailed {"Crxd . 8-2€
771
8 Add app role assignment grar {"Cre J jJLv"A B-2€

15 UserlLoggedIn {"CreationTime":
8 Consent to application. {"CreationTime":
8 Add delegated permission gra {"CreationTime":

15 UserlLoggedIn {"CreationTime":

:"2023-08-29

+2023-08-2¢
"2023-08-2¢

"2023-08-29
"2023-08-2¢
"2023-08-29
"2023-08-2¢

. [%) Attacker’s goal
. v TTUOEDAPHERRICIS UTIER G A T 8E

----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------
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Home > App registrations >

m | Manifest 2

O Searc T oa v Downloa ot feedback?
O Search 1 Upload + Download A Got feedback?

Corporate Resource i Overvi
p verview The editor below allows you to update this application by directly modifying its JSON representat

Quickstart

4 .
I # Integration assistant nigns o
"acceptMappedClaims": null,

a# Manage "accessTokenAcceptedVersion": 2,

"addIns": [],
" Branding & properties n ; el
= =g = allowPublicClient": null,
2EI1-H- RETTY
| 3) Authentication

=

]
)
Certificates & secrets

Token configuration

API permissions ] ]
"preAuthorizedApplications": [1,

Expose an API “publisherDomain": *
"replyUrlsWithType": [
App roles I
v g_é,ryyi_“\/ F?\ligga [Manlfest] é?%_:j)ﬁj) Owners "url": "http://localhost:7823/access",

Iltypell : Ilwebll
— Roles and administrators
| & B T =0 _ 1,
Manifest "requiredResourceAccess": [],
"samWMetadataUrl": null,
Support + Troubleshooting "signInUrl": null,
"signInAudience": "AzureADandPersonalMicrosoftAccount",
2 Troubleshooting "tags": [1,

"tokenEncryptionKeyId": null
) New support request

ITOCHU Cyber & Intelligence Inc. 25
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v —f&1-Y-(C&B7TVDEFTEHC
e Azure R=AN&YV[A-Y-1FZT7TVT-Y3Va&EFTEE] %2 [WWR] £T3
License: Entra ID Free

vV —&IA-Y-IC&KBT7TUT-Y3ayADRIEEZF A LA
o« —RIA-Y-DREBEITIZET [IVI-TIARX PTVT=23a)] [TH-EX TUVI NI EEFIEEL
o Azure =)V &Y [IVI-TIARX PTVT-3V] > [RIRETFICAZHR]] (LT [A-Y-ORIBZHFALEV] REELTS
License: Entra ID Free

SZ1EH
TIVT-Y3VEFERTTIT-Y3aVAORBEER S DEEE DHEREEERICT BIC(E

https://learn.microsoft.com/ja-jp/entra/identity/role-based-access-control/delegate-app-roles#to-disable-the-default-ability-to-create-application-registrations-or-consent-to-applications

BE  IVHI-TIAX TTUT-v3avIil, EBEORMSBRNT FUT-Y3avhemsntina!
https://ipazureid.github.io/blog/azure-active-directory/enterpriseapps-multitenantapps/
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TTVENERL

Microsoft Azure

Home > sunnyside08

L Search resources, services, and docs (G+/)

oy sunnyside08 | User settings

Microsoft Entra ID

Mobility (MDM and WIP)
Password reset

Company branding

i_) Refresh ((‘? Got feedback?

Default user role permissions

Learn more (@

User settings

Users can register applications () (® ) No

Properties

Security

Monitoring

Sign-in logs

Audit logs
Provisioning logs
Health (Preview)
Log Analytics
Diagnostic settings
Workbooks

Usage & insights

Bulk operation results (Preview)

Troubleshooting + Support

New support request

Restrict non-admin users from (O 0 Yes
creating tenants

Users can create security groups O (@ )

Microsoft Azure

R Search resources, services, and docs (G+/)

Home > sunnyside08 | Enterprise applications > Enterprise applications | Consent and permissions >

»y Consent and permissions | User consent settings

Microsoft Entra 1D

Manage

Guest user access

& User consent settings

Learn more @

O Guest L
O Guest L

of direc

@ Guest L

their o

Guest user access restrictions (3

Administration center

Learn more (@

Restrict access to Microsoft Entra (D m Yes
admin center

e I

Admin consent settings

Permission classifications

ITOCHU Cyber & Intelligence Inc.

Save X Discard

,O\'j Got feedback?

Control when end users and group owners are allowad to grant consent to applications, and when they will
be required to request administrator review and approval. Allowing users to grant apps access to data helps
them acquire useful applications and be productive, but can represent a risk in some situations if it's not
monitored and controlled carefully.

User consent for applications
Configure whether users are allowed to consent for applications to access your organization's data. Learn
more

Do not allow user consent
An administrator will be required for all apps.

O Allow user consent for apps from verified publishers, for selected permissions (Recommended)
All users can consent for permissions classified as “low impact”, for apps from verified publishers or apps
registered in this organization.

O Allow user consent for apps
All users can consent for any app to access the organization's data.
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I I:I7‘CDJR§§ - Unified Audit l.Og DJRE  OUHE

« Unified Audit Log ®DOJT&E$E *$R %

RecordType

ExchangeAdmin

Exchangeltem

ExchangeltemGroup

SharePoint
SharePointFileOperation
OneDrive
AzureActiveDirectory

AzureActiveDirectoryStsLogon

SE15H

B
Exchange BEEEEETOJHLDINY K,

HB—OT7ATAICLTETINETIYIY (HE—DEFA-I XAvT-IDIERPZIERY) O,
Exchange A=JLIRYIAEZEOTHLDINV,

BEHOTATLACFULTEITTERTI3Y (1 DULEDEF A X t-I DB PHIFRELY)
M. Exchange X=JLyIAEEEOTHEDIRY K,

SharePoint 1AV |,
SharePoint 771 JVIEE1RY K,
Skype for Business 1Ak,

Microsoft Entra 1AV |k,

Microsoft Entra ID TOTF1VTA TREINN-TY Y—-ERX (STS) OTAY ARV,

AuditLogRecordType: https://learn.microsoft.com/ja-jp/office/office-365-management-api/office-365-management-activity-api-schema#auditlogrecordtype
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https://learn.microsoft.com/ja-jp/office/office-365-management-api/office-365-management-activity-api-schema#auditlogrecordtype

| 0J0:R% - Unified Audit Log :

¢ F-HA%F-T

A A

1 |CreationDate Userlds

_'l 2023/12/11 &: GradyA@sunnyside0s.
|
-

sunnyside0s.

4 2023/12/11 1:08 GradyA@sunnysidels,

% <M UAL [CTLLF Field h" @ TH3

CreationDate, UserIds, RecordType, Operations,
AuditData, ResultIndex, ResultCount, Identity,

IsvValid, ObjectState

11| 2023/12/11 1:05 GradyA@sunnyside0s.
A@sunnysidels.

sunnyside0s,

sunnyside0s.

@sunnyside0s.

-

onmicrosoft.com
onmicrosoft.com

onmeergsoft.com

onmicrosoft.com
onmicrosoft.com
onmicrosoft.com
onmicrosoft.com

onmicrosoft.com

8.onmicrosoft.com

8.onmicrosoft.com

onmicrosoft.com

8.onmicrosoft.com

[
o
®
©
[

3
%}I"I‘I
7

& D

RecordType |~ |Operations - | AuditData
ExchangeAdmii Remove-InboxRule |{"AppAc T uedAtTime -11T00: ", "UniqueTokenl
023-12-11T0 15-df5f-4fc4-af09-08dbfal5d069", "Operatio
InboxRule","« i 4937h-
c200-40f5- : "True”,"Userkey"
angeltem Create Workload":"Exchange i
¥¥1709785259592 0 " "Userld" "

Clientappid":","

ExChangeAdmin Mew-InboxRule

Exchangeltem Send

angeltem  Send
angeltem  Create

angeltem  Send
angeltem  Create 215 339d1ecco¥¥17097852
6c4b0589d9", "SessionId":"1 e-b0bc-4623-a84e-5foas

angeltem  Send
ang ! b33f-46ad-beed-4a03e061a2e2

Exchangeltem  Send
Exchangeltem Create {"CreationTime":"2023-12-11T01:05:04","1d":"7&6fdd351-f7bf-4522-fef1-08dbf9
Exchangeltem Send {"CreationTime":22022-12-11T01:01.10" "Id":"h273fM2d_faff-4544d-af0-03dbfa

Exchangeltem Create {"CreationTime": AU d |t Data 7'_-’{‘ J SO N 7')\ 6 7‘(—;5 TC y)

Exchangeltem  Send {"CreationTime":

Exchangeltem Create {"CreationTime": i%é\ l: }’_E\ U -t POWQ rQU S ry E Fﬁ l’\ T:/ f_ Z h{ ! ) N g

Exchangeltem  Send {"CreationTime":"2023-12-11T00:44:42","Id":"97cbe458-fbf6-490e-b945-08db
Exchangeltem  Send {"CreationTime":"2023-12-11T00:44:42","Id":"97cbe468-fbf6-490e-b345-08db

Exchangeltem  Create {"CreationTime":"2023-12-11T00:44:04","Id":"14d0000f-7 12&a-4ea7-c4d4-08d
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I 07 DiAZE - Unified Audit Log s

----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------
-

.
----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

<& AE>
v GUI
1. Microsoft Purview (https://compliance.microsoft.com/ ) [C7J 1T AL. [Solutions | Audit] (B3 %
2. [Activities], [Users] CTEXZLEWEHZI5E L. [Search] 27UV d 3
3. [Completed] Z7UvJ 3L BB LIS T [Export] TE5
v'Exchange PowerShell

1. Exchange Powershell [C3£559 %
2. Search-UnifiedAuditLog (C&>TO-NJVIC UAL D csv 25DV 0-F93

SEFR

HULWMERDEEE  https://learn.microsoft.com/ja-jp/purview/audit-new-search#get-started-with-audit-new-search
PowerShell 27U S h#ERLTEERDJ%218% 93  https://learn.microsoft.com/ja-jp/purview/audit-log-search-script
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https://compliance.microsoft.com/
https://learn.microsoft.com/ja-jp/purview/audit-new-search#get-started-with-audit-new-search
https://learn.microsoft.com/ja-jp/purview/audit-log-search-script

MO Unified Audit Log DU & -FAE

\ Home - Microsoft Azure X g Explorer - Microsoft Defender X g Home - Microsoft Purview X <+ v
# compliance.microsoft.com/homepage (L. * 4 {'*,
] » e 'G, i M
SIEEMY 330 Microsoft Purview & & U @
Johanna

Caqo6622
AliceA@sul
Raju6601

Time of initil | Y Home
2023/12/12]

Suspicious Compliance Manager
2a0b:f4c2:1
54.36.108.

Data classification
Suspicious
chatbot

Data connectors

Alerts
Policies
Roles & scopes

Trials

lutions
Catalog

Audit

Welcome to the Microsoft Purview
Communication compliance po rta I

Data loss prevention

eDiscovery

Intro Next steps Give feedback
Data lifecycle management




VO Unified Audit Log DU & - SAE

VIRE DR E

{B5%IEfL RecordType BRIV E

ExchangeAdmin InboxRule MMERK - BIBRSN TV ?
Exchangeltem ZDENDOA-IEE - HIBRT I TAETAZIRWNA ?

SharePointFileOperation ~ 771Jl (SharePoint, OneDrive) DRI - HIFRT UV TAET 1 (32 WN\A ?

\ Home - Microsoft Azure x xplorer - Microsoft Defender X Home - Microsoft Purview x + v
& compliance.microsoft.com; o % (4%
= = ,
=1 : S ——
=
—] R ;

- “Sessionld"Z#C & [CRecordTypeZt&ElT L1z
WEETITAETAZHRE

v IinE ;
. \ »D Welcome to the Microsoft Purview
o INZER InboxRule ZHR---> 1-Y-t7UV7. Hikk : ~  portal
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| x20EH®6 FEEREFOLIBR~EHRTEIR

E£1VYT U R&Y, Unified Audit Log Z{ER LT T DR (IBANR) ZHZRTES

E/ ® InboxRule OFERK -------------- e ————————

>

|
@ R/NLX(E

v RERTOHIFR

i o ANBDRBEEPNTY AR
={ @ InboxRule OHIBR -------------- ! #1ZFICBEIE., BEICTIONEAL
oemeeeeeedees o SEEOREICHAOBWNEROHIR
@ A-JVBIBE ----ommmeeeeoo

v IEERZFEN
>« BEC HEDEHODIXE(LER

- -
--------------------------------------------------------------------------------------------------------------------------

__________________
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WEDRP® ZRERITOHIRR

*RecordType = 1 (ExchangeAdmin)

) B C E F G H

E/ @® InboxRule DERK

CreationDate v RecordTyg ~

6/16/2023 7:51:04 PM
6/16/2023 7:54:02 PM
6/17/2023 6:05:22 PM
6/17/2023 6:05:22 PM
6/19/2023 11:15:08 A
6/19/2023 2:19:52 PM
6/19/2023 2:29:32 PM

Operation |~ |Userld
MailboxLogin
New-InboxRule!
MailboxLogin
MailboxLogin
MailboxLogin

Create

Create

» | AuditD: ~ | Associ ic v dAdminUnitsN

6/19/2023 2:32:22 PM
16/19/2023 2:34:28 PM
6/19/2023 2:43:59 PM
6/19/2023 2:44:09 PM
6/19/2023 2:44:21 PM
6/19/2023 2:45:46 PM
6/19/2023 2:46:45 PM
6/19/2023 2:46:49 PM
6/19/2023 2:46:55 PM
6/19/2023 2:50:28 PM
6/19/2023 2:53:34 PM
6/19/2023 4:50:34 PM
6/19/2023 4:50:49 PM
6/19/2023 4:52:45 PM
6/19/2023 4:54:36 PM

New-InboxRule!
Update '
Update
Update
Create
Create
Update
Update
Update
Create
New-InboxRule!
Update
Create
Create
Create

= @ InboxRule DR

N =

(68

(8}

N R RN NN NN
00 ~I & =~

((e]

2
1
2
2
2
2
2
1
2
2
2
2
2
2
2
2
2
1
2
2
2
2

w
o
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WEDRP® ZRERITOHIRR

A B C E F G H
1 |CreationDate » | RecordTyg ~ | Operation |~ Userld » | AuditD: ~ | Associz v | Associz ¥ dAdminUnitsN
N 9 16/16/2023 7:51:04 PM 2 MailboxLogin !
= InboxRul s
E/ ® boxRule @ﬂzﬁx 10 |6/16/2023 7:54:02 PM 1 New-InboxRule!

6/17/2023 6:05:22 PM 2 MailboxLogin
12 16/17/2023 6:05:22 PM 2 MailboxLo
13 16/19/2023 11:15:08 A 2 MailboxLo

14 16/19/2023 2:19:52 PM 2 Create 'Name": "MoveToFolder",
| ite "Value": "Deleted Items"

WEEMEELERLA-VADEREE B
HIRREH ALY (CE BT B InboxRule i R
S1-H-PMEEILREINMENES

"Parameters": [

: "SubjectOrBodyContainsWords",
21 |6/19/2023 2:45:46 PM 2 Create ": "Re: <spam mail title>"

22 16/19/2023 2:46:45 PM 2 Update
6/19/2023 2:46:49 PM 2 Update
6/19/2023 2:46:55 PM 2 Update
6/19/2023 2:50:28 PM 2 Create

"MarkAsRead",
n : “Tr‘ue“

6/19/2023 2:53:34 PM 1 New-Inbg : . :
6/19/2023 4:50:34 PM 2 Update : “StopProcessingRules®,

": "False"

6/19/2023 4:50:49 PM 2 Create
6/19/2023 4:52:45 PM 2 Create
6/19/2023 4:54:36 PM 2 Create
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WEDRP® ZRERITOHIRR

B C D
CreationDate ~1/RecordTy - |Operation Userld ~ |AuditData - | AssociatedAd
5/25/2023 11:36:35 2 Create ¢
S5125/2023M8 381D 3 SoftDelete
5/25/2023 11:49:50 2 Create
5/25/2023 11:51:01 SoftDelete
5/25/2023 11:55:10 MoveToDeletedItems
5/25/2028111:55:25 MoveToDeletedItems
5/25/2023 11:55:25 MoveToDeletedItems
5/25/2023 11:58:14 2 Create
5/25/2023 11:59:19 3 SoftDelete
5/25/2023 12:04:50 2 Create
5/25/2023 12:06: 3 SoftDelete
5/25/2023 12:07:35 3 SoftDelete
5/25/2023 12:09:50 2 Update

@ ® A-)VEIR 5/25/2023 12:10:40 2 Create

5/25/2023 12:11:49 3 SoftDelete
5/25/2023'12:11:57 3 MoveToDeletedItems
5/25/2023 12:12:12 3 SoftDelete
5/25/2023 14:17:54 2 Create
5/25/2023 14:46:23 2 Create
5/25/2023 19:43:14 1 New-InboxRule
5/25/2023 19:43:14 3 HardDelete
5/25/2023 19:43:54 1 New-InboxRule
5/26/2023 1:40:33 2 Create
5/27/2023 6:12:38 2 Create
5/27/2023 6:12:43 3 SoftDelete
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WEDRP® ZRERITOHIRR

“Affectedltems” [CDWTC. #EER-1ETd 3

B "CreationTime": "2623-05-25T19:43:14",
"Id": "@XxXxx0Ox0x-0000-0x00-0xxX-00xx0x0000x0" ,
[...skipped...]

38 :
39 gﬁ;g;;g;i 11: "SessionId":/"0x000x00-xxOx-000X-00X0-00x00000x0x0" ,
: "AffectedItems": [

40 |5/25/2023 11:49: {

415/25/2023 11: "Id": "RgAAAADTH2BWALBELd3a¥/PAAEMAD+Y/FmAQEc4XY/WhbAAT",

42 15/25/2023 11:55: "InternetMessageld": "<GOOOSBE026CBFOOXOX@SOOOA3 . xxxxxx00.prod.outlook.com>",
43 5/25/2023 11:55: "ParentFolder": {

44 15/25/2023 11:55: "Id": "AAAADTH2BwWALBELd3aY¥/PAAEMAA",

45 5/25/2023 11:58: "Path": "¥¥Inbox"

46 |5/25/2023 11:59: s

47 15/25/2023 12:04: "Subject": "Outlook Rules Organizer"

48 |5/25/2023 12:06:43 }

49 |5/25/2023 12:07:35 15

50 |5/25/2023 12:09:50 "CrossMailboxOperation": )

@ ® A-JLEIBR 51 5/25/2023 12:10:40 Fdfi;--f EL AAAADTH2BWALBELd3aY/PAAEMAA"
52 5/25/2023 12:11:49 3 SoftDelel o . ’
Path": Inbox

53 |5/25/2023 12:11:
54 15/25/2023 12:12:
55 15/25/2023 14:17:

56 15/25/2023 14:46: 2 Create
57 () Q-43- New-InboxRiule

1 CreationDate

58 15/25/2023 19:43:14 3 HardDelete
J5/25/2023 19:43:54 1 New-InboxRule

60 |5/26/2023 1:40:33 2 Create

61 |5/27/2023 6:12:38 2 Create

62 |5/27/2023 6:12:43 3 SoftDelete
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WEDRP® ZRERITOHIRR

B C D
CreationDate -1|RecordTy ~ | Operation Userld ~ AuditData -  AssociatedAd
5/25/2023 11:36:35 2 Create ¢
5/25/2023 11:38:12 3 SoftDelete
5/25/2023 11:49:50 2 Create
5/25/2023 11:51:01 SoftDelete
5/25/2023 11:55:10 MoveToDeletedItems
5/25/2028 11:55:25 MoveToDeletedItems
5/25/2023 11:55:25 MoveToDeletedItems
5/25/2023 11:58:14 2 Create
5/25/2023 11:59:19 3 SoftDelete
5/25/2023 12:04:50 2 Create
5/25/2023 12:06: 3 SoftDelete
5/25/2023 12:07:35 3 SoftDelete
5/25/2023 12:09:50 2 Update

@ ® A-)VEIR 5/25/2023 12:10:40 2 Create

5/25/2023 12:11:49 3 SoftDelete
5/25/2023'12:11:57 3 MoveToDeletedItems
5/25/2023 12:12:12 3 SoftDelete
5/25/2023 14:17:54 2 Create
5/25/2023 14:46:23 2 Create
5/25/2023 19:43:14 1 New-InboxRule
5/25/2023 19:43:14 3 HardDelete
5/25/2023 19:43:54 1 New-InboxRule
5/26/2023 1:40:33 2 Create
5/27/2023 6:12:38 2 Create
5/27/2023 6:12:43 3 SoftDelete
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| xB20EF®06 EERFOHIBR~IEHTR

“SessionId"UADFETIEH. U TOISICEEEHRERBDONETITILET1EZITHVWEDE R 2 lT6NS

___pnu _ B — = U — —_ N —
v —fig1-YT7IT71ET 145 vV WEETIT1ET15)
{ {
"CreationTime": "2023-05-27T06:12:43", "CreationTime": "2023-05-27T06:12:43",
[...skipped...] [...skipped...]
"Workload": "Exchange", "Workload": "Exchange",
"ClientIP": "20.100.101.102", "ClientIP": “20.100.101.102",
"UserId": "user@example.com", "UserId": "user@example.com",
"ClientIPAddress": "203.0.113.0", "AppId": "00000002-0000-0ff1-ce00-
"ClientInfoString": 000000000000"
"Client=MSExchangeRPC", "ClientIPAddress": "20.100.101.102",
ientProcessName": . , ientInfoString":
X=)LHIBR "ClientP Name": "OUTLOOK.EXE" "ClientInfoString"
"ClientRequestId": "{0OXOXXXX-000X-0X00- "Client=0WA;Action=ViaProxy",
0X00-X0OXOXXXX000}", "ExternalAccess": false,
"ClientVersion": "16.0.16327.20200",
® A= }l/tﬂHy "ExternalAccess": false, [...skipped...]
}
[...skipped...]
C:|> ® J71)GE :
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& Lik—bDYERK

7Y MEA OB THL, R PEIGE CERICI- Y[R ELLT

WERWOT XY AT ORELRTITAETAHHYEL. BENDIRIETIEBVATHERETIZE,
(AN %

2023/12/12 13:50:17 - 14:11:43 (UTC) MfE. Johanna EKD7 NIV FADLLT UserAgent BT IP hoDABET 1 V1D R 6N

Mozilla/5.0 (Windows NT 10.0; rv:109.0) Gecko/20100101 Firefox/115.0
2a0b:f4c2:1:1,, US ...(B&)

2.2023/12/12 13:55:36 - 14:04:58 (UTC) MFEIC Johanna EKDIEFRT
cFERETVTVT-Y3V%E N

TargetDisplayName: chatbot

TargetObjectld: 80cf2cdc-2178-400b-ab98-a0677b6bd694
TTVT=23V LU T OEREZRT

ConsentType: AllPrincipals

Scope: Mail.ReadWrite MailboxSettings.ReadWrite User.Read

3. T EFIUTABHRDES  ...(8)
4. LT EE)-)VOTERL  ...(BR)

@ FZREABOYYY
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BLIN-rOERK

DITOIMCHL FBROENICFCEEICI-Y—-IIZAFLLD

%_m

N
N

5. Johanna KOT7HIY M CHRELEARETIT1ET1

2023/12/12 5:03 (UTC) [C "REVISED INVOICE" X=JLZ&x{E LT
2023/12/12 5:12:10 - 5:15:38(UTC) (LA FIBERDY VY O-FhrERSNELE
- PO_EcoGreenLand_inc.docx

- Comprehensive ERP System Requirements.docx

BTV IT1ETAIOVT LUTFHIEAE T LTWAZ L &fERLTVET,
2. RETTDEL

3. "B XU T11BEROEIBE

4. REBEIE)-ILOH B

BAECT. U ESRBENNELETD,

2. RETTUDHI R

5. 900 0-FSNTABIRVOEE BAA-IVIIT T B840 F Mt

BILLWEIABNAYTIN, E2ZLBLLBENLLET,

ITOCHU Cyber & Intelligence Inc.

43



© [

}‘_

AT

7

—

I

b

i

ITOCHU Cyber & Intelligence Inc.

44



1

1y
|

Y hDFRN

gs

1-%-
D499 A=)l BEYA R
- ] ID-PW-I\/‘FA%E]U]
C e ) ‘
W 0
Session Colokie DB EX SEEREE(CMEBE T E
o 0 0 00
Microsoft /
e -f ‘2 EH oF 9
REYAII1Y X175« ERDEEK TTUEA SERFOHIER
N IERDE TR

* E5, Entra ID Premium P2 ##>C\\3#54& (4. Entra ID Logs MEIIC Identity Protection® 75— MEZRAETITH T,
* Unified Audit Log (4 Entra ID Log &3EILTEEREIREELET A, —EBDIREN(E Entra ID Log THRAE I L&HELET,
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B R

e

A

 ETEESOE

1-Y- g D "M

D49 IT A=) BEYMC ZINLA=))
={5 ID-PW-MFA & A /] RNEIKXE
e v "\
WEH o g
Session Cookie BB mREE(IC
D5 EX Tﬂl‘ﬁﬁ‘fﬁ%’ﬁﬂ(i‘
— / S

@ [ @ O—0+—0—06
Microsoft -:3 G/ m a'a O‘ Iil

365 I I =l==K ==
RES(AY || folll k0B  TIUBA | BEREBOMER | EESH
Prevent + —
Containment Prevent Detect
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*2TDEREVTUARERETCETWERWESH, I THRLEEW, TSN Power Platform * First Party App OB, S AL 1-H-DBFE W EFEEAVWBAPTOEFAHR EINTNET,

| D isn—FAY) |

hi . .. Session Cookie  A~N1E X171 S,
Phish Phish it
B phng s OB YAv(y  EHOBSR BEKOER TIUEA  OHK  EEGH

Déﬂﬂfﬂaﬁz‘"-& A
e—o—0—@ —o—o—o—o o

*H IotUIET‘b\ ‘uajﬁaﬁHHF'aﬁWO)%m tyyavEEMNL

m\H

/\

/]

il
HH+

- 2. 1E'E1 Y- 0)/\7\'7 |*U1Z‘J|*

- FEJ—#—G)K%@’GMU?«'F%&@%U bR

Hpyreprs @T%faf‘:ﬁ sRDmIL

—{ 5. BEI-Y-ORBEA-VEEIL - OHIR

{ 6. 2ERIEZR TEERINT Entra ID 7 TUDEZNL

7. OJ S HREE - $REX - 5
— 8 REERA-IDOMZEZDHRE

E_

|9 AN BEHRORELT VI VORE, HEEI-TORE
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EERICHELL M365 THIVYMREAVYT VMRS TZEALELE
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VAVITIRLVARNY ADE R EERL.
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*2TOREFVTUABRRZETESTWRNS, ZT &S,

| BESInERS)

Phishing ~ Phishing site Sessio% Cookie  TFIE
mail EE TITA AT DEFHY Y41

0 & -

X1V«

BROEH  HAROEH  FTUEA

G/Ela*"

TEELAALIC Power Platform ¥ First Party App OB, T AR I-Y-0BFEVFEZEANBAPTOEFINRESNTVET,

= ERIT
DHIER BT ER

¥y 4L B &
O——0—0

/\

e o o—=©0

0——0

O

1 a=e IJ:UEEET_D‘ ‘/)ayﬁ*ﬂﬁ}%?aﬁwwi%é\

AVE

= EML

| 2. 1531 Y- 0)/\7\'7 |*U1Z‘J|*

7. OJ S HREE - $REX - 5

E_

— 8 REERA-IDOMZEZDHRE

-3, FEJ—#—G)K%@’G#:U?«'F%&@%U S

s mE1r @T%?& SRR OIS

- 5. BEI-Y-OFRELA-IERE) -V OHIER

{ 6. 2ERIEZR TEERINT Entra ID 7 TUDEZNL

= 9. A=V ZERROANERY I V1Y

FIJEJE.\ 1‘&{5 EEJ._-UE@%EE
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| DEhais s

1. EERRKVIREI Y YIVEVIHRBIAOSGE. tyyaveEmt
o 1-Y-BEEEL EOERZIFDT7NUY KT Azure Portal (https://portal.azure.com/ ) L7717 AT 3
 [Microsoft Entra ID] - [1-Y -] [(TEREINLI-Y-%2%FRL. I-T-BEICEER TS
o [yYavOERYEL] 217D
MEFIICHERY T 7 A5 (Continuous Access Evaluation) "B X CHAZ L EHERT S

. BEEI1-Y-0NAT-KYEyk
e FERICI-Y-E@EICTYAT-FOYUEYMNZEITS

3. BREI-V-OFRELEF1IVTIEROHIER
- 1-Y-BEEICT [REEFHE] €723V CTVEZS
o« [ERAIBERFREA A E]ICTAREREFIVTAERA BV HER TS
o HOIHEREmD [...] - [HIFR] OIRIZTVYI IS

. REI-Y-ORELEFIHARDHIR

o 1-Y-E@EICT[TNMA] TIVaVICPYEZ3
o INBRTI\MA%EIRL, (EXNCTE])Z2TUVITH
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https://portal.azure.com/

| MENT IS FE 4

TE' E1-Y-DFRELGA-ERE -V OHIER
B TTPCICTERIIC ExchangeOnlineManagement EYV1-)L&1YAN-ILT 3

Import-Module ExchangeOnlineManagement

« Exchnage Online [ Powershell Tt 9%
Connect-ExchangeOnline -UserPrincipalName admin@example.com

« ZERIICTFEET S InboxRule ##EERT 3
Get-InboxRule -Mailbox Joker@example.com

« RZEH InboxRule ZHIkkT 3

Remove-InboxRule -Mailbox Joker@example.com -Identity "ProjectA-MoveToFolderA"

6. {SERFIEZLTEERINT Entra ID 7SUDETHL
o PTVT-V3aVEEEULDWEREIF DI NIV NT Azure Portal (https://portal.azure.com/ ) ICP T2 AT 3

[ IV5-T54X 7TV5-3y ]

 [Microsoft Entra ID] - [IVF-T3AR P FUT—=23V] - [SRTOT FUT-v3v] OIEICEB#H TS

. g«)jlcﬂ;@iabn] [ERLH == BE7HBI(*S%E)] TY-bL. 1Y IT Y MREGIECHBE T TVOEFZFNEWNESRT 2. HDi5
RIS

« [JORTA €IYaVICHYER, [1-Y-OFA VAN BB TVEI M IZ WK ICT S

o AVITIRVARIANTE T LIEGHIRT S

[ 77U DEE ]

* [Microsoft Entra ID] - [ TUDEH] - [SANTOT7TVT-Y3V|DIRICER TS

[ERR B ‘C‘%yvi‘yh%iﬁﬁfﬁl:’czftﬁf%‘/ F2. RELGT TN HZHEITEIRT S
[FEBRZ & V—TLY R TIYaVICHIVER, Y-ILyM'$HBI5E3EIFRT S

[API Q7T AFF R LU YAVICYIVER, RNERT T CAFFHITHIERT S
479?7hblﬁﬂb‘%?bf:&ﬁﬂﬁﬁ%
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7. OJBUSHKEE - $%EX-
[ Entra ID Logs ]
« Azure Portal (https://portal.azure.com/) IC7 It A9 3
« [Microsoft Entra ID] - [EStR & IE B 4] - (Y14 OY] £=(3 [BEEOV] IS8 L. [FUV0-F 29VUvI9d3

%;*I-l
it

[ Unified Audit Log ]

« Exchnage Online [Z Powershell T##t9 %
Connect-ExchangeOnline -UserPrincipalName admin@example.com

« Search-UnifiedAuditLog Zf#EAL TOJZEIS 9%, LU T (EEEDRecordTypezx —iEH LIS EHFITHS,
$recordTypes = @("ExchangeAdmin", "ExchangeItem", "ExchangeItemGroup", "AzureActiveDirectory",
"AzureActiveDirectoryStsLogon", "SharePoint", "SharePointFileOperation", "OneDrive")
$startDate = "12/1/2023"
$endDate = "12/14/2023" $userld = Joker@example.com
$resultSize = 5000 $outputPath = "/Users/admin/file/UAL/Joker UAL.csv”
Foreach ($recordType in $recordTypes)
{ $auditlog = Search-UnifiedAuditLog -UserIds $userId -ResultSize $resultSize -StartDate
$startDate -EndDate $endDate -RecordType $recordType $auditlog
| Select-Object -Property CreationDate,UserIds,RecordType,Operations,AuditData
| Export-Csv -Append -Path $outputPath -NoTypeInformation -Force }
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8. BREREAXA-IDOMZEEDAE
« Microsoft Defender (https://security.microsoft.com/ )ICP 1A 3
« [Email & collaboration] - [Explorer] DIEICE# T 3
SEINEI-Y-LEHEOX-INEZEL TV I-V-INEWNAET S

9. A-ZEFMEROAEETIVIVORE., EEI-YOREE
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D499 A=) BEY A AINLA=)
(= ID-PW+MFA Z A7 REXE
e v "\
e 0 g
Session Cookie SEBImEE(C
D7 HX Bz B
R - - w
O, @ @ ® Q/ ®
Microsoft -H G/ m aﬁ O‘ Iil
365 RES(AY || folll k0B  TIUBA | BEREBOMER | EESH
Prevent + = —
Containment L Prevent y Detect )
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Session Cookie
DB EX

V EEFETICARYI-CTh=I D RITEINET M ADSDH =T V& ERTERLIICT S

*IHEREL T L E 21— D=8, Office 365 Exchange Online, Office 365 SharePoint Online TO# A %

License: Entra ID Premium P2

Policy settings:

- [BIVAET
. [:L—'UE—]I [X$5R] (CT "IARTOI-Y-" £lE "I-Y-T ) -TD3EIR" %323 *Break glass account [EXfHRHNETS
o F-Tvbk UY=-2] - [7359F 7TV Office 365 Exchange Online, Office 365 SharePoint Online

o [PURREE] - [TYYAV]: YAVAY TyYaAV(h-IVREELEICTS (FLE1-)

SEER
ZHAETIER M-I V1%%E (FLE1-) https://learn.microsoft.com/ja-jp/entra/identity/conditional-access/concept-token-protection
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Session Cookie
DB EX

v Outlook on the Web (OWA) Dty avzasz K 1 KEICHIBET 5

 Microsoft Entra ID D'#179% OWA (L7 AR BERFEA B A Y YIY M-IV (EBEE T 24 BEREIDT=8. 1 BRFER
BLESB R ERDELED. FEHEMETICARYY-%21ERT

License: Entra ID Premium P1

Policy settings:

- [BEYHET
o [A-Y-]: [HR] [CT"IRNTOI-Y-" FEE "I-H-TI-TDEIR" %312\ *Break glass account [H4 55433
o [F-Tvbk UY=-2] - 7359k 7FV]: Office 365 Exchange Online
o [EHF]-IIATIETTV: T50Y-

o [PURRFIE] - [BYYAV]: [PAVAVDBEE] - [EHIREEFEL = 1 kR

SEBR FMNET I RAEERUGRILY VIV EEEERTS

https://learn.microsoft.com/ja-jp/entra/identity/conditional-access/howto-conditional-access-session-lifetime#policy-1-sign-in-frequency-control
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vV ZENAZETIEARYY-T Intune BEEINTEMEAHFT(E Microsoft Entra N TUY RS HINEHT N A5
D11V DHEFR] T B

License: Entra ID Premium P1, Intune

Policy settings:

- [BIVAET
o [A-Y-]:[HR] [CT"IRNTOI-Y-" FEE "I-H-TI-TDZEIR" %32\ *Break glass account [$4 55433
o [F-TYbVUY=-R]-[I3VF 7TV IRTDIZIE 7TV

o [PUCRFIEH] - [BFAI] - [VI L AEDIT 5]

"TINAAFERL TVNBREL NI FMCHILELHYFT" F2(E “Microsoft Entra N TUY RS INFIHT INA D

WHE"
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vV EHFETIEARYY-CRREBRE DL\ 5% (Windows Hello for Business / FIDO2 Security Key ...etc) [C

FBAYI V1V DHEFRIT B
License: Entra ID Premium P1, A8 E DS L\
Policy settings:

- [EYHT
o [I-Y-1:EER] LT "IRTOI-Y-" FE "IV - T -TD1EIR" %Z1E 3 Break glass account [EH %A T3
o [F-HYbUY-R]-[I3VF 7TV ‘9‘/\‘"(0)75'7%“ 77

o« [FPOLREE] - [FE]] - [FPIERED 5] "FRALREDN D E"

SEER
ZHAHETIEADREEE https://learn.microsoft.com/ja-jp/entra/identity/authentication/concept-authentication-strengths
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E,

v Entra ID Interactive Sign-in logs [CT 10 2 LUAIC 2 B FFAE CBR) OEIST I AL S35 51T 5
License: Entra ID Free + SIEM

v’ Entra ID Identity Protection [CTHA VA VURIN R U EDIHZE. ZERBIARLIGNAT-FIYEEKRT S

License: Entra ID Premium P2

SEER
DA RUY-2ERLTERMICTS  https://learn.microsoft.com/ja-jp/entra/id-protection/howto-identity-protection-configure-risk-policies
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X1V T11ER
DE K
. @) °

(4

v ;%é#@f;;?t]ﬁ') I-CERECEBGIT UAD L TFIVTAIBHRDEZFZH Hol2E EC MFA ZEDERE(E
Y
KEF1UT11ER (ZERDE) REFOI-Y-EO0VIT7IMSNBZHEEIE
License: Entra ID Premium P1
Policy settings:
- [BIVET
o [A-Y-]: R ICT"INTOI-Y-" £F(3 "I-F-T)I-TD1EIR" %3F£ 5 *Break glass account [F33 55 ET3
o [F-TybUY-R] - [A-Y-1E]: TF2IUT1EROE B
o [&H] - BT "INRTDEE TSGR 2N RNCTS

o [PUCAFE] - [FFA]] - [P CLAEDN Bl EROATYIVEER (B LERFDIAEERT S TAIAERLTNS
ELIN-UBHTHEILENHYET..5F)

Z2Z 15 Microsoft Entra ID Ot &Snzt¥a1) 71153 E
https://learn.microsoft.com/ja-jp/entra/identity/authentication/howto-registration-mfa-sspr-combined#create-a-policy-to-require-registration-from-a-trusted-location

ITOCHU Cyber & Intelligence Inc.

64


https://learn.microsoft.com/ja-jp/entra/identity/authentication/howto-registration-mfa-sspr-combined#create-a-policy-to-require-registration-from-a-trusted-location

X1V Tr1EHR
DE K

(4

v Entra ID B2 &EOJ% SIEM [CHE L. U TORBRMARERTS
License: Entra ID Free + SIEM

Service

Category

Activity

Results

Authentication Methods Service

UserManagement Category

User changed default security info
User started security info registration
User registered security info

User updated security info

User deleted security info

Activity

Results

Success / Failure
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Azure MFA
UserManagement
User registered security info

Success / Failure
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-

vV EEMETICARYY-TEECEBEM UADCIHRRDEFLHoEE(C MFA FEOEXREXLEITOVITS
License: Entra ID Premium P1
Policy settings:
- [BIVET
o [A-Y-1:[HR] [CT"IRNTOI-Y-" F=F "I-F-ETIN-TDEIR" %1FES *Break glass account [FH RT3
o [Tk UY-2] - [A-Y-1&1E]: TINM ADEEFIF SN
o [&H] - BT "INRTDEECE RGBT 2N RNCTS

o [PUCAFE] - [FFA]] - [POLAEDN Bl EROATYIVEER (B LERFDIAEERT S TAIAERLTNS
ELIN-TBHTHEILENHYET..5F)

SEB®

KEMAGETIER F-yb VY- - 1-HY—124E  https://learn.microsoft.com/ja-jp/entra/identity/conditional-access/concept-conditional-access-cloud-apps#user-actions
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(o

i AR D $5%

. 0,
j -

v 1-Y-([CT N1 AE KB %ET S
Intune BEEYY-ICT, I-T-(CFHLLEHFINET NI ADBIREEITD
NICKYI-Y-ZBEBDFHLEVNT MM AZRKICKRISITERE(EKRTES
License: Entra ID Premium P1 + Intune

SEHR®

Intune CEEFBAIZRETS https://learn.microsoft.com/ja-jp/mem/intune/enrollment/enrollment-notifications
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(o

i AR D $5%

. 0,
j -

v Entra ID BE&EOV% SIEM [CHEAL. U TOREEA.E1RT S

License: Entra ID Premium P1

Service Device Registration Service

Category  Device

Activity Register device

Results Success / Failure
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v —x1-Y-1C&B3T7 TDEFERLS
o Azure R=HINEY[A-T-ET7TUT-Y3av&ZFHFTEB] % [WNR] £T5
License: Entra ID Free

vV —i&I1-T-(C&BT7TVT-Y3ayADORIEEZFF A LA
o« —RI-Y-DPRBEITIZET [IVI-TIAX 7TUT-2aV] [TH-ER TV VNIV EZEFIERE
o Azure R=FI &Y [IVF-TIAX 7TVT-3V)] > [RIBETPI VAR (LT [A-V-OREZFATLEN] RELTS
License: Entra ID Free

BZ1BR
TIVT-9ayBEFERETTVT-avAORIEEER T 2L E DHEEEEERNCT BIC(E

https://learn.microsoft.com/ja-jp/entra/identity/role-based-access-control/delegate-app-roles#to-disable-the-default-ability-to-create-application-registrations-or-consent-to-applications

S IVH-TIARX TTVT-vav(l EBEZEOFMSBRNT TUT—yaynemasntina!
https://ipazureid.github.io/blog/azure-active-directory/enterpriseapps-multitenantapps/
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UE-IN
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4
.n.#

v Entra ID B8EOJ% SIEM [CHAL. A TOEMHEER TS
License: Entra ID Free + SIEM

# Service

1

Core Directory

Category Activity
ApplicationManagement  Add application
Add service principal

UserManagement Add app role assignment grant to user

ApplicationManagement  Add delegated permission grant

Consent to application
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Entra ID ICBEWCTP TUBASNEEROOT HEAMA-IELLTIIRT,

*AX=I D=, IEFELRIEER L Microsoft ICTHESRLIZEL,

‘ Microsoft Entra ID

g ‘ Add application i ﬁﬁ |
Atta:cker Application
‘ Add app role assignment """""""" 'Add service principal
grant to user ,
COUUUNN S g V 4
‘ Unauthorized access  User App role Service
assignment Principal
‘ Add delegated
permission grant
=
‘ Consent to application
Delegated
permission
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vV A= EREIN-IVDIERRZIR RS B
Unified Audit Log # SIEM Z(CH AL, TEEDEMZEEHR TS
*Unified Audit Log 6D 3 A= VERIEI -V AN DEBNIIEE T IT1ET1 L DHIBID R EERHEIF
License: Audit (Standard) + Exchange Online + SIEM

RecordType Operation $HBEL

ExchangeAdmin New-InboxRule X=)LBRiX)L =)l (InboxRule) DYERK

ITOCHU Cyber & Intelligence Inc. 72



F‘Illll,\\
Im ﬂ““ ITOCHU Cyber & Intelligence Inc.




	スライド 1: リスクを残さないための メール侵害分析と対応の勘所
	スライド 2: はじめに
	スライド 3: Adversary in the Middle (AiTM) 攻撃とは
	スライド 4: インシデント発生時の課題
	スライド 5: 本講演の目的
	スライド 6: インシデント対応をしてみましょう
	スライド 7: インシデント発生！
	スライド 8: インシデント発生！
	スライド 9: 初動対応
	スライド 10: 初動対応
	スライド 11: 初動対応
	スライド 12: 初動対応
	スライド 13: 不正サインインを防ぐ
	スライド 14: ログ収集・調査
	スライド 15: ログの収集・調査
	スライド 16: ログの収集
	スライド 17: ログの収集
	スライド 18: ログの調査
	スライド 19: ログの収集・調査
	スライド 20: Entra ID Audit Logs の収集・調査
	スライド 21: Entra ID Audit Logs の収集・調査
	スライド 22: 攻撃の痕跡①,②　ユーザーのセキュリティ情報,端末の登録
	スライド 23: セキュリティ情報の登録を防ぐ
	スライド 24: 攻撃の痕跡③　アプリ導入
	スライド 25: 攻撃の痕跡③　アプリ導入
	スライド 26: アプリ導入を防ぐ
	スライド 27: アプリ導入を防ぐ
	スライド 28: ログの収集・調査
	スライド 29: ログの収集 – Unified Audit Log
	スライド 30: ログの調査 – Unified Audit Log
	スライド 31: ログの調査 – Unified Audit Log
	スライド 32: Unified Audit Log の収集・調査
	スライド 33: Unified Audit Log の収集・調査
	スライド 34: 攻撃の痕跡④,⑤　侵害痕跡の削除～情報窃取
	スライド 35: 攻撃の痕跡④　侵害痕跡の削除
	スライド 36: 攻撃の痕跡④　侵害痕跡の削除
	スライド 37: 攻撃の痕跡④　侵害痕跡の削除
	スライド 38: 攻撃の痕跡④　侵害痕跡の削除
	スライド 39: 攻撃の痕跡④　侵害痕跡の削除
	スライド 40: 攻撃の痕跡④,⑤　侵害痕跡の削除～情報窃取
	スライド 41: 報告
	スライド 42: 調査レポートの作成
	スライド 43: 調査レポートの作成
	スライド 44: 防御策の実装
	スライド 45: インシデントの流れ
	スライド 46: 防御策の実装
	スライド 47: まとめ
	スライド 48: 初動対応が一番大切！
	スライド 49: まとめ
	スライド 50
	スライド 51: Appendix: 初動対応参考
	スライド 52: 初動対応 まとめ
	スライド 53: 初動対応 詳細
	スライド 54: 初動対応 詳細
	スライド 55: 初動対応 詳細
	スライド 56: 初動対応 詳細
	スライド 57: Appendix: 防御策一覧
	スライド 58: 防御策 まとめ
	スライド 59
	スライド 60
	スライド 61
	スライド 62
	スライド 63
	スライド 64
	スライド 65
	スライド 66
	スライド 67
	スライド 68
	スライド 69
	スライド 70
	スライド 71: アプリ導入時のログ出力について
	スライド 72
	スライド 73

