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In the beginning there were... many detections
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The NSPX30 implant
 drops

RsStub.exe comx3.dll comx3.dll.txt index.dat

Embedded plugins

Legitimate msnsp.dll mship.dll
process




Malware paleontology



Timeline of NSPX30 and its ancestors

First and last known sample of NSPX30

First and last known sample of DCM (aka Dark Specter)

First and last known sample of Project Wood
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Compilation timestamps, to trust or not to trust

Project Wood backdoor Compiled on
MainFuncOften.dll 2005-01-09 08:21:22

Project Wood dropper Compiled on
Unknown file name ® 2005-01-09 08:21:39



Compilation timestamps, to trust or not to trust

Project Wood backdoor Compiled on
MainFuncOften.dll 2005-01-09 08:21:22

= 17 seconds difference!

Project Wood dropper Compiled on
Unknown file name ® 2005-01-09 08:21:39
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Offset Name Value Unmasked Value Meaning ProductId BuildId Count VS version

80 DanS ID 241ad14 536e6144 DanS

84 Checksum.. 512fcc50 %) %)

88 Checksum... 512fcc50 %) %)

8C Checksum... 512fcc50 %) %)

90 Comp ID 512fcc53512fcc50 300000000 0.0.3 Unknown

98 Comp ID 512fcc575123d02b 7600c1c7b 7291.12.7 AliasObjeo Visual Studio 97 ©5.00
A© Comp ID 512fcc4b5121ded3 1b00Oe1c83 7299.14.27 Masm613 Visual Studio 97 ©5.00
A8 Comp ID 512fcc41513cd332 110013162 8034.19.17 Linker512

BO Comp ID 512fcc86512ecc50 d600010000 0.1.214 Importo Visual Studio

B8 Comp ID 512fcc4f5124ea66 1T000b2636 9782.11.31 Utcl2 CPP Visual Studio 6.0 ©6.00
Co Comp ID 512fcc295125ea66 79000a2636 9782.10.121Utcl2 C Visual Studio 6.0 ©6.00
C8 Comp ID 512fcc51512becaf 1000420ff 8447 .4.1 Linker6oo

DO Rich ID 68636952 Rich

D4 Checksum 512fcc50 512fcc50

Visual Studio 6.0 was released in 1998

Assessment: high confidence that is unlikely that attackers modified all these indicators.




0000000 0O 00 V0 V0 VO VO VO V0 VY VY V0 00 00 00 OE O ................

000VVO10 50 00 65 00 65 00 72 0O 57 00 6F 00 6F 00 64 0606 P.e.e.r.W.o.o0.d
00000020 43 00 4F 00 66 00 74 00 65 00 6E 00 00 00 00 60 C.O.f.t.e.n.....
00000030 0OC 00 48 00 65 00 6C 00 6C 00 6F 00 20 00 57 606 ..H.e.l.l.0...W
00000040 6F 00 72 00 6C 00 64 00 21 00 00 00 00 00 OE 6@ o.r.l.d.!.......
000050 50 00 45 00 45 00 52 00 57 00 4F 00 4F 00 44 66 P.E.E.R.W.0.0.D
000060 43 00 4F 00 46 00 54 00 45 00 4E 00 00 00 00 66 C.O.F.T.E.N.....



Untitled - PeerYouC
File(F} Help(H]
Port: 788 PassWord:

& File Operation ﬁ Regedit Operation |% Command |
Mare | Type

About PeerYouC

PeeryoucC 0.1

5
£ Copyright having [C] 2001

| State | ExecCommond | AimHostComputer

Open sourced in 2001 § Possibly of Chinese origin J Still around in Chinese websites




Timeline of publications about NSPX30’s ancestors



First and last known sample of NSPX30

First and last known sample of DCM
(aka Dark Specter)

First and last known sample of Project Wood

2011 2016
O O ® oo o o ® ®
|
|
I
|
|

2005 2008 2013 2018 2019 2020 2022 2023 2024

First public report on

Project Wood by
Frankie Li




First and last known sample of DCM
(aka Dark Specter)

First and last known sample of Project Wood

2005 2008

First public report on
Project Wood by
Frankie Li

2011 2012

o o ® ®

oo
2013

First public
report on DCM
by Jianming

2014

First and last known sample of NSPX30

2016

® ®
2018 2019 2020

® ®
2022 2023 2024



First and last known sample of NSPX30

First and last known sample of DCM
(aka Dark Specter)

First and last known sample of Project Wood

2011 2012 2014 2016
® ® ® ®
I |

® ® o0 e ®
2013 2018 2019 2020 2022 2023 2024

2005 2008

| |

I |

| | G DATA publishes

: : report about
Operation TooHash

First public report on
Project Wood by
Frankie Li

First public
report on DCM
by Jianming



First and last known sample of NSPX30

First and last known sample of DCM
(aka Dark Specter)

First and last known sample of Project Wood

2011 2012

o o
2005 2008 ? ?

® ® ® ®
2018 2019 2020 2022 2023 2024

2013

report about
Operation TooHash

| |
| l
| | G DATA publishes
[ |
l l

First public report on
Project Wood by

Frankie Li Tencent publishes

a report on
DCM/Dark Specter

First public
report on DCM
by Jianming



First and last known sample of NSPX30
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Targeted regions Sectors
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How Blackwood uses AitM?



What we observed on victim machines
L reere.
software

>.

Tencentdl.exe

http://dl_dir.qg.com/invc/qq/minibrowser.zip
(183.134.93.142)

Legitimate server




What we observed on victim machines

Tencent QQ -
software

http://dl_dir.qg.com/invc/qq/minibrowser.zip
(183.134.93.142)

L

weont {03

DLL

minibrowser_shell.dli

>

Legitimate server Tencentdl.exe




What we observed on victim machines

Tencent QQ -
software

http://dl_dir.qg.com/invc/qq/minibrowser.zip
(183.134.93.142)

L

weont {03

DLL

>

Legitimate server Tencentdl.exe

minibrowser_shell.dli
A




Successfully hijacked software updates by
Blackwood and others!
00

g B W

Tencent QQ Sogou Pinyin WPS Office




Successfully hij...

=m Windows .







What we learned from the attacks

Initial access

NSPX30 dropper downloaded
through -1 TP by legitimate
software.




What we learned from the attacks

N 7
!
Initial access Legitimate servers
NSPX30 dropper downloaded IP address associated to domains
through by legitimate were from legitimate

software. infrastructure.



What we learned from the attacks

Initial access

NSPX30 dropper downloaded
through by legitimate
software.

Legitimate servers

IP address associated to domains
were from legitimate
infrastructure.

= L
o @ :
DLL ZIP
Flexible dropper

NSPX30 dropper can be DLL/EXE,
if required: in ZIP archive.



The NSPX30 and its design



XN
e

Reliance on AitM

NSPX30 dropper component is
delivered via hijacked updates.

Communicates with its
infrastructure through AitM.

NSPX30 main features




NSPX30 dropper component is
delivered via hijacked updates.

Communicates with its
infrastructure through AitM.

msnsp.dll

L

05

DLL

Loader persisted as a Winsock
Namespace Package (NSP) DLL.

Malicious DLL is automatically
loaded into processes that use
Winsock.



NSPX30 dropper component is
delivered via hijacked updates.

Communicates with its
infrastructure through AitM.

msnsp.dll

L

05

DLL

Loader persisted as a Winsock

Namespace Package (NSP) DLL.

Malicious DLL is automatically
loaded into processes that use
Winsock.

Composed of many components:
loaders, orchestrator, backdoor,
and three groups of plugins.



Orchestrator main functionality

Orchestrator




Orchestrator main functionality

Orchestrator

Baidu website Backdoor



Orchestrator main functionality

Orchestrator

BIN
Baidu website m Allowlisting



Orchestrator plugins

Orchestrator

5 G

DLL

c001.dat c002.dat c003.dat

The orchestrator does not load a plugin named c004.dat!



Orchestrator plugins

Plugin c002.dat

Plugin c001.dat
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Orchestrator plugins

Plugin c002.dat

Plugin c001.dat
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Registry.db

QQ databases



Orchestrator plugins

Plugin c001.dat

Plugin c002.dat

101 101
011 011
BIN BIN

’

o~ afi) e»

Registry.db

QQ databases

Common.dll
(SQL functions)

KernelUtil.dll
(Msg functions)



Orchestrator plugins

Input stream APIs
* wavelnOpen
 wavelnAddBuffer

 wavelnClose
Plugin c003.dat

Output stream APIs
L  waveOutOpen

'(I)C: } e waveOutWrite
[ }
BIN waveOQOutClose

g4 CoCreatelnstance -> IMMDeviceEnumerator

ole32.db

“AITM is more than our favourite technique, it’s a way of life!’ NSPX30’s developers, maybe.



Allowlisting in security software

Tencent PC
Manager

360 Safeguard
And Antivirus

J

Kingsoft Antivirus




if )(2, & + 8))(
d

HIWORD( [0]) = 0; Loaders Orchestrator
memset (& [2], 0, Ox1FCu);

= 0:
wmemcpy ( , L"TSPDLdr.d1l", 11); S > -
memset (& [11], O, Ox1F2); @ — {:_c-):} —> '(I)C_H
2] = Ox52A06DFB; DLL el DLL BIN
| 3] = Ox65877684;

(1] = Ox52A862UB; msnsp.dll mship.dll WIN.cfg
4] = Ox52A06DFB;
]

81 = Ox65877634;
] = OXFF1AUEF6;
= Ox52A8624B;
[12] = OxFF1A4EF6;
wcsncpy (& [16], , OxEFu);
Cx (o + 12))(

[

Used by NSPX30




Target: 360 Antivirus

NSPX_EncodeDatal(

if (
{

if (

{

INSERT_RECORD:

(6] )

= ¥open1

I

= ftell(
if (! )
{
goto INSERT_RECORD;,

}

= malloc(

[
fseek( , 0, 0);
fread(
= strstr(
free( )
if (w7 )
{

I lur

fseek(
fprintf( ,

, 0, 2);

¥
fclose( );

) <\\\\\\\\\\\\‘
fseek( .0, 2);

”%S\I‘\ﬂ 1" l

101
011
BIN

sl2.db

);

05

DLL
mshlip.dll

Used by: NSPX30 and Gelsemium.

Target: 360 Safeguard

strcpy(

strcpy[
strcpy(

strcpy(&
strcpy(&
strcpy(
strcpy(&
strcpy(&
strcpy(&
strcpy(&
strcpy(&
strcpy(

[1] =
strcpy(
strcpy(&
strcpy(&
strcpy(&
strcpy(&
strcpy(&
strcpy(&
strcpy(&
strcpy(&
strcpy(&
strcpy(

I

I

. "XDOpen");

GetProcAddr —HH[

I

"XDAddRecordsEx");

"XDClose");

I

EDY
"6");
"gn);
¥
||a_r|);
£,

[1],
[2],
[3],
[4],
[5],

I

= GetProcAddress(v5,

[9],
[10],

= GetProcAddress(

);
||'Lr|);
||'Lr|);

"ﬂ”);

[1],
[2],
[3],
[u],
[5],
[6],
[7],
[8],
[11],

"E‘”);
)
||5r|);
"p");
"y,
||_r|);
"k");
"in);
"E”);

Used by: NSPX30, Gelsemium, and McRAT.



wcscpy ( , L"security\\kxescan\\khistory.d1ll");
= LoadLibraryW( );
if ( )
{
strcpy( , "KSD11GetClassObject");
= GetProcAddress(

if ( )

A

05

DLL

[0]
[2]
[1]
Cv7,

return 1;

Used by: NSPX30

msnsp.dll



strcpy(

I
"cmd /c powershell -inputformat none —-outputformat none —-NonInteractive —Command "

"Set-MpPreference|-SubmitSamplesConsent 0

strcpy(

I
"cmd /c powershell -inputformat none —-outputformat none —-NonInteractive —Command "

"Add-MpPreference|-ExclusionPath \"%s\" ”%5\”‘)

, 0, sizeof(

Installer_CreateWindowsDirectory(
strepy(v19, ["mshlp.dll");

strcat( , );
Installer_CreateProcessAndWait(
Installer_CreateProcessAndWait(




Overview of the backdoor’s functionality

a010.dat § b010.dat § b011.dat

Gather system information L L L

|
26
ol el
oﬂ
- O
ol el

- O
ol el

@ 03
<
w
<
o
<

Extracts embedded plugins

msfmtkl.dat
(Backdoor)

Load plugins from disk

O

e Configure plugins
Oo11
BIN Download plugins

Communicate with C&C <

vvv

AitM

C&C

Exfiltrate collected data



Anonymizing the attacker’s
infrastructure via AitM



How we believe Blackwood operates

Blackwood

Unknown
network implant




How we believe Blackwood operates

Tencent QQ
server

Traffic from

unencrypted
update protocol

http://dl_dir.qq.com/invc/qq/minibrowser.zip

(183.134.93.142)



How we believe Blackwood operates

NSPX30 packets are
forwarded to the
NSPX30 real attacker’s infra

packets
appear
legitimate.




Hypertext Transfer Protocol
~ GET /id=87T4dedcbdB827T49b6ReB67824c028278ad=32805=6.2&1=0 HTTP/1.1\r\n
[Expert Info (Chat/Sequence): GET /id=87T4dedcEd327T49bbBeB67824cB28278ad=32805=6.28t=0 HTTP/1.1\r\n]
Request Method: GET
Request URI: /id=87fT4dedctd827T49b6Be867824cB2827
Request Versicon: HTTR/1.1
User-Agent: Mozilla/4.8 (compatible;MSIE 5.8; Windows 98)\r\n

Host: www.baidu.com\r\n

Fingerprint http://www.baidu.com

/id=<ID>&ad=32&0s=<0S_MAJOR_VERSION>.<OS_MINOR_VERSION>&t=<ATTEMPTS>

Mozilla/4.0 (compatible;MSIE 5.0; Windows 98)




Internet Protocol Version 4, Src: 18.1.48.149, Dst:|(188.76.76.11

User Datagram Protocol, Src Port: 63137, Dst |Port: 53
v Domain Name System (query)

Transaction ID: @xfead
Flags: @x@188 Standard query
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: @
* Queries
¥ microsoft.com: type A, class IN

Name: [microsoft.com
[Mame Length: 13]
[Label Count: 2]
Type: A (Host Address) (1)
Class: IN (9x@8881)

Extraneous Data (1166 bytes)
Extraneous Data Bytes: aa%9d9d9d9d9d9daSaa7ba97978a97eab’

[Extranecus Data Length: 1166]

18 db F 58 58
c9 39 dc e8 11
ab f6 al o8 b5
ge a6 68 a8 Gd
63 6f &6d ee 86

a9 5

78

a2

2d

DNS server at 180.76.76.11/24
Port: 53, 4499, 8000
Transaction ID always OXFEAD
Domain: microsoft.com

Appended data to exfiltrate



Beginning at 180.76.76.11 J Port: 53 or 4499 or 8000

Protocol  Length Info

DNS 1239 _'ltarll_-lal"'l'-l query
DNS 125 ndard query
DNS 1239 ! I'l ard query
DNS 1239 Standard query
DNS 1239 Standard query

A microsoft.
A microsoft.
A microsoft.
A microsoft.
A microsoft.

B
B
B
B
B
B

A microsoft.

DNS 1239 Standard query



Public DNS

How to use public DNS on PC

How to use public DNS on mobile devices

How to use public DNS on the router side

What are the characteristics of Baidu’s public DNS service?

What is the IP of Baidu's public DNS?




2022/1/27 Japan Security Analyst Conference 2022

LuoYu: Continuous Espionage
Activities Targeting Japan with

the new version of WinDealer
in 2021

Leon Chang, Yusuke Niwa, Suguru Ishimaru

8 TEAMTS

Persistent Cyber Threat Hunters




What about ISP compromise?

Global reach

Not all targets are located in
China.




What about ISP compromise?

Global reach Not always China
Not all targets are located in Some servers from Baidu
China. network 186.76.76.0/24 are

anycast: they could be
geolocated around the world.



What about ISP compromise?

Global reach Not always China! Reliability
Not all targets are located in Some servers from Baidu AitM mechanism appears to be
China. network 186.76.76.0/24 are reliable. Exfiltration requires A
anycast: they could be LOT of packets.

geolocated around the world.

Assessment: ISP compromise for AitM is unlikely.



The China-alighed AitM club



ESET RESEARCH

Evasive Panda APT group delivers
malware via updates for popular
Chinese software

ESET Research uncovers a campaign by the APT group known as Evasive Panda targeting an
iInternational NGO in China with malware delivered through updates of popular Chinese
software




China-aligned APTs with AitM capability tracked by ESET

Evasive Panda LittleBear LuoYu Blackwood

AitM via compromised network device, or ISP? We don’t know. AitM working outside of China networks? Yes.

The update hijacking mechanism seems suspiciously similar for all four clusters



TheWizards APT

Targeted regions Sectors
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TheWizards APT
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Spellbinder: lateral
movement tool that
performs AitM via IPv6

Stateless Address
Autoconfiguration
(SLAAC) spoofing attack




Neighbor Discovery Protocol

Article Talk

From Wikipedia, the free encyclopedia

The Neighbor Discovery Protocol (NDP), or simply Neighbor Discovery (ND), is a protocol of
the Internet protocol suite used with Internet Protocol Version 6 (IF’vE].[” It operates at the network
layer of the Internet model 23] and is responsible for gathering various information required for
network communication, including the configuration of local connections and the domain name
servers and gateways.[*!

Functions [edit]

NDP defines five ICMPvE packet types for the purpose of router solicitation, router advertisement, neighbor
solicitation, neighbor advertisement, and network redirects.[*!

Router Solicitation (Type 133)

Hosts inquire with Router Solicitation messages to locate routers on an attached link.[>! Routers which
forward packets not addressed to them generate Router Advertisements immediately upon receipt of
this message rather than at their next scheduled time.

Router Advertisement (Type 134)

Routers advertise their presence together with various link and Internet parameters either periodically,

or in response to a Router Solicitation message.



ICMPv6 RA message

Preffix:

2001:db8::/64

RDNSS:
240e:56:4000:8000::11
240e:56:4000:8000::22

Spellbinder



TheW,izards approach to AitM

ICMPv6 RA message

Preffix:

2001:db8::/64
RDNSS: e

240e:56:4000:8000::11
240e:56:4000:8000::22 >

Ethernet adapter Ethernet:

Connection-specific DNS Suffix . :
- Description . |. . . . . . . . . . : Intel(R) PRO/1660 MT Desktop Adapter m
Spe"blnder Physical Address. . . . . . . . . : ©08-00-27-4A-F4-E2

DHCP Enabled. |. . . . . . . . . . ¢ No
Autoconfiguratiion Enabled . . . . : Yes
IPv6 Address. |. . . . . . . . . . :12001:db8::c8el:e@fd:dd38:d211(Preferred)
Temporary IPvf Address. . . . . . :|2001:db8::5968:2ab5:2b2e:9b92(Preferred)
Link-local IPV6 Address . . . . . : Te80::d8b0:82a6:20a4:c29%11(Preferred) <
IPv4 Address. |. . . . . . . . . . : 192.168.1.37(Preferred)
Subnet Mask s |- = = « /s o = s = /s o 255.255.255.0
Default Gateway . . . . . . . . . : fe80::1%11

192.168.1.1
DHCPVO IALD: - |- o 5 e Ve ot o = ds ey o 202187023
DHCPv6 Client DUID. . . . . . . . : ©00-01-00-01-2B-A9-4B-6D-08-00-27-4A-F4-E2
DNS SEPVEDRS: o lci = = s s = 5 = ia e o 292.368:.3.1

240e:56:4000:8000: :11
240e:56:4000:8000: :22



ICMPv6 RA message

Preffix:

2001:db8::/64

RDNSS:
240e:56:4000:8000::11
240e:56:4000:8000::22

DNS query
get.sogou.com

&_

Spellbinder




ICMPv6 RA message

Preffix:

2001:db8::/64

RDNSS:
240e:56:4000:8000::11
240e:56:4000:8000::22

DNS query
get.sogou.com

DNS reply

- lici IP —
Spellblnder MmaliClous server

Attacker’s server



ICMPv6 RA message

Preffix:

2001:db8::/64

RDNSS:
240e:56:4000:8000::11
240e:56:4000:8000::22

DNS query e
get.sogou.com e

DNS reply

[ ] I. i IP
Spellbinder MATICIoNs SErver Victim
get update via ‘
HTTP

G L
Z

Dropper DLL




Attack vector discussed by the IETF as early as 2008
IPv6 is enabled by default on modern Windows OS

Very effective:
Dozens of machines compromised in a short time
No noticeable effect for the victims



Conclusion



What is known and what is not known

* NSPX30 and DCM for Win32 Project Wood is alive and well:
* Project Wood for Win32 * Linux version recently found!
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* NSPX30 and DCM for Win32 Project Wood is alive and well:

* Project Wood for Win32 * Linux version recently found!
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WUP! There It Is

Privacy and Security Issues in QQ Browser
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