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Who am |

 Hitomi Kimura
- Incident Response Analyst for EDR

— Observing and Reporting new or noteworthy things of incidents
- Work for Trend Micro in United States

- Moved to United States in 2016

- Interested in PKI

« Today's material will be available after blurred a part of
screenshots.
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https://www.trendmicro.com/en_us/research/22/e/avoslocker-ransomware-variant-abuses-driver-file-to-disable-anti-Virus-scans-log4shell.html
https://www.trendmicro.com/en_us/research/22/j/where-is-the-origin-qakbot-uses-valid-code-signing-.html
https://unit42.paloaltonetworks.jp/cuba-ransomware-tropical-scorpius/#post-124395-_tjp2kqtwr74e
https://www.trendmicro.com/en_us/research/22/h/ransomware-actor-abuses-genshin-impact-anti-cheat-driver-to-kill-antivirus.html
https://www.welivesecurity.com/2022/09/30/amazon-themed-campaigns-lazarus-netherlands-belgium/
https://msrc.microsoft.com/update-guide/vulnerability/ADV220005
https://www.mandiant.com/resources/blog/hunting-attestation-signed-malware
https://www.sentinelone.com/labs/driving-through-defenses-targeted-attacks-leverage-signed-malicious-microsoft-drivers/
https://news.sophos.com/en-us/2022/12/13/signed-driver-malware-moves-up-the-software-trust-chain/
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https://www.trendmicro.com/en_us/research/22/j/where-is-the-origin-qakbot-uses-valid-code-signing-.html
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https://github.com/cabforum/code-signing/pull/10
https://cabforum.org/2022/12/01/2022-12-01-minutes-of-the-code-signing-certificate-working-group/
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https://www.trendmicro.com/en_us/research/22/j/where-is-the-origin-qakbot-uses-valid-code-signing-.html

Dive into Abused Certificates



Name janSpy.Win32.QAKBOT.SMYXCHZ.d pertie

-, Digital Signature Information
4= | This digital signature is OK.

- TrojanSpy.Win32.QAKBOT.SMYXCFIZdIl | General Digttal Signatures Security Details Previous Versions General Advanced
Signature list 2y
‘ Name of signer: Digest algorithm 7 Timestamp .
I - Friday, July 8, 2022 9:... Signer information
Name:
E-mail:
Signing time:

Details

Micro companies

General petails Certification Path

\am
.CO (Colombia TLD)

|Friday, July 8, 2022 9:18:33 AM

View Certificate

in UK
Same

username__

Mame

[4] TrojanSpy.Win32.QAKBOT.YXCG General Digttal Signatures  Securty Detalls  Previous Versions

E-mail address: Timestamp

Med for the following purpose(s):
are came from software publisher

* Protects software from alteration after publication

*Refer to the certification authority's statement for details.

Issued to
farmer

Signature list
bis digital signature is OK.
Name of signer: Digest algorithm Timestamp
_ sha2bt Not available ) .
Signer infd
Mame: I .|/ | 1MITED
E-mail: farm.com
Details Signing time: Mot available
View Certificate
Countersignatures
Mame of signer: E-mail address: Timestamp
Comparison of two certificates abused by QAKBOT. petais

Suspicious points are marked with a balloon.

Issued to: [N | [MITED

Issued by'l Sectigo Public Code Signing CA R36 I

valid from 6/23/2022 tqf§

Details  Certification Paj

» Ensures software came
» Protects software from

fter publication

*Refer to the certification authd) & statement for details.

Issued to: +FARM LIMITED

Issued byI Sectigo Public Code Signing CA R.36 I

valid from 6/9/2022 to &/10/2023

Install Certificate... | Issuer Statement
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2] Default Web Site Page * Default Web Site Page

farm.com,

Using the same default page with

different domain names,
\nd no hosted any contents

*» Default Web Site Page * Default Web Sit

If you are the owner of this website, please contact your hosting provider: webmaster@ |l lllllizrm.com

It is possible you have reached this page because:

The IP address has changed. There has been a server The site may have moved to
The IP address for this domain misconfiguration. a different server.
may have changed recently. You must verify that your hosting The URL for this domain may
Check your DNS settings to provider has the correct IP have changed or the hosting
verify thal the domain is set up addr onfigured for your provider may have moved the It is possible you have reached this page because:

. It may take &-24 hours Apache settings and DNS account to a different server.

anges to propagate. It records. A restart of Apache

may be possible to restore may be required for new settings
access to this site by following to take effect.
these instructions for clearing
your dr he.

If you are the owner of this website, please contact your hosting provider: webmaster @ || | . co

The IP address has changed. There has been a server The site may have moved to
cpane’ The IP address for this domain misconfiguration. a different server.
Copyright @ 2023 cPensl. LLC. may have changed recently. You must verify that your hosting The URL for this domain may
Check your DNS settin p 3 2E have changed or the hosting
verify that the domain i provider may have moved the
. It may take 8-24 hours Apache settings and DNS account to a different server.
NS changes to propagate. It records. A restart of Apache
be possible to restore may be required for new settings

access to this site by following to take effect.
these instructions for clearing
your dns cache.

Comparison of two domain name in the certificates abused by QAKBOT. Lane
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Comparison of two domain name in the certificates abused by QAKBOT.

* Default Web Site Page Default Web Site Page VirusTotal - Domain VirusTotal - Domain

<« (&) S virustotal.com)/c

~
D] e con Q A B s
Last DNS records (0 *y Default Web Site Page Default Web Site Page x VirusTotal - Domain - X VirusTotal - Domain - > + A - O
Record type TTL Value virustotal.com/c oma co/deta w ® & =
A 1200 199.188.200.196
+  MX 1200 mx1_privateemail.com Q A 888 Signin
+ MK 1200 mx2_privateemail.com
] Last DNS records &
NS 21600 dns1.namecheaphosting.com
NS 21600 dns2 namecheaphosting.com Record type T Value
. A 1200 162.213.251.91
+ S0A 21600 dns1.namecheaphosting.com
+ MK 1200 m1.privateemail.com
TKT 1200 v=s5pf1 include:spf.privateemail.com ~all
+ MK 1200 mx2._privateemail.com
Default Web Site Page X Default Web Site Page VirusTotal - Domain - X ViusTotal - Domain - X =+ = NS 21600 dns1.namecheaphosting.com
NS 21600 dns2.namecheaphosting.com
= O B htps virustotal.com/c Dma farm.c etails w © + SODA 21600 dns1.namecheaphosting.com
oo TXT 1200 v=spf1 include:spf. privateemail.com ~all
O] oo Q A B s
=y Default Web Site Page Default Web Site Page x VirusTotal - Domain VirusTotal - Domain - X + e -
Whois Lookup (O "
< C U 8 nt virustotal.com;c oma ro/deta <

Administrative city: Reykjavik

Administrati try: Iceland ooo L
ministrative country: Icelan E __c:o )} M e Signin

Administrative email: ab79b519c3875dd4s@withheldforprivacy.com

Administrative state: Capital Region
Create date: 2822-86-86

pomain name: [N =-n.con Admin City: REDACTED FOR PRIVACY ~
Domain registrar id: 1868 . Admin City: Reykjavik

Domain registrar url: http://www.namecheap.com Uslng the Sa me Admin Country: IS

i H Admin Country: REDACTED FOR PRIVACY

e name Se rver Admin Email: dlc26ldcebecBe@2s@withheldforprivacy.com

Admin Organization: Privacy service provided by Withheld for Privacy ehf

Admin Organization: REDACTED FOR PRIVACY

Admin Postal Code: 181

Admin Postal Code: REDACTED FOR PRIVACY

Whois Lookup (O

Mame server 1: dnsl.namecheaphosting.com

Name server 2: dns2.namecheaphostin

. Com

Query time: 2822-86-89 16:38:21
Registrant address: 8cadlbl7bsefeded
Registrant city: 3622c4e58647a4c5
Registrant company: 67fGelSf@fdcbdlc

Admin State/Province: Capital Region
Admin State/Province: REDACTED FOR PRIVACY
Creation Date: 2822-86-23T@5:42:54.31Z
Creation Date: 2822-86-23T@5:42:547
DNSSEC: unsigned

Domain name: [N -o

Domain Status: addPeriod https://icann.org/epp#addPericd

Registrant country: Iceland

Registrant email: ab79b519c3@75dd4s@withheldforprivacy.com
Registrant fax: 3267389313f7846c

Registrant name: a24fba8448bde3Ba

Registrant phone: fefa3gsfedecc3ese

Mrmd mdmmnd ~dadns 0407 FATCNLF RALA
Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Google results () Damain name:
Name Server: dnsl.namecheaphosting.com

About 1 results (0.14 seconds) Sort by: Relevance -
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Revisit the History of abuse code signing

2010  Stuxnet BELZTEIORBEINT-WEREDOFEH  Realteck, JMicron  Link
RIDERFEICL B

2012 Flame VD5 v S = {EDEE Microsoft Link1, Link?2
PKCS#12/ = CRERRE & W HE % .

2013 Zbot, Qakbot 2y Td BB U b L — . Link
WEREIN B I NZT DR Sony Pictures

AU | BRI NIV Tz T EZICHB I N Entertainment i
) — 7 SNF-WEEH .

2015  menuPass 2L - B - E X N HackingTeam Link

2019 Nefilim HPATNBRDEEBAE TE R SN A healthcare L

Ransomware £ 21—/ %{FEH company —
2020 Robinhood MERABZLZRNZANTERKBLLEZAN GIGABYTE Link

Ransomware  ZicAA&A 7 A+t X{=1E -
Z L T20228F A~ - - -
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https://attack.mitre.org/software/S0603/
https://msrc-blog.microsoft.com/2012/06/06/flame-malware-collision-attack-explained/
https://www.jaipa.or.jp/event/oki_ict2012/kanda_IPA.pdf
http://www.symantec.com/connect/blogs/how-attackers-steal-private-keys-digital-certificates
https://www.virustotal.com/gui/file/4c2efe2f1253b94f16a1cab032f36c7883e4f6c8d9fc17d0ee553b5afb16330c/details
https://unit42.paloaltonetworks.jp/unit42-menupass-returns-new-malware-new-attacks-japanese-academics-organizations/
https://www.virustotal.com/gui/file/08c7dfde13ade4b13350ae290616d7c2f4a87cbeac9a3886e90a175ee40fb641
https://news.sophos.com/en-us/2020/02/06/living-off-another-land-ransomware-borrows-vulnerable-driver-to-remove-security-software/
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https://github.com/cabforum/code-signing/pull/10
https://binary.transparency.dev/
https://www.sigstore.dev/
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