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1st Chapter

Background&
Incident cases
Å ²Ƙŀǘ ƛǎ ǘƘŜ άƭŜƎƛǘ ǘƻƻƭέΚ

Å Actual incident cases
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Abuse of Legitimate tools

# Category Example

1 MS Native Tools tƻǿŜǊ{ƘŜƭƭΣ tǎ9ȄŜŎΣ ²aLΣ a{.ǳƛƭŘΣ Χ

2 Pentest Tools /ƻōŀƭǘ {ǘǊƛƪŜΣ aƛƳƛƪŀǘȊΣ .ƭƻƻŘƘƻǳƴŘΣ Χ

3 Commercial Tools !ƴȅ5ŜǎƪΣ {ǇƭŀǎƘǘƻǇΣ wŎƭƻƴŜόa9D!ύΣ Χ

ÅAttackers of Human Operated Ransomware tend to abuse 
legitimate tools for defense evasion.

ÅTools intended for commercial useare currently 
experiencing a marked increase in abuse.

Category of legitimate tools

Techniques are
being well researched.

AV products are making
effort to detect them.

Our focus on 
this presentation
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Commercial tools

ÅCommercial tools are typically used in enterprise daily 
operations, making them challenging to detect at incidents.

ÅDue to their multifunctionality, those tools appear to be 
convenient for attackers to perform various activities.

ÅTend to be abused at the following tactics.

MITRE Tactics Abused tools

[TA0011] Command and Control RMM Tools

[TA0010] Exfiltration SYNC Tools
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Commercial RMM tools

ÅOnce RMM agent program is installed/executed on victim PC, 
an attacker will be able to remotely control the PC through 
relay servers as if accessing via Remote Desktop.

ÅMajority of tools have multiple featuressuch as 
script/command execution, file transfer, task manager, etc.. 

Victim AttackerRelay Server

RMM Agent RMM Server

Callback Control
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Commercial SYNC tools

ÅCommand-line/GUI based tool which syncs specific files or 
directories to cloud services or directly to target machines.

Client tool

Cloud storage service

Victim

Client tool

download

Cloud storage Attacker

upload 
(cloud storage)

upload
(P2P)
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LAN

Incident case example (case#1)

Tactics Procedure

Initial Access -

Defense Evasion Kill AV via legit driver

Credential Access Mimikatz

Discovery Advanced IP Scanner

Lateral Movement PsExec, RDP

C&C Atera, 
Remote Utilities

Exfiltration -

Impact Babuk Ransomware

1.The victim unintentionally  
installed attacker's Ateraagent

Attacker

Patient 0 Server

2.Attacker install Remote Utilities

Relay Server

1

2
3

3.Lateral > 
Encryption
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LAN

Incident case example (case#2)

AttackerRelay Server

1.Initial access 
by SSL-VPN

Patient 0 Servers

2.Attacker install 
AnyDesk& Ngrok

2

3

3.Lateral > Exfiltration
> Encryption

VPN

Tactics Procedure

Initial Access VPN

Defense Evasion Disable AV

Credential Access Mimikatz

Discovery NW scanner

Lateral Movement PsExec, RDP

C&C Ngrok, AnyDesk

Exfiltration Rclone->MEGA

Impact BlackCat 
Ransomware

3

1
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Incident case example (case#1)

!ǘǘŀŎƪŜǊΩǎ 
email address

AteraRMM
Account ID

!ǘǘŀŎƪŜǊΩǎ
Global IP

Date&Timeof
Remote connect
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Purpose of this presentation

1 To clarify artifacts useful during investigation

2 To clarify methods to prevent malicious activities

Target SYNC tools

Target RMM tools



2nd Chapter

Analysis
Å Features of tools that may be abused by attackers

Å Artifacts useful for investigation
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Verification Environment

Å Artifacts left during installation and execution of each tool features 
were investigated.

Å Only artifacts that are useful during the investigation are referred on 
this document, rather than a comprehensive list of all the artifacts. 

Å Verification was done with the latest version of each tools as of 
December 2022Σ ŀƴŘ ǳƴŘŜǊ ǘƘŜ ƘƛƎƘŜǎǘ άŦǊŜŜέ ƭƛŎŜƴǎŜ ǘƛŜǊǎΦ

Å Only the artifacts on the client(victim) machine were investigated.

Å If the tools is multifunctional, only the features that an attacker is likely 
to abuseare verified.

Å Verified on a Win10 environment. Other versions and OS are out of scope.
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Common useful artifact: SRUM

ÅSystem Resource Utilization Monitor

ÅWindows feature that tracks application usage, network 
utilizations, and performance information.

ÅVery useful artifact for both RMM and SYNC tools to locate...

1. When the tool was executed (approx. time)

2. How much data was sent/received with the tool

üDate/Time when the attacker was active

üAmount of data which may have been exfiltrated
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Common useful artifact: SRUM

ÅSRUM collected from IR case where AteraRMM was abused.

AteraRMM was installed
on 2022 Sep-24th?

The attacker became active
between Sep-27th and 28th?
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Common useful artifact: SRUM

ÅSRUM collected from a terminal where data exfiltration via 
FileZilla was attempted.

Appox. 5.5GB was sent
on 2022 Oct-10th

FileZilla was firstly executed
on 2022 Sep-15th?
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Common useful artifact: EID 4688

Å Windows Event ID: 4688(Security.evtx) is recorded 
with command line when new process creation is detected.

Å Must be carefully considered as Security.evtxcould be overwhelmed
Ą EDR or Audit trail tools can beother options.

Å 4688 is referred on this document only when other useful artifacts were 
not found. 

Creator Process Name:  C: ¥Windows¥System32¥cmd.exe
Process Command Line: megatools.exe put 2.txt
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Tools Verification - AnyDesk

Relay Direct

Install Portable

BlackByte, BlackCat, Cartel, 
Conti, Karakurt, LAPSUS$,
Quantum, Royal, Somnia

Target SYNC tools

Target RMM tools

Direct
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AnyDesk: Artifacts
Installation Client program installation to the victim machine

AnyDesk.exe --install ά҈ProgramFiles(x86)%¥AnyDeskέ --start-with-win --silent 

Å Support GUI and Command Line installation

GUI Installation

Command Line Installation

Command

GUI
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AnyDesk: Artifacts

Useful Artifacts

Execution/Installation Client program installation to the victim machine

Files Registry Process/NW Others

%ProgramFiles(x86)%¥AnyDesk¥*
%ProgramFiles%¥AnyDesk¥*

[Install] %ProgramData%¥AnyDesk¥*.conf
[Portable] %APPDATA%¥AnyDesk¥*.conf

Install Path

Config

1. AnyDeskID to connect from a remote machine
2. FQDN of last connected relay server

1

2

system.conf
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AnyDesk: Artifacts

Useful Artifacts

Execution/Installation Client program installation to the victim machine

Files Registry Process/NW Others

HKLM¥System¥CurrentControlSet¥Services¥AnyDesk
Å DisplayName: AnyDeskService
Å ImagePathΥ ά҈ProgramFiles(x86)%¥AnyDesk¥!ƴȅ5ŜǎƪΦŜȄŜέ --service

Service

Processes persists
on victim

Service Name

System.evtx(EventID: 7045)
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AnyDesk: Artifacts

Useful Artifacts

Execution/Installation Client program installation to the victim machine

Files Registry Process/NW Others

[Install] %ProgramData%¥AnyDesk¥ad_svc.trace
[Install/Portable] %APPDATA%¥AnyDesk¥ad.trace

Log File

1

2

1. FQDN of connected relay server
2. IP address of relay server

ad_svc.trace/ad.trace
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AnyDesk: Artifacts

Useful Artifacts

Execution/Installation Client program installation to the victim machine

Files Registry Process/NW Others

*.net.anydesk.com: 443,80,6568
Network

FW rule for AnyDesk; Link

Dstport 443/tcp will fail over 
to 80, 5655 if blocked
ṕ443Ҝ 80Ҝ 6568Ṗ

https://support.anydesk.com/knowledge/firewall
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AnyDesk: Artifacts

Input Target(Victim) AnyDeskID

Target monitor screen appears 
on the console and able to control

*Copy-Paste b/w hosts-client is available

Feature: Remote Access Control the victim machine as if accessing via Remote Desktop



25| Copyright © 2023 Trend Micro Incorporated. All rights reserved.

AnyDesk: Artifacts

Useful Artifacts

Feature: Remote Access Control the victim machine as if accessing via Remote Desktop

Files Registry Process/NW Others

[Install] %Programdata%¥AnyDesk¥ad_svc.trace
[Portable] %APPDATA%¥AnyDesk¥ad.trace

Log File

1

2

1. AnyDeskID of Remote machine (attacker)
2. Global IPaddress of Remote machine (attacker)
3. Private IP address of Remote machine (attacker)

ad_svc.trace/ad.trace

3
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AnyDesk: Artifacts

Useful Artifacts

Feature: Remote Access Control the victim machine as if accessing via Remote Desktop

Files Registry Process/NW Others

[Install] %Programdata%¥AnyDesk¥connection_trace.txt
[Portable] %APPDATA%¥AnyDesk¥connection_trace.txt

Log File

1. Date/Time of remoteaccess
2. Authentication Type

Å User: Click the "Accept" button on the client side (victim)
Å Passwd: Connect by entering the password on the remote machine (attacker).
Å Token: Connected with stored password. 

3. AnyDeskID and alias of the connection source (attacker)

2

connection_trace.txt

31
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AnyDesk: Artifacts

Useful Artifacts

Feature: Remote Access Control the victim machine as if accessing via Remote Desktop

Files Registry Process/NW Others

[Install] %Programdata%¥AnyDesk¥connection_trace.txt
[Portable] %APPDATA%¥AnyDesk¥connection_trace.txt

Log File

1

2

3

Client (victim)

1

2
3

Remote (Attacker)

Click the "Accept" button on 
the client side (victim)

Connect by inputting the password 
on the remote machine (attacker)

Connected with stored password
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AnyDesk: Artifacts

Å Password for unattended access can be set on command line
* Administrative privileges required

Feature: Set Password Set password for Unattended Accesson command line

echo <Password> | AnyDesk.exe --set-password
Command

Security.evtx(Event ID: 4688)
EventLog

Useful Artifacts Files Registry Process/NW Others

Password for remote connection can be set on command line
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AnyDesk: Artifacts

Useful Artifacts

Feature: Set Password Set password for Unattended Accesson command line

Files Registry Process/NW Others

%APPDATA%¥AnyDesk¥ad.trace

Log File

Log when setting password on command line

ad.trace

[Install] %ProgramData%¥AnyDesk¥service.confand  system.conf
[Portable] %APPDATA%¥AnyDesk¥service.confand  system.conf

Config

service.conf system.conf

If a password is set, the hash will be listed in the config.
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AnyDesk: Artifacts
Feature: File Transfer Transfer specific files between client(victim) and server(attacker)

Possible to transfer files
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AnyDesk: Artifacts

Useful Artifacts

Feature: File Transfer Transfer specific files between client(victim) and server(attacker)

Files Registry Process/NW Others

%APPDATA%¥AnyDesk¥ad.trace

3

LogFile

1 ad.trace

21. Upload file from remote machine(attacker)
2. Download file from client machine(victim)
3. Delete file from client machine(victim)

*Only file path but the file name is not showed
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Tools Verification - Atera

Target RMM tools

Target SYNC tools

Relay Direct

Install Portable

Babuk, Black Basta, 
BlackCat,Conti

Direct
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Atera: Artifacts

Å A msiƛƴǎǘŀƭƭŜǊ ǿƛƭƭ ōŜ ƻōǘŀƛƴŜŘ ŦǊƻƳ ŀǘǘŀŎƪŜǊΩǎ ǘŜƴŀƴǘΣ ǘƘǳǎ no authentication is 
required during installation.

Å Splashtopis bundled with atera installer in default.

Installation Agent program installation to the victim machine

An installer can be 
downloaded  from the tenant
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Atera: Artifacts
Installation Agent program installation to the victim machine

Useful Artifacts Files Registry Process/NW Others

%ProgramFiles%¥AteraNetworks¥*  or  %ProgramFiles(x86)%¥AteraNetworks¥* 

%windir%¥Temp¥AteraSetupLog.txt

Install Path

Log File

1. Date/Time of successful installation
2. !ǘǘŀŎƪŜǊΩǎ ŜƳŀƛƭ ŀŘŘǊŜǎǎ ŀƴŘ ŀŎŎƻǳƴǘ L5

2

1

1
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Atera: Artifacts
Installation Agent program installation to the victim machine

Useful Artifacts Files Registry Process/NW Others

HKLM¥System¥CurrentControlSet¥Services¥AteraAgent
Å DisplayName: AteraAgent
Å ImagePath: %ProgramFiles%¥AteraNetworks¥AteraAgent¥AteraAgent.exe

System.evtx(EventID: 7045)

HKLM¥Software¥AteraNetworks¥AlphaAgent

Services

Config

2

1

1. AcountL5 ƻŦ ŀǘǘŀŎƪŜǊΩǎ Ateratenant
2. !ǘǘŀŎƪŜǊΩǎ ŜƳŀƛƭ
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Atera: Artifacts
Installation Agent program installation to the victim machine

Useful Artifacts Files Registry Process/NW Others

%ProgramFiles%¥AteraNetworks¥ATERA Networks¥AteraAgent¥AteraAgent.exe

Å ps.pndsn.com: 443
Å *.atera.com: 443
FW rule for Atera; Link

Processes persists
on victim

IP/Port that the
process access to

Process

Network

https://support.atera.com/hc/en-us/articles/360015461139-Firewall-Settings-for-Atera-s-Integrations
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Atera: Artifacts
Installation Agent program installation to the victim machine

Useful Artifacts Files Registry Process/NW Others

Application.evtx(Event ID: 0, 1033, 11707)

1. Date/Time of agent installation

1 1

EventLog
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Atera: Artifacts
Atera features Features that attackers are likely to abuse during intrusion

Feature Name Detail Useful Artifacts

Remote Access Remote access to victim using Splashtop, AnyDesk, etc.. v

Software Inventory View and remotely uninstall software on victim machine Only 4688 Security Event

Run Script Run any or build-in bat/ps1 scripts on victim machine v

Service Manager Start, restart, or stop any services on victim machine Only 4688 Security Event

Task Manager View and end any tasks on victim machine Only 4688 Security Event

Command Prompt Control command prompt on victim machine and run any commands Only 4688 Security Event

PowerShell Control PowerShell on victim machine and run any commands v

File Transfer Send/Receive any file between attacker and victim Only 4688 Security Event

Event Viewer View Windows Event Log on victim machine Only 4688 Security Event

Registry Editor View and edit registry on victim machine Only 4688 Security Event
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Atera: Artifacts
Feature: Remote Access Control the victim machine as if accessing via Remote Desktop

Ateraemploys 3rd party tools for remote access,
thusthe artifacts will be the same with those

generated by the corresponding tools.
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Atera: Artifacts
Feature: Run script Run specific bat or ps1 scripts on victim machine

Build-in scripts are also provided

Manual script creation is supported
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Atera: Artifacts
Feature: Run script Run any or build-in bat/ps1 scripts on victim machine

Useful Artifacts Files Registry Process/NW Others

1. File name of the script
2. Date/Time of script installation

1

[ps1] Windows PowerShell.evtx(Event ID: 400)

2

[bat] Security.evtx(Event ID: 4688)

1

2

EventLog EventLog

Microsoft-Windows-PowerShell/Operational.evtx
(Event ID: 4104) will be also recorded with the 
content of ps1 if PowerShell script block is enabled.
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Atera: Artifacts
Feature: PowerShell Control PowerShell on victim machine and run any commands

¢ŀƪŜ ǾƛŎǘƛƳΩǎ tƻǿŜǊ{ƘŜƭƭ ŀƴŘ Ǌǳƴ ŎƻƳƳŀƴŘǎ
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Atera: Artifacts
Feature: PowerShell Control PowerShell on victim machine and run any commands

Useful Artifacts Files Registry Process/NW Others

%ProgramFiles%¥ATERA Networks¥AteraAgent¥Packages¥AgentPackageRunCommandInteractive¥log.txt

1. Executed PowerShell command and date/time
2. Response of the command

1

2

Log File
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Tools Verification - CONNECTWISE

Target SYNC tools

Target RMM tools

Relay Direct

Install Portable

ALPHV, BlackCat,
RagnarLocker

Direct
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Installer Download

Installer type

ConnectWise: Artifacts

Å Both exe and msiƛƴǎǘŀƭƭŜǊ ǿƛƭƭ ōŜ ƻōǘŀƛƴŜŘ ŦǊƻƳ ŀǘǘŀŎƪŜǊΩǎ ǘŜƴŀƴǘΣ 
thus no authentication is required during installation.

Installation Client program installation to the victim machine
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ConnectWise: Artifacts

%ProgramFiles(x86)%¥ScreenConnectClient (<random>)¥*

HKLM¥System¥CurrentControlSet¥Services¥ScreenConnectClient (<random>)
Å DisplayName: ScreenConnectClient (<random>)
Å ImagePath: "%ProgramFiles(x86)¥ScreenConnectClient 

(<random>)¥ScreenConnect.ClientService.exe" "?e=Access&y=Guest&h=instance-<Instance ID>-
relay.screenconnect.com&p=443&s=<GUID>&k=<key>&v=<val>&c=<Company>&c=<Site>&c=<Depar
tment>&c=<DeviceType>&c=&c=&c=&c="

Install Path

Service System.evtx(EventID: 7045)

Installation Client program installation to the victim machine

Useful Artifacts Files Registry Process/NW Others
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ConnectWise: Artifacts
Installation Client program installation to the victim machine

Useful Artifacts Files Registry Process/NW Others

1. Date/Time of agent installation

1 1

Application.evtx(Event ID: 1033, 11707)
EventLog
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ConnectWise: Artifacts

%ProgramFiles(x86)%¥ScreenConnectClient (<random>)¥ScreenConnect.ClientService.exe
%ProgramFiles(x86)%¥ScreenConnectClient (<random>)¥ScreenConnect.WindowsClient.exe

Process

*.screenconnect.com: 443
Network

Installation Client program installation to the victim machine

Useful Artifacts Files Registry Process/NW Others
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ConnectWise: Artifacts
Feature: Remote Access Control the victim machine as if accessing via Remote Desktop

Target monitor screen appears 
on the console and able to control

*Copy-Paste b/w hosts-client is available
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ConnectWise: Artifacts

Application.evtx(Event ID: 0 Source: ScreenConnect)
EventLog

Useful Artifacts Files Registry Process/NW Others

Feature: Remote Access Control the victim machine as if accessing via Remote Desktop
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ConnectWise: Artifacts
Feature: File Transfer Transfer specific files between client(victim) and server(attacker)

{ŜƴŘ CƛƭŜǎΧ{ŜƴŘ CƻƭŘŜǊΧwŜŎŜƛǾŜ CƛƭŜΧ

wŜŎŜƛǾŜ CƻƭŘŜǊΧ
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ConnectWise: Artifacts

Useful Artifacts

Feature: File Transfer Transfer specific files between client(victim) and server(attacker)

Files Registry Process/NW Others

Theevent logs are recorded each times files are 
sent from attacker to victim.
The reverse transmission is not recorded.

Application.evtx(Event ID: 0 Source: ScreenConnect)
EventLog
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ConnectWise: Artifacts
Feature: Run Command Run specific commands on victim machine

Select target and execute 
specific commands Command is executed by

NT AUTHORITY¥SYSTEM
User
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ConnectWise: Artifacts

Useful Artifacts Files Registry Process/NW Others

Feature: Run Command Run specific commands on victim machine

Application.evtx(Event ID: 0 Source: ScreenConnect)
Security.evtx(Event ID: 4688)

EventLog

Only the length of the command is recorded.

Application.evtx

Security.evtx
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ConnectWise: Artifacts
Feature: Information Gathering Gather information from the managed computer

1

2

3

4

1. List and kill processes
2. List and uninstall application
3. Review a list of event logs
4. List, stop, start, and restart services

1

2

3

4

Å Process, service, software, and event logs can be manipulated
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ConnectWise: Artifacts

Useful Artifacts Files Registry Process/NW Others

Feature: Information Gathering Gather information from the managed computer

Windows PowerShell.evtx(Event ID: 600,400,403)
Microsoft-Windows-PowerShell/Operational.evtx(Event ID: 4104)

EventLog

Only ConnectWise-related PowerShell execution 
can be confirmed, but detail is not logged

If script block logging is enabled, 
specific process will be listed

SystemRoot ¥TEMP¥ScreenConnect¥<Version>¥*.ps1 (Temporary file)
Files



57| Copyright © 2023 Trend Micro Incorporated. All rights reserved.

ConnectWise: Artifacts

Useful Artifacts Files Registry Process/NW Others

Feature: Information Gathering Gather information from the managed computer

Application.evtx(Event ID: 0 Source: ScreenConnect)
EventLog

Length Script

657 List running processes

861 List installed software

492 Get recent events

460 List services

нфоΣнфрΣнфтΧKill process (Depends on PID)

нррΣнртΣнрфΧStop service (Depends on service name)

340 Uninstall software (Application.evtx Event ID 1034, 11724)
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Tools Verification - LogMeIn

Target RMM tools

Target SYNC tools

Relay Direct

Install Portable

LAPSUS$

Direct
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LogMeIn: Artifacts

Å An agent msiƛƴǎǘŀƭƭŜǊ ǿƛƭƭ ōŜ ƻōǘŀƛƴŜŘ ŦǊƻƳ ŀǘǘŀŎƪŜǊΩǎ [ƻƎaŜLƴ ǘŜƴŀƴǘΦ

Å An agent(victim) machine will be appeared on mgmt. console after installation. 
A credential of victim machine is required to log in and to use LogMeIn features.

All the features will be 
available after log in Windows user credential

is explicitly required

Installation Install LogMeIn agent program on the victim machine

Agent(victim) machine
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LogMeIn: Artifacts

%ProgramData%¥LogMeIn¥[ƻƎaŜLƴΦƭƻƎ όŦƛƭŜ ƴŀƳŜ ǿƛƭƭ ŎƘŀƴƎŜŘ ǘƻ ά[aLȅȅȅȅƳƳŘŘΦƭƻƎέ ŀŦǘŜǊ Ǌƻǘŀǘƛƻƴύ

Useful Artifacts Files Registry Process/NW Others

%ProgramFiles(x86)%¥LogMeIn¥*
%LocalAppData%¥LogMeIn¥*
%ProgramData%¥LogMeIn¥*

Install Path

Log File

1. Date/Time of agent installation and username 
2. Date/Time of log in, IP address of remote terminal(attacker), username used for log in

1

2

Installation Install LogMeIn agent program on the victim machine
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LogMeIn: Artifacts

Useful Artifacts Files Registry Process/NW Others

HKLM¥System¥CurrentControlSet¥Services¥LMIGuardianSvc
Å ImagePathΥ ά҈ProgramFiles(x86)%¥LogMeIn¥x64¥[aLDǳŀǊŘƛŀƴ{ǾŎΦŜȄŜέ

HKLM¥System¥CurrentControlSet¥Services¥LMIInfo
Å ImagePathΥ ά҈windir%¥system32¥drivers¥[aLLƴŦƻΦǎȅǎέ

HKLM¥System¥CurrentControlSet¥Services¥LMIMaint
Å ImagePathΥ ά҈ProgramFiles(x86)%¥LogMeIn¥x64¥RaMaint.exeέ

HKLM¥System¥CurrentControlSet¥Services¥LMIRfsDriver
Å ImagePathΥ ά҈windir%¥system32¥drivers¥[aLwŦǎ5ǊƛǾŜǊΦǎȅǎέ

HKLM¥System¥CurrentControlSet¥Services¥LogMeIn
Å ImagePathΥ ά҈ProgramFiles(x86)%¥LogMeIn¥x64¥[ƻƎaŜLƴΦŜȄŜέ

Services System.evtx(EventID: 7045)

Installation Install LogMeIn agent program on the victim machine

HKLM¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion¥Run
Å LogMeIn GUI: " %ProgramFiles(x86)%¥LogMeIn¥x64¥[ƻƎaŜLƴ{ȅǎǘǊŀȅΦŜȄŜέ

Autoruns
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LogMeIn: Artifacts

Useful Artifacts Files Registry Process/NW Others

%ProgramFiles(x86)%¥LogMeIn¥x64¥*.exe

Processes persists
on victim

IP/Port that the
process access to

Installation Install LogMeIn agent program on the victim machine

Process
*.logmein.com: 443
FW rule for LogMeIn; Link

Network

https://support.logmeininc.com/central/help/what-does-error-10054-mean
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LogMeIn: Artifacts

Useful Artifacts Files Registry Process/NW Others

Application.evtx(Event ID: 102, 105, 1033, 11707)

1. IP address of attacker machine
2. Date/Time of logon
3. Date/Time of Installation

3

Installation Install LogMeIn agent program on the victim machine

EventLog

1

2
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LogMeIn: Artifacts

Target monitor screen appears 
on the console and able to control

*Copy-Paste b/w hosts-client is available

Feature: Remote Control Control the victim machine as if accessing via Remote Desktop
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LogMeIn: Artifacts
Feature: Remote Control Control the victim machine as if accessing via Remote Desktop

Useful Artifacts Files Registry Process/NW Others

1. Date/Time of remote control set up
2. Date/Time of remote control terminated with connection detail

1

2

%ProgramData%¥LogMeIn¥[ƻƎaŜLƴΦƭƻƎ όŦƛƭŜ ƴŀƳŜ ǿƛƭƭ ŎƘŀƴƎŜŘ ǘƻ ά[aLȅȅȅȅƳƳŘŘΦƭƻƎέ ŀŦǘŜǊ Ǌƻǘŀǘƛƻƴύ

HKLM¥SOFTWARE¥LogMeIn¥V5¥FeatureHistory¥remotecontrol

3 3. Number of remote controlattempts

Log File

Other
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LogMeIn: Artifacts
Feature: Remote Control Control the victim machine as if accessing via Remote Desktop

Useful Artifacts Files Registry Process/NW Others

Application.evtx(Event ID: 202, 205)
EventLog

4

1

2

1. IP address of attacker machine
2. Date/Time of Remote Control started
3. IP address of attacker machine
4. Date/Time of Remote Control ended

3
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LogMeIn: Artifacts

File transfer between client and server 
will be available 

Feature: File Transfer Transfer specific files between client(victim) and server(attacker)



68| Copyright © 2023 Trend Micro Incorporated. All rights reserved.

LogMeIn: Artifacts

Useful Artifacts Files Registry Process/NW Others

1. Date/Time of file transfer from attacker to victim, with fullpath
2. Date/Time of file transfer from victim to attacker, with fullpath

1

2

Feature: File Transfer Transfer specific files between client(victim) and server(attacker)

%ProgramData%¥LogMeIn¥[ƻƎaŜLƴΦƭƻƎ όŦƛƭŜ ƴŀƳŜ ǿƛƭƭ ŎƘŀƴƎŜŘ ǘƻ ά[aLȅȅȅȅƳƳŘŘΦƭƻƎέ ŀŦǘŜǊ Ǌƻǘŀǘƛƻƴύ
Log File
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LogMeIn: Artifacts
Feature: File Share Share specific files on the victim via email or download link

Download link of the 
target file is generated
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LogMeIn: Artifacts
Feature: File Share Share specific files on the victim via email or download link

Useful Artifacts Files Registry Process/NW Others

HKLM¥SOFTWARE¥LogMeIn¥V5¥WebSvc¥Shared¥<random>

1. Date/Time when share link is created with fullpathof target file
2. Download link

1

2

%ProgramData%¥LogMeIn¥[ƻƎaŜLƴΦƭƻƎ όŦƛƭŜ ƴŀƳŜ ǿƛƭƭ ŎƘŀƴƎŜŘ ǘƻ ά[aLȅȅȅȅƳƳŘŘΦƭƻƎέ ŀŦǘŜǊ Ǌƻǘŀǘƛƻƴύ
Log File

Other
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Tools Verification - ngrok

Target SYNC tools

Target RMM tools

Relay Direct

Install Portable

BlackCat, Daixin
Somnia

Direct
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Å An authtoken is issued when an account is created.

ngrok: Artifacts
Feature: Remote Access Control the victim machine as if accessing via Remote Desktop

An authtoken is issued for each account.

Feature: Configuration Configurengrokon victim machine for remote control
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ngrok: Artifacts

Useful Artifacts

Feature: Configuration Configurengrokon victim machine for remote control

Files Registry Process/NW Others

%LOCALAPPDATA%¥ngrok¥ngrok.yml
Config

ngrok.exe authtoken<Authtoken>

Command

Authtokenis stored in a Ymlfile

ngrok.yml
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ngrok: Artifacts
Feature: Configuration Configurengrokon victim machine for remote control

Useful Artifacts Files Registry Process/NW Others

Security.evtx(Event ID: 4688)
EventLog
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ngrok: Artifacts
Feature: Remote Access Control the victim machine as if accessing via Remote Desktop

Command

ngrok.exe tcp 3389

Command

After connecting, the client (victim) machine appears on the web console

NgrokWeb console
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ngrok: Artifacts

Useful Artifacts Files Registry Process/NW Others

Security.evtx(Event ID: 4688)
EventLog

Feature: Remote Access Control the victim machine as if accessing via Remote Desktop
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ngrok: Artifacts

Useful Artifacts

Feature: Remote Access Control the victim machine as if accessing via Remote Desktop

Files Registry Process/NW Others

*.ngrok.com:443
FW rule for ngrok; Link

Network

https://ngrok.com/docs/guides/running-behind-firewalls
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ngrok: Artifacts
Feature: Remote Access Control the victim machine as if accessing via Remote Desktop

ngrokWeb console

FQDN and port for tunnel connection
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ngrok: Artifacts

Useful Artifacts Files Registry Process/NW Others

Securyty.evtx(Event ID: 4624)
Microsoft-Windows-TerminalServices-LocalSessionManager/ Operational.evtx(Event ID: 25)
Microsoft-Windows-RemoteDesktopServices-RdpCoreTS/ Operational.evtx(EventID: 131)

EventLog

Feature: Remote Access Control the victim machine as if accessing via Remote Desktop

Log in events from itself are recorded
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Tools Verification ςRemote Utilities

Target RMM tools

Target SYNC tools

Relay Direct

Install Portable

Babuk

Direct
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Remote Utilities: Artifacts

Å Both portable(a.k.a Agent) and installer(a.k.aHost) are supported.

Å ID and password will be generated on client(victim) after execution/installation.
Attacker connects to the victim by using the credential.

Execution/Installation Agent program installation and connect from attacker

Victim machine appears on
console after authentication
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Remote Utilities: Artifacts
Execution/Installation Agent program installation and connect from attacker

Useful Artifacts Files Registry Process/NW Others

[Portable] %APPDATA%¥Remote Utilities Agent¥Logs¥rut_log_yyyy-mm.html
[Install] %ProgramFiles(x86)%¥Remote Utilities - Host¥Logs¥rut_log_yyyy-mm.html

1. Date/Time of agent execution or installation
2. IP/Port of relay server
3. IP of attacker terminal

1

2

3

Log File
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Remote Utilities: Artifacts
Execution/Installation Agent program installation and connect from attacker

Useful Artifacts Files Registry Process/NW Others

[Portable] HKCU¥Software¥Usoris¥Remote Utilities¥Host¥Parameters¥*
[Install] HKLM¥Software¥Usoris¥Remote Utilities¥Host¥Parameters¥*

Config will appear after 
base64 decode

[Install]HKLM¥System¥CurrentControlSet¥Services¥RManService
Å ImagePath: %ProgramFiles(x86)%¥Remote Utilities - Host¥rutserv.exe

System.evtx(EventID: 7045)Services

Config
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Remote Utilities: Artifacts
Execution/Installation Agent program installation and connect from attacker

Useful Artifacts Files Registry Process/NW Others

[Portable] %APPDATA%¥Remote Utilities Agent¥<version>¥<random>¥rutserv.exe
[Install] %ProgramFiles(x86)%¥Remote Utilities - Host¥rutserv.exe

*.remoteutilities.com: 5655,443
FW rule for Remote Utilities; Link

Processes persists
on victim

FQDN that the process resolves Dstport 5655/tcp will fail 
over to 443 if blocked

Process

Network

https://www.remoteutilities.com/support/docs/ports-used-by-remote-utilities/
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Remote Utilities: Artifacts
Feature: File Transfer Transfer specific files between client(victim) and server(attacker)
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Remote Utilities: Artifacts
Feature: File Transfer Transfer specific files between client(victim) and server(attacker)

Useful Artifacts Files Registry Process/NW Others

1. Full path of received file
2. Full path of sent file

2

1

[Portable] %APPDATA%¥Remote Utilities Agent¥Logs¥rut_log_yyyy-mm.html
[Install] %ProgramFiles(x86)%¥Remote Utilities - Host¥Logs¥rut_log_yyyy-mm.html

Log File



87| Copyright © 2023 Trend Micro Incorporated. All rights reserved.

Remote Utilities: Artifacts
Feature: Task Manager Review working processes/services on the victim and control them
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Remote Utilities: Artifacts
Feature: Task Manager Review working processes/services on the victim and control them

Useful Artifacts Files Registry Process/NW Others

1. Date/Time when task manager is opened.
*Detail of the action is not recorded.

1

[Portable] %APPDATA%¥Remote Utilities Agent¥Logs¥rut_log_yyyy-mm.html
[Install] %ProgramFiles(x86)%¥Remote Utilities - Host¥Logs¥rut_log_yyyy-mm.html

Log File
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Remote Utilities: Artifacts
Feature: Terminal Open cmdor PowerShell terminal of the victim machine
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Remote Utilities: Artifacts
Feature: Terminal Open cmdor PowerShell terminal of the victim machine

Useful Artifacts Files Registry Process/NW Others

Security.evtx(Event ID: 4688)

rutserv.exe -> cmd.exe -> whoami
1

2 3

EventLog
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Remote Utilities: Artifacts
Feature: Execution Remotely execute specific application on victim machine.

Useful Artifacts Files Registry Process/NW Others

[Portable] %APPDATA%¥Remote Utilities Agent¥Logs¥rut_log_yyyy-mm.html
[Install] %ProgramFiles(x86)%¥Remote Utilities - Host¥Logs¥rut_log_yyyy-mm.html
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Remote Utilities: Artifacts
Feature: Remote registry Review and control registry on victim machine
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Remote Utilities: Artifacts
Feature: Remote registry Review and control registry on victim machine

Useful Artifacts Files Registry Process/NW Others

1

1. Date/Time when remote registry is opened.
*Detail of the action is not recorded.

[Portable] %APPDATA%¥Remote Utilities Agent¥Logs¥rut_log_yyyy-mm.html
[Install] %ProgramFiles(x86)%¥Remote Utilities - Host¥Logs¥rut_log_yyyy-mm.html

Log File


