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% TREND: 1st Chapter

Background&

Incident cases
2 KIG Aa GKS aftS3aIAa G22f¢ ¢
Actual incident cases




Abuse of Legitimate tools

A Attackers of Human Operated Ransomware tend to abuse
legitimate toolsfor defense evasion.

A Tools intended focommercial usere currently
experiencing a marked increase in abuse.

Category of legitimate tools
1 MS Native Tools t 26 SNI KSff>X t&a9E
2 Pentest Tools [ 20 tf0G {ONR{1SEZ a
|3 Commercial Tools ! y&5Sai1z { L} I &K % Our focus on

this presentation

Techniques are
being well researched.

. S 2 [ S

A AV products are making

effort to detect them.
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Commercial tools

A Commercial tools are typicallysed inenterprise daily
operations making them challenging to detect at incidents.

A Due to theirmultifunctionality, those tools appear to be
convenient for attackers to perform various activities.

A Tend to be abused at the following tactics.

MITRE Tactics Abused tools

[TAOO11] Command and Control RMM Tools
[TAOO10] Exfiltration SYNC Tools




Commercial RMM tools

A Once RMM agent program is installed/executed on victim PC.
an attacker will be able to remotely control the Bftough
relay servers as If accessing via Remote Desktop.

A Maijority of tools havenultiple featuressuch as
script/command execution, file transfer, task manager, etc..

RMM Agent RMM Server

A\ ® o
/m\ Callback: D :Control @Z| |

Victim Relay Server Attacker




Commercial SYNC tools

A Commandine/GUI based tool whickyncs specific files or
directories to cloud services or directly to target machines.

Cloud storage service 0
T MEGA
WWW > | U ‘
download “—/=

_ 33 Dropbox
Cloud storage Attacker Google Drive Amazon S3 * P
-~
upload — upload C.) RCLONE () GoodSync F;;.?s,..c
(cloud storage) (P2P) ‘l:ﬂ
Client tool ©OMmecaTOOLs gt [

Victim
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Incident case example (case#1)

Exfiltration

Impact Babuk Ransomware
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Tactics Procedure — «— > @ﬁ
==
Initial Access - WWw = Relay Server Attacker
BISHRCRAYEE o aM Kill AV via legit driver
LAN
I EIIEIWNSNY Mimikatz
: 1.The victim unintentionally ED

Discovery Advanced IP Scanne installed attacker'sAteraagent _E\
EICIEIRVIOEInER PsExec, RDP ! ﬁb 9/ L
C&C Atera’ o & A=ro 9 > /‘;.Lateral >

Remote Utilities Srenoeuiiies]  ENCryption

Patient O Server

2.Attacker install Remote Utilities



Incident case example (case#2)
— [ — &

Tactics

Initial Access VPN Wwww -~ Relay Server Attacker
A

BISCHECRAVESdM Disable AV LAN
O LHIEIWANINERS Mimikatz : VPN ©

. 1.Initial access
Discovery NW scanner by SSIVPN |
EICICIRYOYENEN PsExec, RDP v /9)
C&C Ngrok, AnyDesk ©

9> AnyDesk
Exfiltration Rclone>MEGA . ngrok © MEGATOOLS
Patient O Servers C.) RCLONE
Impact BlackCat 2.Attacker install 3.Lateral >Exfiltration
Ransomware AnyDesk& Ngrok > Encryption
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Incident case examplécase#1)

[CreateProcess] ClasSvc.exe:176@ > "XUserProfile%

H¥Windows¥Prefetch MSIEXEC.EXE-CDBFCOF7.pf
FWindows¥Temp AteralpgradeAgentPackage

Shell\ClasSvc.exe -run_agent -second" [Child PID: 652]

[CreateFilel ClasSvc.exe:652 > %AopData%\Remote Utilities

H#Windows¥Temp Setupx6d.msi Agent\Logs \rut_log_ 20 lll.html [SHA256:
KWindows¥Temp I AteraSetuplog txt I :

¥Program Files ATERA MNetworks

¥Program Files¥ATERA Networks Aterahgent

Property(N): TALLFOLDER = C:\Program Files (x86)\ATERA Networks\AteraAgent)\ 8t (re) a-F e g,
Property(N): ndowsFolder = C: NDOW
Property(N): ATERA = C:\Program les (x86)\ATERA Networks\
Property(N): ProgramFilesFolder = C:\Program Files (x86)\
Property(N LUSERS = 1
Property(N REINSTALLMODE = dmus
Property(N nufacturer = Atera networks
Property(N ProductCode =
Property(N): ProductLanguage = 1033
Property(N): ProductName = AteraAgent
Property(N ProductVersion = 1.8.2.3
Property(N SecureCustomProperties = T -~35 ; PREVIOUSFOUN IX_UPGRADE_
Property(N INTEGRATORLOGIN = _ p.pl
N): COMPANYID = 2

ACCOUNTID

PackageCode = {2B8E@DSC-FD18-425: =-FRA1INS7A1FNY}

ProductState = 5 AteraRMM

UPGRADINGPRODUCT:

CLIENTPROCESS Account ID

LIENTUILEVEL =

N): REMOVE = ALL

Property(N PRODUCTLANGUAGE =
Property(N VersionDatabase
Property(N): VersionMsi = 5.00

T T aar OUpNnna

@) TREND:
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Purpose of this presentation

D To clarify artifacts useful during investigation

To clarify methods to prevent malicious activities

gkt
& M=ro ¥ AnyDesk A’SP’QSMOPQ TeamViewer @

gRemoteUtiIities® M1CONNECTWISE’ LOQMG@ E I‘IgI'OI(

Be Limitless.

Target SYNC tools Y
'[:n inSCP ;i EFiIeZilla
c RCLONE 0 MEGAAUMIMOMISOEW!:‘§ w‘ﬁ!gp CLIENT () GOOdsynC F&H .
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) TREND:

2" Chapter

/A Features of tools that may be abused b
A Artifacts useful for investigation




Verification Environment

Artifacts left during installation and execution of each tool features
were investigated.

Only artifacts that are useful during the investigaticare referred on
this document, rather than a comprehensive list of all the artifacts.

Verification was done witkthe latest version of each tools as of
December2022 | YR dzy RSNJ 6 KS KAIKSad a7

Only the artifacts on the client(victim) machine were investigated.

If the tools is multifunctionalpnly the features that an attacker is likely
to abuseare verified.

Verified on a Win10 environment. Other versions and OS are out of scope

Do o Do Po o o
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Common useful artifact: SRUM

A System Resource Utilization Monitor

A Windows feature that tracks application usage, network
utilizations, and performance information.

A Very useful artifact for both RMM and SYNC tools to locate...
1. When the tool was executed (approx. time)
2. How much data was sent/received with the tool

u Date/Time when the attacker was active
U Amount of data which may have been exfiltrated




Common useful artifact: SRUM

A SRUM collected from IR case whé&teraRMM was abused.

Id ~| Timestamp - | Exelnfo x| SidType -~ | Sid +|Appld [+|BytesReceiv{~|BytesSent [+|InterfacelLuid[~|InterfaceType -
soooof 2022/9/24 3:55 Jite . 70952 913 0  1.6894E+15 IF_TYPE_ETHERNET CSMACD
801386  2022/9/25 1355 AteraAgent Ate(r)iRzl\élé\/IZVéz;Ehs;alled 70952 912 0  1.6894E+15 IF_TYPE_ETHERNET_CSMACD
803969  2022/9/27 2:57 AteraAgent 70952 3510 1282 1.6894E+15 IF_TYPE_ETHERNET_CSMACD
806517  2022/9/27 22:55 Aterahgent  LocalSystem S-1-5-18 70952 341758 200173]  1.6894E+15 IF_TYPE_ETHERNET_CSMACD
806656  2022/9/28 0:04 AteraAgent  LocalSystem S-1-5-18 70953 586604 363372]  1.6894E+15 IF_TYPE_ETHERNET_CSMACD
806671  2022/9/28 1:04 AteraAgent  LocalSystem S-1-5-18 70953 580738 374520 MACD
806714  2022/9/28 2:04 AteraAgent  LocalSystem S-1-5-18 70953 575650 372391 y The attacker became activiey;acp
806745  2022/9/28 3:04 AteraAgent  LocalSystem S-1-5-18 70953 579891 arai71| 1| Petween Se@7"and 282 L, -y
806776  2022/9/28 4:04 AteraAgent  LocalSystem S-1-5-18 70953 585094 374233]  1.6894E+15 IF_TYPE_ETHERNET _CSMACD
806805  2022/9/28 5:04 AteraAgent  LocalSystem S-1-5-18 70953 579861 373872]  1.6894E+15 IF_TYPE_ETHERNET_CSMACD
806837  2022/9/28 6:04 AteraAgent  LocalSystem S-1-5-18 70953 582538 372941]  1.6894E+15 IF_TYPE_ETHERNET_CSMACD
806867  2022/9/28 7:04 AteraAgent  LocalSystem S-1-5-18 70952 579874 372420]  1.6894E+15 IF_TYPE_ETHERNET_CSMACD
806896  2022/9/28 8:04 AteraAgent  LocalSystem S-1-5-18 70953 177484 115087|  1.6894E+15 IF_TYPE_ETHERNET_CSMACD
810381 2022/10/20 4:03 AteraAgent  LocalSystem S-1-5-18 70952 913 0  1.6894E+15 IF_TYPE_ETHERNET_CSMACD
819243 2022/10/21 13:52 AteraAgent  LocalSystem S-1-5-18 70952 912 0  1.6894E+15 IF_TYPE_ETHERNET_CSMACD
844632 2022/10/26 19:36 AteraAgent  LocalSystem S-1-5-18 70952 912 0  1.6894E+15 IF_TYPE_ETHERNET_CSMACD
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Common useful artifact: SRUM

A SRUM collected from a terminal where data exfiltration via
FileZilla was attempted.

iSRUM T SREUNM ENTREY CREATION |~ Application 1| User 51~ | Bytes Sent | * Bytes Received |~

a1 Br 2082/89/15 1 5:35|¥pmgram files¥filezilla ftp client¥filkezilaexe 5-1-5-21 1145463 11825
875 2022/8916 144 ¥program files¥filezilla ftp client¥filezillaexe S—1-5—21 2005 390
Eﬁ/\ 20221010 415 ¥program files¥filezilla ftp client¥filezillaexe 51 —5—21' 5026306020 11772532 I

FileZilla was firstly executdgd /\

on 2022 Sefl5"?

Appox 5.5GB was sent
on 2022 Octl 0"
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Common useful artifact; EID 4688

A Windows Event ID: 468Bécurity.evtxis recorded
with command line when new process creation is detected

A Must be carefully considered &ecurity.evtxcould be overwhelmed
A EDR or Audit trail tools can la¢her options.

A 4688 is referred on this document only when other useful artifacts were
not found.

Creator Process Nam€&:¥Windows¥System3Xcmd.exe
Process Command Limeegatools.exe put 2.txt
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Tools Verification AnyDesk

BlackByte BlackCatCartel,

Conti,Karakurt LAPSUS$,
Quantum, RoyalSomnia
n y e S Relay Direct

Install Portable

gkt
& A=roa ¥ AnyDesk a\’SP’QSthPO TeamViewer @

gRemoteUtiIities® m"CONNECTWISE' LOQMG@ E I‘IgI'Ok

Be Limitless.

Target SYNC tools
C.) RCLONE €)MEGATOOLS Eﬁli‘.iﬁfr ) GoodSync E? Eﬁlezma
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AnyDesk Artifacts

Installation Client program installation to the victim machine

A Support GUI and Command Line installation

9> AnyDesk I FTLLMERE = ® - o

- x

] B =

News

yDesk 7.10)
e ?

Check qut the most interesting
new features in this release.

Command Line Installation

Command
AnyDesk.exe-install & ProgramFileéx86)%¢AnyDesk --start-with -win --silent
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AnyDesk Artifacts

Execution/Installation Client program installation to the victim machine

Useful Artifacts Files Registry Process/NW Others
Install Path

%dProgramFile&x86)%¥AnyDeske*
%dProgramFile$e¢éAnyDeshké*

[Install] %dProgramDat&ctAnyDeské*.conf
[Portable] %APPDATA%ANyDesk*.conf

A

o}

Program Files (x86) = .ancl.cached_config=AAUAAAABAAAAAAAAAAAAAAAA system.conf

AnyDesk B AnyDesk.exe .anynet.alias= ‘
Common Files — .anynet.cur_version=30064836615
.anynet.fpr=86b84acf8836dc3d30848b907104a911975e6213

lotommat Lunlass .anynet.id=495 N
.anynet.last relay relay 59657f5a.net.anydesk.com:80:443:6568

B e Y8D 8907576
AnyDesKD to connect from a remote machine

FQDN of last connected relay server -
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AnyDesk Artifacts

Execution/Installation Client program installation to the victim machine
Useful Artifacts Files Registry Process/NW Others

» | System.eviEventID 7045) |
HKLMESysten¥CurrentControlSetService¥AnyDesk

A DisplayNameAnyDeslService

A ImagePatly RmgramFile&86)%AnyDesk! y & 5 S & {sandck S ¢

[#=] svchost.exe 10660 1.59 MB B LUAN TF45-
| g AnyDesk.exe I 5500 21.63 MB TrIUP BEE BTV BREAUA) ALTH)
y ost.exe ENIGE 142 ME :I)::l—5'—¥HKE\."_LOCAL;MACHINE¥S\"STEM¥CurrentControlSet¥5emce5¥An}fDesk
5 . - " - N [ -
5 = "C:¥Program Files (x86)¥AnyDesk¥AnyDesk.exe” --service § Py 3"‘- =
rocesses persistg rij .. : ab] (BE5E) REG_SZ
s File: ) . > L amdxata 5] DependOnService REG_MUL
on victim C:¥Progra . Lk Any Desk.exe - | AnyDesk ) Deseript REG <7
= A Service Name .|| AOTAgentsvc escrption .
b= fontdrvhost.exe AnyDesk I AppiD a5 DisplayName REG_SZ
ApvDeck Go e GrbH . | AppiDSwe 84| ErrorControl REG_DWC
Ers.Ene : 5] FailureActi REG BINA
. Services: : Appinfo ve| Failurefctions |
winlogon.exe . . o applockerfitr E_ﬂlma.qepath REG_EXP2
AnyDesk (AnyDesk Service) AppMomt 35| ObjectName REG.SZ
=] fontdrvhost.exe Motes: . || AppReadiness 24 start REG_DWC
5| dwm.exe Signer: philandro Software GmbH || AppVCient 2 Type REG_DWC
e L H . ey AppvStrm f;'_tﬂWGWS*l REG_DWC
explorer.exe Console application: services.exe (680) 3 R
' Process is 32-bit (WOWa4), ]
4

Health Sy stra preee ST e .
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AnyDesk Artifacts

Execution/Installation Client program installation to the victim machine
Useful Artifacts Files Registry Process/NW Others
| __Log File

Log File
[Install] %dProgramDaté&ctAnyDeskéad_svc.trace
[Install/Portable] %APPDATA¥ANyDeskad.trace

fiber.scheduler i 9 terminated. ad—SVCtracmdtrace

ng child fiber 1@ (parent 4).

o
o

u1 L
Ui
=i
o

~i
d

nnecting
1pping connect
ipping connect

<
|

=~
o

mn R ERERREEEEEREEEER

oL oLown oL
oL oLnownoLaoLn
~J
@

info
info

DD O EE A

un
un

pp.service 'ro tart: 4

un

]
"

FQDN of connected relay serverge
IP address of relay server

vin.upnp_config - 1 times:

=~
i

info
info
warning
warning

B0 ~J
;o

el el el el el el el el e el el el e el

LR ELET T

el el e el el el el el el el el el = el

Ll L1 ownoLaoLn

o
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AnyDesk Artifacts

Execution/Installation Client program installation to the victim machine

Useful Artifacts Files Registry Process/NW Others

*.net.anydesk.com: 443,80,6568

Processes Services Metwork  Disk Destination
203.160.98.2082
Mame Local address Local... Remote address Re.. Pr.
AnyDesk.exe (5500) FoTo TCP
AnyDesk.exe (5500) 51588 TCP
AnyDesk.exe [5500) 51566 relay-67f39bal.net.anydesk.com 443 I TCP
AnyDesk.exe (5500) 50001 UDp

FW rule forAnyDesk Link ;

Ports & Whitelist Dstport 443/tcp will fail over
AnyDesk clients use the TCP-Ports 80, 443, and 6568 to establish connections. It is however to 80. 5655 if blocked

sufficient if just one of these is opened. F,) 443K 80K 65683

AnyDesk’s “Discovery” feature uses a free port in the range of 50001-50003 and the
IP 239.255.102.18 as default values for communication.

It can be necessary to whitelist AnyDesk for firewalls or other network traffic monitoring
software, by making an exception for: “*_net.anydesk.com”
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https://support.anydesk.com/knowledge/firewall

AnyDesk Artifacts
Control the victim machine as if accessing via Remote Desktop

&> AnyDesk [ FTLLVER = e _

Input Target(VictimpnyDeskD

CDI—=JAR—R 795 @ @ |~ Invite

@) AnyDesk [ 919 ()

© 2 919

Free license (non-professional use). Start trial license F/cit buy.

News mhntyia 88

News

BEEE
O- A4y bO—JADIEND

AnyDesk 7.10
FregREE ?
AnyDesk54 7> b B EIRY(CiE
LT,

Check out the most interesting
new features in this release.

Target monitor screen appears
on the console and able to control
*Copy-Paste b/w hostsclient is available
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AnyDesk Artifacts

SRR o] CWAN- 0 Control the victim machine as if accessing via Remote Desktop

Useful Artifacts Files

Registry

Process/NW

Others

[Install] %dProgramdat&ctAnyDeskad_svc.trace

[Portable] %APPDATA%ANyDeskad.trace

AnyDesKkD of Remote machine (attacker)

Global IPaddress of Remote machine (attacker)

3. Private IP address of Remote machine (attacke
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_mgr

anynet.any_socket
.

fiber.scheduler
anvnet.pounch nector
anynet.punch_connector
Tiber.scheauler

ning root fll’:ln-‘
.-CCr-ptlﬂE the c.unnwct r*-—qu.:_t




AnyDesk Artifacts

SRR o] CWAN- 0 Control the victim machine as if accessing via Remote Desktop

Useful Artifacts Files Registry Process/NW Others

[Install] %dProgramdat&ctAnyDeskconnection_trace.txt
[Portable] %APPDATA®ANyDeskconnection_trace.txt

connection_trace.txt

ztion x]

Incoming 2022-12-14, : 2 yser
Incoming 2022-12-14, : Passwd
Incoming 2022-12-14, : Passwd
Incoming 2022-12-14, : Passwd
Incoming 2022-12-15, : Token
Incoming 2022-12-15, : Token

1. Date/Time of remoteaccess
2. Authentication Type
A User: Click the "Accept" button on the client side (victim)
A Passwd: Connect by entering the password on the remote machine (attacker).
A Token: Connected with stored password.
3.  AnyDesKD and alias of the connection source (attacker)
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AnyDesk Artifacts

SRR o] CWAN- 0 Control the victim machine as if accessing via Remote Desktop

Useful Artifacts Files Registry Process/NW Others
Log File

[Install] %dProgramdat&ctAnyDeskconnection_trace.txt
[Portable] %APPDATA®ANyDeskconnection_trace.txt

) AnyDesk (] Targett

@) AnyDesk [ Administrator _ o %

® 1 = [ o=
121 User o K. rew
: : .17 SEEET VB
Connect by inputting the password . 2 S q pr )
on the remote machine (attacker) T assw

Profile
:52 Passwd
Authorization
s posnors o L e 28 Token

.................. : Token Click the "Accept" button on
------------ : the client side (victim)

Messag >
Connected with stored passworg
(= e >
Remote (Attacker) Client (victim)
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AnyDesk Artifacts

Feature:Set Password Set password for Unattended Accesa command line
A Password for unattended access can be set on command line
* Administrative privileges required

Password for remote connection can be set on command line
Command

echo <Password> | AnyDesk.exset-password

Useful Artifacts Files Reqistry Process/NW Others
| _EventLog

EventLog
Security.evix(Event ID: 4688)

J oA Ot AR
wLOIOEA I 02068 wLLGFOER I 0x27al
WLOTOEAE  C¥Windows¥System I Zomd exe FLOTOEASE: C¥Program Files (xBEMAny Deski AnyDesk exe
b= RARMAEEE N 1937 k=8 BAEDIEEE %1937
SHEBTA | Mandatary Label¥High Mandatory Level FAEEZA- Mandatory Label¥High Mandatory Level

f*E.ESE;E:?’EIﬂR ID: 0x3efc f’E.E'i?:l:?’EIE?\ 10: Oxdefc

FOEADITE S C¥Windows¥system3®emdexe /5 /D /" echo Password ]! ™ I JotAaaTpr é“f;Ji Ay Desk exe —-set-password
b—h BASMIEERL, 2 —Y— Th M S S TERLO P DT AN S TANE F—H DiEEES b=t RAEDAEEET. 3t — Fho bR (i TR LG T DR AR S TANE - 0adiE
TLAT. EETLET.

28| Copyright © 2023 Trend Micro Incorporated. All rights reserved.



AnyDesk Artifacts
Set password for Unattended Accesa command line

Useful Artifacts Files Registry Process/NW Others
%APPDATA%ANyDeskad.trace Log when setting password on command line

cmdif_p 36 main
cmdif_p main
cmdif_p ma1n

cmdif_p
cmdif_p
cmdif p 836 base.data.config application

[Install] %dProgramDat&c¢AnyDeskéservice.confand system.conf
[Portable] %APPDATA®ANyDeskservice.confand system.conf

.anynet.cer‘t=———i .security.permission_profiles._de-Fault.per*missions.
.anynet.pkey=----- BEGIN PRIVATE .security.permission_profiles. unattended access.permissions.sas=1
.anynet.pwd_hash=c5ac388cdecf363’ .security.permission_profiles. unattended access.pwd=c5ac388cdect3(;
.anynet.pwd_salt=8@8blcee2aea3b5’ .security.permission_profiles._unattended_access.salt=808blcee2aea’
.license.state_store=:{10 guamy - — — . il

If a password is set, the hash will be listed in the config
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AnyDesk Artifacts
Transfer specific files between client(victim) and server(attacker)

#> AnyDesk [ 430 O o = m| X

© 3 450 22 «#(BA)DOBE 4e v EL

[l Administrator (795 ) e john (450 ) )
PSRN = ¢ | -
COTITAR X o H X VE-F7/{12 R4
< T @ U |C\Users\Administrator\Documents < T o O C\Users\john\Documents v
Bl ~ AT HA4Z FEH Bl ~ AT H1Z FEH
My Music 2022/11/24 19:02:29 My Music 2022/01/31 20:05:34
My Pictures 2022/11/24 19:02:29 My Pictures 2022/01/31 20:05:34
My Videos 2022/11/24 19:02:29 My Videos 2022/01/31 20:05:34
\

Possible to transfer files
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AnyDesk Artifacts

Transfer specific files between client(victim) and server(attacker)

Files

Registry Process/NW Others

Upload file from remote machine(attacker)
Download file from client machine(victim)
Delete file from client machine(victim)

*Only file path but the file name is not showe

inT

info
info
info
info
info

31| Copyright © 2023 Trend Micro Incorporated. All rights reserved.

app.file proer
1 app.local file tra
app.local file tra
clipbrd.captu

app.tunnel ft .
2 app.prepa
app.local file tra

app.file proer hub

app.deleter

TR :
app.local file t

app.deleter

app.deleter

Preparing files i john? uments’

Preparation

Preparing fil

Preparation of 1 files comp
Deleting 1 files.
Completed.




Tools Verification Atera

Babuk Black Basta,
I— BlackCatConti

Relay Direct
[ ]

Install Portable

gkt
& M=ro ¥ AnyDesk ;\' splashtop TeamViewer @

gRemoteUtiIities® m"CONNECTWISE' LOQMG@ E I‘IgI'Ok

Be Limitless.

Target SYNC tools
C.) RCLONE €)MEGATOOLS Eﬁ!’;‘.iﬁﬁ ) GoodSync E? Eﬁ-ezma
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Atera: Artifacts
Agent program installation to the victim machine

A Amsixyaal tt SN gAff 0S 200! do@BhBntichte®iY I 0
required during installation.
A Splashtopis bundled withaterainstaller in default.

& MM=ra New - Q search v Install agent P S A a

80 Dashboard Thanks for trying Atera. You've got 30 days left in your trial Subscribe now

&) Tickets

o Download agent installer

-

An installer can be
© seectos amostyf downloaded from the tena

Downl 1

O Download

Devices

£ Customers

.
.
O Devices Default view v = Hiers ~ Other aptions
. Install via the Command Prompt using this script (run as admin)
A Bets EYRERY | ‘
curl -o setup.msi "https://HelpdeskSupport80562612..
Details Availability Alerts Available Patches Remote Access Actions
&3 App Center
Share the installer download link with the end user
victim (PC)
£ Network Discovery Unassigned https://HelpdeskSupport885626124.servicedesk.atera..

Last login: user01 (8 @ Online 4 Manage (8) ® > Connect |+ ) Manage v )
CriticalWarning Info N AN

29,2022 10:44:49 7

[ Knowledge Base

ol Reports

{ cancel ) ( Back ) m
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Atera: Artifacts

Installation Agent program installation to the victim machine

Useful Artifacts Files Registry Process/NW Others
Install Path

%dProgramFile$c¢Atera Networks¥* or %ProgramFileéx86)%¢Atera Networks¢

Log File

Yawvindir%e¢Temp¥éAteraSetuplLog.txt
Verbos starte 1 2 26 28:18:25 il' ype: SHIP UNICODE 5.06.1806 Calling process: C:

Property(N 2 INTEGRA
Prop =] (

: Product: Aterafgent -- Installation completed successfully.

Rt (e SRl | Date/Time of successful installation
2. 1GGFO1SNRE SYI Af

H RR NE
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Atera: Artifacts

Installation Agent program installation to the victim machine
Useful Artifacts Files Registry Process/NW Others

» | System.evixEventID 7045) |
HKLMSysten¥CurrentControlSetService¥AteraAgent

A DisplayNameAteraAgent

A ImagePath%ProgramFile¥¥AteraNetworkstAteraAgen¥AteraAgent.exe

HKLMESoftwareéAtera Networks¥AlphaAgent

IVK 1-5-¥HKEY_LOCAL_MACHINEYSOFTWARE¥ATERA Networks¥AlphaAgent

el 1 0f &= 7-5
B{EE) | REG_SZ (EDBEEL
ab| Accountld REG_SZ 0013z00002tFymtAAC |
ab| Agentld REG_SZ qMtvTBITnZTkhOWFvgt1UOIF+mBcel8NRXLOw3kyVZsDlu/...
Scompanya - REG.5 . 1. AcountL 5 2 F [Ateraten@rit S NXQ 3
2% hsableRemote _ alse R = PN - A
ab| IntegratorLogin  REG_SZ L " @outlook.com | 2. Ladal Ol SNXa SYI At
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Atera: Artifacts

Installation Agent program installation to the victim machine

Files

Registry

Process/NW

Others

Useful Artifacts

Process

%dProgramFile$ctAtera Networks¥ATERA NetworkéAteraAgentéAteraAgent.exe

[5] Ateradgent.exe

2472
2480

Processes persistps MB  AteraAgent

A ps.pndsn.com: 443
*.atera.com: 443

(5] AteraAgent.exe (2472)

[8] SSUService.exe on victim Updater 5.,
¢ @ SRService.exes 2728 0.33 174 |P/Portthat the [erService A
v ozl QRI‘U‘IHanF-EF-wP a795 .05 rs] process access tQer SRiana...
Name i E Local address  Local.. Remote address  RemW™ Prot.. State Owner
[] AteraAgent.exe (.2"2)' EEEEEEEEEEEEEEE 55998" 18.179.18.154 443 TCP Established IAteraAgent

53399 18.179.18.154

3 TCP Established  AteraAgent

Domain Name System (response)
~ Answers

\lame: ps.pndsn.com

- Type: A (Host Address) (1)

- Class: IN (@x8@e1)

Time to live: 388 (5 minutes)

emtype A, class IN, addr 18.179.18.153
ype A, class IN, addr 18.179.18.155

. Data Jlenoth: 4 .
"ssssmm Address: 18.179.18.155 ¢ uuununnnnnnnnnnnnnnnnnnnnnnnsn :
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FW rule forAtera; Link


https://support.atera.com/hc/en-us/articles/360015461139-Firewall-Settings-for-Atera-s-Integrations

Atera: Artifacts

Installation Agent program installation to the victim machine

Useful Artifacts Files

Registry

Process/NW Others

Application.evtx(Event ID: 0, 1033, 11707)

AR 1033, Msilnstaller

x A Ak 11707, Meilhstaller

E3 -

Windows 4 U2 M5 —(CdNBISH A - IENELE, BiSeR: Aterafeent. BlG/i—Tals 1831, Bk
(DEES: 1033, BhH37T: Atera networks, A A b=)LOFINEEITS—DIARE: 0

oY OBEI(M): Application
Y=A(S) Msilnstaller 02@8{T1(Dx 2022/12/26 21:30:08

AR b ID(E): 1033 BADMHF IV BL
LAJLLY: i) F-0—R(K): H39D
2-H—(U) JE1-5-(RY:
ARI-FO)

SESBIRER(D: ARV OBOANT

2

Product: Aterafigent —- Ihstallation completed successfully.

05 @BFI(M):
Y=A(S)

A A% b ID(E)X
LAJKLY:
2= (U
FA3—R(O)
SERBTRFR(D:

Application
Msilhstaller oﬂﬁ(DElﬁ(D): 2022/12/26 21:30:08 |
11707 BAHOHTII: 2L
&Eh F——R(K) D3Uwh
281 -2—(R)
(Xk 0H@ANLT

1. Date/Time of agent installation
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Atera: Artifacts

Aterafeatures Features that attackers are likely to abuse during intrusion

Remote Access Remote access to victim using Splashtop, AnyDesk, etc.. %
Software Inventory View and remotely uninstall software on victim machine Only 4688 Security Event
Run Script Run any or buildin bat/ps1 scripts on victim machine %
Service Manager Start, restart, or stop any services on victim machine Only 4688 Security Event
Task Manager View and end any tasks on victim machine Only 4688 Security Event

Command Prompt  Control command prompt on victim machine and run any commands Only 4688 Security Event

PowerShell Control PowerShell on victim machine and run any commands v
File Transfer Send/Receive any file between attacker and victim Only 4688 Security Event
Event Viewer View Windows Event Log on victim machine Only 4688 Security Event

Registry Editor View and edit registry on victim machine Only 4688 Security Event
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Atera: Artifacts
Control the victim machine as if accessing via Remote Desktop

DA=ra New ~ Q, search ~ Install agent S A n@

Dashboard Thanks for trying Atera for IT Departments. You've got 30 days leftin your trial

2] Tickets
' Devices

Ateraemploys 3 party tools for remote access P w BT T
thusthe artifacts will be the same with those
generated by the corresponding tools.
& Alerts Details Remote Access Actions
App Center . R
U ) od @ Online - . . . £ Manafje (8) "\..}c Connect |~ ) ( .Manage )

_4 Network Discovery
&k Splashtop [ FREE
Knowledge Base AnyD [ FREE
# AnyDesk

Reports B TeamViewer

L T ScreenConnect
Admin s ¢

Manage Remote Access
Refer a Friend
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Atera: Artifacts
Run specific bat or ps1 scripts on victim machine

Uninstall Windows Defender (copy)

Run Script on

My Scripts (3) Shared Script Library (794) ﬁ Buildin scripts are also provided Uninstalls Windows Defender
e = Category: Cloned Scripts
Create script )
. . . File type: .ps1 Run as: System Max run time: 10 Variables: No
Manual script creation is supported .
Author: Upload date: Clones: 7 Vote: (-)

Category Name Description Run as Type Variables Actions

All v 2 2 | 1 Uninstall-WindowsFeature -Name Windows-Defender
2 Sleep 120

3 Restart-Computer -Force

B View )
E
M
.
-
.IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII.
bat N Vlew Run
0]
-
View ) Run
Close
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Atera: Artifacts

Feature:Run script Run any or buildn bat/ps1 scripts on victim machine

Useful Artifacts Files Registry Process/NW Others

[ps1] WindowsPowerShell.evtXEvent ID: 400) [bat] Security.evix(Event ID: 4688)

¥ wa /\ e

(L2 AR None -
H H ; PR T2k
L. Microsoft-Windows-PowerShellOperational.evtx i —
MNewEngineStd . - H 'P!ﬂ:‘r}-i:' E WORKGROUP
racied  (EVeNt 1D: 4104yvill be also recorded with the bl o
swnceid cONtent of psl if PowerShell script block is enabled. -t s790n
2Ty I HULL SID
Hosth T -
HostVersion=5.1.17763592 T e
e ittt gl o
Hostépplication=powershellexe —File G¥Program Files (xBE)¥ATERA Networks¥ Aterafgent¥Packages
AgentPackageSystemTools¥8ef4fbea-e08 1-460a-b37 1-6ab2c5511a76_Uninstall Windows Defender {copy)ps! FOEARIE
e - an " WHLLOTOER, I (e
= e " A FALLTOEAE  CVWindows¥Systemdiicmd s
ki 1521c86=6737- 1202545088 F-D?mﬂ)li:!!ﬂ!sﬁ
CommandName= {élzml- e Mandatary LabaSystem Mandatory Level
Gm_nmandva: PEERETOEAE C¥Program Files (xBEIWATERA Metworks¥AteraAgent¥Packages
Seripthames AgentP. T P =
CommandPaths FoEA0ITE S C¥Windows¥systemIZicmdexe /o “ C¥Program Files (xBEWATERA Networks
CommandLine= hs WA 0fb la~e269-43a 1-8f45-  Wiregrstry {copy)bat™
D4R M) Windows PowerShell
N 3 ) ] OIEERM: tFTo
Y=AS) onerche lPowa:=hel N | V10 T DE a2 (1 127 3007 W=3(5k Microsoft Windows security b DUQBIFIDY  2022/12/27 183310
A 82k IMEX 400 = - — —
LRJULY i E-D-RK: 5599 . . ook BKE
250 W 2B~ 1. File name of the script BN

oy - 2. Date/Time of script installation |,
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Atera: Artifacts
Control PowerShell on victim machine and run any commands

- PowerShell - X

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

PS C:\Windows\system32> whoami

¢F1S GAOGAYQA t26SN ff YR Nd¥zy O2YYIl yRa

Close Go to Agent ) Clear
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Atera: Artifacts

Feature:PowerShell Control PowerShell on victim machine and run any commands
Useful Artifacts Files Registry Process/NW Others

%dProgramFile$ctATERA NetworkéAteraAgen¥Package¥AgentPackageRunCommandinteractileg.txt

StreamOutputAndwWrite Mess

1. Executed PowerShell command and date/time
2. Response of the command

43| Copyright © 2023 Trend Micro Incorporated. All rights reserved.



Tools Verificationr CONNECTWISE

™ ALPHVBIlackCat
7v CONNECTWISE

Install Portable

gkt
& M=ro 9 AnyDesk ASP’QSMOP ..'-"a“"v'e""er @

gRemoteUtiIities® N/CONNECTWISE’ Log!}ﬂﬁ@ E I‘IgI'Ok

Target SYNC tools
C.) RCLONE €)MEGATOOLS Eﬁ!’;‘.iﬁﬁ ) GoodSync E? Eﬁ-ezma




ConnectWise Artifacts

Installation Client program installation to the victim machine

A BothexeandnsiA y AUl £t SNJ gAf f

60S 2001 AYSR TN

thus no authentication is required during installation.

Access

Install an agent and connect to unattended devices.

M
4 All Machines by cumparw
L]

NA -

M

TMCompanyName =

L]

» All Machines by 0S :
u
L

Outdated Clients
S ——

Host Connected

Guest Connected

Recently Accessed

Offline

Build Installer X

Build an installer to deploy to remote machines and permanently install the
access agent. After installation, the agent will appear in the Access section.

Label your machines using the following fields, and pick your installer type:

re WIN

D | @

H O]
®©

Windows (.exe) v

3

Name: Use Machine Name ~
Company:

Site:

Department.

Device Type:

Type: I windows (.exe)

Select an option to share your installer:

SEND LINK 7 COPY URL 7

Installer Download

Installer type

il 51 =fh

Q9 &

Windows (.exe)

Windows (.msi)

B_"""""’MacOSX(.pkg]

Debian Linux (.deb)
Red Hat Linux (.rpm)
Mac/Linux (.sh)
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ConnectWise Artifacts

Installation Client program installation to the victim machine

Useful Artifacts Files Registry Process/NW Others
Install Path

YdProgramFileéx86)%ScreenConnedtlient (<random>¥*

P | System.evtXEventID 7045) |
HKLMSysten¥CurrentControlSetService¥ScreenConnedtlient (<random>)

A DisplayNameScreenConnedtlient (<random>)

A ImagePath"%ProgramFile&86)}ScreenConnedtlient
(<random>¥ScreenConnect.ClientService.exe" "Resess&yGuest&lrinstance<instance ID>
relay.screenconnect.comé&#43&s=<GUID>&k=<key>&vat&c=<Company>&c=<Site>&c=<Depar
tment>&c=PDeviceType&c=&c=&c=&c="
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ConnectWise Artifacts

Installation Client program installation to the victim machine

Useful Artifacts

Files

Registry

Process/NW

Others

Application.evtx(Event ID: 1033, 11707)

& ARV T0/(F1 - AR Uk 1033, Msilnstaller

EX

Software, 22 b= WOBRTAFREE TS -0 0

DX OBETM): fpplication
=AER Mzilnstaller

A 4%k IDCEY: 1033

LA L &R

3=

Em b (o) &R

SERRIEERIT: A8 b QDAL

iindowes A oA k=3 (2SN B A - ILENF L, BiimE ScreenConnect Glisnt
( 0, $on) i —Tans 220105898370, Bon@EEE: 1033, BHE: ScreenConnect

o 04 @B D 2023/11/11_16:56:19 |
BAR@ATIVC B
# == F{K): emsti s
Tt —5—(Rk

X 8 ARk T0IF1 - AR8Uk 11707, Msilnstaller X
EXCNE =]
Product: ScreenConnect Glient ( 1 == Installation completed successfully.
DX OBETM): fpplication
+ =AER Mzilnstaller o 08B {0 2023/01/11 16:56:19 | A4

A ek IDCEY: 1707 BAR@ATIVC B

LAULLY: ¢ =TI emsti s

2 -H={U) Tt —5—(Rk

F47— [0k izl

1. Date/Time of agent installation

ok pADALT
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ConnectWise Artifacts
Client program installation to the victim machine

Files Registry Process/NW Others

Useful Artifacts

%dProgramFile&x86)%£ScreenConnedtlient (<random>}ScreenConnect.ClientService.exe
%dProgramFile&x86)%ScreenConnedtlient (<random>}ScreenConnect.WindowsClient.exe

* screenconnect.com: 443

. . Processes Services MNetwork  Disk
Processes  Services Metwork Disk
MName Local address Local... Remote address Rem... Prot.. State
Mame [] ScreenConnect.ClientService.exe (8072) 50485 443 TCP Established
L= IS Ty PR PR Y MR IaA WEC R FaFan 44T an R e a4 TOO [ I L S
~ 15 ScreenConnect.ClientService.exe i - - - .
v Domain Name System (response) .
[85] ScreenConnect. WindowsClient.exe Transaction ID: @xcilfa .

. . ~ Queries -
IE] ScreenConnectWindowsClient.exe instance—nveosa—relay.screenconnectlcom: type A, glass TN
v ANSwers -

. =
instance-nveosa-rklay.screenconnect.com: type CNAME, class IN, cname server-nix
v server-nixgeae26e]-relay.screenconnect.com: type A, class N, addr 145.48.1€9.8
Name: server-nfixoeae26ef-relay.screenconnect.com
Type: A (Host Address) (1) .
Class: IN (oxedel) .
Time to live: feee (16 minutes, 48 seconds)
Data lepgibig

Addressf 145.40.109.8

Authoritative nameservers
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ConnectWise Artifacts
Control the victim machine as if accessing via Remote Desktop

& 2 B - Client 2

) | -

+ Your machine has connected

Cloud A..  Guest-_.

B 4 D H W o 6

Target monitor screen appears
on the console and able to control
*Copy-Paste b/w hostsclient is available

Last updated Om ago Update Guest Info

i
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ConnectWise Artifacts

SCENICEHRE PN Control the victim machine as if accessing via Remote Desktop

Useful Artifacts

EventLog

Files

Registry Process/NW Others

Application.evtx(Event ID: 0 Source ScreenConnegt

S

&l 1/5v+70){F1 - 18V 0, ScreenConnect

&l 1/5v+70){F1 - 18V 0, ScreenConnect

S

lICloud Account Administrator Gonnected |

“erzion: 22 9105898370

O e M:
=25k
A A2 b IDEEY:

Application
ScreenConnect
1

Cloud Account Administrator Disconnected |

“erzion: 22 9105898370

Executable Path: C:¥Program Files (x86)¥5ScreenConnect Client (e5461c740c Executable Path: C:¥Program Files (x86)¥5ScreenConnect Client (e5461c740c
¥5creenConnect ClientSeryice exe

¥5creenConnect ClientSeryice exe

04 EmI M Application
OB D w=Ash ScreenConnect o MB D
BA8DHRTIICY: A #% b IDEES: 0 BA8DHRTIICY:
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ConnectWise Artifacts

- ConnectWise Control

sl ConnectWise Control - Send Files
LN <« Documents » ConnectWiseC

2E - FLWIANA-
& Document™ [] £

Connect! [0 PsExeces.exe
Files
Toolbo:

7 My Musi

s My Pictu

J74 & (N): | PsExeced.exe
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Feature:File T @l Transfer specific files between client(victim) and server(attacker)

D48 S E

File Transfer

Send Files @  Receive Files

1] [+ ]

Send Files... Send Folder...

{ SYR Cj

Please select the folder to send:

W 7277
a Administrator
v O pC
B 3D AT VIO
v || Documents
w CennectWiseControl

Files

Receive Files...

& ¢ B P O

@ Manage Receive Folder

I~ -

Open Folder Change Folder

o ConnectWise Control - Send Files
1+ « john » F¥FaAvk » ConnectWiseControl » Files

ZE - FLLWIANLS -
& FEaduk ~ 2R
Connect!
Files
data.z
Toolbo:
Fiddlerz v

TrAILE(N): | data.zip

{resnnnnnnsn

(]
No
¢
w
P
[

JAG-0EE

Please select the folder to send:

i 720k 7
@ Onelrive
& john
~ M pC
B 30 ATIIOH
¥ ovo-f
W FR7hT
v [E FFaavk
v ConnectWiseControl

Files




ConnectWise Artifacts

EINCHEICRIETSI /@ Transfer specific files between client(victim) and server(attacker)

Useful Artifacts Files Registry Process/NW Others

EventLog
Application.evtx(Event ID: 0 Source ScreenConnegt

& A7k 00T - £ XY F 0, ScreenConnect Y

S

Trarsferred files with action 'Transfer'
PzExecht exe

Bl AAYhTO/F1 - AAVh o, ScreenConnect Theevent logs are recorded each times files afe

sent from attacker to victim.

=y = CL
£l The reverse transmission is not recorded.
Transterred files with action "Transfer: ™
Filez

Filez/PsExechd gxe
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ConnectWise Artifacts
Run specific commands on victim machine

All Sessions & 2 T e+ Client1
O '::,O‘ Search All Sessions ):j- EI
] Client 1 ®
® Cloud Account Administrator 01707 18:49:03
71 Client2 @i . _
= » whoami
IIIIIIIIIIIIIIII LI NO Commands Sent yet
=T PETTT. )
= Resuits fomthe cobmands are yiewable Guest 01/07 18:43:03 [
on eachesession

Command is executed b

C CogWINOOWEF=v=teama2>whoami
& . I nt author it'§.'¥5's.'5tem!
Select target and executeFE A

specific commands

s End NT AUTHORI¥SYSTEM

a E
ot > whaan. : User Run Commanid
(D Run Command
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ConnectWise Artifacts

SEEWNCHR{T N e InlnEIae@ Run specific commands on victim machine

Useful Artifacts Files Reqistry Process/NW Others

EventLog
Application.evtx(Event ID: 0 Source:ScreenConne(t
Security.evix(Event ID: 4688)

> vhoani § 17Uk T0/(F1 - 1/ 4688, Security-Auditing Security.evix

EXCE

. @ AN TOITA - 44200, ScreenConnect App"caﬁon_evtx

LT OTAMERENELE.

EXLAc
. JOTATER:

E...,IJE e 3 of lereth B LiaZntra 1o, 21
— comman:;:ueng\. RLOTOEASE  C¥Windows¥System32¥whoamiexe I
= E AR E

Werzion: . T
E:;S.:Er;t Only the |ength of the command is I'(ECOI’degllmc1 SERZN ] Mandatory Label¥Svetem Mandatary Lew
Sainthientatlat FERSLFOT 2SS C¥Windows¥SystemiZ¥omd exe
FOTADTITE 540 whaami
04Dt fpplication B =EET 1 TEUTr
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ConnectWise Artifacts

RN CHInl{olinEUlaNEE 1 SIaia[sl Gather information from the managed computer
A Process, service, software, and event logs can be manipulated

@ El Processes Updated Om ago Refresh = Event Log LHEEITEDY BEE Ci
D Process Name @ Time Written Entry Type  Source Event ID Message
1 P CD kil 1908 + e ) ® fgglaégy 97 information ScreenGonnect 0 Eg\?&:;resd\ﬁ)%rg
i emory Compression Lk ¢
ik rocesses
® AL Information ScreenConnect 0 Erectedico]
E Kill 8012 explorer |-VE-| 17:15:53 C:\Users\john
2
| 0| Soﬁware = Kill 1856 ScreenConnect WindowsClient fg?ﬁs{gym’ Information  ScreenConnect 0 E?{\i?su;re:\fo%rg
- 3 9@ Software Updated Om ago  Refresh % Services Updated Om a
=] Event Lo
g @ Name Ven{ G) Name
4 7-Zip 21.07 (x64) Igor Stop Start Restart DcomLaunch
g ® S —
2 Services -
Uninstall  Microsoft Update Health Tools Coen E Stop Start Restart dcsvc
.{D Microsoﬂl 1. List and kill processes Dosve
Redistibd 2 List and uninstall application _ o
DeviceAssociationService

uaaaed 3. Review a list of event logs
4. List, stop, start, and restart services
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ConnectWise Artifacts

RN CHInl{olinEUlaNEE 1 SIaia[sl Gather information from the managed computer

Useful Artifacts Files Reqistry Process/NW Others

SystemRoot ¥TEMRScreenConneg&k\Version¥*.psl (Temporary file)

WindowsPowerShell.evt{Event ID: 600,400,403)
Microsoft-Windows-PowerShellOperational.evix(Event ID: 4104)

& ARUEF0I(F1 - 4152 600, PowerShell (PowerShell) 8 18R TONF1 - 4757 4104, PowerShell (Microsoft-Windows-PowerShell)

ES I I ZEA
HoztWerzion=56.1.190412364 2 =
Scripthlock (] 1 :
Horstld=49485310-22 30-467 0-ab9c—-fb62 720434 7d etz ol e AL e 0 THHE
et o _ echo © DIAGNOSTIC-RESPOMSE /2

Hozt Application=Windows Powershell¥y 1 [¥ponsshellee StioBofile -Nonlnteractive - F_WorkingSet64 102400, WS | Sort —Descending WS | Select 'II¥, 'Process Mame', ‘Memory
ExecutionPolicy Unrestricted ~File GHWINDOWSSTEMF 22.9.10630 8370 ‘Memory (KB)' | GonvertTo-Xml ~As Stream
27013 147-3086-4e 12-2958-d 7db 7730827 8run ps |

;:g'”e"er;?”z ScriptBlack. ID: ca8b?069-56dc-4f64-8844-a6 7115504408

nepass” 147 GEWINDOWSETEMP: &reenOamect|422.9.10589.83?U¥9eda3925—a?19—4025—hdﬂb—

efdebd Balbefarung

Only ConnectWiseelated PowerShell executio

can be confirmed, but detail is not logged

If script block logging is enabled,
specific process will be listed
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ConnectWise Artifacts

LN CH ol inEUlIRCENEId s Gather information from the managed computer
Useful Artifacts Files Reqistry Process/NW Others

Application.evtx(Event ID: 0 Source:ScreenConnegt

& ARYRT0J(F1 - A1RF 0, ScreenConnect
Sl Length Script

|Exeu:uteu:| command of lengthg 657 657 List running processes
|Executed command of leneth 861 861 List installed software
|Executed command of leneth 492 492 Get recent events
|Executed command of lenethy 460 460 List services
|Executed command of lenetr} 293 Hdo 2 H pp XiH gpacess (Depends on PID)
|Executed command of length 255 Hpp2ZHpT StopsdrHice (Depends on service name)
|Exeu:ute-:| command of length 240 340 Uninstall software (Application.evtx Event ID 1034, 11724)
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Tools Verification LogMeln

LAPSUS$

Relay Direct

LogMe

Be Limitless.

tight
& M=ro 9 AnyDesk ;\’ splashtop TeamViewer @

gRemoteUtiIities@’ mmCONNECTWISE' LogMe® @- I‘IgI'Ok

Install Portable

Be Limitless.

Target SYNC tools
C.) RCLONE €)MEGATOOLS E‘ﬂl‘.iﬁfr ) GoodSync E? Eﬁlezma
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LogMeln: Artifacts

Install LogMeln agent program on the victim machine
A AnagenmsiAyaidl £t f SN gAff 0S 2001 AYSR FTNRY

A An agent(victim) machine will be appeared on mgmt. console after installation.
A credential of victim machine is required to log in and to use LogMeln features.

[ grmam
|_oPo "o, s o

78 - EHUELEZ -
S — N ROA-FeLTOTA Y
LB T= o R = -
@ ornothscoasEa—SEERLELE. UANER AR Ty EATEOF M RETIR
—— Db All the features will bg
Ea— . . N VE— s . .
o 7o Windows user credential = U . omeasomasnof],  @VAilable after log in
7]
s 1Y . .. . —
is explicitly required =] JrvER ) -
Q LogMeln Antivirus G Web FSTHZERLT. EERT 7 MIAOFHER, GE JwoPvIZRELCTNET.
al Lii—b . = ALSTrEM24 J— FEANLTL & u EYDFER (R—HhR)
@ L=k a7 2 ERRREL UE— N PCESSOBERBRLTA ARU-EHTT,
- - : 1Y% et 1 messssad " ( F27 kTS
- . Ro-F ] @ S EECSSOOUEI-SEREED. SMIEHBIENTRET.
A o hi . O EeERzRET20 P
ent(victim) maching = = B po, 77
g ( ) LT YT TTT » g BT L TEETERFEARRI T ALTE, BECEETSET.
1—H—2#BOUBI .
@ FTUT—v3 OB W smo-—AcensTEanERIAVET.
WO Bea—HEF oy MERRTS. o INwi
LogMeln ZR2ICHAT 3LDICABRTATOUY-ATT.
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LogMeln: Artifacts

Installation Install LogMeln agent program on the victim machine

Useful Artifacts Files Registry Process/NW Others
Install Path

YdProgramFileéx86)%LogMeln¥é*
%_ocalAppDatéetLogMeln¥*
%ProgramDat&c¥LogMelr¥é*

Log File

Date/Time of log in, IP address of remote terminal(attacker), username used for log Q)

60| Copyright © 2023 Trend Micro Incorporated. All rights reserved.



LogMeln: Artifacts

Installation Install LogMeln agent program on the victim machine

Useful Artifacts Files Registry Process/NW Others

» | System.evitXEventlD 7045) |
HKLMESysten¥CurrentControlSetService¥LMIGuardianSvc

A ImagePatly RmgramFile&86)%LogMelx64{ a L Ddzt NRA | y{ SOPSES ¢
HKLMESysten¥CurrentControlSetService¥LMIInfo

A ImagePatly véitigirooésystem3Xdriversq] a L Ly T2 ®da e a¢
HKLMESysten¥CurrentControlSetService¥LMIMaint

A ImagePatly RmgramFile&86)%¥LogMel¥x64RaMaint.exé
HKLMESysten¥CurrentControlSetService¥LMIRfsDriver

A ImagePatly véitiglirooésystem3Xdrivers] a L wF 45 NA OSN3 a & a ¢
HKLMESysten¥CurrentControlSetService¥LogMeln

A ImagePaty RmgramFilex86)%LogMeléx64] 2 3a SLY dPSES ¢
HKLMESOFTWARMicrosoft¥Windows¥CurrentVersioRun

A LogMeln GUI: " BrogramFile86)%LogMel¥x68 2 3aSLy { e & (i N} & dSES
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LogMeln: Artifacts

Installatio Install LogMeln agent program on the victim machine

eful Artifacts Files Registry Process/NW Others

%dProgramFile&x86)%¥LogMelnéx6 £+ .exe *.logmein.com: 443

Name PID CPU IfO.. Privateby.. Userna.. Description FW rule for LOgMeInLlnk
@ LogMeln.exe 13100 : Meln
£ Processes persistg®
LDgMEInS}fstra}’.m.(E 2628 , oo ogMeln Control Panel Domain Description
[#] ramaint.exe . 12824 on V|Ct|m ogMeln Maintenance Service
@ LogMelnRC.exe n 6072 TEENE CogMeln Remote Control Application *logmein.com Main site
¥
w
Name u Remote address Rem... IP/POft that the *logmeinCentral.com Powers the Central service
.
(o] LDgME|n.EKE?:'I 3100) process access t . ) X Powers account-specific features (not required on normal
D LogMeln.exes13100) 127.0.0.1 52479 Jegmelin==ni = e e SeEE )
-
@ LogMeln.exes{413mm = = =« u = P 156.120.20.111 443 TCP I Establish... LogMeln
. — X . : Common Login Service allowing login to LogMeln.com, and
D LogMelnSystray.exe (2628) 127.0.0.1 02 TCP Establish... Jlogme.in o
w join.me
v
= 0
Domain Name System (response) u *hamachi.cc Powers the Hamachi service
v Answers .
control.lmi- app22 02 logmem com: type CNAME, class' IN, cname lmi-app22-02.logmein.com *internapcdn.net Powers updates to multiple GoTo products
v 1lmi. = ass IN, addr 156 120.20.111
L n *logmeinl23.com Site to connect to a technician
. .
-
. Class: IN (@x@001) . *123Central.com Site to connect to a Central technician
. Time to live: 2714 . i »
u $h A : *support.me Site to connect to a Central technician
. I.ma.hﬂ
. . u
o ® = YAddress:i158.120:20.111 I‘" semmRmes *join.me Conferencing and screen sharing service by GoTo
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https://support.logmeininc.com/central/help/what-does-error-10054-mean

LogMeln: Artifacts

Installation Install LogMeln agent program on the victim machine

Useful Artifacts Files Registry Process/NW Others

Application.evtx(Event ID: 102, 105, 1033, 11707)

A4 F 102, LogMeln X A A2k 11707, Msilhstaller x
E =] S
Lzer #yzer(ll hag successfully logeed on from IP address 180, Secure (S5L) Gonnection: Yes I

Product: LogMeln Client —- Installation campleted successfully.

oU@BwiM) Application

Y=2(S) Msilnstaller 9 OSOBFHD):  2022/12/11 (:06:27 |
O CERRT M #fpplication AR+ ID(E: 1707 BAHOhF N BL
Y-8 LogMel QDD'(DEIM(D) I LZOLLL 1558 F—0—R(K): b3vh
ARk D(E) . BB I Gereral 1. IP address of attacker machine | *&*®
Ll &R F—T]— R Huwh R
24— SYSTEM T 1-B(R) 2. Date/Time of logon
Fa - FO) . .
AR T 3 Date/Time of Installation
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LogMeln: Artifacts

LRI GEHRE o] Y ®elglife]ll Control the victim machine as if accessing via Remote Desktop

- -UE-balE - o X

=k BEHLUELT -
Eveas 0 iE ROA-HELTOIA> wsero
s ll T RAR 3y S0E T RETOARAERRENTUET. 1 F Ty bE

TrAINER
| iy e X |
inccoml | AN VT i
EBTEOIAVE - FORICE>TVBHDLICUE— b AV 242 BFTEET.
o
SrTleR .
Web FSOHZEEBLT. ﬁ%fdjtﬂ LNDFSER. B Sy S Ty TERLECAVET.

EZIOFR (R—FHR) 5
UE—h PCEZSORTERLTAM I —Z2FTT.

Target monitor screen appears
on the console and able to control
*Copy-Paste b/w hostsclient is available

.
FAI by ITHE .
FAPRBIENDI LA —SERGRD. HETUITLATEET-
. —
IFAILE . 0009t mscdge.net S0
Lnk 45338, Jgme-
BF ) TRETE A B A W S SRR sn s nnnn nn n n ) 5036 et a-02.1

037619636, Ini-app22
Jag1-db37619636. Ini -a-
{eom 0P

1logaein. con S04 nsi..

< ein.con

Jein.con
12-02.10gmein. con CHA.
12-22 \oemetn. con CHA_ ¥
#c15}, 16 0 -

=n=

S IE
ESO-—AcAnETERRETZALET.

Q
LogMeln ZE2ICHIRT BHICEBRTATOUY—RTT.

s cros o 254 s Bcked by GHUsersVuserdWDesktopWoriben-masteriNoriben, 07 Nov_2_11.1
User Datagram Protocol, Src Port: 49731, Dst Port: 53 P

@B 23 £ 62a51b 0B 50 S69IA b G GO 4500 & - PV E -
80 52 24 40 00 00 80 11 cd ad c@ a8 6 5 08 €3 R-@ n
8 03 c2 43 00 35 60 3= 16 86 b1 68 @1 00 9 61 €55 b
0 00 00 00 00 01 05 65 31 38 36 34 04 64 73 63 o 1864.dsc

F77k Detaut
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LogMeln: Artifacts

o]l Control the victim machine as if accessing via Remote Desktop

Useful Artifacts Files Registry Process/NW Others

%ProgramDat&c¥Lo

55

gMeltd 23aSLy ot 23 60FAES yIYS gAaftt OKIFIy3aSR |

ogMeIn - NT AUTHORITY pe -
In - NT AUTHORITY

Date/Time of remote control set up
2. Date/Time of remote control terminated with connection detaj

HKLMESOFTWARE ogMelnéV5¥FeatureHistory¥remotecontrol

1€ 21-5-¥HKEY_LOCAL_MACHINE¥SOFTWARE¥LogMeln¥V5¥FeatureHistory

7-Zip Al & &d 75
. ) (%) REG_SZ (@OBELL)
DefaultUserEnvironment £8|dragndrop REG_DWORD o000 (9
St Rbcisr __ fewom___ cumononeta
78| filetransfer 2 (2

e [ Tremoreconrol | REG.DWORD —0x00000003 3] 3. Number ofremote controlattempts
v BV #o| remoteprinting REG_DWORD 0x00000000 (0)
Appearance | remotesound REG_DWORD 0x00000000 (0)
Autolindate
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LogMeln: Artifacts

LRI GEHRE o] Y ®elglife]ll Control the victim machine as if accessing via Remote Desktop

Useful Artifacts Files Registry Process/NW Others

EventLog

Application.evtx(Event ID: 202, 205)
A#42k 202, LogMeln ¥ Ak 205 LogMelh x
L A ]
?Remote Control gession started for user [¥uzerll from IP address 180 The interactive user (if Uzer WIN10-RES-YM5G 1¥uzer0] from IP address 80 ended a Remaote Control session I
present) has not been asked for a confirmation.

OH MRETM): Application O MAETM): Application

Y=AE) Loghleln OHOEFD: 202241211 13702 | Y=ALS) Logheln eub'waﬁ(m- 2022/12/11 03746 |
A% IDEEY 02 R250hT I Remate Gontral A b IDEE: 205 B250HTIICY: Remote Control

L L &R ==K e} . F—T—F(K): haiwh

St SySTEM B 1. IP address of attacker machine R

f;’:;l;;‘(?' ot Date/Time of Remote Control started

SR 3 Ak QDAL

IP address of attacker machine
Date/Time of Remote Control ended

2.
3.
4
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LogMeln: Artifacts

Feature:File Tr Transfer specific files between client(victim) and server(attacker)

BEHLUELT - = - File Manager - [a] X
ROA-HELTOHA wser01

AR AV E1—SOF—H— FETIREBREFRENTVET. 1-FEFry MERETS » Z0IVEI-5 - W2016-C1-YMSG1 YE-h - WINT0-XES-YMSG1
J7ALER S = o
e O -> O a ] O & O a ]
—50%ET [ UE— R FLWIANS 25 aE- ENZE Al FLWIANS 25 - EZWEE alpe
Z2 s & LiZAD IS EE_ b gt 7@?&'% =y == l_[ C:¥Users¥Administrator v| = & |0 G¥userstuser0l
ITrAIER &8 i 44X BEEH £ h $4X BESH
Web ISTHEERLT. EBLT7ALADTHER. B2 /Iy STy TERSEAVET. 851 Cont 2022/06/29 9:56:18 (22 3D Objects 2019/09/18 22:32:47
— — () Desktop 2022/06/29 9:56:18 (1 Contacts 2019/09/18 22:32:47
‘-E*f'@%’z (;_ggrﬁ; ;‘ - 1 Documents 2022/11/29 11:08:54 () Desktop
YETPPOESSRERERETA U= I 1 Downloads 2022/12/1019:5507 || (1 Documents

FRI Y THE . CFavorites 2022/06/29 2:56:18 ) Downloads 2022/12/10 16:28:17
EAPBECES0I E - SERERD. HETEEI LA TEET. (I Links 2022/06/29 9:56:18 () Favorites 2019/09/18 22:32:47
.

CIMusic 2022/06/29 9:56:18 CLinks 2019/09/18 22:32:47
j?/‘/“/;j\:ﬁ . ;IPC! res 2022/06/29 9:56:18 ;IM Sic 2019/09/18 22:32:47
s N 20220057298 o Mo 9
EFANTEETEINEERSAT AN TE MR - (1 Saved Games 2022/06/29 9:56:18 (1 OneDrive 2019/09/19 807:26
Eﬁﬁ [ Searches 2022/06/29 2:56:18 O Pictures 2019/09/18 22:34:09
B X B TR R T (2 Videos 2022/06/29 9:56:18 () Saved Games 2019/09/18 22:32:47
() Searches 2019/09/18 22:34:03

~ILT £ Videos 2019/09/18 22:32:47
LogMeln ZE2ICHIRT BHICEBRTATOUY—RTT. _%

File transfer between client and server
will be available
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LogMeln: Artifacts
Transfer specific files between client(victim) and server(attacker)

Registry Process/NW Others

se.dion.ne. jp:

e.dion.ne.jp:

dion.ne

.dion.ne.jp:

se.dion.ne.jp:

se.dion.ne.jp:

e.dion.ne.jp:

1. Date/Time of file transfer from attacker to victim, withllpath
2. Date/Time of file transfer from victim to attacker, withllpath
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LogMeln: Artifacts
Share specific files on the victim via email or download link

JLEa-On e =
WEE W SFES
e RV SRS ]
FOIFLIER D AN
SED(N) et bigfile bt
o A b P AT, i, I 7 G ¥Use ro¥user01 ¥Downioads
tmEm @ © rinER x
) " Tk bighe bt
Sy ——" 0 8 i ) Tl Jg;gnu_m,? SEROE BRI U ERTS @O H
AFRD) i i .
LHOEEW J -NEiEE THILEENSER 2 v B ORFA-IERAELTESD
— B35 40F FD () COXROATyITERTDEBERTORTA - Logheln [LESTERMEN, JZE
208FR - § FAMRIAE R T TOMMEITELE T, Had,
L DVD-RW 547 (0 R P
8 STRIEEETS
S0 —# ORI 10 [=LLEM (mf T b Lot

RFA-NDHFPIFTRATESTEELUVMY Logheln (CXoTIFRENST.

T x
TPANEIO-FTESOMERTLST. b ¥

HOU =k Uk B TFA-NTRET S EMFCELLE.

[ELEEEERERRTRERY 2 LT DED b ae. Ir I ET L1 -RpBao 0 - TEEY,

Download link of the e

file i d D T e
target file Is generate WA DS PUATHL ot~

[T [t

T

<EB Fotl

N
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LogMeln: Artifacts

Feature:File Share Share specific files on the victim via email or download link
Useful Artifacts Files Registry Process/NW Others

Log File
%ProgramDat&c¥LogMelnf 2 3aSLy ®f 23 O6FAES yIFYS gAff OKIFYy3ISR |

2022-12-11 ©0:32:13.840 - Info - LogMeIn - NT AUTHORITY\SYSTEM - 29904 - ©x00002A%9@ - WebSvc - FileShare - Requesting file sharing ticket for file
b Downloads\createdbyatt

:13.643 - Info - LogMeIn - NT AUTHORITY\SYSTEM - 09904 - O0x00002A90 - WebSvc - FileShare - Received file sharing ticket for file
Downloads\createdbyattacker.txt"

AUTHORITY\SYSTEM - 09904 - Ox00002A90 - WebSvc - FileShare - Updating file sharing ticket for file

.290 - - M - AUTHORITY\SYSTEM - 99904 - Ox00002A90 - WebSvc - FileShare - Updated file sharing ticket.

HKLMESOFTWARE ogMelnéV5¥WebSv&Shared<random>

V€ 2-5-¥HKEY_LOCAL_MACHINE¥SOFTWARE¥LogMeln¥VS¥WebSvc ¥Shared¥CCSF23EASSCCI826

v | | FeatureHistory Al &m (%1 F-5
RCUsagePending mhﬁz. 1 REG_SZ (@OBESEL)
Qi . 23 DownloadsMax REG DWORD 0400000003 (10)
‘L"""" ol ab) DownloadUrl REG_SZ https://secure.logmein.com/f201 KAKK8Ae67Z8)IBEOfqpxgEG31.-gldfaNsi. L |
LogMelnAv %3] ExpiresAt REG_QWORD 0x1d90e3ee341d4f9 (133153327247643897)
onnmu ab) FileDescription REG_SZ createdbyattacker.txt
i 4 FileDisabled REG_DWORD 000000000 (0} / 1 H H d m H
i o e 1. Date/Time when share link is created withipath of target file
NATUDP . : k
PatchMgmt 9 FileSize REG_QWORD 0x00000033 (51) d H
p:,amwg;:: e LastReported REG_QWORD Ox1d90cac9ccficab (133151599488875691) 2 * Down Ioa | I n k
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Tools Verification ngrok

BlackCatDaixin
Somnia
Relay Direct

Install Portable

gkt
& M=ro 9 AnyDesk ;\' splashtop TeamViewer @

gRemoteUtiIities® m"CONNECTWISE' LOQMG@ E I‘Igl’Ok

Be Limitless.

Target SYNC tools
C.) RCLONE €)MEGATOOLS Eﬁ!’;‘.iﬁﬁ ) GoodSync E? Eﬁ-ezma
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ngrok: Artifacts

Feature:Configuration Configurengrokon victim machine for remote control

A Anauthtokenis issued when an account is created.
Y I

liil
=]
=
bl

. Getting Started
Setup & Installation

Your Authtoken Yo u r Au th to ke n

i) @huellEle This is your personal Authtoken. Use this to authenticate the ngrok agent

that you downloaded.
2IFRKchEzKJP W Copy

7

Anauthtokenis issued for each account.

Command Line

Authenticate your ngrok agent. You only have to do this once. The Authtoken is saved in the default

configuration file.
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ngrok: Artifacts
Configurengrokon victim machine for remote control

Command
ngrok.exeauthtoken <Authtoken>

o+ e

Useful Artifacts Files Registry Process/NW Others

%LOCALAPPDAT#8grok¥ngrok.ymil

vk yml [ : . 5 . n g o k ym I

version.:

authtoken: 2IFRKchEzK3P I

Authtokenis stored in &' milfile
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ngrok: Artifacts

Feature:Configuration

Configurengrokon victim machine for remote control

Useful Artifacts

Files

Reqistry Process/NW

Others

EventLog
Security.evtx(Event ID: 4688)

=R

& ARk F0J(F1 - 4/ 4688, Security-Auditing *

O AR

LT OE A ERENE L. A

RLTOER I (129
LT OEAE  C¥tools¥nerok exe
b= BAB AR LR 4% 1937
FEEZ
FERRTOTEA I Ox2b74

Lo,

OEADDTE 32

Mandatory Labe¥High Mandatory Level

i iitisn ol

4 Otw =]
nerok  authtoken 2IFRKch I

I
D4 e M
YRS}

A ms b IDEEY:
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O4MB{TD: 2023701410 15:50:25
R2AATHFTAYY Process Creation




ngrok: Artifacts

SRR o] CWAN- 0 Control the victim machine as if accessing via Remote Desktop

Command
ngrok.exetcp 3389

Bl C¥Windows¥System32¥cmd.exe - ngrok.exe tcp 3380 - O X
(Ctri+C to auit)

NgrokWeb console

g ngrok agents. You can stop, restart, or update agents from this page.

After connecting, the client (victim) machine appears on the web console Agent
P . Tunnels Online Started
SSH Public Keys Version

Ingress

{ Events
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ngrok: Artifacts

Feature:Remote Access

Control the victim machine as if accessing via Remote Desktop

Useful Artifacts Files Reqistry Process/NW
[ EventLog

EventLog
Security.evix(Event ID: 4688)

Others

] AR TFOF1 - 4Rk 4688, Security-Auditing *
B
L oA ERENE Lz, A
FOTAEER
LOER I 03258
LT OEAE  C¥tools¥nerok exe
-0 RABTAEEE 4% 1937 'y
SEESA Mandatory Labe®High Mandatory Level
FERST I OTA I Ox2b74
= S BxE
FOTADTTE 240 nerok top 3389
b L B TARAEIT 0 ToRrT 2 R TRR A DRI A TR R T
O DT M) T
=S Security-Auditing OB {0 2023501710 15:56:23
A A2 b IDCEY: 4688 R2AATHFTAYY Process Creation
LmLELY: EER # == R(K): FEIhIESE
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ngrok: Artifacts

SRR o] CWAN- 0 Control the victim machine as if accessing via Remote Desktop

Useful Artifacts Files Registry Process/NW Others

Processes Services MNetwork  Digk

s

Mame Local address Lecal... Remote address Re.. Pr. State Chwner

ngrok.exe [12068) 127.0.0.1 4040 TCP  Listen

ngrok.exe [12068) 19216811018 56054 1817724543 443 TCP IEﬂab“shEd
= _——em e o FARACEAY AT ST AT AT Lt Tt o Mt M Aglo T [T T | I R N NI |
Domain Name System (response) . Network

Transaction ID: @x2ea7 .

. * .

Flags: ©x8188 Standard query response, No error ngrOkC0m443

Questions: 1 : FW rule forngrok; Link

Answer RRs: 1 .

Authority RRs: 4
Additional RRs: @
Queries E
v Answers v

VItunnel.ngr‘ok.com: I:ype A, class IN, addr|18.177.245.43

Name : ?unnel .ngrok.com
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https://ngrok.com/docs/guides/running-behind-firewalls

ngrok: Artifacts

o=l Control the victim machine as if accessing via Remote Desktop

Q, [T
ngrokWeb console
) Agent .
ID Region P ) Tunnels Online Started
H Publi Version
----{ frrave R[] .28 3.1.0 1 Online im ago I 8 C o

0
.
o
. & JE b FAsbTER - *

Tunnel -
. f —
. N VE-r7aoeT
.

<
: = EE
L
.
. ID  tn_2JUJvSS0ayveLCqeEeB260UAXCY
% Region 3P - Japan TP1-5-(0) ‘U-tcpJp‘ngruk.iuﬂSZM-l I v
.
Betadata @ bytes I-¥-%  HESWTVZEA
.
Started Dec 27th, 2022 ©7:42:38 UTC ) -
. = SR RIS, P
: Labels . u
F. T N h y"EEEEEEEESEEEESEEEEEEEEEEEEEEEnnnnna” -

omvards To ocalhost:g389
2 . 3 ATY3VDETQ) AT
= L]

-
Endﬁgigt

tep://0tcp.jp.ngrok.io:5264 \\
FQDN and port for tunnel connectio
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ngrok: Artifacts

SRR o] CWAN- 0 Control the victim machine as if accessing via Remote Desktop

Useful Artifacts Files Reqistry Process/NW Others

EventLog
Securyty.evixXEvent ID: 4624)
Microsoft-Windows-TerminalServices$.ocalSessionManaggDperational.evix(Event ID: 25)
Microsoft-Windows-RemoteDesktopServiceRdpCore T8 perational.evix(EventID 131)

8 AU 00T - 47Uk 4624, Microsoft Windows security auditing, & ARYk F0/F1 - A1RY 25, TerminalServices-LocalSessionManager b4
R s o
PR Tt FABtoT H—E% Eoya ORIEAPIILE U
Ot EER Eiﬂh: ‘E ¥john
FOEA I 0594 i
Fot s C¥Windows¥Systemd Msvchost exe L= g =8 FELA: K16777216 I
FyhO DR
;:;j?:):';‘i—b T.’F:I/}‘\. £ @ ARk FOIT1 - 48U+ 131, RemoteDesktopServices-RdpCoreTS ™
M e 1 o g
N\ —
\EI'D'(D%EW(M) . ) == (054 T b [AL6336 1 i0EDER LGy TOP a0 ANE Lz, I
V=25 Log in events from itself are recorde
A2 b ID(E):
Lo TETh B Sy 9
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Tools Verificationg Remote Utilities

g RemoteUtilities”

Install Portable

Heht
& A=ra 9> AnyDesk X splashtop  [©) Teamviewer @

gRemoteUtiIities@’ m"CONNECTWISE' LOQMG@ E I‘IgI'Ok

Be Limitless.

Target SYNC tools
C.) RCLONE €)MEGATOOLS Eﬁli‘.iﬁfr ) GoodSync E? Eﬁlezma




Remote Utllities: Artifacts
Agent program installation and connect from attacker

A Both portablef.k.aAgent) and installerd.k.aHost) are supported

A 1D and password will be generated on client(victim) after execution/installation.
Attacker connects to the victim by using the credential.

Remote Utilities - Viewer [Trial version 31 days left] [7.1.7.0] m - =] x

M Agent e x

General Connection View ools Manage Help
5 | = o = 3
© O O = = & O
View only File transfer Power control Task manager Terminal

\ e ® i
emoteUtilities
v connection. ;
Set double-click action 3 -~

Havigatan FH « = ~ 1 Generd addressbook [pearcn ]
~ =2 . §= Al connections olders N
A=zt 1D: | Em— el o
) & T - Bl - L%, .
v 0 i camecen.. Victim machine appears o
T Oniine = console after authenticatio
BILAVAA EEmLEY - o e - 41 .
..................... »
] mraeshig iT33 ONLINE
IEERIETAE &
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Remote Utilities: Artifacts

eI EUEU (I Agent program installation and connect from attacker

Useful Artifacts Files Registry Process/NW Others

[Portable] % APPDATAgRemote Utilities AgentLog¥rut_log_yyyymm.html
[Install] ¥ProgramFile&x86)%Remote Utilities- Hos#Log¥rut_log_yyyymm.htmi

Remote Utilities - Host O %

a—F 1P AXVF ik
110 The new certificate was generated.
34 Remote Utilities - Host 70170 is started. :-:-::~C@;r.i:w: 10.0 &4bit
Relay node: CK ID: 959-882-395-533; Port: 56355; Txy count: 1

Relay node redirect: OK. Relay redirect. To: .254

1. Date/Time of agent execution or installatio
2. IP/Port of relay server
3. IP of attacker terminal
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Remote Utilities: Artifacts

eI EUEU (I Agent program installation and connect from attacker
Useful Artifacts Files Registry Process/NW Others

» | System.evtXEventlD 7045) |
[Install[HKLM£Systen¥CurrentControlSetService¥RManService
A ImagePath%ProgramFile&86)%¥Remote Utilities Hos¥rutserv.exe

[Portable] HKCMSoftware¥Usoris¢dRemote UltilitiestHost¢Parameterd*
[Install] HKLM¥SoftwareéUsoriséRemote UtilitiesfHos&Parametera*

¥HKEY_CURRENT_USER¥Software¥Usoris¥Remote Utilities¥Host¥Parameters

.<?xml version="1.8" encoding="UTF-§"2>

& &= 75 . . ) . . . i . .
, T . crms_internet_id_settings version="7@17@"><internet_id»>959-982-395-533«¢/internet_id>
lab REG_SZ Zral inet conmecti fuse inet tion><inet servery</i ,
- <use_inet_connectlon>true</use_inet_connectlion><inet_server></inet_server>
%) CalendarRecordSettings  REG_BINARY  |#F fe 3c 00 3f 00 78 00 6d 00 6c 00 20 00 76 00 65 00 72 00 73 00 69 00 & 00 6e 00 3d 00 2200 31 0., cuse_custom_inet_server>false</use_custom_inet_servers<inet_id port>S655</inet id_port
I;'_é](:erti-'icates REG_BIMARY Jef bb bf 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 5., cuse_inet_id_ipvésfalse</use inet id ipvé»><inet_id use_pin»false</inet_id_use pin>
3}_'] FUSClientPath REG_SZ C:¥lsers¥user01¥AppData¥Roaming¥Remote Utilities Agent¥70170%¥43F629E616%rfusclient.exe <inet_id_pin»</inet_id_pin></rms_internet_id_settings>
i’;'_tﬂGeneral REG_BINARY Jef bb bf 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 2065 6e 63 6f 64 69 62 67 3d 22 5., ‘ '\»
4] Internetld REG_BINARY [Jef bb bf 3¢ 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 &6f 64 69 62 67 3d 22 5... = Config will appear afte
-

f;'_é] Security REG_BIMNARY Jefbb bf 3c 3f 78 6d 6c 20 766572 73 696f 62 3d 2231223022 2065 6e 63 6f 64 69 62 67 3d 225, W R RERERERRERRRRE "

base64 decode
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Remote Utllities: Artifacts

eI EUEU (I Agent program installation and connect from attacker

Useful Artifacts Files Registry Process/NW Others

[Portable] %APPDATAgRemote Utilities Agent<versionX¥<random>¥rutserv.exe
[Install] ¥ProgramFile&x86)%Remote Utilities- Hos#rutserv.exe

Mame PID CPU /O total.. Privateb... Userna.. Description Network
1 rutsenvexe 12796 Processes persist; Remote Ltilities - Host e .
* .
5] i on victim Muser01 _Remote Utilties - Host .remoteutilities.com: 5655,443
: FW rule for Remote Utilitiesk.ink
MName Local... Remote address Rem... Prot.. State
P Wutserv.exe (12796) 5650 TCP Listen Mo Time Source Destination Profocol  Length Info
= - ) - = - 11876 164.091266  192.168.110.13 2 .18 TCP 3322 52152 [f 5655 | PSH, AcK]
I rutserv.exe (12796) 51875 21 15 5655 TCP Established 11985 164.247221  192.168.110.13 2 18 TCP 58 52152 | 5655 [[Psh, Ack]
P rutserv.exe (12796) 5650 TCP6  Listen 11906 164.247288  192.168.110.13 2 .18 TCP 58 52152 | 5655 f[PsH, Ack]
- : : 11907 164.247377  192.168.110.13 2 .18 TCP 58 52152 | 5655 [PsH, Ack)
Domain Name System (response) FQDN that the process resolvgs Dstport 56554cp will fail :
v Queries — . . . over to 443 if blocked v
id71.remoteutilities.com: type A, class IN 13165 191.231598  192.168.110.13 2 .18 TCP 58 52180 PSH, ACK]
2 TR 13166 191.231799  192.168.116.13 2 .18 TCP 58 52180 | 243 fJpsH, ACK]
) . . . 13167 191.232250  192.168.116.13 2 .18 TcP 58 52180 - 443 JesH, AcK]
id71.remoteutilities.com: type CNAME, class IN, cname id.remoteutilities.com 13168 191.232292  192.168.118.13 2 18 TCP sg 52180 - 443 [psH, ack]
id.remoteutilities.com: type A, class IN, addr 64.28.61.146
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Remote Utllities: Artifacts
Transfer specific files between client(victim) and server(attacker)

Remote Utilities - Viewer [Trial version 2 days left] [7.1.7.0] [£3] - a x

General Connection View Tools Manage Help Signin
= g <
© Yy O B O B = &8 O o

Add Full control View only Filetransfer Power control Task manager  Terminal Execute  Inventory m.. ROP Chat -
connection... T
Set double-click action § - -
B victim - File transfer - O x
Navigation FH ¢ 3 =~ T General address book File Tabs Access
(S -0 - Local computer “ - -0 - victim
All connections Folders co-le B cE-le
@ General acdress book ® « Users » Administrator » Desktop b test » . v e [Or ¢ v Uses » userdl b Desktop b test » e
o Name File type Size  Modified Attributes Name File type Size  Modified Attribute
E] fromattackertovictim.bt  Text Document  686..  12/28/2022 6:3.. A |5 fromvictimtoattackertxt  TextDocument 8684, 12/28/202263.. A
Add connection, ..
EEE L]
Legged on =
(¢} .
.
-
= L]
~—| [y Full control u
»
View onl =
L y g
i ssmnmmmnna®
victim Bl lask manager
[ Terminal
e o - < > < >
F4 Edit F5 Copy F5 Move F7 New folder F3 Delete F9 Exeate
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Remote Utilities: Artifacts

CEINICHNRICHIETS /g Transfer specific files between client(victim) and server(attacker)

Useful Artifacts Files Registry Process/NW Others

[Portable] % APPDATAgRemote Utilities AgentLog¥rut_log_yyyymm.html
[Install] 0/d3rogramFlles<86)%éRemote Utilities- HosBLog#rut_ Iog _yyyymm.html

loopback FTP connection. Session: {B2010542-0BFC-4B7E-ADCD-4DF064D43404}
locpback FTP activity. it

FD 4E?E N)ED 4DFIIEL1IMHM4}
Rece re¥userd | Wesktop¥hest¥f romattackertovict im. Lx
File receiv d E ¥L|sar s¥userl) 1¥leskt op¥t est ¥ r nmtl ckertovictim. t|

loepback es B 4 BF B -ADCD: DI £4D4%A
1. Full path of received file
loopback FPTP connaction. Sgasion: -B_E-il-f542*iE:‘?*-ﬁE'E*AZID*-ID:'SE-ZZ-ZQAE%' 2. Fu” path Of Sent flle
it
-(0BFC-4B7E- AD[}D JUFUSGD-HABI}

1: Send file: Ci¥Usersiuser(l¥Deskiop¥test¥f romvict intostiacker. bt

lsopback
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Remote Utllities: Artifacts

CENICHESQVEREC[EI@ Review working processes/services on the victim and control them

Remote Utilities - Viewer [Trial version 2 days left] [7.1.7.0] [£3] - a x

General Connection View Tools Manage Help Signin
© N - O H & &8 G

Add Full control View only Filetransfer Power control Task manager  Terminal Execute  Inventory m.. R B victim - Task Manager - = x
connection... File
Set double-click action
Processes  \Windows Services Users
Navigation 0 « 3 =~ T General address book
All connections Folders Image name CPU Sessionld  Status &
@ Ceneral address book RuntimeBroker .exe 01 ‘Working
o RuntimeBroker .exe o 1 Waorking
RuntimeBroker .exe o1 Working
RuntimeBroker .exe o1 Working
RuntimeBroker .exe o1 ‘Working
rutsery.exs o1 Working
Add connection... Searchindexer.exe 00 Working
------------------> SearchUlexe 01 Working
- W’
Logged on - SecurityHealthService. exe o o \a’nrk!ng
0 : SecurityHealthSystray.exe o1 Working
" SErViCes.exe [ Working
: SgrmEBroker .exe 1] ‘Working
~—| [y Full control - h I
. elExperienceHost. exe o 1 Working
C]  View only n sihost.exe 01 Warking
- N
File transfer . SkypeApp.exe 01 Woarking
= 0
victim Bl Taskmanagerfpuessssssssssnnnnnny Smartscreen. exe 01 Working
- smss.exe L] Working
b= Terminal spoolsv.exe [ ] Working
o o o SupportConnector.exe 0 o ‘Working
curhnet ave n_on Winrlina K
% Execute Kill Process
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Remote Utilities: Artifacts

CENICHESQVEREC[EI@ Review working processes/services on the victim and control them

Useful Artifacts Files Registry Process/NW Others

[Portable] % APPDATAgRemote Utilities AgentLog¥rut_log_yyyymm.html
[Install] ¥ProgramFile&x86)%Remote Utilities- Hos#Log¥rut_log_yyyymm.htmi

loocpback AR 7x—=V v —HER. I
Incoming ID connection from IP: -118
loopback B2 72—V —ER,
Inceming ID connection from IP:
o A 1. Date/Time when task manager is openefl.
118 ' Incoming ID connection from IP: .118 *Detall Of the aCtlon |S not recorded
loopbac B2D7 =V —ER
locpback RRAD 72—V —1R,
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Remote Utllities: Artifacts

Opencmdor PowerShell terminal of the victim machine

Remote Utilities - Viewer [Trial version 2 days left] [7.1.7.0] [£3] - a x

General Connection View Tools Manage Help
I 3 5
o r O B O H & &

Add Full control View only Filetransfer Power control Task manager  Terminal Execute  Inventory m..
connection...
Set double-click action

Mavigation Zza General address book

All connections Folders

@ Ceneral address book E

Shell
) ® Crd
Add connection. .. o O PowerShell
Logged on 0 User context
an {
. . >, (®) System .
3 .
[+  Full contrel 0 O Current user .
= L1 View only . asEEEsEEEEEEEEEEEEEEEEEEEEEEEEnnmnnna”
L]
[#] File transfer : :
M
wvictim Task g L] o
— . Connected .
(=1 Terminal um?y
P Execute Close
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Remote Utllities: Artifacts
Opencmdor PowerShell terminal of the victim machine

Useful Artifacts Files Registry Process/NW Others

EventLog
Security.evix(Event ID: 4688)
AAZsh 4688, Microsoft Windows security auditing. H A A b 4688, Microsoft Windows security auditing
ET 28 B4
® FTN) O XML TETO ® FT(N) O XML TERT(X0
+ System ~ + System
- EventData - EventData
SubjectUserSid  5-1-5-18 SubjectUserSid ~ 5-1-5-18
SubjectUserName\V ' SubjectUserName $

SubjectDomainName WORKGROUP

. SubjectDomainName WORKGROUP
Subjectlogonld 0x3e7

SubjectLogonid 0x3e7

q NewProcessName C:¥Windows¥System32¥cmd.exe I ewProcessid__0x1670
- ek - ewProcessName C:¥Windows¥System32¥whoami.exe I

TokenElevationType %%1936 -

Processid Oxe30 TokenElevationType %%1936

CommandLine  cmd.exe Processid 0x2058

TargetUserSid ~ 5-1-0-0 CommandLine  whoami
TargetUserSid ~ S-1-0-0

TargetUserName -
TargetDomainName - TargetUserName - .
TargetLogonld _ 0x0 TargetDomainName - rutserv.exe-> cmd.exe>whoami
q ParentProcessName C:¥Users¥user01¥AppData¥Roaming¥Remote Targetlogonid  0x0
Utilities Agent¥70170¥43F629E616¥rutserv.exe ParentProcessName C:¥Windows¥System32¥cmd.exe
MandatorylLabel 5-1-16-16384 v Mandatorylabel S-1-16-16384
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Remote Utllities: Artifacts
Remotely execute specific application on victim machine.

iewer [Trial version 2 days left] [7.1.7.0] 5 - O x 157 test - Remote execute - X

Document or application path:
= = [ [y :E [c:\Windows \System32\cal.exe ~| | Browse
e Terminal te Inventoym..  ROP FArdien T
[use system account
[Jrunas...
Authentication

\\\\\\\\\\\\\\\\\\\\\\

Username:

Password:

Domain:

[Joo not dose Cancel

Useful Artifacts Files Reqistry Process/NW Others

[Portable] %APPDATA#Remote Utilities AgentLog¥rut_log_yyyymm.html
[Install] ¥YProgramFile&x86)%Remote Utilities- Hos#Log¥rut_log_yyyymm.htmi

. 29.11.2022---035:16:35:674 11l¢ ] 3 | Incoming ID cconnection from IP: |

G 11 anoo .. aq - 1 e e« \Wind am37 )\ mal
u 20,11,2022---05:16:26:111 43 locpback 1) & — | ={TER. o] W-:\:{:uz\.syzuemaz\ca_c.exel
l 26.11.2022---05:17:14:626 1lleé ] i  Incoming ID connection from IP: |
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Remote Utllities: Artifacts

ote reqistry

eatu

Review and control registry on victim machine

Remote Utilities - Viewer [Trial version 2 days left] [7.1.7.0] [£3] - a x
General Connection View Tools Manage Help Sign in
. .
: ke* test - Remote Registry Editor - O
@ h O B O =B B =
File Edit
Add Full control View only Filetransfer Power control Task manager  Terminal Execute — - —
connection... HKEY_CLASSES_ROOT A | Name Type Data
Set double-click action v HKEY_CURRENT_USER b {Default} REG S§Z (value not set)
. ; Console T -
Navigation FH ¢ 3 =~ T General address book
. Control Panel
All connections Folders | Environment
@ Ceneral address book EUDC
o Keyboard Layout
| Printers
v Software
[ AppDatalow
Add connection, .. )
v Software
v Microsoft
Logged on v ME
(L) - 15.0
MNew > K
2 test &
——| [+ Full control
w .| | Classes String Value
5 Uementy . Local Settings Binary Value
[#]  File transfer Google
victim B Task manager Microsoft DWORD Value (32 bit)
[z Terminal | Policies QWORD Value (64 bit)
o o System Multi-String Value
HKEY_LOCAL_MACHINE vi<€ Expandable String Value
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Remote Utilities: Artifacts

EERIGEHREINCHNIWA Review and control registry on victim machine

Useful Artifacts Files Registry Process/NW Others

[Portable] % APPDATAgRemote Utilities AgentLog¥rut_log_yyyymm.html
[Install] ¥ProgramFile&x86)%Remote Utilities- Hos#Log¥rut_log_yyyymm.htmi

?

1. Date/Time when remote registry is opened
*Detail of the action is not recorded.
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