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o LDV )IZEIRIBZN?

O <Plaso

= https://github.com/log2timeline/plaso
« A—)\=H1 L1 DEBIERK
= BRAQ ROSD T —74 7)) N fEMTE] 8E CmacOSIC

DX
“ XFFIANTIT4T

> Plasold R —I\—44 LS54 > %= HE KBl E &)

% log2timeline.py --storage-file victim.plaso victim.EOQ1
% psort.py -o 1l2tcsv -w victime.csv victim.plaso



https://github.com/log2timeline/plaso

ANY D
® PlasoTHEIIS
Activities Sep 5 16:10
*j G ~ dfir@ubuntu: ~/Downloads/plaso-20210606

-~ dfir@ubuntu: ~/Downloads/plaso-20210606

C\ ! plaso - log2timeline version 20210606
/

Source path : /mnt/hgfs/images/macOS_EO1/victim_202108160_01.EA1
Source type . f+nr3:\a madi s 'im:r‘e
Processing time : 4 days, 14:53:23

TraTasks: Queued Processing Abandoned Total

et el CHIRANE  30GB(DT 1 A7/ X—JALB(C48 2

> Worker_oe 272757 idle = B B A
works /Ruby.framework /Versions /2 Tjj)l/ |\52}:E0)iﬁ /= )
ory/not_set name-c.ri

ory/cdesc-Category.ri

et_name-c.ri

Processing completed.

Number of warnings generated while extracting events: 83.
Use pinfo to inspect warnings in more detail.

real 6654m13.136s

user 300m59.965s

sSys 527m55.893s
(plaso) H $ |:|

Worker_e1 272759 idle 328.8 MiB 172999 (@) 2331345 (@) APFS: fSystem/Library/Frame
works /Ruby. framework/Versions/2.6/usr/share/rif2.6.0/system/RSS/Maker/Atom/Feed/Items/Item/Source/Categories/Categ

Worker_02 272761 idle 336.8 MiB 180651 (@) 2413203 (0) APFS: /System/Library/Frame
works /Ruby.framework/Versions/2.6/usr/share/rif2.6.0/system/RSS/Maker /Atom/Feed/Items/Item/Source/Links/Link/not_s



o PlasolC LB A—/I\=AF1 L314>

BEiFT @ 1) 9. - Bookl - Excel
Bt

Tl K-k #BA RS LT F-4 ®E F=  ALT Acobat T T ad)

1872 - £ || /private/var/db/locationd/Li y/Caches/GeoServices/Resources

blisher_attr...

date Li|time [ t|timezone [.|MACB source +| sourcetype +|type | user +|host +|short
853 2021/8/10 16:30:06 JST FILE File stat Added Time - - /private/var/db/locationd/Library/Caches/GeoSermvices/Resources/Default_lcons-...
854| 2021/8/10 16:30:06 JST .C. FILE File stat Metadata Modification Time - - /private/var/db/locationd/Library/Caches/GeoServices/Resources/Default_lcons-...
855| 2021/8/10 16:30:06 JST MA.. FILE File stat Content Modification Time; Last Access Time - - /private/var/db/locationd/Library/Caches/GeoServices/Resources/Default_Shield...
856/ 2021/8/10 16:30:06 JST ..B FILE File stat Creation Time - - /private/var/db/locationd/Library/Caches/GeoServices/Resources/Default_Shield...
857 2021/8/10 16:30:06 JST . FILE File stat Added Time - - /private/var/db/locationd/Library/Caches/GeoServices/Resources/Default_Shield
858| 2021/8/10 16:30:06 JST
859| 2021/8/10 16:30:06 JST FILE File stat Content Modification Time; Last Access Time - - /private/var/db/locationd/Library/Caches/GeoServices/Resources/Default_Shield
860| 2021/8/10 16:30:06 JST 8 FILE File stat Creation Time - - /private/var/db/locationd/Library/Caches/GeoServices/Resources/Default_Shield...
861 2021/8/10 16:30:06 JST FILE File stat Added Time - - /private/var/db/locationd/Library/Caches/GeoServices/Resources/Default_Shield...
862 2021/8/10 16:30:06 JST .C. FILE File stat Metadata Modification Time - - /private/var/db/locationd/Library/Caches/GeoServices/Resources/Default_Shield...
863 2021/8/10 16:30:06 JST

FILE File stat Metadata Modification Time - - /private/var/db/locationd/Library/Caches/GeoSermvices/Resources/Default_Shield

FILE File stat Content Madification Time; Last Access Time is/GeoServices/Resources/Default_Shield
864 2021/8/10 16:30:06 JST FILE File stat Creation Time (it/\"&‘b\‘j—,{) I/: X—AOD/(/\\\ |\ s/GeoServices/Resources/Default_Shield
865| 2021/8/10 16:30:06 JST . FILE File stat Added Time } / T / s/GeoServices/Resources/Default_Shield
866, 2021/8/10 16:30:06 JST .C. FILE File stat Metadata Modification Time - - O U O O T a8 es /GeoServices,/Resources/Default_Shield...
867 2021/8/10 16:30:06 JST MA.. FILE File stat Content Modification Time; Last Access Time - - /private/var/db/locationd/Library/Caches/GeoServices/Resources/Default_Shield...
868 2021/8/10 16:30:06 JST ..B FILE File stat Creation Time - - /private/var/db/locationd/Library/Caches/GeoServices/Resources/Default_Shield...
869| 2021/8/10 16:30:06 JST . FILE File stat Added Time - - /private/var/db/locationd/Library/Caches/GeoServices/Resources/Default_Shield
870, 2021/8/10 16:30:06 JST
871 2021/8/10 16:30:06 JST

FILE File stat Metadata Modification Time - - /private/var/db/locationd/Library/Caches/GeoServices/Resources/Default_Shield

FILE File stat Content Modification Time; Last Access Time - - /private/var/db/locationd/Library/Caches/GeoSerices/Resources/publisher_attr...

872| 2021/8/10 16:30:06 JST ..B FILE File stat Creation Time - - /private/var/db/locationd/Library/Caches/GeoSemvices/Resources/publisher_attr...
873 2021/8/10 16:30:06 JST FILE File stat Added Time - - /private/var/db/locationd/Library/Caches/GeoServices/Resources/publisher_attr...
874| 2021/8/10 16:30:06 JST .C. FILE File stat Metadata Modification Time o S /private/var/db/locationd/Library/Caches/GeoServices/Resources/publisher_attr...

875| 2021/8/10 16:30:06 JST

FILE File stat Content Modification Time; Last Access Time - - /private/var/db/locationd/Library/Caches/GeoServices/Resources/publisher_attr.

876/ 2021/8/10 16:30:06 JST ..B FILE File stat Creation Time - - /private/var/db/locationd/Library/Caches/GeoServices/Resources/publisher_attr...
877 2021/8/10 16:30:06 JST FILE File stat Added Time - - /private/var/db/locationd/Library/Caches/GeoSemvices/Resources/publisher_attr...
878 2021/8/10 16:30:06 JST .C. FILE File stat Metadata Modification Time - - /private/var/db/locationd/Library/Caches/GeoServices/Resources/publisher_attr...

879| 2021/8/10 16:30:06 JST
880| 2021/8/10 16:30:06 JST
881| 2021/8/10 16:30:06 JST

FILE File stat Content Modification Time; Last Access Time - - /private/var/db/locationd/Library/Caches/GeoServices/Resources/Default_lcons-..|
FILE File stat Creation Time - - /private/var/db/locationd/Library/Caches/GeoServices/Resources/Default_Icons-...

FILE File stat Added Time - - /private/var/db/locationd/Library/Caches/GeoServices/Resources/Default_lcons-...

882 2021/8/10 16:30:06 JST .C. FILE File stat Metadata Modification Time - - /private/var/db/locationd/Library/Caches/GeoSermvices/Resources/Default_lcons-...
883 2021/8/10 16:30:06 JST AL FILE File stat Last Access Time - - /private/var/db/locationd/Library/Containers/com.apple.geod/Data/Library/Cach...
884| 2021/8/10 16:30:06 JST M... FILE File stat Content Modification Time = = /private/var/db/locationd/Library/Caches/GeoServices/ActiveTileGroup.pbd
885/ 2021/8/10 16:30:06 JST B FILE File stat Creation Time - - /private/var/db/locationd/Library/Caches/GeoServices/ActiveTileGroup.pbd
886/ 2021/8/10 16:30:06 JST FILE File stat Added Time - - /private/var/db/locationd/Library/Caches/GeoServices/ActiveTileGroup.pbd

887| 2021/8/10 16:30:06 JST .CB FILE File stat Creation Time; Metadata Modification Time - - /private/var/db/locationd/Library/Caches/GeoServices

222 onol/2/10 o000 - - - [orivate fuan /b lneatinnd /o Carbas /o ancapicac Ml ctivaTlac s oh g
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» https://github.com/CrowdStrike/automactc

» XT TR HMETHTUR

* mac_apt
» https://github.com/ydkhatri/mac apt
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https://github.com/CrowdStrike/automactc
https://github.com/ydkhatri/mac_apt
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" mac_int
> https://burnhamforensics.com/projects/mac int/
= Building a Visualization Tool for mac_apt

» https://leahycenterblog.champlain.edu/2020/05/01/building-
a-visualization-tool-for-mac apt/
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® mac_aptDFFTiLE

O emac_apth\EEtria Rz R 9 5DB
- mac_apt.db : 7= 177 bOERMTHER

= UnifiedLogs.db : J/\—A&11/zUnified Logs

= APFS Volumes_ <GUID>.db : /{\—X&NJ=APFS
AT —4H

« Export&LUSPOTLIGHT_DATA : TARIA A=
WSO AR—RENET —F1 77 N I7 A IVMRTES
nsJ#)L%5
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mac_apt.db

BEFLWF—FR—2(N) 5 F—H~—A%M<(0)

B Apps
| AutoStart
| Basic_Info
1 =] CFURL_Cache
a || Disk_Info
o || Dock Items
| El FileSharing
9 /| FsEvents
| InstallHistory
| InternetAccounts
i | NetUsage
% 7] Network_DHCP
" || Netwerk_Details
2 || Network_Interfaces
o || Notifications
/| Quarantine
; | Recentltems
L El Safari
| SavedState
| ScreenTime
| Spotlight-1-.stare-DIFF
| | Spotlight-1-.store-DIFF-paths
| Spotlight-1-store
% | Spotlight-1-store-paths
r || Spotlight-BootVolume_1-.store-DIFF
Il | Spotlight-BootVolume_1-.store-DIFF-paths
F | Spotlight-BootVolum: store
5 | Spotlight-BootVolum store-paths
| Spotlight-macforensics-store
Spotlight-macforensics-store_com.apple mail
Spotlight-macforensics-store_com.apple.reminders
Spotlight-macforensics-store_com.applesearchd
" || SpotlightConfig
® =] SpotlightConfig_01
SpotlightDataView-1-.store-DIFF t-lemplate
SpotlightDataView-1-store
4 SpotlightDataView-BootVeolume_1-.store-DIFF
t SpotlightDataView-BootVolume_1-store
e = SpotlightShortcuts
| TermSessions

sing-draplet-template
h-settable-propertles

processing-droplet-

d
| = TerminalState

| Users
® ] Utmpx

[gP— s 3 g oENDIOT RS

‘com apple preferences.exiensions

CEDNRTS)A > ORI
F—INHHEBNS

flle/jLibra

filesff{Libra

files/}jLibra
fllesfjiLibra)
files/}fLibra

:fffLibra

19



e UnifiedLogs.db

[ ] [ ] : E DB Browser for SQLite - [Users/macforensics/Documents/GitHub/forkedfmac_apt_out/20210810_01/UnifiedLogs.

LHLLWF—4R—Z(N) & F— g =2 %L (0) o FAYH REEC(P) B 7O0Y Y kEREV) ) F— 8 N—ZITHER (A)

I3UviRE | SQLET e

F—F): [Eunifiedlogs B & &6 » BB & B B 4 & i » L% .

Flle DecompFllePes = ContinuousTime TimeuUtc Thread Type @ ActlvitylD ParentActlvitylD ProcessiD | EffectlveUll | TTL ProcessMame SenderMame Subsyste
240450 OO U O T Ce T S Teae Fal: rr s A AR R R T T e ) TET0 LeTaun joL:3 T T3 1< R o B vl ] 4 [T R we o 41
240457 0000000000000007tracey3 1527880 21092273549 20133 (649242 1876 Default 987 a 213 205 0 comapplegeod CFMetwork
240452 0000000000000007 tracey3 1527984 ~ “ — Aeie - a 206 65 0 mODNSRespondar comapplamDMNSRa
240453 0000000000000007tracev3 1528128 IOg]?/ htH%o)j{} I/g%b\(/j-bné a 206 65 0 mODNSRespondar comapplamDNSRa
240454 0000000000000007tracey3 1528200 2104074 2004 Z0A7-08-10 030005 60 3T Tiaa Detauir i} a 206 65 0 mODNSRespondar com.applemDMNSRa
240455 0000000000000007 tracev3 1528320 210461490439 2021-08-10 07:30-05.603N117 1134 Default a Q 206 65 0 mDNSResponder comapple.mDMNSRe
240456 0000000000000007 tracev3 1528448 21046151621 2021-08-10 07:30:05.603120 1134 Default a 1] 206 65 0 mONSResponder comapple.mDNSRe
240457 0000000000000007 tracev3 1528544 21046154384 2021-08-10 07:30:05.603123 1134 Default a a 206 65 0 mONSRespondar comapplemDNSRe
240458 0000000000000007tracev3 15286688 21046158555 2021-08-10 07:30:05.603127 1134  Default a a 206 65 0 mONSRespondar comapplemDNSRe
240452 0000000000000007 tracey3 1528816 21046160044 2021-08-10 07:30:05.6037128 1134 Default a a 206 65 0 mODNSRespondar comapplamDMNSRa
240460 0000000000000007tracey3 1528812 21046162014 2021-08-10 07:30:05.6037130 1134 Default o a 206 65 0 mODNSRespondar comapplamDNSRa
240461 0000000000000007tracey3 1528056 21046764466 2021-08-10 07:30:05.603132 1134 Default [u} a 206 65 0 mODNSRespondar com.applemDMNSRa
240462 0000000000000007 tracev3 1529184 21046165794 2021-08-10 07:30:05.603134 1134 Default a Q 206 65 0 mDNSResponder comapple.mDMNSRe
240463 0000000000000007 tracev3 1529280 21046167427 2021-08-10 07:30:05.603136 1134 Default a 1] 206 65 0 mONSResponder comapple.mDNSRe
240464 0000000000000007 tracey3 1529424 21046169883 2021-08-10 07:30:05.603138 1134 Default a a 206 65 0 mONSRespondar comapplemDNSRe
240465 0000000000000007tracev3 1529552 21046930733 2021-08-10 07:30:05.603829 1134  Default a a 206 65 0 mONSRespondar comapplemDNSRe
240466 0000000000000007 tracey3 1529624 21046932162 2021-08-10 07:30:05.603300 1134 Default a a 206 65 0 mODNSRespondar comapplamDMNSRa B
240467 0000000000000007tracey3 1529704 21066737137 2021-08-10 07:30:06.613705 1134 Default o a 206 65 0 mODNSRespondar comapplamDNSRa 2
240468 0000000000000007tracey3 1529776 21056842833 2021-08-10 07:30:05.613811 1134 Default [u} a 206 65 0 mODNSRespondar com.applemDMNSRa




F—=7I:

La]ln]

LI LWF—4R—Z(N)

XD

6737
6737
6733

| Combined_Inodes

CNID

B TF—IN—A%R<(0)

Parent_CNID

Extent_CNID

e APFS Volumes <GUID>.db

2 DB Browser for SQLite - [Users/macforensics/Documents/GitHub/forked/mac_apt_out/20210810_01/APFS_Volumes_2BE22859-BFFD-49

F—§R—A4BiE F5ITEE |

3 =

root

private-dir

.HFS+ Private Directory Data

5 Fpin

aw

Craatad

1569788609000000000
157198659418367 2000
12134471716000000000

PSR - )

Modifled

1628152546189778497
1628581330806896015
12134471716000000000

R e IO W M~ (= —F LW

TPAINDIA LRI TEZHEERTE DN
*ﬂﬂzéﬂ'&\?&b\

e Ao I

Changed

1628152546189778497
1628581330806896015

1213441716000000000

Tt TR (A)

Accessed

1628151927402368436
157198659418367 2000
1213441716000000000

Flags

=1 44256
7 44256
B 44256
=] 44266
10 44256
1 44256
12 44256
13 44256
14 44256
15 44256
16 44266
17 41663
18 41663
19 41663

6733
6733
6276
6276
G276
6276
G276
GZ76
6276
6276
6276
G276
6276
6515
6515

6515

21
27
12884901889
12884901820
12884902221
12884202222
12884202232
12884802233
12884902234
12884802235
12884002236
12884902237
12884902238
12884902240
12884904177

2
12884352319
128843952319
12884952319
12884952319
12884952319
12884952319
12884352319
12884952327

12884954151

20
21

27
12884901889
12884201820
12884802221
12584202222
12884802232
12884802233
12884902234
12884802235
12884002236
12884202237
128843902238
12884902240

12884904177

Trashes
.fzeventsd
Volumelcon.lcns

swW

home
Jnstaller-compatibllity
TempRecelpt.oom
SafariLaunchAgent. &

SafariMotificationAgent. 8

SafariBookmarksSyncAgent. 8

weblnspactord. 8

SafariHIstory Service Agent. 8
SafariCloudHistoryPushAgent. &

SafarlPluginUpdateNotifier. 8

safaridriver.1

Remote Daskiop

1219441713000000000
12194417183000000000
1219868207000000000
1566685 244000000000
1566685 244000000000
1569639247000000000
1571987323659111877
1563640 388000000000
1569640 389000000000
1568641763000000000
15696 36910000000000
1569640327000000000
1569639933000000000
1563640323000000000
1569640 380000000000

1567565 283000000000

1219868232000000000
162B5813305920265204
1219868207000000000
1566685 244000000000
1566685244000000000
1569639247000000000
15719873329044 43741
1563640388000000000
1569640389000000000
1569641769000000000
15696 36910000000000
1569640321000000000
1569639933000000000
1562640323000000000
1569640380000000000

1867565283000000000

1219868232000000000
162B581330592025204
1219868207000000000
1571987333358310843
1628580593647562347
1628152345183556514
1571287333507128092
162B152365342629824
1628152364855404495
1628152365072663519
1628152365530932092
1628152365236281177
1628152365803497486
1628152364590198480
1628152364789897E71

162B8152381557400853

1219441718000000000
1628580755254002710
1628152720972464059
1571987333357972045
1571287333358383155
1571987333505392275
15719873335056397431
1571987333511656536
1571987333512121575
1571987333512443469
1571987333512826854
1571987333513267126
1571987333513614504
1571987333513246158
15718987333514624774

1571987334680223368

33024

32768
32768
32768
32768
32768
32768
32768
32768
32768
32768
32768
32768

32768
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o N—RFVADRAE (1/3)

© emac_apt.db : AutoStart
- R — R 1Y - D EZMEFR I D
« 94 LAS > T(FEEERSNTLRL)

StartupType source
macfore

BlockBlock H.'DEF macforen: Run at Login | Jsers/macforensics/Libran ﬂDD”C-EIIOn Support/com.apple.backgroundtaskmanagementagent/backgrounditems.btm

Launcher.app mactoren: Run at Legin ackgrounditems.btm

MountyHelper mactoren: Run at Legin ? ntents/Library Loginitems... s Mz Application Support/come@ple.backgrounditaskmanagemeantagent/backgrounditems. btm

LuLu mactoren Run at Login JApplications/LuLu.app JUsers/mactore Application S apple.backgroundtaskmanagementagent/backgrounditems btm

Background ... LaunchAtLoginHelper.app mactoren: Run at N — w_ ranyLoginitem: ] N —— fbackgrounditems.btm
Apps To ... com.apple.finder mactoren Run at L g E}J %1—_" jD g jA ar.app JUsers/mactorens g i}J %17 ER}:E j?/{) l/ 4-BABE-678BCD3453EA.plist
Apps TO ... com.appleterminal mactoren Run at Ligwe oy ppnes wiminal.app Users/mactorensics)s . — - - A-BABB-678BCD3453EA.plist
Apps To net sourceforge sqlltebrowser mactorensics Run at Login {Applications/DB Browser for SQLitaapp Jusers/mactorensics/Librany/Preterences ByHost/com.apple loginwindow. C10087 ZE-DA37 - 54FA-BABB-67BBCD 34 53E A plist
ADps TO ... macforen: Run at Login Japplications/Viware Fuslon.app ers/mactorensics/Library/Preferences/ByHost/com.apple.loginwindow. C10D87 2E-0A37-54FA-BABB-6788CD 34 53EA. plist
Apps To com.microsoftvscode mactoren: Run at Legin JApplications/Visual Studic Codeapp [Users/mactorensics/LiraryPreferences)ByHost/com.appleloginwindow. C10D87 2E-0A37-54FA-BABE-678BC0 34 53EA.plist

Apps To .. com.evernote mactoren Run at Login Japplications{Evarnote.app Jusers/mactorensics/Library/Preterences/ByHostjcom.apple.loginwindow. C10D87 2E-04 q : BCO3453EA.plist

Apps To org.mozilla. firefox macforen Run at Login Japplications/Firefox.app JUsers/macforensics/Library/Preferences/ ByHostjcom.apple loginwindow. C10D87 2E-DA3T ! BECD3453EA.plist
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o —IAFTIADAE (2/3)

O - BEEITOETEIT7AIVEEITI7?AILDA
A LAD>T7%APFS Volumes xxxx.dbT
ﬁ le\a_é

SELECT * FROM Combined_Paths LEFT JOIN Combined_Inodes ON Combined_Paths.CNID = Combined_Inodes.CNID WHERE
Combined_Paths.Path = "/path/to/file" LIMIT 1;

CHNID Path ol Xio

CNID Parant_CNID Extant_CNID Nama Modified Changed Accessed

1 25694948 [Users/macforensics/Library/Application Support/com.applebackgroundtaskmanagementagent/backgrounditems.btm 961668 1223 25694948 1097309 25694948 Dbackgrounditems.btm| 16328B6716865601823 1632Z8B6716B66972041 1633103847655622647

CHID Path XD CHID Parent_CNID | Extent_CHNID Mama Created Modlfled Changed Accessad

1 21400048 |Applications/KeepingYouAwakeapp/Contents/Librany ... 875376 851 21400048 21400047 21400048 KeepingYouhwake Launcherapp 0000000 QIGZ27IZ080000000000 1627137Z4B003391691 1627137247993534000

74 IR H s
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N=>ZF7 2 ADFHE (3/3)

° ZOBEEERITIOI LG A
SELDIANALLTFICIFIET D

° macOS 10.1554B%. X7 /R
%_‘L—AJZT—G’T\U_‘L—AD‘ﬁ%U
" 225 hiNJ1—LAldread-only TYY
SRNENTHD, AN BB
(ELARTLDER

" macOS 11ERF(ES AT LR 1— LA
(CER2bBIN3
°URMIT. AT LMNY1-A
QI0J5 AL E=VEHEER
KOSV TEBRVNEEZBND

)

ma2tlDy —ZJ— REDIRM

std_apppath_system_vol = (

'/System/Applications/',
'/System/Library/CoreServices/',
'/System/Library/Extensions/',
'/System/Library/Frameworks/',
'/System/Library/PrivateFrameworks/",

'/System/Library/CryptoTokenKit/",
'/System/Library/Filesystems/',

' /System/Library/Image Capture/',
' /System/Library/Input Methods/',
' /System/Library/PreferencePanes/ ",
' /System/Library/Services/',

' /System/i0SSupport/’,

' /System/Installation/',
'fusrflibexec/',

"fusr/bin/",

'fusr/shin/"',

'/bin/',

'/sbin/’

std_persistence_system_vol = (

)

'/System/Library/LaunchDaemons/ ',
'/System/Library/LaunchAgents/'

std_apppath_data_wvel = (

)

' fApplications/',
'fLibrary/Apple/',
'fLibrary/Application Support/',
'fLibrary/Extensions/'

macOS 10.150F%.
J—RA-TNDI> b

N3, AN
i BRI (4K 0N

A7 LNJ1—L4

F—hU1—/A

25




Spotlight(c
APV FY]

macforensics

macforensics

macforensics

macforensics

macfore

macfore

macfore

macfo

macforensics

macforensics

macforensics

macforensics

macfora g

UserTyped

actlvl
applesc
applescr
atom
auto
blackl

bre

ch
chro

chromea

JOYJ 3 LETERD

DisplayMame LastUsed

| TIVT—2a>% |
SUFRTTTY e 1
UFRIF+ ¥ 2019-09-25 071:46:04
Atom 2019-10-10 O 0z
Automator 7 OB:03:54
BlackLight 0Z:19:55
Brewlet
Brewlet
fag k]
fag k]
Google Chrome
Google Chrome

Google Chrome

= Spotlight#XH

(RRICEITUIZHFF D)

'%:ui
I

HALAT>T

[System/Applications/Utllitles Actlvity Monltor.app

[System/Applications/Utlitle pt Editor.app

IsystemfappllcationsfUtiities/Script Editor.app
JApplicatlons/Atom.app

[systemfApplicationsf Automator.app

JApplicatlons/BlackLight/BlackLight 2012 Release 1.1/...

[Aapplications/Brewlet.app

JApplications)Brewlet.app
[System/Applications/Calculator.app
[System/Applications/Calculator.app
[Applicatlons{Google Chromeapp
[Applicatlons{Google Chromeapp

JapplicationsiGoogle Chromeapp

7TV —232 (X

© emac_apt.db : SpotlightShortcuts
HCEITUIE T VT -3 haeERe

Source
JUsers/mactoren: rary/Application Support/com.apple.spotlight/com.applespotlight. Shortcuts v 3
JUsers/mactoren: lbrary/Application Support/com.apple.spotlight/com.applespotlight. Shortcuts v 3
JUsersfmactorensic [Application Support/com.applespotlight/com.applaspotlight.shortcutsy3
fusersfmactorensics/Library Application Support/com.applespotiight/com.applespotlight.Shortcuts v 3
[Usersfmactorensic (Application Support/com.applespotlight/com.applaspotlight.Shortcutsy3
[Usersfmactoren (Application Support/com.applespotlight/com.applaspotlight.Shortcutsy3
fusersfmactoren Ibrary/Application Suppert/com.applespotlight/com.applespotliight.Shortcuts v 3
IUsersfmactoren: rary/Application Support/com.applespotiight/com.applespotlight. Shortcuts v 3
fusersfmactorensics/LibraryApplication Support/com.applespotiight/com.applespotlight.Shortcuts v
IUsersfmactoren: [Application Suppeort/com.applespotlight/com.apple.spotlight.Shortcutsv3
fusersfmacforensics/Library Application Support/com.applespotiight/com.apple.spotlight Shortcuts v 3
fusersfmacforen Ibrary/Appllcation Suppert/com.apple.spotlightjcem.applespotlight.Shorteuts v 3

jusersfmacforen rary/Application Support/com.apple.spotlight/com.apple spotlight.Shortcuts w3



MJ1-LNDI> hORE

-mac_apt.db : Recentltems

F—7J: || Recentltems = s 7 \\\UJ_—A%(iﬁD\%b\‘\
| AALRITER

Type
voLume €3
VOLUME Vidware Tools Volumes/Mware Tools =DF9C7COE-36B2-47FD-9296-1C8 macfore

VOLUME macO5 Catalina 10.15.5 Update  Volumes/macO35 Catalina 10.15.5 Update =BF5BASD5-DBC5-4764-8947-E9BFSATCDCS macforens

VOLUME FakeTest2-bash Volumes/FakeTest2-bash =BZ1DESAD- B-4F10-BCBE-GECDCARSZ74F macfore

dC d t.db . 7 —F4 TP NI74 )LOHELE B B
— 8 - N (RO NURAA LRI T TR

LogiD EventFlagsHex | EventType EventFlags Fllepath Flla_ID SourceMod Date Source

F—7): |[=] FsEvents

FoldarCreated Wolumes|
o ODDODODDATGF 01000082 Folder Removed|Folder Created Volumes/Preboot L ] 53.550419 | fseventsd/000000000000d3CT
00000000000D026BAS 01000082 Folder Removed |Foldes™ Volumes/Preboot 1 z 013 : 9:53.550419 | tseventsd/000000000000d3cT

00000000000 7 ‘\\IJ 1 — A?O \/ |\0)74} [/9 IJ \/0\\%44: Volumes/Preboot i 020 0 719:53.550419 :.TSEVEI'IT.SIJ.'EIDEIGDEI 000000d3c1

00000000000 Volumes(firmwaresyncdmylPwx 12884930935 2019-10-25 07:21:03.584895 | /.fseventsd/Q000000000

00000000000 (VOIU meS/u—F(:jj) bg\\%{,ﬁﬁi) Valumes/Prabaat 12884 '- 0-25 :1..0.3 .5361‘]1 """

0oo0oO00o000T 9 07000082 Folder Removed|Folder Created Volumes/Freboot i 2 019-10-2 4:03.586111

oooCoooononT 01000080 Folder FolderCreated Volumes|VMware Tools : i 013 2z 4:03.5861M | tseventsd/0000000000018



7AIVAD>0—-ROFAE (1/5)

© omac_apt.db : Quarantine

- WebJ5OYETHI>O-RUIETPA LT SEN
%com.apple.quarantinetiaRE LB UASH
RIFSNZDBOERATHER

A™>0— R7tURL

| Quarantine

AgentBundielD AgentName DataUrl SenderMame = SenderAddress | TypeMumber | OriginTitle Qriginurl

org.mozilla.firefox  § Firefox https:f/codeload.github.comyydkhatr fmac_apt/zip/master 0 https:f/glthub.com/ ydkhatrlfmac_apt
org.mozllla.firefox Firefox fdoc-14-a0-d googleusercontent.comjdocs) .. o thub.comyydkhatrljmac_aptjwikl fInstallation-for-...
com.google Chromef§l Chrome e flreeye.comycontent/dam/fireeye- i 0 https:/fwww flreaye.com/services/freewareg/monitor.htmi
a.firefox Fire ~Installer. . .40.1/atom-ma 0 atom.lof
13A5SEBZB-F1C8-4C59-95¢ 4 E 1 0-0¢ 14:12 C : Chrome yplix f | er-4.5.16-... 0 5 ww.hopperapp.comydownload.htmi?
970FA396-0493-4 2CF-97B1- CBOFB139 1 9 08:18:4¢ -om.google.C Chrame flals ourceforge net/project/macl w... 0 s:f{sourceforge.net/projects/machoview/flles/latest ..
5072073F- 4FE1-BAAS-FD49BBAGEISE 1 c 20m.g cl Chrome f er.dl.sourceforge.net/project/machaview ... o urceforge.net/projects/machoview/flles/README...
E447AF-3 ~-4EBZ-BDEF-FA4E 44213 ] 1 0. gle.Cl Chrome ! 5. vo.msecnd. net/stable/ ... 0 s:f/codevisualstudio.com/docs7dv=:
3EAGO7D-1BF0-4 232-B065-E25C37B749F6 5 1 “om.google.Cl Chrame 3 64295 vo.msecnd.net/stable/ .. 0 sj/codevisualstudio.comjdocs/?dy=
C4988113-3CFB-40BB-BCO3-E960AF 035644 1 0-11 06:09:55. Homebrew C thub.comfosxfusefosxfuse/releases/download/ .. 0 E fusegithub.lof

712:33 com.google.Chromell Chrome 1/ Images. securltycomfvirtual-images/kall-... ] S wwoffensive-securitycomfkall-linux-vm-vmware...




IJ74ILA>0—-ROFE (2/5)

O emac_apt.db : Safari

« 71 IV DARTF LN EREN S

« 34 LA THRWz8. QuarantineT—JILD
DataUrlEfB DI T A1 LRG> Tz RT3

- SafariD5>0— REREIET IA) M B THIBREN
D

F—F): | Safari I74ILDA>0—RURL

Type Mame_or _Title LR Date Other _Info

ywnLoAD €3

1 DOWNLOAD  FakeTestZ-bash.dmg I'Ittp:.','-dﬂwnIr_\alj.'Fak:ETEE-tz—I:-as-h.clrrlg JUsersjmactorensics/Downloads/FakeTast2-bash.dmg

SALZIVTBU RIFFEITAN)Z |

29



Type
wNLOAD €3
DOWNLOAD
DOWNLOAD
DOWNLOAD
DOWNLOAD
DOWNLOAD
DOWNLOAD
DOWNLOAD

DOWNLOAD

sdl-monitor.zlp
Hopper-4.5.16-demo.dmg
MachOView-2.4.9200.dmg
README
vsCode-darwin-stablezip

VSCode-darwin-stable (1).zip

linux-201 /mware-amadea

Dummy.zip

>mac_apt.db : Chrome

I AD>0—-RORAE (3/5)

m
(il
sl

End Date Referrer or Previous Page Other _info

§-08-27 02:27:29.604466 |J Users/ s/Downloads/sdl-menitor.zip
10-08 05:14:26.798347 | /Users/m: Downloads/Hopper-4.5.16-demo.dmg hopperapp.comjdownload.htmi? L 689651/3368
[Usersfmactore Downloads/ sourceforge.netfprojects/machoviewfile w L t 09952/8809352
rorensics/DownloadsREADME s:f/sourceforge.netfprojectsimachoviewflles/README... Jf R tes 61/3161
Downloads) VSCode-darwin-stable.zip devisualstudie.comydocs/zd L T 9314517/79314517
8.834005 |/ 3 s/Downloads) VSCode-darwin-stable . jcodevisualstuglo.comjdocs/7dv=osx d Bytes = 79314517/79314517
07:15:58.915961 3 Downloadskal 2019.3-.. oftensive-security - y 13608/22872136

23 10:11:55.658081 | Downloads/ Dummy.zi

7404 >0—RURL A>0—-ReETHE

> 0— REia B
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J74)0A9>0—- ROFE (4/5)

-mac_apt.db : SpotlightDataView

F—FIL: 9 SpotlightDataView-1-store B = 2 =

Flags Date_Updated FullPath

B510994 0-01.. | [Users/macforensics/Downloadsjobjective-see tools| TaskExplorer _2.0.2.7lp
8409045 0-01.. | /users/macforensics/Downloads)Iintel(R)_USE_3.0_eXtensible_Host_Controller _Driver _5.0.4.4

Jusers/mactorensics/Downloads/BlackBag/inspector/Cellebrite_Inspector _macos_10.4.pkg

kMDItemWhereFroms

J74)DS5>0— RTURL

https:bltbucket.org/oblactive-ses/deploy/downloads| TaskExplorar _2.0.2.2Ip

https:/idownloadmirror.intel.com/22824/eng/Intel(R)_USB_3 .0 _extenslble_Host_Controller _Driver _5.0.4.43_v2.zlp

https:jjcdné.cellebriteorg/Forenslc/inspector/10.4/Cellebrite_inspector _macos_10.4.pkg?...

kMDItemUsedDates  kMDitemLastUsedDate  kMDIitemUseCount  kMDitemUserCreatedDate | kMDitemUserModifledDate

A>0-R5ETHEE

kMDitemDownloadedDate




C

o J7/IIL>0O0—-ROFFE (5/5)

) omacOSIEZEETV>Y RO curl TI7A I =SS
O—R&NBET7—T1T7 MHERSTR0
 curlERITEINECEBARDIEIMNIFR DN, 7I1TX
vl S8 pASYA A
o CDEORIZE. YIVITVERTREAB DR
BbNE
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mac_aptDERITIEERNSIHER TEIIFHR (1/2)

o )N=SRTF D ADETEIRT
" BEIEITOREI7AIINSLIVBEEBEITINZTOY S AIEDHD
= FEROIFAINDIA LR TEDIHS
°c JOU5LDEITIERE
* Spotlighti@H TEITENLTTIT—2aVdDh3
" RRICETINHEEONS
= M1 L©RI> T fESEITIREFELIR) F BRI EDLLY
oMJ1—ANYIO N
= I NUTah1—LA&IEDh D
= YD> NUTEIENER H IS (IANEE
o IpAILAD>0O-R
= A%>0—REE. 49> 0—RTURL, REFFLOT7AIVINZAD DI HS

33



C

e mac_aptDFETIERMSHEES CSIIBER (2/2)

) -mac_apt.dbDIBIRIEI Tl 94 L5A>%
VERR T BT=shDIBERNBAS IO
AICRBEIRET -5 ?
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. “UnifiedLogs.db”




C

D)

cUNU. COLIRX Bz fiFaR 9 DE0S

e UnifiedLogs.db is a goldmine (1/5)

> Unified LogsIC(&. ABD7—74T77
BRI S5 ADOEITREREPRY1—-

MIER
LX)

Y NERERE 54 LA ARSI ERG

FRNECERSNTLVSD

cmacOSTAL > IWIICEDT, FEICETL

=0

O7 (& {IENEE R MITR0N
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C

e UnifiedLogs.db is a goldmine (2/5)

) o .*”c‘ﬁ':u'Cch’_)'CBUmfled Logsd)}\ A
(F4TIHY. Xt —DOREICE D ERTIE
TR0
o T —ANR=2D0O— REFEIL I/ E
DOILIERF B UnifiedLogs.dbZzLIE T3
FDIEL

57



e UnifiedLogs.db is a goldmine (3/5)

[ ] [ ] B Inspector Case.inspector
@ 9@ B ~ o v @ L ® 0 ® O © &
Case Info Details Timeline Report Share Browser File Filter Actionable Intel Communication Media Locations Internet Productivity System Plugins

EXIDEELE Registry Q, spotlight @ Windows Index [ pictionary X Applications & system Logs I Memary
[ diskl Image.atta

bl (07 Macintosh HD - Data | File System Logs ¥ Date ~ | Message Process Name Matcl Al

|l ) Macintosh HD reset...  ([ETED

2021-08-24 06:58:07.695... LAUNCHING:0x0-0x4c24c2 Install macOS Big Sur foreground=1 bringForward... com.apple.preferen..

2021-08-24 06:58:01.595... LAUNCHING:0x0-Ox4bedbe System Preferences foreground=1bringForward=1... Dock Sender Na.. B is a

ACTIVITY -
2021-08-24 00:38:33.463... LAUNCHING:0x0-0x493493 System Preferences foreground=1 bringForward=... SystemUIServer LaunchServices

B Evidence Status 2021-08-24 00:08:20.169... LAUNCHING:0x0-0x48d48d Archive Utility foreground=1 bringForward=1 seed... Finder Message @ startswith @

¥ Export / Imaging Status 2021-08-24 00:01:33.379... LAUNCHING:0x0-0x4B64B6 KnockKnock foreground=0 bringForward=0 seed... Spotlight LAUNCHING:0x

2021-08-24 00:00:54.660... LAUNCHING:0x0-0x485485 LibreOtfice foreground=1 bringForward=1 seed=3... Spotlight

+ Add
- 2021-08-24 00:00:26.746. LAUNCHING: 0x0-0x483483 LibreOffice foreground=1 bringForward=0 seed=3... osascript

2021-08-24 00:0014.2191... LAUNCHING:0x0-0x481481 LibreOffice Language Pack foreground=1 bringFor... Finder

CONTENT SEARCHES < W W
2021-08-24 00:00:05.919... LAUNCHING:0x0-0x4747e DiskimageMounter foreground=0 bringForward=0 ... Finder j,{J l/ 9 |J /0 (j: ™ géb\
C \

System Logs 2021-08-23 23:68:55.634... LAUNCHING:0x0-0x47c47c LibreOffice foreground=1 bringForward=1 seed=3... Spotlight

INDEX SEARCHES » N
UnifiedLog 2021-08-23 28:56:47.1725... LAUNCHING:0x0-0x475475 DiskimageMounter foreground=0 bringForward=0 ... Finder ( 1 Ay L \

ASL 2021-08-23 22:45:05.215... LAUNCHING:0x0-0x466466 activateSettings foreground=0 bringForward=0 s... loginwindow

INVESTIGATIVE NOTES
2021-08-2316:12:06.7043... LAUNCHING:0x0-0x465465 activateSettings foreground=0 bringForward=0s... loginwindow

U n ified LOgB} \O 2 (j:én E 2021-08-23 11:15:27.7299...  LAUNCHING:0x0-0x464464 activateSettings foreground=0 bringForward=0s... loginwindow

Full Fields Content:
LAUNCHING:0x0-0x486486 KnockKnock foreground=0 bringForward=0 seed=3981 userActivityCount=0

Hex = Strings [5 Preview = Metadata @ Location % Record Data Interpreter e © Data Fork a
00000000 : 0 11 0@ @0 0 DO 0@ 00 00 60 00 80 06 1 B0 00 00 01 : . )
00000032 : 61 00 00 00 0 70 49 03 00 E4 FD FF FF 0 00 00 00 01 .pI. LT e
00000064 : 7F 33 33 04 08 G1 61 0 00 38 00 00 06 67 00 00 00 08
00000096 : 0 9B 00 00 0 4D 61 63 42 6F GF 6B 56 72 6F 31 35 2C
00000123 : 00 96 00 00 02 62 61 00 0O 18 00 80 06 8C 3B 98 OA 78 . ; UTF-8

00000160 00 96 00 00 02 B3 61 00 00 30 60 00 06 2F 76 61 72 2F a, a..0.../var/db/timezone

00000102 : 65 69 6E 66 6F 2F 41 73 69 61 2F 54 6F 6B 70 6F 00 /zoneinfo/Asia/Tokyo. . . Em=

00000224 00 11 00 00 08 F8 31 00 80 09 60 00 06 FO @1 EQ 83 DB el Ba0.e. . DatefTime

00000256 33 33 @4 00 76 5C 3C 9B D1 8B 36 9D Al BE 54 8A 4E A.1.33. A< N6 (NT.NRE. . - C. i<

00000288 : 26 DA (D 64 16 DB 63 €D 4B 39 D3 35 EB A7 3A 8C EC B4 . Ing01d. Dcnka05&S: . 1" *xERaVUYE-. Chrome

DEAGAIIA - nz 3w 70 _FQ Q5 AC FA 3N /2 KRR AR AA dam - I wfwZe 1171 R A kla

Decimal B Sector Offset: 0x0 (0) Position: 0x0 (0} Little Endian @

String

nh33RTBSESEI

(1 of 119) - Filtered - /Macintosh HD - i i ist/000000000000067f.tracev3



e UnifiedLogs.db is a goldmine (4/5)

0 elogdN> R

% log show --predicate 'FILTERING CONDITION' --start 'YYYY-MM-DD hh:mm:ss' --end 'YYYY-MM-DD hh:mm:ss'

o AN T F—J—R

eventType The type of event: activityCreateEvent, activityTransitionEvent, logEvent, signpostEvent, stateEvent,
timesyncEvent, traceEvent and userActionEvent.

eventMessage The
messageType For
process The
processImagePath  The

sender The
senderImagePath The
subsystem The
category The

pattern within the message text, or activity name of a log/trace entry.

logEvent and traceEvent, the type of the message itself: default, info, debug, error or fault.
name of the process the originated the event.

full path of the process that originated the event.

name of the library, framework, kernel extension, or mach-o image, that originated the event.

full path of the library, framework, kernel extension, or mach-o image, that originated the event.

subsystem used to log an event. Only works with log messages generated with os_log(3) APIs.
category used to log an event. Only works with log messages generated with os_log(3) APIs. When

category is used, the subsystem filter should also be provided.
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UnifiedLogs.db is a goldmine (5/5)

()

> o Unified Logs7A—~Yk

Activity ID

. . : Process |D Process Name
ow --info --debug --predyls S "

g the log data using "se Sender (Library)

backupd: | (TimeMachine)

imeMachine"

3 f Type Activity
2021-11-09 18:41:17.571449+0900 0x23fb85 | Info ox0 259 %

[com.apple.TimeMachine:General  Mountpoint '/Volumes/TimeMachine' is still valid

- RER(E11T
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Unified LogsDsA&E (1/13)

O < JOJILZETER (1)
- 7TV —=23> )N RV (1)

W T XN . 0 ) AN
= macOS 10.15 At —IHTLAUNCHING:0x I TR F2

Senderh‘l LaunchServices |[H'D

% log show --info --debug --predicate|'sender == "LaunchServices" AND eventMessage beginswith "LAUNCHING:Ox"' ﬂiigy]71377:jﬂjff
Filtering the log data using "sender == "LaunchServices" AND composedMessage BEGINSWITH "LAUNCHING:@x""

Timestamp Thread Type Activity PID TTL

2021-07-26 12:56:05.393696+0900 0x77b0f8  Default ox0 78164 © Evernote:| (LaunchServices)

[com.apple.processmanager:front-35286506] LAUNCHING:0x0-0x68c68c Safari foreground=1 bringForward=1 seed=7287 userActivityCount=0
2021-07-27 14:43:16.966842+0900 Ox61b6T Default ox0 482 0 Electron: (LaunchServices)

[com.apple.processmanager:front-35286504 preground=1 bringForward=1 seed=683 userActivityCount=0
2021-07-29 11:26:05.382074+0900 ox102c4dMEY Y ANDL L A=Y, 498 @  Dock: (LaunchServices)
[com.apple.processmanager:front-35286506 — — _____________ oreground=1 bringForward=1 seed=1579 userActivityCount=0
2021-07-29 11:28:03.749083+0900 0x10362b  Default ox0 29622 © open: (LaunchServices)
[com.apple.processmanager:front-35286506] LAUNCHING:0x0-0x18el8e Safari foreground=1 bringForward=1 seed=1587 userActivityCount=0
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()

D)

Unified LogsDsAE&E (2/13)

BT TUT -3l
= Finder
= Dock
= Spotlight
= loginwindow

> O 79 NE DA 705 T IO A B4y RO E BRI
2F 199U, B0 UL RTENE7 -3

F[1-HEIL—F 10T0I (VBB TEEaN 7TV 33
S

= open
»opendINY RTV7IVT -3 %2 TUIRGS
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Unified LogsD:AE (3/13)

O < JOUILEITRER (2)
- 7IVT—232)C ORIV (2)
= macOS 11.0.1 - 12.0.1

At —IHTLAUNCH: OxJICEND

% log show --info --debug --predicate|'sender == "LaunchServices" AND eventMessage beginswith "LAUNCH: ox"
Filtering the log data using "sender == "LaunchServices" AND composedMessage BEGINSWITH "LAUNCH: @x""

Timestamp Thread Type Activity PID TTL
2021-08-19 14:19:54.319840+0900 0x1676 Default oxe 427 (%] Dock:! (LaunchServices)
[com.apple.processmanager:front-35286506] LAUNCH: 0x0-0x3dQ com.apple.Maps| starting stopped process.

2021-08-19 14:21:52.526205+0900 0x21fb Defa 2 427 (%] Dock: (LaunchServices)

[com.apple.processmana - =7 RN com.apple.Safari starting stopped process.
2021-08-19 14:48:38.97 EEEnre 7 Ur—-23> 388 @  Dock: (LaunchServices)

[com.apple.processmana (771)7-3/3\/}\\/ |\}[/|D) Be com.apple.MobileSMS starting stopped process.

2021-08-19 14:57:09.238 388 0 Dock: (LaunchServices)
[com.apple.processmanager:front-35286506] LAUNCH: 0x0-0x73073 com.apple.Safari starting stopped process.

2021-08-19 15:01:09.077054+0900 0x329 Info oxe 153 %] loginwindow: (LaunchServices)
[com.apple.launchservices:open] LAUNCH: 0x0-0x17017 com.apple.Terminal launched with launchInStoppedState=true, and not starting the
application.

2021-08-19 15:01:09.228395+0900 0x329 Info oxe 153 %] loginwindow: (LaunchServices)

[com.apple.launchservices:open] LAUNCH: 0x0-0x18018 com.google.Chrome launched with launchInStoppedState=true, and not starting the
application.

|

N



Unified LogsDsA&E (4/13)

& °macOS 11 FDEE) (1)
= opendN> RTEITENLTIVT -3 (FEEEFREN R0

= macOS 11.6M)\J (?)

» EB 7T h' loginwindow . [ SystemUIServer .
fSoftwareUpdateNotlflcatlonManagerJLX5’HIIZI’77)‘.:E§?
SR

»macOS 11.6.12BF(E11.5.2F TCERIUARICRE ST

> %n_elaa}chS 11.6.xDUJ—RZ ) — NIRRT TUVROZsbaFH (3
e https://developer.apple.com/documentation/macos-

release-notes
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e Unified LogsDiA&E (5/13)

& emacOS 11LAFDZEE] (2)
- E2F7cH' loginwindow | DIHE
» TBOJA VD1 ROZBERBUDOMRICIRET T

—>32(3, EBEREN 307 h Type = Infol&ERD, XE £
(CDHECERSIND

o Xytz—>(CllaunchinStoppedState=true INS£N 3
P I-YEDIN—T10l0J(VIBE ITIRESNLT7 T)T—
>az(E. 09 Type = Default | THB6h. BICENIED

7\
07 h'%%3% [BOJ1 81> RUZBERCT

% log show --info --debug --predicate 'sender == "LaunchServices" and eventMess iﬁj_'énk?jUb'—\/a)@DO
Filtering the log data using "sender == "LaunchServices" AND composedMessage BES
Timestamp Thread Type Activity PID

2022-01-14 08:21:21.918761+0900 ©x21lefb Info (C] 4067 © loginwindow: (LaunchServices) [com.apple.launchservices:open]
LAUNCH: ©Ox0-0x9ee9ee com.apple.Terminal launched with launchInStoppedState=true, and not starting the application.
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Unified LogsDiA&E (6/13)

5 emacOS 11LAFDOZESF) (3)
= A=y "B O—RUIE7Z TV —23> OISR ThE .
Gakekeeper®FIvIHMTHNS

« ZOBRDOOY (& Type = Infol TEEEReND (XEY _LICDH
Z0ERSN D)
= XwtZ—(C[launchinQuarantine == true Ih"&FN3

()

% log show --info --debug --predicate 'sender == "LaunchServices" and eventMessage beginswith "LAUNCH: Ox"' --start '2022-01-14 13:00:00'
Filtering the log data using "sender == "LaunchServices" AND composedMessage BEGINSWITH "LAUNCH: ox""
Timestamp Thread Typs AVA] DID

2022-01-14 13:17:44.405335+0900 0x4786
LAUNCH: ©x0-0xd80d8 com.apple.Safari starting
2022-01-14 13:18:44.148002+0900 Ox50ea Infto
0x0-0xebleb com.apple.DiskImageMounter launched

[com.apple.processmanager:front-35286506]

~ ~ =/
—323>%%E17 (1E8)

4 7 DoCK™ aunchServices) [com.apple.launchservices:open] LAUNCH:
nOuarantine == true. so not startineg the application.

2022-01-14 13:19:19.907199+0900 0x523cC Info ox0 1127 o Finder: (LaunchServices) [com.apple.launchservices:open] LAUNCH:
0x0-0xf10f1 com.ridiculousfish.HexFiend launched with launchInQuarantine == true, so not starting the application.
2022-01-14 13:21:21.389996+0900 0x5472 Default ox0 1127 © Finder: (LaunchServices) [com.apple.processmanager:front-

35286506] LAUNCH: 0x0-0x100100 com.ridiculousfish.HexFiend starting stopped process.
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e Unified Logs®DiFE&E (7/13)

O < JOYILEITER (3)

« PIUT =23 )0 RILIDA R VES (1)
» 77 —33>)C RIVIDA (null) ] TaEEReN 3
» macOS 11LLB%

% log show --predicate 'eventMessage beginswith "LAUNCH: ©x"' --start '2022-01-12°'

Filtering the log data using "composedMessage BEGINSWITH "LAUNCH: ox""

Skipping info and debug messages, pass --info and/or --debug to include.

Timestamp Thread Type Activity PID TTL

2022-01-12 03:57:14.516187+0900 0x1693 Default oxe LY (%] Finder: (LaunchServices)

[com.apple.processmanager:front-35286506] LAUNCH: 0x0-0x4d04d com.apple.DiskImageMounter starting stopped process.

2022-01-12 03:57:25.281130+0900 0x1d25 Default oxe LY (%] Finder: (LaunchServices)
[com.apple.processmanager:front-35286506] LAUNCH: ©x0-0x50050|(null) starting stopped process.
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Unified LogsD:AE (8/13)

3 — =/, — =
O < JOVILERITRERE (4) _
SR OtzR&lsd]. Xytz—>TNon-
77)U7_ /3/} \/ |\) l/b 7&(/\ ( =fatal error emjmeratingjj\ (nulhA
U TR TS o N

N

% log show --predicate 'process == "lsd" and eventMessage beginswith "Non-fatal error enumerating"' --start '2022-01-12 03:57:24' --
end '2022-01-12 ©03:57:26'

Filtering the log data using "process == "1lsd" AND composedMessage BEGINSWITH "Non-tatal error enumerating""

Skipping info and debug messages, pass --info and/or --debug to include.

Timestamp Activity PID TTL

Ox0 LY/ 2 1sd: (LaunchServices)

2022-01-12 ©3:57:25.2459 5
null I . ) o ] )
( )b Daf?éné HJ erating at <private>, continuing: Error Domain=NSCocoaErrorDomain Code=260
no such file." UserInfo={NSURL=PlugIns/ --

[com.apple.launchservice
(0.1%%’1&11?9 ?)
Kz = \ ePath=/Volumes/FakeTest/FakeApp.app/Contents/Pluglns,

"The file “PlugIns® cou
flle ///Volumes/FakeTest Y
& === ; {E..u. o T G ST G D ST e e e o e e e — e e ey

2022-01-12 ©3:57:25.255719+0900 | 0x18d Default ox0 ELY/ 2 1sd: (LaunchServices)
Lcom.apple.launchservices:detault] Non-fatal error enumerating at <private>, continuing: Error Domain=NSCocoaErrorDomain Code=260
"The file “PlueTns” couldn’t be onened because there is no such file." UserInfo={NSURL=PlugIns/ --
file:///Volumes/FakeTest/FakeApp.app, cntents/, NSFllePath /Volumes/FakeTest/FakeApp app/Contents/Pluglns,

NSUnderlyingerror=vx/tcledczds50 {Erro orDomain Code=2 "No such file or directory"}}

7)o — /EI/} (W4
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Unified LogsDiAE (9/13)

0 - J0USLFEITRERE (5)

- Gatekeeper(CEITEFR]ENIRELZ TN S A
- REZLDMGON V> MEFDOOJ BF%AD

- YEIEITRCOHOT H55S

= macOS 10.15 - 12.0.1

% log show --info --debug --predicate |'category == "gk" and eventMessage BEGINSWITH "temporarySigning"'

Filtering the log data using "category == "gk" AND composedMessage BEGINSWITH "temporarySigning""

Timestamp Thread Type Activity PID TTL

2021-08-10 16:41:11.730226+0900 ©x1dc9 Default ox0 212 0 syspolicyd: (Security)
[com.apple.securityd:gk] temporarySigning type=3 matchFlags=0x0  path=/Users/macforensics/Downloads/FakeTest2-bash.dmg
2021-08-10 16:41:26.286794+0900 0©x206¢C Default ox0 212 0 syspolicvd: (Security)

[com.apple.securityd:gk] temporarySigning type=1 matchFlags=

@ path=/Volumes/FakeTest2-bash/FakeApp.app/Contents/Mac0S/FakeApp

EITFFRIENT0I S

FIEXT> RUIEDMG
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Unified LogsD:AE (10/13)

O - JOUILFEITRERE (6)
« adhocB&XNkJ07 34
= macOS 10.15 -12.0.1

% log show --predicate '(process == "kernel" and eventMessage beginswith "AMFI: " and eventMessage contains " adhoc ") or (process ==
"amfid" and eventMessage contains "signature")'
Filtering the log data using "(process == "kernel” AND composedMessage BEGINSWITH "AMFI: " AND composedMessage CONTAINS " adhoc ") OR

(process == "amfid" AND composedMessage CONTAINS "signature")" = _ w—
Skipping info and debug messages, pass --info and/or --debug to include. Eié{ifEEj’lﬁ;:ft]{7T7ZA&:
. Lo, \ =y e — »
Timestamp Thread Type Activity adhocg%‘caﬁéaﬁzﬁa‘mlj
2022-01-19 16:06:09.001258+0900 ©x3753 Default 0x0 0 = : e = egrity) AMFI
'/Users/macforensics/Downloads/SysJoker/types-config.ts' is adhoc signed.
2022-01-19 16:06:09.002729+0900 Ox1c8c Default 0x0 215 0 amfid:

/Users/macforensics/Downloads/SysJoker/types-config.ts signature not valid: -67050

EITEINITOT 3L

ELNENTHdEERIOT
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Unified LogsDiA& (11/13)

O - JOUSLFEITRERE (7)
= TF )TN —(CLBDEITIEDR
= macOS 10.15 allow process INN=ZFN3

Xtz —(C[ Security policy would not

% log show --predicate 'eventMessage contains "Security policy would not allow process"'

Filtering the log data using "composedMessage CONTAINS "Security policy would not allow process™"

Skipping info and debug messages, pass --info and/or --debug to include.

Timestamp Thread Type Activity PID TTL

2022-01-12 02:35:12.569186+0900 0xa980 Default ox0 0 0 kernel: (AppleSystemPolicy) Security policy
would not allow process: 822, /Users/macforensics/Downloads/floss

EITMESINTOI S A
n macOS ']'] O '] _ 12 O ’I Ay —0IA-Y VI UEND

macOS 10.15¢.BUERF TIHRRTEBN

% log show --info --debug --predicate 'eventMessage contains| “"Security policy would not allow process"'
Filtering the log data using "composedMessage CONTAINS "Security policy would not allow process""
Timestamp Thread Type Activity PID TTL

2021-08-20 17:26:24.667681+0900 Ox1b6ba Default () (%] 0 kernel: (AppleSystemPoli

ASP: Security
policy would not allow process: 2954, /Users/macforensics/Downloads/floss

macOS 11fFENMENT =



Unified LogsDiA& (12/13)

()

) o)1 —ANTI N (1)
= macOS 10.15-12.0.1

HFS+ Xytz—Z (T mounted JEZ(&
[unmountIH'EFEND

% log show --info -debug --predicate 'process == "kernel" AND (eventMessage CONTAINS[cd] "mounted" OR eventMessage CONTAINS[cd]
"unmount") '
Filtering the log data using "process == "kernel"” AND (composedMessage CONTAINS[cd] "mounted" OR composedMes [cd]
"unmount")"
Timestamp Thread Type Activity
2022-01-08 01:06:05.705926+0900 0x5d2a6 Default ox0 kernel: (HFS) hfs: mounted Script Debugger
8.0 on device disk4s2

2022-01-08 01:06:12.082076+0900 0x5d4e9 Default ox0 0 0 kernel: (HFS) hfs

: 'unmount /initiated on
Script Debugger 8.0_on device disk4s2
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e Unified Logs®DiF&E (13/13)

()

) o)1 —=ANTIU N (2)
= macOS 10.15 — 12.0.1
« APFS (HFS+&REIUT/ILAY Y E45)

% log show --info -debug --predicate 'process == "kernel"” AND (eventMessage CONTAINS[cd] "mounted"” OR eventMessage CONTAINS[cd]
"unmount")"
Filtering the log data using "process == "kernel" AND (composedMe D—j])l,Zj-\yj’:/a\y t\(j: 2 composedMessage CONTAINS[cd]

"unmount")" = o

Timestamp Thread Type Activity '“‘?$17:2§%5

2022-01-08 01:04:48.911752+0900 Ox5cfc7 Default 0x0 kernel: (apfs) apfs_vfsop_unmount:2441:
diskl: unmounting volume 'com.apple.TimeMachine.2022-01-08-000409.1local

2022-01-08 01:04:48.911778+0900 ©x5cfc7 Default ox0 0 0 kernel: (apfs) apfs_vfsop_unmount:2733:
snapshot deletion completed on the livefs

2022-01-08 01:04:48.911782+0900 Ox5cfc7 Default ox0 0 0 kernel: (apfs) apfs_vfsop_unmount:2798:

00 Ox5cfc7 (%] fs) apfs_vfsop_unmount:2807: all
. numMountedAPFSVolumes
2022-01-90 1:07:39.919784+0900 0x5d869 efault ox0 0 . apfs_\fsop_mount:2234:

disk5s1:| mounted volume: FakeTest2-bash
2022-01-08 01:07:45.865955+0900 0x5d9f4 Default ox0 0 0 kernel: (apfs) apfs_vfsop_unmount:2441:
disk5:] unmounting lvolume | FakeTest2-bash
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ma2tizExrEr (1/2)

>mac_apt to timeline — ma2tl
°macOS 10.15AfFZ&HR— K

cBIBUIER 7 IT1ET 1 DR F IRz BB
* O LAY T OBNTHERISL BT ~INSARY A

» mac_apt.db : SpotlightShortcuts
: ﬁ;% LR TR VERATERIRIET 27— T INEANRD Mz
» mac_apt.db : AutoStart + APFS_Volumes_xxxx.db
» mac_apt.db : Safari + Quarantine
* UnifiedLogs.dblC T/ T ZITUV, XyE— e ER
[B¥ztmti 95
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ma2tizExrEr (2/2)

o PITAETA DXERERBCARM T 501 > %R
" TITALTA ORI IEBORTRERICEADOTERFSIN TS

HENHD. 1 L31>2ELTH

H I3 BEIRDIFTEN NE

= FTLWIOT4ETA DB RIZE. FTLWIT 1> @BHldNE

&L

o Unified LogsDAR> MAvtz— (%, BERZIEEZLST

VABICEZTHRZ S
c A LTA>DIA L >3

FH) THEE

* A=\=F1 L7 > TR FHEOLLEDCRDINHERIERD

A4 L5142 HaRLL

= ALY IEETEANSUCR D HEEDOFERZIEET D
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ma2tIDiERL

Bl Analysis results
O of mac_apt
ﬂ Read

[} Plugins]

£ Program Execution

&3 ma2tl =0 &)Persistence

Invoke IZI File Download

A Volume Mount

mac_apt.db
UnifiedLogs.db
APFS_Volumes xxxx.db

=4 & ma2tl result

Output SQLite
XLSX
TSV
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1

o JSJAVERMH : Jy()HD>0-R

TimeStamp AgentMame Datalrl OriginUrl Other _info

2022-01-13 0Z:48:41. 884641 Safarl NG fusers/macforensics/Downloads/ScriptDebuggers .0, 3-8A49.dmg

_safarl quarantine_Ille downloadf{basic_injo,
run_query = basic_info.mac_apt_dbs.run_query

:+=r+_+=_ pnd_+: = hnqir_infn gn+_hnfwnpn_d=+p:_u+r{ﬁ

sgl = 'SELECT Quarantine.TimeStamp, Quarantine.AgentName, Quarantine.DatalUrl, Quarantine.OriginUrl, Safari.Other_ Info FROM Quarantine '
INNER JOIN Safari ON Safari.Type = "DOWNLOAD" AND Quarantine.DatalUrl = Safari.URL

WHERE Quarantine.TimeStamp BETWEEN "Ji" AND "4:i" AND ) o 8
Quarantine.AgentName = "Safari” | @mac_apt.db(DSafarlT—j)l/t

ORDER BY TimeStamp;'.format(start_ts, end_ts) Quarantinej_'—j)lxb“S
for row in run_query(MacAptDBType .MACAPT_DB, sqgl): 77”()V5"7>D— |\0)'f/\> |\(:

sidatag = Fuls VERIEHEBRT

ts = row['TimeStamp']

origin_url = row['OriginUrl'] ®T Q%HHHZI'
local_path = row['Other Info']
agent = row['AgentName']

QEEHIE

for event in filedownload events:
if event.data_url == data_url and event.lecal_path == lecal_path and get_timedelta(event.ts, ts) <= datetime.timedelta(seconds=1):

ST T v
Sl Lawmg — Il

hreak

if noat eldm Flaa-

filedownload_events.append(FileDownloadEvent(ts, data_url, origin_url, local_path, agent)) — e —r
@HA L5142 (SENN

return True



1 0000000000000005 tracevd

! DOO0D0000O00000005 tracevd

IS5 AVEFEH : IKNJ1—LID b

DecompFllePos  ContinuousTime TimeUtc Thread Typa Actlvity|D | ParentActlvitylD  ProcessiD | EffectlveUlD TTL ProcessMame

15461784 486064043460 2022-01-13 02:49:06.174674 9597 Default @
ProcessimagePath Message
6047632 53706394 26¢ 2022-01-13 02:49:57.1745 10171 Deta o - -
1604763 DGEI9A2688 | 2022-01-13 024967174674 | 10171 | Default Yontents/MacOS/HFS  jkernel hfs: mounted Script Debugger 8.0.3 on device disk2s2...

ntents/MacOs/HFS  fkernel hts: unmount Initlated on Script Debugger 8.0.3 on device diskz...

ef extract_wvolume_mount_hfs_apfs(basic_info, timeline_-

Tun_guery = basz‘-c_t}nfu..mav?_apt_dhs.run_query ®7|—\|J1_A7|j>|\0)
start_ts, end_ts = basic_info.get_between_dates_utc() D’J%DUI/S'U)’]

sql = 'SELECT * FROM Unifiedlogs WHERE TimeUtc BETWEEN "{i™ AND "{}" AND
(ProcessName = "kernel" AND (Message like "¥mounted®" OR Message 1like “"Hunmount®®))

ORDER BY Timeltc;'.format(start_ts, end_ts)

ignore wvolumes = ('Preboot', 'Recovery', 'Boot 05 X', 'mac0S Base System', 'com.apple.TimeMachine.')

Togoaaic = f R I dMI1—- L%

'‘'mount_hfs': r'hfs: mounted (.+) on device (.+)',

‘unmount_hfs': r'hfs: unmount initiated on (.+) on device (.+)',
‘mount_apfs': r'apfs_vfsop mount:ld+: mounted volume: (.+)°,
'unmount_apfs': r'apfs_vfsop_umnmount:\d+: .+: unmounting volume °'(.+)%' /—RIJJ—A%QT\/'\lJEB%-\E@

s Ayt - DIEFRRIR

for roew in run_query(MacAptDBEType.UNIFIED_LOGS, sgl):

for reg_type, regex in regex_dic.items(): QIFRFRIRTAVE—HS
result = re.match(regex, row['Message']) ﬁ\ljl_h%ii}ﬂaﬂjjé

if result:

volume = result.group(l) 59




[
M

15 mac_aptDEEATHEEN

ERRITDIM1LTA1>D

LD

RFSNTLBI X

R

% python ./ma2tl.py -i ~/Documents/test -o ../ma2tl output/test -s '2022-01-13 11:00:00' -e '2022-
01-13 11:59:59" ALL
Output path: /Users/md {EEITEITIHA1> Hub/ma2tl output/test

MA2TL-INFO-Command line . o =YYl macforensics/Documents/test -o ../ma2tl output/test -s
2022-01-13 11:00:00 -e ALL: SATDTSI1>
MA2TL-INFO-Input path : /Users/macforensics/Documents/GitHub/forked/mac_apt_out/test
MA2TL-INF@--------mmmmm e m e e e e e e e e e e e e

MA2TL-INFO-Running plugin FILE_DOWNLOAD m
MA2TL.PLUGINS.FILE_DOWNLOAD-INFO-Detected 1 events.

MA2TL-INFO----- - mmmmm e e e e e e e e e e e e e e -

MA2TL-INFO-Running plugin PERSISTENCE

MA2TL .PLUGINS.PERSISTENCE-INFO-Detected 8 events.

MA2TL-INFO--------memmm e e e e e e e e e e e e e e e e e e

MA2TL-INFO-Running plugin PROG_EXEC

MA2TL.PLUGINS.PROG_EXEC-INFO-Detected 2 events.

MA2TL-INFO--------memmm e m e me e e e e e e e e e e e e e e e

MA2TL-INFO-Running plugin VOLUME_MOUNT

MA2TL .PLUGINS.VOLUME_MOUNT-INFO-Detected 2 events.
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()

D)

macOS 11.5.2TSafarizfE>T, Scri
20— RELUA ARV, 3=

AALAFYT (A-F—BEI1LY-2)
FIAILS © 225 A0-H)L

Timastamp (UTC) Timestamp (Asla/ Tokyd) ActivityType

2020-01-0108:00:00.000000 2020-01-0117:00:00.000000 Persistence App Creatlon

2020-01-01 08:00:00.000000 tence App Creatlon
2020-01-01 08:00:00.000000 tence App Creatlon

ersistence App Creation

Program Execution
Flle Download

Volume Unmaou

Program Execution

arsists

Voluma Mount

”Script IqDeugg.éf.b‘
S AT NIRIGES EZ T E)

@ Flle Creation
stence Flle Creatlon
sistence Flle Creatlon

sistence Flle Creatlon

Message

[Systemn/Library/CoreServices/Finder.app
/applications/Safarl.app
[system/Applications/Utliities/ Terminalapp
com.apple.Safarl (Launched from /System/LIbraryCoreServices/Dock.app/Contents/M
Script Debugger 8.0_3 (hfs)

Sgript Debugger 8.0.3 (hs)

[Usersimacforensics/LibranyFreferences/ ByHost/com.apple loginwindow.564DA373-E347-05

[Usersimacforensics/LibranyFreferences/ ByHost/com.apple loginwindow.564DA373-E347-05

JUsersimacforensics/LibraryFreferences/ ByHost/com.apple loginwindow.564DA379-E347-051

s/LibraryfPreferences/ ByHost/com.apple loginwindo

Cript g
TU :Bf’%OD’S”(q DT>

91

Debugqgerz’

macOS 112D THIED
Script Debugger®tcEN(
FEOTLRL

piDebuggers.0.3-8A49 dmg? Agent: Safarl)

-8BOA4CETIDAS plist (AppPath: (SystemfApplications/System Praferenc

~BBOA4CENDAS.plist {AppPath: em/LibranyCoreSery JFinder.app )

BBOA4CEVIDAS . plist (AppPath: (Applications/Safar.app )
8BOAACETIDAS plist (AppPath:

em/Applications/Utliitles/ Terminal.app)

FluginName

PERSISTENCE
PERSISTENCE
PERSISTENCE
PERSISTENCE
PROG _E
FILE_DOWNLOAD
VOLUME_MOUNT
VOLUME_MOUNT
PROG _EXEC
PERSISTENCE
PERSISTENCE

PERSISTENCE

PERSISTENCE



. Ma2tl demo




maZ2tl demo scenario

@H)>0—-5—%F1T
>

macOS 10.15.5

@YIITITDEITE
IN—=2ATOADEETE

QY= INBEUERIVIIT D
59>0-45—-%49>0—-R

L BEEOY /(-

VIIITV RN Z
A1>0-R
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Q& VI IITAERDS > O— RicurlMEDODNZDT.
ma2tiiVERL 92591 AT (CIFEZFNZR

Timestamp (UTC)

2019-09-28 03:14:32.000000
2022-01-189 04:12:06.451319

2022-01-18 04:12:06. 473788

Timestamp (Aslaf Tokyo)

2019-09-28 12:14:32.000000
2022-01-1913:112:06.4513198

2022-01-191312:06.473788

Activity Type

Fersistence App Creatlon
Frogram Executlon

Program Executlon

[Applicatlons/Safarl.app
safarl {Launched from fSystem/LIbraryCoreServices/Dock.app/Contents/MacOsS/Dock)

Safarl, PID=489

PluglnMName

PERSISTEMCE
FROG_EXEC

PROG_EXEC

2022-[‘.‘1-1[ @

[[ 2022-01-19 13:15:37.694711

Flla Download

[Uszersfmacforensics/Downloads/SysJoker Installer.dmg (From http:fwenevlitest/download/SysJokerse20Installer.dmg ,Orlgin: NJA  Agent: Safarl)

|FiLE_DOwWNLOAD

2022-01-19 041548, 814
202Z2-01-19 04:15:48 799587
2022-01-19 04:15:48 800227

2022-01-19 04:15:49. 336667

2022-01-1213:115:48.786814
2022-01-19 13:15:48.793587
2022-01-19 13:15:48 900227

2022-01-1913:15:49. 336667

Program Executlon
Program Executlon
Program Executlon

Program Execution

DiskimageMounter (Launched from [SystemLibraryCoreServices/Finder.app/Contants/MacOs/Finder)
DiskimageMounter, PID=556
[Users/macforensics/Downloads/SysJoker Installer dmg

Diskimages Ul Agent,PID=561

2022-01-1 @ !
2022-01-1%w A
2022-01-18 04:16:07.761348

2022-01-19 04:16:08.011102

I 2022-01-19 13:15:56.568206
2022-01-19 13:16:07.74 2841
2022-01-19 13:16:07.761348

2022-01-12 13:16:08.011109

Volume Mount
Program Executlon
Program Executlon

Program Executlon

sysJoker Installer (apfs)

SJ_Installer (Launched from [System(LIbranyCoreServices/Finder.app/Contents,/MacOS/Finder)

adhocB&EINTWS

bash, PID=575

[volumes(SysJoker Installer/SJ_installer.appiContents/MacOs/S)_Installar

2022-01-1

2022-01-13
2022-01-19 04:16:08. 366018
2022-01-18 04:16:08 . 3799312
2022-01-18 04:16:20.601321
2022-01-19 04:16:20.612856
2022-01-19 04:16:58.724747

202Z2-01-19 04:17:10.885314

2022-01-1913:16:08.069812
2022-01-1913:16:08.359620
2022-01-1913:16:08.366018

2022-01-19 13:16:08.379932

Program Executlon
Persistence Flle Creation
Fersistence App Creatlon

Frogram Executlon

2

BEIE(TEN 5T 055 L0/ AN
SENLBIALYTIIAL

[Users/macforensics/ 1s_setup/types-conflgts|{adhoc signed.signature not valid.)

[Mon-standard AppPath]y Users/macforensics/LibranyLaunchAgents/com.apple.update plist (AppPath: (Users/macforensics/Library/MacOsServices/updateMacOs)
[Mon-standard AppRPath]yUsers/macforensics/LibranyMacOsServicesjupdateMacOs

forensics/LibraryMacOsServices/updateMacOs (adhoc signed.signature not valid.)

from [SystemfLibranyfCoreServices/Dock.app/Contents/MacOS/Dock)

15)

LibraryPreferences|ByHost/com.apple loginwindow. 56 4DECB3-30EE-2106-4E98-889A4115F061.plist (AppPath: /Applications/Safarl.app )

PROG_EXEC
PROG_EXEC
FROG_EXEC
FROG_EXEC
VOLUME_MOUNT
PROG_EXEC
PROG_EXEC
PROG_EXEC
PROG_EXEC
PERSISTEMCE
PERSISTEMCE
FROG_EXEC
PROG_EXEC
PROG_EXEC
VOLUME_MOUNT
PERSISTENCE
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Future work

° KDZ{Dmac_aptFHTFEEROYR—h
= J4 hWAF> Th'er 2 FRATHER
= APFS_Volumes_xxxx.db&FEBHENE THA LRI THON 2SR
° fik#EAY R Unified LogsDiAE
= YT —23 ET ‘
" SATACEITIESEINRTOTS A
" exFAT, NTFS, SMBARU1—AYI> k
° H4 L\IA > DEEAL
= EEANRY NOHERR
ERERI AT D7 AN MO RZILA
CAITFIR
- ;{%Lﬁgj%\v (—23>MDmacOSTHma2tiHERs cE30J Xtz - HE iR
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FED

> mac_aptDfEfriaSee Unified Logsb‘b’S’
1 LS4 /&1’?55235/ \J/\DzHBUIZ

- matIDEREEREZFATTUIC
* mac_aptDEEATIEER EUnified Logsh'bA1M A1
>€EE)J££ESZ§“5
- IS4 THR—NIB7ITAETAZIBPED
-ma2tl GitHub repository
= https://github.com/mnrkbys/maZtl
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https://github.com/mnrkbys/ma2tl

Any questions?



e CREDITS for this presentation template and Icons

O Special thanks to all the people who made and
released these awesome resources for free:

> Presentation template by SlidesCarnival
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http://www.slidescarnival.com/

