Malware Analysis at Scale
~ Defeating EMOTET by Ghidra ~
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Malware Analysis at Scale
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Basic of Ghidra




What is Ghidra?

VI DT YN=—RT 7Yy — )Lty b

m 2019 (CNSAIZ &£ - TOpen Source Software & L TN
o https://github.com/NationalSecurityAgency/ghidra
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Disassembler/Decompiler

EHRBRT—F T FvICRE LT
TA R TR SR T TS AR
BEICSEAEIT 27 0 /31 T8
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Headless Analyzer

CLIERRTOR/E

Ghidra's Basic Features

G,

@O
Ghidra Script

Ghidran & &gz X7 ) 7' b
(Java/Python) h* & #) FB Al 6

&

Ghidra Server

BT — I & B ERFEE
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Ghidra Extension

BIEZ 2741285
Weethkz YR — b

Debugger

GDB/WinDBG% /Xy 7 T K
ELTT Ny TRz iR



Ghidra Usage




Code Browser

Program Tree

o LTI UEEYE
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Source Tree
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Data Type Manager

Listing View
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Decompile View
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Other Windows

Window Help
| Bookmarks

Bundle Manager

m Bytes: emotet.dll

Checksum Generator
Comments
# Console
Data Type Manager
Data Type Preview
Decompiler
Defined Data
oA Defined Strings
Disassembled View
Equates Table
External Programs
Function Call Graph
&) Function Call Trees
«a Function Graph
Function Tags
f] Functions
M Listing: emotetdil
Memory Map
Program Trees
Python
& Register Manager
Relocation Table
Script Manager
g Symbol References
Symbol Table

Symbol Tree

Ctrl+T

O

(@)

@)

O

B Bookmarks

BHEDT FLRICHL, &EIADIITT v ov—0 & LTRE
Bytes

HEXZT 7 1 X
Defined Strings

7077 LNTERSINI-AIZXFS
Function Graph

TART RV TVERE T Z 7 THRR
Python

Python{ > & 7'V & DECE
Script Manager

Ghidra Scriptz &89 5 v 1 — ¥ v DILE)
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m  GhidraTl3/N1( ) DA — FKICEERENT L TREBCERICARIZ TS

- E8%(FUN_*) LAB_100037££:
do {

- XFFU(s_*)

. O0— AL ZE#(local *)

- ZEH(*Var*)
LAB 10003a00
MOV ELY,dword ptr [ESP +
MOV ERY,dword ptr [ESP + local_bc
CALL FUN_100010cE
2 MoV dword ptr SP
10003al7 MoV E Oxaccé

s_Control_RunDLL 100le052 XREF[1]:

1001e052 43 ¢€f 6e ... ds

s_RunDLL_1001e061
1001e061 52 75 ée ... ds "RunDLL"




Change Name

U —L L TETRERZzRIRT S 2 & T, GhidraziiArvd < LTWL

m BV Uy I AZa—h0ER

10003a0b

10003a

LAB_100037£ff:
Create Thunk Function 28 do {
29 if (iva

ELY¥,dword ptr [ESP +

ELY¥,dword ptr [ESP +
FUN_100010c£E Function

Edit Function Signature
dword ptr Function Variables

10003al7 be de €

Edit Label... Rename Variable

ned4 _ fastcall FUN1oo0299=femdasionoat
Edit Function Signature

Rename Function



Change Function Signature

n BHROEREZEET S

ggj Edit Function at 1000323c

Lindefined4 FUN 1000323¢ (undefined4 * raram 1, int para

Function Attributes:
[N varares [ Line
Calling Convention | _fastcall [J Mo Return [] Use Custom Storage

Function Name: FUN_1000323¢c

Function Variables

hdex  |Datatype  [Name  [Storage
undefinedd RETURN EAX4
undefinedd * param_1 ECX4
int param_2 EDX4
int * param_3 Stack [0x4]:4

Call Fixup:
-NONE-

Cancel



XREF(Cross References)

undefined _ stdcall FUN_1000d2éb(undefined4 param 1, und...
<RETURN>
param 1
param 2
param 3
param

4
<
param 5

undefined4 Stack[0x18]:4 param 6

FUN_1000d26b XREF[1]: FUN_100

@ References to FUN_1000d126 - 4 locations [CodeBrowser: ghidra_project:/emotet.dll]

Help

References to FUN_1000d126 - 4 locations

10003916 C i» UNCONDITIONAL CALL FUN_1000323c
10003249 Ch 71000412 UNGONDITIONAL CALL FUN_1000323c
1000c63f CALL FUN_1000d12¢ UNCONDITIONAL CALL FUN_1000c351
1000278 CALL FUN_1000d12 UNCGONDITIONAL CGALL FUN_1000e6f1




Change Data Type

B BERCEROREDEE

o HT7UvIXZa—nnER

# Edit Function at 1000631

int FUN_1000631 |(void * % param_|, undefined | ndefined4 rara undefined
m 4, undefinedd param 5, undefinedd rara

Function Attributes:
Function Name: FUN_10006£31 [Jvarares [ Line

Calling Convention | _fastcall [[J Mo Return [[] Use Custom Storage

Function Variables

dex  [Datatpe  fName  [Stosee |
int RETURN
void * * param_1
undefined param_2

16

Edit Function Signature

Override Signature

Rename Variable L

Retype Variable Ctrl+L
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Ghidra Script

GhidranD & 1EiR{E%= BENL - 33

m CABRZENTZS

NA PIDRFP A Y bOfFERE, FHEEROBEHL

EEL S NT-T — X NFIDESKE., BT 8El
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Ghidra API

m X7 UTZ A SGhidraDEREICT 7 £ X T 5725 DAPI
m Java& Python (Jython2.7) TEEAAJEE

Python3EZ& D)

Ghidra > ghldra 9.1.2_PUBLIC > Ghidra > Features > Python > gh|dra scrlpts » % ghidra_basics.py > ...

scripting in Pyth

print

print "Program Info:"

program_name = currentProgram.getName()

creation date = currentProgram.getCreationDate()

language id = currentProgram.getlLanguagelID()

compller spec id = currentProgram.getCompilerSpec().getCompilerSpecID()

",

print "%s: %:

%s (%s)\n" % (program_name, language id, compiler spec_id,

creation_date)

19



Type of Ghidra API

m Ghidra APIIZ R ZEC3DIZHFETE, RO L HLBREEHBEICHE>TWS
[T & A EDIHET FlatProgram API/Script APl & 2 B2 L TULWNIXEREY 3
BICHNEREEEN D > 7= » £ F |LFlatProgramAPID K 2 X > L 216K T 5

o Script API

https://ghidra.re/ghidra_docs/api/ghidra/app/script/GhidraScript.html

o FlatProgram API

https://ghidra.re/ghidra_docs/api/ghidra/program/flatapi/FlatProgramAPl.html

Program API

https://ghidra.re/ghidra_docs/api/ghidra/program/model/listing/Program.html

High Layer ,

«

Low Layer -

20



Script Manager

m Ghidra ScriptO E1TOCEE = 1T D Hae

Script ManagerdD &) F)E

&2 CodeBrowser: ghidra_project:/emotet.dll
File Edit Analysis Graph Jupyter Navigation Search Select Tools Window Help

&~ ERPER JIDULFRYB-

@Scnp( Manager [CodeBrowser: ghidra_project:/emotet.dll]
Help
P Script Manager - 246 scripts

Q scripts A \ InTool |Status |Name {2, | Description | Modified
+- ) Analysis ; 7AddCommentToProgramScnpt.java Examples 01/06/.
O ARM AddCommentToProgramScriptPy.py Adds a com... Examp... 01/06/...
‘-i’ A.ssembly AddReferencesInSwitchTable.java With cursor... ARM 01/06/...
—y Einery AddSingleReferencelnSwitchTable.java With a user... ARM 01/06/...
l—J Sleanp AppleSingleDoubleScript.java Given a ra... Binary 01/06/...
o
o

oo

ArmThumbFunctionTableScript.java Makes fun ARM 01/06/

AsciiToBinaryScript.java Converts an... Conver... 01/06/...
AskScript.java An example... Examples 01/06/...
AskScriptPy.py An example... Examp... 01/06/...
AssembleBlockScript.java Assemble h... Assembly 01/06/...

Conversion
CustomerSubmission
Data

1 Data Tvpes
< >

L) CodeAnalysis

v

Oo00000oo

d |
Filter: t2| | Filter:




Built-in Python Interpreter

m EJL LA DPythond & 7Y apREINTWS
e XZa—» [Window| > [Python| T&®

Window Help

v

Bookmarks

Bytes: downloader.exe
Checksum Generator
Comments

Console

Data Type Manager
Data Type Preview
Decompile: WinMain
Defined Data
Defined Strings
Disassembled View
Equates Table
External Programs
Function Call Graph
Function Call Trees
Function Graph
Function Tags
Functions

Listing: downloader.exe
Memory Map
Program Trees

Python

@ Python [CodeBrowser(2): ghidra_project:/downloader.exe]

Python - Interpreter

>> founds = findBytes(None, 'https?://.*', -1)
> founds
[0041¢
> for found in found:
value = getDataAt (found) .getValue()
print('{} -> {}'.format(found, value))

22



Why Interpreter?

REEDT=HDDF 747> FTF7—IfEF

P Tes |
Analysis / ™ Write Code

23



Why Interpreter? Pt.|

n ZHALDOT —ReHEHEDBLEAONELZTARTES

| g® Python - Interpreter

>>> founds = findBytes (None, 'https?://.*', -1)
>>> founds|[O0]

00418030

>>> founds|[1]

00418060

>>> v = getDataAt (founds[0]) .getValue ()
>>> v
u'http://allsafe.local/payload.bin’

>>> v.encode('utf-8")
'http://allsafe.local/payload.bin’

>>>

24
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Why Interpreter? Pt.2

m O F@ELTIND
- ANHRICTabZiP EFIAARELA A Y v FERRLTNS

currentProgram.

getAddressFactory (Method) ADDED_VARIABLE_STORAGE_MANAGER_VERSION (Integer)
getAnalysisOptionDefaultValue (Method) ANALYSIS_OPTIONS_MOVED_VERSION (Integer)
getAnalysisOptionDefaultValues (Method) ANALYSIS_PROPERTIES (Unicode)

getAnalysisOptionDescription (Method) ANALYSIS_START_DATE (Unicode)
getAnalysisOptionDescriptions (Method) ANALYSIS_START_DATE_FORMAT (Unicode)

getBookmarks (Method) ANALYZED (Unicode)

getByte (Method) AUTO_PARAMETERS_ADDED_VERSION (Integer)

getBytes (Method) COMPOUND_VARIABLE_STORAGE_ADDED_VERSION (Integer)




» listing = currentProgram.getListing()

>fhelp (1listing)

Searching API for ghidra.program.database.ListingDB...

FREFIILEPIISEBBIIHRB AR

class ListingDB — L|St|ng¢f vR—
extends java.lang.Object 7T ,f Z@i%
implements ghidra.program.model.listing.Listing ISR bH D

Database implementation of Listing.

S)) N= BEEESE PR RSP

ghidra.program.database.ProgramDB program

Why Interpreter? Pt.3 ]

AV R=T7 ARG HHhN

OVERVIEW PACKAGE [[ZWCCH TREE DEPRECATED INDEX HELP

ALL CLASSES SEARCH: [ |

SUMMARY: NESTED | FIELD | CONSTR | METHOD DETAIL: FIELD | CONSTR | METHOD

Package ghidra.program.model.listing

Interface LIStlng void setProgram(ProgramDB program) < _/L\\Bﬂ)( Vi V4 Fa)

Set the program. 97*?‘\"

ListingStub @param program (ghidra.program.database.ProgramDB) :

All Known Implementing Classes:

public interface Listing
CodeUnit getCodeUnitAt (Address addr)
This interface provides all the methods needed to create,delete, retrieve, modify code level constructs (CodeUnits,

@param addr (ghidra.program.model.address.Address):
Macros, Fragments, and Modules).

@return ghidra.program.model.listing.CodeUnit:
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Interpreter Tips ~ import ~

B EFITICOIEEZR—X MY TELVDT, BRAENATIE—&R—XFTELL
B BT, FEVWEVLEHPIIXREZXRIY) TN TEERL THE, import 75

« import T#HAIA®H B 7 7 A JLILScript Directoriesft FICTFEEL TWB 7 7 £ LD M2 D T,
4 [EllZC:¥Ghidra¥ghidra scriptsEd FICELE T %

«  Script Directories|ICE IR INT=B 7 + W RICAZD 7 7 AMDGFEET HE L7 —DRERICE S DT,
1=—7I29%

Ghidra > ghidra_scripts > snippets.py > @ get_all_functions

g® Python - Interpreter

. def get all functions():
| >>> get_all functions() < get_all_functionsf@#»* ~ > funcs = []
f Traceback (most recent call last): %T_fg%w%l’aﬁt:ﬁﬁbtu G mEEETETEsT
. : : *LT— et
File "python", line 1, in <module> 22 WIEEIEREURCRI = R ] Hone:
- funcs.append(func)

R . T PSR | Y o . :
NameError: name 'get all functions' 1s not defined func = getFunctionAfter(func)

>>> from snippets import * < snipetts.pyn O g return f
PP P ) get_all_functionsBd#»* =Rl
>>> funcs = get _all functions() wWyHE2L5Ic4h20TER




Interpreter Tips ~ import ~

m =L, ZOFFELEAVR— SNSRI Y T MMA BGhidra APIZSIBTERALD T, KD
importXa=md A7 U7 rDO\EINICEERLTHEL ! (BEE)

Ghidra > ghidra_scripts > snippets.py
1 from _ _main__ import *

28
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Interpreter Tips ~ reload ~

n ?TKmmm%ﬂ®X7U7F%ﬁ L7=BEimportd 2 (21X, reload Z1{# -

o iz —Eimport L7z T 7 —HAH/-DOTR 7Y T NANDOBEKAEEZEEHZ 125674 E
o Pythonti—fﬁimportbf:ﬂ— FEAVRAIILLTHFryyra L TWBDT, import7Z |7 TIFEFH RS
N WD HRE

tmEe S 7B

g? Python - Interpreter def test func():

>>> import snippets

>>> snippets.test func()  — ZDRDXAM IV I THRE return ‘reloaded!’

'first run'

>>> reload (snippets) - re|oadfffﬁ$%}iﬂ*

<module 'snippets' from 'C:\Ghidra\ghidra scripts\snippets.py'>

>>> snippets.test func()
'reloaded!’
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Interpreter Tips ~ reload ~

m 7-72L. from name import * TimportL TW2H&E,. | DL 5 ICsys.module[ ' name' ] %
relobad L THHBA VR— T 20ENDH S

#® Python - Interpreter e, ﬁ'ﬁ% é *Lf: F'a%%l

Press 'F1' for usage instructions _
det test func():

>>> from snippets import *

>>> test_func() — ZDEEDODRA VI TIRE

'first run' re

r+
3

T

I

L

{n k]

|
K]

L

urn
>>> import sys
>>> reload(sys.modules['snippets']) < reload

<module 'snippets' from 'C:\Ghidra\ghidra scripts\snippets.py'>
>>> from snippets import * «— ﬁ,r ,—J; I.

>>> test func()

'reloaded!"’




Headless Analyzer

CLIA & Ghidra ScriptZ#1Ed 2 72 & D iaE
B 1P AU RTI7aVHARELRDOT, /Ny FUEBAAEE
B Ny FUBICEY, T7ALDA VR~ b OREITALED BEME AR EE

B ond

C:\Ghidra>%GHIDRA_INSTALL_DIR%\support\analyzeHeadless C:\Ghidra ghidra_project -process downloader.e
xe —scriptPath C:\Ghidra\ghidra_scripts —postScript analyze_downloader.py

INFO Using log config file: jar:file:/C:/Ghidra/ghidra_9.1.2_PUBLIC/Ghidra/Framework/Generic/1lib/Gen
eric.jar!/generic.logdj.xml (LoggingInitialization)

INFO Using log file: C:\Users\john\.ghidra\.ghidra_9.1.2_PUBLIC\application.log (LoggingInitializati

on)
INFO Loading user preferences: C:\Users\john\.ghidra\.ghidra_9.1.2_PUBLIC\preferences (Preferences)

(AutoAnalysisManager)

INFO REPORT: Analysis succeeded for file: /downloader.exe (HeadlessAnalyzer)

INFO SCRIPT: C:\Ghidra\ghidra_scripts\analyze_downloader.py (HeadlessAnalyzer)

[*] found http://allsafe.local/payload.bin at 00418030

[*] found http://allsafe.local/malware.bin at 00418060

INFO ANALYZING changes made by post scripts: /downloader.exe (HeadlessAnalyzer)
INFO REPORT: Post-analysis succeeded for file: /downloader.exe (HeadlessAnalyzer)
INFO REPORT: Save succeeded for processed file: /downloader.exe (HeadlessAnalyzer)

31



Ghidra API
Quick Reference




FlatProgramAPI Class

Program APID 7 v /X—7 7 X
https://ghidra.re/ghidra_docs/api/ghidra/program/flatapi/FlatProgramAPI.html

Fields
] protected Program currentProgram
o BfEmAAATWE T AT T LICET BEk4 515K % (REF
957 4—JF, Program API%iZftd %
Methods
u Address[] findBytes(Address start, java.lang.String byteString,
int matchLimit)
® ?Egg%g%gﬂ (Python2 CIEFXFFIEEL) ZRFLTEY LT R
u byte[] getBytes(Address address, int length)
& T8 L 7caddressh HIE7E L 7zlength % /N A R 5 & L THUS
u Function getFirstFunction()
® REZTHAATWD T BT T LDERY) D% BT
u Instruction getInstructionAt(Address address)

S 8% L 7caddress D&% % HUS

Instruction getInstructionBefore(Address address)

&

$87E L 7caddressd—2F g1 (BT FLR) O@mszEE, —2% (&L
7 RLR) 05 %EEIST SgetInstructionAfters & %

Function getFunctionContaining(Address address)

&

187 L 7zaddress % & € B9 % EViS

Reference[] getReferencesTo(Address address)

&

EE;ZF; L 7zaddressD STt (=addressz#ZRB L TW2 472/ ) —&
=

Address toAddr(int offset)

&

FETE L 7={E%Address# 7~ = 7 b ICZ R



FlatProgramAPI Class Use-Case:
01. Address Manipulation

m  Address toAddr(int offset)
m  Address toAddr(long offset)
m  Address toAddr(String address)

& T L7/-ExAddresst 72 7 ~IZZH

BB FH A AddressF 72 =7 ML, HHE

>>> addr from long = toAddr (0x401000)

>>> addr from str = toAddr ("0x401000")
>>> addr from long.equals(addr from str)
True

34



Address Interface

TRLRZRIBSTSHAZ2—T7 24 R
https://ghidra.re/ghidra_docs/api/ghidra/program/model/address/Address.html

Methods

Address add(long displacement)

&

7 R L 2%5|#displacementD ¥ A XHME L.
7 L ULhAddress &R 9

boolean equals(java.lang.0Object o)

&

Bl#o& 7 KL X% b

long getOffset()

&

TRLRADA 74y k7%along TIRY

Address next()

&

RDOT KL R%&EIRT

F 7ty MEDEUS

g® Python - Interpreter

>>> addr = toAddr (0x401000)
>>> new_addr = addr.add(0x100)
>>> new_addr

00401100

>>> new_addr.getOffset ()
4198656L

>>> hex (new_addr.getOffset())
'0x401100L"

35



FlatProgramAPI Class Use-Case:
02. Binary Manipulation

m byte[] getBytes(Address address, int length)
¢ 318E L 7-addressh HIEE L 7zlength> % /N1 FFl & L TEIS
m int getInt(Address address)

& $8E L7-addressh H4/N1 k Zinté& L THUS

BEDT FLAA b, BELEYA XN MDA L

| g? Python - Interpreter @ @ X

>>> url bytes = getBytes (toAddr (0x418030), 33)
>>> url bytes

array('b', [l04, 116, 116, 112, 58, 47, 47, 97, 108, 108, 115, 97,

102, 101, 4e¢, 108, 111, 99, 97, 108, 47, 112, 97, 121, 108, 111, 97,
100, 46, 98, 105, 110, 0])

>>> url bytes.tostring()

'http://allsafe.local/payload.bin\x00"'

36



FlatProgramAPI Class Use-Case: 37
03. Search

n Address find(java.lang.String text) = Address[] findBytes(Address start,
o THPSLAGIARAY FRSAN. 9= K2y hORFRT Y java.lang.String byteString, int matchLimit)
R, 5lHntext TER b XFI & RER

2 ¢ ®  BlHstart TIRELZT FLRAUERD X EY H 5. byteString THEE
© BTV FLIERROT FLAMREIND SN EZIRR
& DAYy Fid. byteString CIERKRRZES 2 & HAJEE. HlziE

(] Address find(Address start, byte[] values) EEOANA bRy FIELWES [{4}] LV okRREERTLE

&  B15|HICAddressFH 7V = 7 FHEESNB & Blfstart TIEE L
7 RLALBEOT BT 5 LDAEY HbvalueTIRE L 72/81 k
HERRL. RIS Y FLIREROT FLRE1DEIHRY

o EREBREHHE—FThTURL

: @ Python [CodeBrowser(2): ghidra_project:/downloader.exe]

@ Python - Interpreter

a

o ' ¥ ,'j. . h v : ¥ 1 (default f7adb1b397, Jun 30 2017,
l/‘/Zﬁ’\@ \B_ 00401038 3
AN N 004 s : = e : Tocal 148 J 6 2 o Corporation) ]
MOVER s & 1R 3R v i | s Digiiion

ptr [ECX]

Jz LAB 004010¢é1
00401043 8 95 ¢0 EA =>

,dword ptr [




FlatProgramAPI Class Use-Case:
0Y. Function Manipulation

n Function getFirstFunction() [ Function getFunctionBefore(Address address)
o BREDOTRTILOKRYOEHEA TP =y b EIRE &  5|#addressTIRE L 77 FL XA CHAZ 2BBORI DR A 7'

=7 b &EUS
n Function getFunctionAt(Address entryPoint)
n Function getFunctionContaining(Address address)
&  Bl¥entryPoint TIRE LT FL AN LHBEZEBEF 727 b
)¢ &  Bl#addressTIEELLT7 FLAWBEHDOT7 RLAL »PIcE %
NnNz3Ha. TOBEBF 7Yz FERE
n Function getFunctionAfter(Address address)

&  B|#addressTIEE LT FL AT E 2BEKDOROBEHA 7
=7 b EEE

@ Python - Interpreter
> def get_all functions():

func = getFirstFunction()
while func is not None:
yield func
70 I:l 7\\ i A @ func = getFunctionAfter (func)
7 LA

W2 an £ = t_all £ ti 0
él:_\ Bg 7;& % §|J 7%_§ fzxr:c:uncg:n :uncs‘:mc e

print('func: {} at {}'.format(func.getName(), func.getEntryPoint()))

func:
func:
func:

func:




Function Interface

B ARIBTAHA VZ—T7 4R
«  https://ghidra.re/ghidra_docs/api/ghidra/program/model/listing/Function.html

Methods
m Address getEntryPoint()
o BT hFU—FRAY b (BT FLR) ZEE
m Jjava.lang.String getName()
o B DAFI %S
m Parameter[] getParameters()

o BH OB %AParameter4 7Y = 7 b TEE

39



FlatProgramAPI Class Use-Case:

0S. Instruction Manipulation

Instruction getFirstInstruction(Function function)
® B|#functionTIRE L-B¥A 7Y =7 FcEEN3b., YO
BEIE
Instruction getInstructionAt(Address address)

&  Bl#addressTIRE L7 FL RD@mH & IRE

Instruction getInstructionAfter(Instruction
instruction)
& B|instructionTIRE L £HHOR (LT FLR) DO&HEER
=
Instruction getInstructionBefore(Instruction
instruction)
& BlHinstructionTIRE L e®H D128 (BLI7 FLR) O®mS
= BS

& BEBOFUH L 2175 CALL RIS T 5|8z 70 & 2B EIcH
AR

BTEOBRMANDOE TGS EEE

@ Python - Interpreter
def get instructions_in_func(func) :
inst = getFirstInstruction (func)
while inst is not None:
if getFunctionContaining(inst.getAddress()) == func:
yield inst
inst = getInstructionAfter (inst)

entry func = getFirstFunction()

insts = get instructions in func(entry func)
for inst in insts:

print('{} {(}'.format(inst.getAddressString(True, True), inst))




Instruction Interface

BEERBTDIA X —T AR
«  https://ghidra.re/ghidra_docs/api/ghidra/program/model/listing/Function.html

Methods

m Jjava.lang.Object[] getOpObjects(int opIndex)
o WMPICEINTLEFRT Y FDS B, opIndex TIEESNIZA YTV 7 RADF 7Y = b+ (Address, Scalar
RE) —BEEUS
m java.lang.String getMnemonicString()
¢ IEREICIECodeUnitA > X —T 2 A XD AY v F
o WMHED——FZvIEXFHE L TCEUE
m PcodeOp[] getPcode()
o P %EP-Codel N5 FhfEIKIFICEiR
m Register getRegister(int opIndex)
o WMHICEINTWVEFRT Y FDSH, opIndex TIHEEINI-A VYTV I RDL Y REF 7V 7 =BG
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FlatProgramAPI Class Use-Case:

Reference Manipulation

Ghidrald 7 —&a—FHREDF TV 7 FEAOBRMEZ |

7 RLZ
0x00401048

JMP 0x0040104c

%

iRl cWwo s e L TREs

7 RLZ
0x0040104c

From: 00401048 To: 0040104c

Reference[] getReferencesTo(Address address)

&

4

Bl#addressTHEE LT FLZAADERBEZF>O—Ka=y
D7 FL2—BZ2EE

2%Y., BASE (7arRYI77LrR) ZRE

Reference[] getReferencesFrom(Address address)

4

5|#addressTIRE L7 —FaA=Zy FDT7 FLAHNSELT
WB%EDT7 FLR, 2FYEIASRO—E 2EUS

@ Python - Interpreter

>> config_addr = toAddr (0x418000)
>> xrefs = getReferencesTo (config_addr)
xrefs
(ghidra.pr

>> for xref in xrefs:

print ('reference from {}'.format (xref.getFromAddress()))

ce from 0040024c

from
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Reference Interface

\

HBAEKRIFEIT DB Z—T7 214X
«  https://ghidra.re/ghidra_docs/api/ghidra/program/model/symbol/Reference.html

Methods
m Address getFromAddress()
o ZBLTLWZ2I-—FOT7FLZR 2FYVEBRASBOT FL XEZHRE
m Address getToAddress()
o BB [3%] TFLXR 2FVRIASREOT FL X ZBIE
m RefType getReferenceType()
o BROXATEERE

o ZBB& A7 https://ghidra.re/ghidra_docs/api/ghidra/program/model/symbol/RefType.html
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02
Automated Analysis of EMOTET




45

Goals of Malware Analysis

[Tl cW->THEMN HEFEINDT VR Ty b)) BT ETE

| REHDE DD DHE. %$07w711@7”‘u%pﬁ73U€

Detection BET 2, COEEICLY, Y7z T7ORNCEEYT 2 HEEE
RFTDHENTED (ARMELHD) o
Indicator of fy kT s RRA FREBNT, BROEELHET o0l | T
‘ HEBET B, (FRENE7 7 ANEPLIR b YR, BEREE | o e
. i A =
W) T KENZLT B, mmu:_{siﬁjﬁwmm
Report ‘ IV T DEE) - EEE UMLK — b, Detection/loCZz &

FH. I T DENCEROHEEICOVWTERT 5, TICER
[T ICXETRREIND,



EMOTET
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FEREAE S S . BRGNS
KXygrvo—x =BT

O

O

&

O

O

KEDRX/NLIEHTRHBINDG Z
ERFILN TS

Human Operated Ransomware
DERERDIELHD

IZH LA Z

REDOBENEEHE CEEHIND

D DENZENDIREDKED
C&CRfEFTZzH D

NICTIC &L 2EMOTET R /¥ L DEEEIER

800
600

400 —— — e —
200 - -
0 - S PN A, . .

o ® .© R b
© °\°’\ o \%\\W\q\\ \ta\\ \‘b\\ \%\q' \q\@\%\w \ta\q’ \%\W
& & ¢ S S P S

N I~ BN

V'V

) %\1%\6%\
NN\ 2

S DS @ N O N D e A D QY A v &
APAT @ @ @R @t e e e SO
S g o T ST ST T T T T T o S
D R A S S S S S S S S S S

®doc 774 LA R (1137144) URLEEEE! (104) " zip 77 A )L R (404F)

https://blog.nicter.jp/2020/10/emotet-mail-202007-202009/



47

How EMOTET works

q Target
™

EMOTET EMOTET
Macro
Spam Powershell (Loader) (Payload)

AN N\

A — LB TEA <7 AfFE PowerShellA Rundll32.exe C&CH —\H 5
NEJERP S EITE N, BATETIND ~AAO—FEEUE L.

EMOTET (Loader) #DL \ FUXEY TEITEND




UTDELREFENTICE>THONICL, RZUTMTEE LAD

Packed?

4

ViIy ZEnTWan?

VIXyh—0RTy o

Config

Embeded?

v I3 EESL - BES A v C&CH — N m E DB

SNTLWBED? EZIIT/ED LS AT
BIMEN<TWBH?
v L ?

\ " VESIY - THEHMET 507
v APIREUN U EEwfe &

NTWBHN?
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Step 0: *
Determine Packing Logic and Do Unpack

oLz n<xIyz7ERLEL, EMOTETE v Za3nTHBY, AEY £ET
RAO—RKHPMESINTEITEIND

(HBBEFEAD) EMOTETO 7 v /8y 2703y &

0x220000
Memory Region -1

0x240000 Decrypted PE File
Memory Region -2 (Another Emotet Decrypted PE File Decrypted PE File Decrypted PE File Decrypted PE File
Binary)

0x260000 . ) ) ;
Memory Region -3 Payload without Payload with Payload with Payload with

hooks hooks hooks hooks

0x400000 ;
Unmapped view :
Memory Region -4 i Final Payload

https://www.bromium.com/wp-content/uploads/2019/07/Bromium-Emotet-Technical-Analysis-Report.pdf




Step 0:
Determine Packing Logic and Do Unpack

F Uiy JDFEIFSEEE
n FETINYY
o TNYH—%E->TT /Ny T

): 3168

0000.kernel32.dI |
0.shc as VIRTUAL

o EfFH. WAYITEABICESTT Yy I ENT i
BEER T ;
m V=IIZKBTINYY LULLL
o WITTTEET. AEY LA DT /8y ZIEDE zb s
I, % A 1 2 e v =
v PE-SIEVE / Hollows Hunter = —
m BHEI7Z/Nv Y R
o V—ILDBEEET el L

v tknk_scanner

v CAPE 5 == s

as UNMAPPED
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Quick Unpack with Hollows
Hunter

m /%y 7 SNFEMOTETA3%E1T L. Hollows Hunterc7 > /%y 7 DEMOTETZ X > 7
m EEMAFIEIZAppendixx SR

C:\Users\john>rundll32.exe C:\Users\john\Desktop\urcwzowo.xck,Control RunDLL

C:\Users\john\Desktop>C:\Users\john\Desktop\hollows_hunter.exe /pid 1336
HollowsHunter v.8.2.6 (x64)
Built on: Apr 13 2628

using: PE-sieve v.8.2.6.8

»» Scanning PID: 1336 (rundll32.exe)
[-] Invalid address of relocations
[-] Invalid address of relocations
»>» Detected: 1336

SUMMARY :

Scan at: ©81/13/21 83:29:17 (1618476157)
Finished scan in: 3516 milliseconds
[+] Total Suspicious: 1

[+] List of suspicious:

[@]: PID: 1336, Name: rundll32.exe



Unpacked EMOTET

m K7 —03 3y 7TlE TNy O BFADOEMOTETZEHL £

Name

| emotetdll.gzf — x4 IR

| emotet-2.dll.gzf — Lt

52



Step I:
Surface Analysis
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Resources

m (FHT Y TILEILISACSINE ICD #Slack THBEF A
C:¥Ghidra¥ghidra_scriptsf T4
LUF D & 5 BRI > TUOLIEOK

_ C:\Ghidra\ghid ra_scripts|

1. scripts: B2 FTD 7 7 4 /L %ZC:¥Ghidra¥ghidra_scriptsfg FIC

m HEInfzipeERREL. UTFIBEZ Xk

O — Name
*  scripts¥answers: JEEDEIFLD T, BMAORL WL answers
2. emotet.dll.gzf: Ghidralc KT v 7 & KAy 7T vik—+ ] dbjson
' - . \ i i 1#| decrypt_string_stage1_not_impl.py
3. emotet-2.dll.gzf: Ghidralc b7 v 7 & KA Y 7 TA ViR @) decrypt_string_stage2_not_impl.py

%] emulator.py

4. winapi_32.gdt: C:¥GhidraBE FIC a1t —

) extract_c2_stage1_not_impl.py

) extract_c2_stage2_not_impl.py
%] make_hash_db.py

—| requirements.txt

1% search_hash_not_impl.py

2| utils.py




Setup (sample)

m 27 L 7zemotet.dll.gzf%=GhidradBifz 70> = 7 MK Z v 7& KOy 7L TA Vik—k
o BHhRy T v THHIZS [OK]

RER'E R |

Tool Chest

e L4

Active Project: ghidra_project
& ghidra_project
o Import /C:/samples/jsac2021/public/samples/emotet.dil.gzf

Active Project: ghidra_project
—l._:? ghidra_project

B emotet.dl

Format: ~ GZF Input Format
Language:
Destination Folder: ghidra_project:/

Program Name: emotet.dll

—_—
Filter:

Tree View Table View

Running Tools

Deleted local file emotet-2.dil



Setup (GDT)

m GhidraniZ#ERI 57 — & |Z

IZwininet.h, winhttp.hDAPIEE H 75 Ly

o Data Type ManagerTwinapi_32.gdtz 0 — F

Wik & > %3 L TOpen File Archive

New File Archive...

New PrOJect Archive...

Open File Archive...

Open Project Archive...

ﬁData Types

+ ﬂ BuiltInTypes

- | @emotet.dil

+ ﬁ windows vs12 32

FEmLiz7 74 LICEEND

winapi_32.gdtzx 0 — F

@ File Chooser

& =) ¥ [c:\Ghidra

=] ghidra_project.rep

samples

My Oomputer | W winapi_32.gdt

=

File name: |winapi_32.gdt

Type: Ghidra Data Type Files (*.gdt)

Open DataType Archive File

0— F5ET#. winapi 32%
&My 20
Apply Function Data Types

i3 Data Types

¥ @ BuiltinTypes
+ ﬂOemotet.dlI

. ORI

+- @ window New

Align All...

Open For Editing

[E] Collapse Alt+Up

[E] Expand Alt+Down

Apply Function Data Types
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Setup (scripts)

27T NDERE

LIFZX 7Y 7 bAC:¥Ghidra¥ghidra _scriptsBEd TICOE—SNTWLWBH B DO
1.
2.

vl B

O 00 N o

utils.py: BEECHBNBARRAELI—T 1 U T 1 BEE
search_hash_not_impl.py: BB NHZX27 U T+
make_hash_db.py: API/Nv > 2 FFDBYERR R 7 U 7' b

db.json: APl/Nvw 2 2 FHDB

emulator.py: TI 2L —XZ{Eo/-/nNy P aftBEXI7 U T b
decrypt_string stagel not_impl.py: BERANHETX I U Tk
decrypt_string stage2 not_impl.py: BERANHETX I YU Tk
extract_c2 stagel not_impl.py: S BEANHETX I YU Tk
extract_c2 stage2 not_impl.py: BEANHETX YU Tk

o7



Exports Functions

m DLL ver®Emotetifrundll32.exex > TIT 7 AR— F aN-BEHL HETEIND

Processes Filter by PID or name

2668 WINWORD.EXE /n "C:\Users\admin\AppData\Local\Temp\Déclarations prétes Pour visualiser.doc”
B 3k 1w o 117

w | 2952 ml cmd.exe cmd cmd cmd /c msg %username% /v Word experienced an error trying to open the file. & P*Ow*er*she*L*L-w
B 1632 6 ¢ 28
3988 msg.exe admin /v Word experienced an error trying to open the file.
B 22 o¢g 30
w | 1908 powershell.exe -w hidden-ENCOD IAAgACQAbQBQAESAIAASACAAIABDAFQAWOBWAEUAXQAOACIAewATAHDAewAWAH .

S B 2 =¥ 300 & 228

w | 3528 mundli32.exe C:\Users\admin\Ph8oybt\Y3yg u0\V64L dil Control_RunDLL
ez B 387 2 46 & 116

3224 rundli32.exe "C:\Users\admin\AppData\Local\Ozspuecmz\urcwzowo.xck",Control_RunDLL
9 emotet. [ 262 2@ 21 & 70




Brief Analysis (code)

m Garbage Code
o  EITICHEARITIHRWERMRI-F

o GhidradT a3 /%4 ZHAWLWEL
2T N5

(T

m Control Flow Flatting

o Control Flow Obfuscation®F %
o BREMICAHS 7Z7A—DEHA L2250

59
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Brief Analysis (APIl/strings)

m 72Ny 7OEMOTETI m APHCBIET 2 XFIH AL

Import TableA*Z2 o APIELXZFINRESL - #HEINTWS
o ENMICAPIZBRR L T L B AR ARt @

[, | String Value String Representation |

10000000
100000c8
100001c0
100001e8
10000210

= |, Exports 10000238

1001e04c X.dll "X.dll"

el f Control_RunDLL 1001€052 Control_RunDLL "Control_RunDLL"
1001e061 RunDLL "RunDLL"




Where to start?

m APIDEIHIERERC XX F D
BESITERASNTWVSEH

R

L

ot

{
EIRICAEHFFOH &
%

5

B T, £TIERERK
A I N TS [EIH %
BANT, MU LEEA S
W Z AT 2 &ICT
%

61

utils.pyllEEEH Dget_func_xref countBI# % =17 L.
O L B0 % WE3E % 512

| @ Python - Interpreter

Python Interpreter for Ghidra

Based on Jython version 2.7.2 (v2.7.2:925a3cc3b49d, Mar 21 2020, 10:03:58)
[OpenJDK 64-Bit Server VM (Oracle Corporation)]

Press 'F1' for usage instructions

>>> from utils import *

>>> topl0 = get func xref count(n=10)

| & Python - Interpreter

>>> for called func in toplO:

print('{} is called {} times'.format(called func['name'], called func['count']))

FUN _10017el2 is called 160 times
FUN 10007d5b is called 107 times
FUN 10017£68 is called 34 times

FUN 1000d4e0 is called 33 times
FUN 10007c8f is called 28 times
FUN 1000732d is called 22 times
FUN 10002ec6 is called 16 times
FUN 100010cf is called 10 times
FUN 100150ba is called 8 times
FUN 10012199 is called 8 times




FUN 10017e12

B RLEFTHIATY
% B

m RETI BT vV
Eap

m [ | AREBHALE
IZZZzTHL

Decompile: _ - (emotet.d!

2 |void _(void)

return;
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FUN_10007d5b

2EBICHZFOHEIN
TW3EH#

AD DB A& = ITE S DY,
ERITE 51 BUTREH

DAT_1001fa20ld7 0 —
NIVEE DB

FUN_10007d5b DI UM L (@0x10017e02)

0x90bdc3a8

| Decompile: FUN_10007d5b - (emotet.dll)

2 |undefined4  cdecl FUN_10007d5b(int undefined4 param 2,uint uint

{
o, BERDANA - OB ?
| — EBIBBEIOA VTR
if (*(int *) (&DAT 1001fa20 + param 1 * 4) == 0) {
= FUN_10004ae6 (param 3);
ar2 = FUN 10012794 (0x7ef7,ivarl,0x7a71,param 4);
*(char **) (&DAT 1001fa20 + param 1 * 4) = pcvVar2;
}
return * (undefined4 *) (&DAT 1001fa20 + param 1 * 4);

char *pcVar

63
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FUN_10007d5b

m ZHH-BEROEE
L BX 9 < L7=FUN_10007d5b

| Decompile: FUN_10007d5b - (emotet.dll)

BEFORE I AFTER AFTER
(name) (type)
DAT_1001fa20 g array int[0x64]
param_1 index N/A
param 2 _ N/A
param 3 hex valuel N/A
param_4 hex_value2 N/A ,
return g array[index];




Step 2:
APl Hashing and
Dynamic Call




How Windows APIs are resolved

m EEEAR A ARIR

o AVISANLEEIC. BEHRAPIAA vH— b F—TILICERS N, ETEICOSHARERMICDLLE D — F L.
API% 2R 3

o EBICAVNAINTDHEIDHECTHRREIND
m BATRMIGHEER (BIRVAPIERR)
o LoadLibrary / GetProcAddress % F§ U\ CEITRFICEIAVICAPIZ UM T

o APIZD LEICHIAT 2APINEENTLED

MessageBoxAZ EATREVICARR L THEOE 34

FARPROC MessageBoxA = GetProcAddress(LoadlLibraryA("user32.d11"), "MessageBoxA");
MessageBoxA(NULL, "Hello world", "Hello", MB_OK);
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API Hashing

B EAYICWindows APIZ 2RI R ICAHAWL SN MR FED—

m A, b LLIFHMBERD Ny P 2aBHTAPIZZ /Ny Y2t LTRFL TH =, EITEIC,
T RAR—FINFEAPIZZEINZEL Ty ¥ 2 BEROAERBRAF CAPIZ BRI ICFE O H 4

Bl: CRC32% £ L TAPIZZ /v ¥ aft L. EITHRFICILE L TEIRYICERR

= DYAR DY XR1Th
CRC32
CRC32 .
1 ReadFile —> 0xDOB7641A
CreateFileA ———— ©9x553B5C78 kernel32.dl1 WriteFile —> Ox3E5BCSE3
Bl — CreateFileA —» @x553B5C78

CreateFileA = resolve api(©x553B5C78);
CreateFileA(...); B |- Rk
— /.
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F U N_l 6964 ae 6 | Decompile: FUN_10004ae6 -

B FUN_10002b48DFETNH L

int iVar
o in_FS_OFFSET (=FSL Y2z %) °| uint uvarz;
~NDT T+t X 7 undefined4 *puvar3;

undefined4 *puvar4;

o x86 MIFH., FSL Y XK ITIZ

TEB (Thread Environment FUN 10002b48 () ;
B|0Ck> ANDRA > ZHEH X ’ puvard = (undefined4 *) (* (int *) (iV
ncTw3 12 puvar3 = (undefined4 *)*puvari;
3 while( true ) {
m  FUN_100180eaDFF UM L Lf (puvar3 == puvard) {

return 0;

2 = FUN_100180ea ( (ushort *)puvar3[0xc],2,0x639Db);
if ((uvar2 »~ 0xlfc325da) == param 1) break;
puvar3 = (undefined4 *)*puvar3;
}
return puvar3[6];
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Thread Environment Block /
Process Environment Block

m Thread Environment Block (TEB)

o BEDAL v NICETRER4RFT IEERE FSL Y X BB TTEBIC 772X L.
ZZHhBHPEBICTZERLTUWS

o FSEIAVILIRZADLT U4 XAk
(x86 Windows(ZH WL\ T) undefined4 FUN 10002b48 (void)

m Process Environment Block (PEB) {

int in FS OFFSET;

o WEDNTAOLRICEHT ZERERET BEHR

return * (undefined4 *) (1 n FS

> 7Ot XRITEHEAMATNTULWADLLY,
E—7DIRAE, EFT 7 7 A IILDIFHRARE

o TEB#EMGEDOA 7+t v F0Ox30H H 7 7+ XAlfE



Thread Environment Block /
Process Environment Block

FSEJTAL LT X —> TEB#EH PEB##&E R

/*0x30*/ ProcessEnvironmentBlock l—l
PEB_LDR_DATA##&{#

/*0x0c*/ InLoadOrderModuleList
/*0x14*/ InMemoryOrderModuleList

/*0x1c*/ InInitializationOrderModuleList

LDR_DATA_TABLE_ENTRY LDR_DATA_TABLE_ENTRY LDR_DATA _TABLE_ENTRY LDR_DATA _TABLE_ENTRY
& BES s &R

InLoadOrderLinks InLoadOrderLinks |«——>| InLoadOrderLinks InLoadOrderLinks
InMemoryOrderLinks InMemoryOrderLinks ] InMemoryOrderLinks InMemoryOrderLinks

InlInitializationOrderLinks InInitializationOrderLinks «——|InInitializationOrderLinks InlnitializationOrderLinks

DLLBase DLLBase DLLBase DLLBase
BaseDlIName BaseDLLName BaseDLIName BaseDLLName
L “stage0.exe” L*ntdIl.dIl” L “kernel32.dII" |

70



71

Apply Structure

m PEBEEERESRIEERELI~AY X7 74 )L%EGhidrall A > R— T TICEBEZA)

o File> [Parse C Source| > win_ internal.h% iR > [Parse to Program]

&‘CodeBrowser(Z]: ghidra_project:/em & Parse C Source

File Edit Analysis Navigation Sea 10 % % )
Parse Configuration @ Choose Source Files

Open... Ctrl+0 Icib,pef (Oefauh)
¢= =) (¥ C:\Ghidra\others

Close ‘emotet.exe’

Source files to parse

. win_internal.h

Close All

Save 'emotet.exe’ Ctrl+S
Save ‘emotet.exe’ As...

Save All

Import File...
Batch Import...
Open File System...  Ctrl+l
File name:

Add To Program...
Type: C Header Files (*.h)

Export Program... (o]

Load PDB File...

Download PDB File...

Parse C Source...

Parse to Program Parse to File...



FUN_10002b48

m PEBDORA X AENET 3R

o in_ FS OFFSET# Auto Create Structure I — @ |;I ﬁ v %

BEFORE AFTER AFTER 2 |PEB * get peb(void)
(name) (type) 3
*
FUN_10002b48 get peb PEB TEB *teb;
in_FS_OFFSET teb TEB *

return teb->ProcessEnvironmentBlock;
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F UN 1eee4a e 6 BEFORE AFTER (name) AFTER (type)

iVarl peb PEB *
puVar3 current_module entry LDR_DATA TABLE ENTRY *
u Eﬁ&lz\_ FNTWABDLLD puVar4 next_module entry LDR _DATA TABLE ENTRY *

N—=Xpx—L7ZzHNEL,
FUN_100180eall;EZ L T

Decompile: FUN_10004ae6 - (emotet.dll)

L5
m FUN_100180ea®R Y&
Z0x1fc325da & XOR
- 1 ; A RICEHAAENTULWADLLOFIE
| %@%}5%%%[;&@1@(\: 1 Bt l7l:l 73 A L F
— | Y *)& >Ldr->InLoadOrderModuleList;
Lh#x |

*) ( >InLoadOrderLinks) .Flink;
while( true ) {
g ( I |

S DLLOR—RF—L (Z74NL%) ZELTWS

= FUN 100180e t ->BaseDl1Name) .Buffer, 2, 0x639b) ;i

<+ RVY{EZXORL T5I# & Eb&

->InLoadOrderLinks) .Flink;

return >D11Base;




FUN_100180ea

Decompile: FUN_100180ea - (emotet.dll)

1. ZoOREIE/Ny > 2 BHTY,
7Y XLz LT
=L

ushort uvarl;

2. ZEPFXIZFUN_100180ead /R ! | int ivares
fBE%0x1fc325da& XORL T uint uvar3;
E®LTWE LTz, &2 T, :
RDEH I, DLLR—X % I
— L EXORED NS % Z 1S F || wvarl = *param 1;
T TEY ARy ¥ aBEZRT 12 | while (uvarl !=0) {
E9%4(calc_hash)% Ghidra ’ e
ScriptTEZE L T 7Za W

param 1 = param 1 + 1;
iVar? 1 r2 * 0x1003f;

| #® Python - Interpreter

varl = *param 1;

>>> hex(calc_hash('kernel32.dll', 0x1fc325da))

'0x90bdc3asL’

return ivar2;
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FUN_100180ea

| Decompile: calc_hash_case_insensitive - (emof

| BaseDl11Name.Buffer® 2 |int _ fastcall calc_hash case insensitive (ushort *dll basename,undefined ,undefined4
A Iwchar_t *
(=unsingned short *) 5| uint char;
6 int value;
o RNy N 7 st t wche
B 1A PO TR |
9 10
o ASFASCI (0x40 < x < [EEEEEIEEEF
OX5b> @-/I-/%é\ /J\j(_"?_ IA = *dl1l basename;
— 5 2 while (wchar != 0) {
(+OX20)L\_&\E 3 char = (uint)*dll basename;
o ?ﬁé:%%likﬁg(lvar\z)c:j]u%\- | if ((0x40 < char) && (char < 0x5b)) {
9) char = char + 0x20;
L. ex1e03fZ FE ; }
] dll basename = dll basename + 1;
m FEROIntEZIRT value = char + value * 0x1003f;

*dll basename;

return value;

NYDAEBTHD EEITED

( Tcalc_hash_case_insensitive] [ZZE &)



FUN_100180ea

B DLIN—Xpx— AL EXORFEZZITERY . /Ny ¥ 2 (8% RS B

calc_hash_lower(name, key):
name = name.lower()

value = ©
for ¢ in name:

value = (ord(c) + value * ©x1003f) & oxffffffff
return value * key

Ox1fc325da))

Varl = (code *)FUN 10007d5b (0xf5, 0xb,pPx90bdc3a8|0xb7c2e83f);

== param 1) break;
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FUN_10004ae6 DEFORE AFTER (nome) | AFTER (type)

param 1 hashed _dllname N/A
uVarl hashed N/A
] Calc_hash_case_insensit FUN_10604ae6 'Flnd_llb N/A

iveBBOM O H LTTICRE S

Decompile: find_lib - (emotet.dll)

B CNETOBEERENS. DLLE
Ny Safl LTfE% S ITER
D, O— REFADLLOAFA S
ZUTEDLLEEL TR—X
T R L REIRTEKSSE
%

fe) N—X7 F L X+ XF U (Z RY *)& ->Ldr->InLoadOrderModuleList;
n— N LY LDI 3 % A ->InLoadOrderLinks) .Flink;
}\\éﬂrca 5DLL®PE while( true ) {
NYZANDRA VR

cdecl find lib(uint hashed dllname

1E i
return

- Bg;ﬁ%% rfind_libj b= : insensitive ((ushort ->BaseDl1Name) .Buffer, 2,
%Z\_Tj:5< A 0x1fc3Z 1ashed dl s) break;

->InLoadOrderLinks) .Flink;

return ->Dl1Base;
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PE Header Overview

PE Format
L] . 0x5A4D{"MZ")
. = b I, —-
WindowsZE1TRIBEFZ (PE) D J struct_IMAGE_DOS_HEADER —
eader
TP AT —y N [ DOS Stub |
] g'gh—— 757 A ILIZ Bg—é— 7 7];%/57 7N ) struct _IMAGE_NT_HEADER
=2 + N struct _IMAGE_FILE_HEADER
B :P& % 'f%}j LTws 5 ) struct _IMAGE_OPTIONAL_HEADER
- ) ] Import
IMAGE_DIRECTORY_ENTRY_[*] ! -
o Export Table : APt
EXPORT ARCHITECTURE Export
IMPORT GLOBALPTR NT Header : APl
o K=t | RESOURCE  TLS ;
> II7AR—FRE—E EXCEPTION  LOAD_CONFIG Resource
SECURITY LOAD_BOUND_IMPORT § IRerocation
BASERELOC  LOAD_IAT : nfo
o Import Table DEBUG LOAD_DELAY_IMPORT : ; - Tis
COPYRIGHT ~ LOAD_COM_DESCRIPTOR o
> Tﬁﬁﬁ —g_ %) A P | _ %:, ' : g crt " Runtime

struct _IMAGE_SECTION_HEADER[O]
struct _IMAGE_SECTION_HEADER[1] e
struct IMAGE_SECTION_HEADER[2] [ .debug$s

struct _IMAGE_SECTION_HEADER[3] .debug$T - Debugging
. .debug$P

Exception

.pdata “ Info

. Di )
struct IMAGE SECTION HEADERIn] drectve rectives

https://tech-zealots.com/malware-analysis/pe-portable-executable-structure-malware-analysis-part-2/



FUN_10012794

ANNESY oV NYANN

Decompile: FUN_10012794 - (emotet.dll)

,undef

(int *)(p
c %) (*(int *)(
*(int *)(
nt *)(
*(int *) (
if (*(int *)(
do {
= FUMil i E _ * 4) + param 2),

= (char *) (*(int *)(
(uint) * (

return

+ *(int ) (

return ;

r *)FUN_1001
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FUN_10012794

B T/ XR— FEBHED
T RAR—kTFT—7ILIC

— B2 REFT S
TI7ERALTW3

BAEAT 5 L BEEHENEL>TLE S OT, EEHOLERL TET

BEFORE AFTER (nome) AFTER (type)
param_2 base_address N/A
param_4 hashed_api N/A

ivarl nt_headers IMAGE_NT_HEADER32 *
pcVars8 export_table IMAGE_EXPORT_DIRECTORY *
ivar2 functions_rva \VZ:

ivar3 names_rva \VZ:

ivar4 ordinals_rva \VZ:

uvars value \VZ:

uvareé i \VZ:

pcvar?7 export_func LPVOID

__fastcall FUN_10012794 (un ned4 _,int b

DLLOR—ZF7RL R, 2%V

IMAGE_DOS_HEADER~ D

RAV2DBIBUEERATVWS
)

(*(int *) (£
(uint) * (ushort *) (or

((int)s&ex _ aracteristics +

¥(int *) ((1‘nt)&(

return (char

i=1+ 1z
} while (i < export_ta
}
return (char *) (LPVOID

>NumberOfNames) ;

)ptionalHeader) .DataDirectory[0].5ize + ba

OptionalHeader.DataDirectorylx
SEIFERT—RE/MT 2 EREIT
A4 T v 2 ZA0IZIEExport Table~®
F7ty FHEMEINATWS
¥

0].VirtualAddress +

— T ZF— FERORVADEF]

— T ZF—FERRORVADESI

= T/ Z2F— EROFEHDORVADES!
*Iaxﬁ—bﬁﬁ%%ﬂé

ddress + 1 * 4) +

E ZiR%sR— M OF F L XS

IJRKR—FEBEDOT FLRAH
747 —F&hzb0hrER

dress)) <=
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FUN_10012794

if (export_tabl

m HELI-I I RXFR— FEK
% FUN_1000df50(E 3

m = !Y{E%0Ox5a80eae & XOR

rva + base_address + 1 * 2) * 4) +

m XORL7ZERzHEM5|H &
EER

((LBVOID *)

] /IE\EK L/ 7": i%l/fl\\ }'(;J‘%QAP' 0) : ((int) sexport table->Characteristics +
. . 39 *(int *) ((int)&(nc_! >OptionalHeader) .DataDirectory[0].Size + base_address)) <=
7 ]\ [/X%;}Li_—g_ 40 export_func) {
11 return (char *)export_func;
12 }
] Export Forward & u7-APIlIZ 43 ppvVarl = (LBVOID *)FUN_10011d25((char *)export_func);

N N 14 return (char *)ppvVarl;

BRAP| % R )
16 i=1+ 1;

} while (i < export_table->NumberOfNames);

Xexport forward & (&
https://docs.microsoft.com/en-us/windows/win32/debug/pe-format#export-address-table
https://devblogs.microsoft.com/oldnewthing/20060719-24/?p=30473



https://docs.microsoft.com/en-us/windows/win32/debug/pe-format
https://devblogs.microsoft.com/oldnewthing/20060719-24/?p=30473

Decompile: FUN_1000dfS0 - (emotet.dll)

FUN_1000d50

m APIZDES N2 EHK

N

m(FZ
calc_hash_case_insen
sitivee AL (IXF
ZAAIB AN )

return
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Calcurate Hash

FUN_10012794B8#(A (- /n— K 30— F & N 7-XOR#E

~ [0x5a80eae)) == hashed api)

m PythonT3Ei#

calc_hash(name, key):
value = ©
for ¢ in name:
value = (ord(c) + value * 0x1003f) & oxffffffff
return value ~ key

| g® Python - Interpreter

>>> hex(calc hash('ExitProcess', 0x5a80eae))

'0xb7c2e83fL"

O LT (@0x10017€02) FELTVD @

= (code *)FUN 10007d5b (0xf5, 0xb,0x90bdc3a8,|0xb7c2e83f) ;
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(Rdvanced) Calcurate Hash by Emulator

m 7TV RXLOEEADLAHHELCTH, EmulatorcETLTLE S 2 & HAJEE

1001285a . calc hash case sensitive
1001285¢f . value, 0x5a80eae

10012864 5¢ param 1

10012865 5¢ param 1

10012866 44 24 34 value,dword ptr [ESP + hashed api]

1. (ZIa2L—KRAD) ECXITXXEH %N (=8|8IET)
2. 0x1001285ah H0x10012864 F THE1T
3. EAXICIEBMISNTWBE (=/Nv > 2t BEADXFY]) =IUE



from ghidra.app.emulator import EmulatorHelper

emulator.py

5 emu = EmulatorHelper(currentProgram)

NN

7 # initialize stack
3 registry size = emu.getStackPointerRegister().getBitLength()
9 stack_address = toAddr((((1 << (registry size - 1)) - 1) "~ ((1 << (registry_size//2))-1)))
m Ghidra bi%ﬁji LTW A 10 emu.writeRegister(emu.getStackPointerRegister(), stack address.getOffset())
11
EmulatorHelper” 7 X i Feturn’ e
13
AL, TIalL—% 14
oo 15 def emulate_calc_hash(entry_addr, param):
%%K 16 emu = init_emulator()
17
1 end_address = entry_addr.add(10)
19 emu.setBreakpoint(end_address)
21 # write parameter string into ECX
22 string_address = toAddr(9xa@eeee)
23 emu.writeMemory(string_address, param)
24 emu.writeRegister( ECX’, string_address.getOffset())
25
26 # set address of entrypoint to execute at EIP
27 emu.writeRegister(emu.getPCRegister(), entry addr.getOffset())
29
31 current_address = emu.getExecutionAddress()
32 if current_address == end_address:
33 break
emu. step(monitor)
# get hashed value in EAX

result = emu.readRegister('EAX")
38 return result



(Rdvanced) Calcurate Hash by Emulator

Ghidra®Emulatorc/ny > aB#A T I 2L —

| g® Python - Interpreter i

>>> from emulator import emulate calc hash

>>> hashed dll = emulate calc hash(toAddr (0x10004b98), 'kernel32.dll'.encode('utf-16le'))
>>> hex (hashed dll)

'0x90bdc3a8L’

>>> hashed api = emulate calc hash(toAddr (0x1001285a), 'ExitProcess')
>>> hex (hashed api)

'0xb7c2e83fL’'

EFERICEINTWB Ny 2{B

“Varl = (code *)FUN 10007d5b (0xf5, 0xb,|0x90bdc3a8}|0xb7c2e83f)) ;
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FUN_10007d5b

Bl D /Ny > afEZH & (C

APIZEIRIFER L. 70—/

IWEIZF vy v o

24 BIEK
BEFORE AFTER (name) BEFORE AFTER (name)
param 1 index FUN_10007d5b resolve api
param 2 hashed _dl1 name FUN_10004ae6 find lib
param 3 hashed_api name FUN_ 10012794 find api
g array g api table
pcVarl api

Decompile: resolve_api — (emotetdll)

index,undefined4

0 {

|_lib(hashed_dll

_,uint hashed_dll_name,uint hashed_api_name)

hashed_api_name);




Anti-API Hashing

ZATZLADNy v afE—BEZEE L. APIBZERALTaAXY b2t

1. Hash DBDERL
1. APl Hash(Z{5B 94 2 XOR$E z ¥ 7E
2. System32BE TFTOEEARDLLOT 7 X R— FEAEZE /Ny > a1k

2. Nwa{ELDBERES
1. RXYIICEENTWERH T —([BEZLTHIE
2. Hash DBICESFEAD/Ny > a{BEL=E

3. AXVhAEDITAS
1. BMOHINBAPIZZa—REICOX b

88



reate Hash DB

make_hash_db.py

swindir%¥System32¥*.d11
(S EFFEERL D 7o b —FB
DLLOA)ICERINTLS
I AR— FEHETIZE

BAERNICN—Fa—F&EnT
W7=XORE TR %% T > O
— K L. | EHDjsonTHEHRN

O <HASH>: <ORIG_NAME>

calc_hash(name, key):
value = @
for ¢ in name:
value = (ord(c) + value * 1003f) & FEEFEFFF
) value * key

get_export_api(dllpath):
pe = pefile.PE(dllpath)
if (( hasattr(pe, "DIRECTORY_ENTRY_EXPORT")) (pe.DIRECTORY_ENTRY_EXPORT

raise Ru ¢ or( dllpath} doc have export table')
for sym in pe.DIRECTORY_ENTRY_EXPORT.symbols

if sym.name None:

ld sym.name.decode('utf-8')

main():
import argparse
p argparse.ArgumentParser()
p.add_argument( , dest='1ib_key', default=LIB_XOR_KEY, type=la X
p.add_argument( api-key®, dest= , default=API_XOR_KEY, type= e

args = p.parse_args()

emotet_xor_for_1ib = partial(calc_hash, key=args.lib_key)
emotet_xor_for_api = partial(calc_hash, key=args.api_key)

results = defaultdict(dict)

target_path = os.path.join(os.environ.get('windir’), 'system32’)
for dl1_filepath in glob.glob(os.path.join(target_path, '*.d11%)):
dllname = os.path.basename(dll_filepath)

if dllname.lower() INTERESTING_DLLS:

hashed_dllname = emotet_xor_for_lib(dllname.lower())
results[hex(hashed_dllname)] = dllname

api in get_export_api(dll_filepath):
hashed_api = emotet_xor_for_api(api)
results[hex(hashed_api)] api

with open('dt n', 'w') as f:
json.dump(results, f, indent=4)

int(x, @),
int(x, @), help=")




Create Hash DB

1
2 "@x2de3bdc6": "advapil2.dll",
3 "@xfd8a9a46": "A_SHAFinal",
4 "0x862245b0": "A_SHAInit",
ma ke_hash_db . py 5 "9xf996c519": "A_SHAUpdate",
6 "@x4927aac2": "AbortSystemShutdownA",
7 "@x4927aa2c": "AbortSystemShutdownW",
u H:l' jj = *Lf:db . J son 8 "@xalead50a”: "AccessCheck”,
9 "Oxf2ea6el6": "AccessCheckAndAuditAlarmA",
10 "Oxf2eabe60": "AccessCheckAndAuditAlarmW",
11 "@x233ec35b": "AccessCheckByType",
12 "0x24dd2927": "AccessCheckByTypeAndAuditAlarmA",
13 "@x24dd2931": "AccessCheckByTypeAndAuditAlarmW",
14 "@x7e40889e": "AccessCheckByTypeResultList",
15 "Oxa8efafea”: "AccessCheckByTypeResultlListAndAuditAlarmA",
16 "@xb86cchbeb”: "AccessCheckByTypeResultListAndAuditAlarmByHandleA",
17 "Oxb86cc6f5": "AccessCheckByTypeResultListAndAuditAlarmByHandleW",
18 "@xa8efaff4": "AccessCheckByTypeResultListAndAuditAlarmW",
19 "@x4fedlfce"”: "AddAccessAllowedAce",
20 "Ox3ff7c7d": "AddAccessAllowedAceEx",
21 "@x8e1182f": "AddAccessAllowedObjectAce",
22 "@x5f75502d": "AddAccessDeniedAce",
23 "@x437d50d8": "AddAccessDeniedAceEx",
24 "Oxeed4718a": "AddAccessDeniedObjectAce”,
25 "@x73006e2c": "AddAce",
26 "@xe5dbf5cb": "AddAuditAccessAce",
27 "@xa78fa4f6": "AddAuditAccessAceEx",
28 "@xeee7a7a8": "AddAuditAccessObjectAce",
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Lookup Hashes

Decompile View at FUN_10017d5a

= (code *)resolve api (0xfS
B DLLZEAPIZD Ay > R —— - — .
S undefined4 __cdecl| resolve_api (int index, undefined4 _, uint hashed_dll_name, uint hashed_api_name)
1 1{ElZresolve apiBﬁ%& ' undefinedd EAX:4 <RETURN>
M2 — int Stack[0x4]:4 index
0) % | ;& L; ;E é ;f/L T L N % undefined4 Stack[0x8]:4
uint Stack[Oxc]:4 hashed_dIl_name

| 'ﬂE Ci Z ﬁ V4 7 %%EE T\\;\}E é uint Stack[0x10]:4 hashed_api_name

ncTuws

m MH. PUSHES D5 Listing View at FUN_10017d5a
HMITEINTWBERAZ 10017df2

—EA’REBTENITL X 10017d£f7 0x90bdc3a8
Z 9 10017dfc 5: ECX

100174fd . 0xf5
10017e02 resolve api




Lookup Hashes

B U077 LRODGSEHE

B PUSH&S D5 EITEI N
Ah 7 —E=EE

B EXZDBRD/NyafEEtE
ii

B A LEvaxyh--Tvy
N—7%DlF5

10
11
12

92

def add_bookmark_comment(addr, comment):
cu = currentProgram.getlListing().getCodeUnitAt(addr)
createBookmark(addr, "hashed_name", comment)
cu.setComment(CodeUnit.EOL_COMMENT, comment)

def main():
db_path = askFile("DB for hashes", "import").getPath()

ugment via command line

db = HashDB(db_path)

# get all instructions in program
instructions %[Egsgggggzggggg.getListing().getInstructions(True)
# process each instruction
for inst in instructions:

value = get_scalar_argument(inst)

if value is not None:

try:
# then lookup DB

orig name = db.lookup(str(value))

i it exists, add comment and add bookmark
if orig_name:
print('[*] {} at {}: {}'.format(str(value), inst.getAddress(), orig name))
add_bookmark_comment(inst.getAddress(), orig name)
except Exception as e:
print(e)



Lookup Hashes

B S5X5NBENRNT—EAPUSHT 2100 F v /3 5B EEEL,
search_hash_not_impl.pyZ= kST 7ZE W

search_hash_not_impl.py

28 def get scalar_argument(inst):
29 L ke TMP) EMENT HERE *%%=

= ®

if given instruction is like 'PUSH <SCALAR>',
retrun scalar value.
Hint:
- check API document of Instruction interface

N

B

W W W w w W w
Ul w

(o))

raise NotImplementedError('not implemented’)



Lookup Hashes

B S5X5NBENRNT—EAPUSHT 2100 F v /3 5B EEEL,
search_hash_not_impl.pyZ= kST 7ZE W

| I < N
o inst.getMnemonicString()

0 Inst.getOpObjects()

search_hash_not_impl.py

28 def get_scalar_argument(inst):

29 "t okxkk TMPLEMENT HERE **%

30

31 if given instruction is like 'PUSH <SCALAR>',

32 retrun scalar value.

33 Hint:

34 - check API document of Instruction interface
35

w
(@)

raise NotImplementedError('not implemented’)



Lookup Hashes e

B 52N SHRAT—EZPUSHT Z2H DL F v 7T BB AEEREL,
search_hash_not_impl.pyZ= kST 7ZE W

5245 [ 7=search_hash.py

28 def get _scalar_argument(inst):

29 # get mnemonic in one instruction

30 mnemonic = inst.getMnemonicString()

31

32 if mnemonic == 'PUSH':

33 # get operand in index 1

34 value = inst.getOpObjects(0)[0]

35 if isinstance(value, Scalar) and value.bitlLength() == 32:
36 return value
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Run Ghidra Script

m Script Manager ©¢ET

1. Script Manageric &}

27 X7 U 70 F%%¢ﬁ§¢ [./’Cg_‘é?i: @DBforhashes

¢= =) ¥ c:\Ghidra\ghidra_scripts f}
@ Script Manager [CodeBrowser(2): ghidra_project:/emotet.d...

jsac2021 emulator.py 2 utils.py

seccamp extract_c2_stagel.py

My Computer | analyzer.py extract_c2_stage2.py
#| decrypt_string_stagel.py make_hash_db.py

Help

O Scripts Eﬂ_ﬂ
+-[C2) Analysis search_hash.py

_D ARM

) Assembly

| decrypt_string_stage2.py search_hash.py

emulator$py.class utils$py.class

<

File name: |TRER

Type: All Files (*.*)

Filter:

search_hash.py

Cancel




Run Ghidra Script

a2y —ILIZETREREARRIN TV S

||§’ Console - Scripting

0xb is not found in DB
[*] O0xb7c2e83f at 10017df2: ExitProcess
[*] 0x90bdc3a8 at 10017df7: kernel32.dll

0xf5 is not found in DB

0x0 1s not found in DB

API1% - DLLZD O XY F A DUV T W5

10017df2
10017d£7
10017dfc
10017dfd
10017e02 e

ExitProcess
kernel32.dl1l

resolve api

KXY b HRRS WA VBA,
Edit > Tool Options > Decompiler > Display @
[Display EOL Comments] AEZhLES N T WA WATEEE

/* ExitPr
/* kernel
= (code *)resolve_api(“v

(*pcvarl) (0,uvVar2,uvar3, uvaz

return;
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Other APl Hash Search Script

m EMOTETIE, Ny ¥ aB#ICERINIXORELN BB EICEL D/, ®IET & ICDBZIER
50BN HBH, BT ILITY XLMERINTWSIHEIE, BERNDDBZFERAL TLy 7
Ty 7ENE. Ny 2 BEOFEEE L 5 < THAPI Hashz R TE 23560 H %

o shellcode hash_search.py (Ghidra)

m https://github.com/AllsafeCyberSecurity/ghidra scripts/blob/master/shellcode hash search.
by

o shellcode hashes_search plugin.py (IDA)

m https://github.com/fireeye/flare-ida/tree/master/shellcode hashes



https://github.com/AllsafeCyberSecurity/ghidra_scripts/blob/master/shellcode_hash_search.py
https://github.com/fireeye/flare-ida/tree/master/shellcode_hashes

Step 3:
Decrypt Strings




Defined Strings

m 7Ny 7EOEMOTETICIE, NIEEBICEET 2 AR X FIAFE L AW

m XFILES - #TLESNTWSRIBENED D S

§| Defined Strings - 9 items

[2, | String Value String Representation Data Type Byte Count

10000000
100000c8
100001c0
100001e8
10000210
10000238
1001e04c
1001e052
1001e061

X.dll
Control_RunDLL
RunDLL

Window > Defined Strings 5
7077 LNDORAGRXFINERRTE S

"X.dll"
"Control_RunDLL"
"RunDLL"

char[2]
char[4]
char[8]
char[8]
char[8]
char[8]
ds
ds
ds
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Where is Decryption Function?

XFHNMNESENTWD
ESERBMELHFTHEATYL

N

ey

| g Python - Interpreter

>>> for called func in toplO:

print('{} is called {} times'.format(called func['name'],

FUN 10017el2

FUN 10007d5b i

FUN 10017f68

FUN 1000d4e0 i
FUN 10007c8f i
is
FUN 10002ecé6 i
FUN 100010cf i
FUN 100150ba i
FUN 10012199 i

called
called
called
called
called
called
called
called

160 times ==p ZicH LA UVLEIE
107 times = resolve_apif9#

34
33
28
22
16
10

times
times
times
times
times
times

called 8 times

called 8 times

—p X EREHK

—> X E Y EHEIE

= XY RBEHBDT v /-
- ? 7?7

ETRICESEE,NTUOEINTWS(XT
%

called func['count']))

101



FUN_1000732d

LEBR BT R E 70 B2

1. AYy Izl TL7ZEn

v 17~24, 35~501TIC&EHRT 5
LAy

2. EEZXZ7UT b
decrypt_string stagel not
_impl.py®decrypt_stringkd
BaEZELTLLZTW

Decompile: FUN_1000732d - (emotet.dil)

decrypt_st

rin

g(en

c_data_addr):

102



FUN_1000732d

BY9d5 b @

7ty bTTIEREIN
TW3iGEE, BEhxEH
L TWBRBEELDH S

Ghidral3h B &Rz BE)
THEHATERL

Auto Create Structure T
BaEkzBEEERL. BE
LE=ZHICEBETZE %

*param 2;

= param 2 + 2;

param 2[1] ~ uVa
param 2% 7 Y v 7 > Auto Create Structure

Edit Function Signature

Rename Variable N
Retype Variable Ctrl+L

Auto Create Structure Shift+Open Bracket

Var2 = param 2->field 0xO0;
) = &param 2->field 0x8;

Var4d = param 2->field 0x4 ~ uVal

103



" —— uVar8lHEF TOTHL S N, 104
co L RIORETENASATLS

FUN_1000732d

IZR ol NG RN < )

m [BILLYREAPER AR g — wargz &7 Y v 7 >

’C"fﬁh\ i ?b X *LT w23 i%l/fl\\ ' o i | ‘SApIit Out As New Variable

g%&% bi‘,f\——l» U. ,j‘ '\O LY ﬁ:ﬂ /TEEE Edit Function Signature

s Rename Variable N
m  Split Out As New Variable i Retype Variable Ctrl+L
TEMAENE S 2 & BT " - A Split Out As New Variable
l:l FEFFEFFfoy + i
AN ‘




Decompile: 0 | 1()5

FUN_1000732d

1. B25#c. [BESINAXFINCRET
LIEME RIS 2BEHR] ~DFA > 2H
BEIhTWD
© 74y b+0: XORME Bt o
c F74y b+4: XORETI Y O— FInT:,

ESBEXFINDOY A X
© FTty b8 EET—%
2. ANA L TEY YN YA XITTRE

3. BESXFINEENT B0,
QDY A X*2/84 b DNy T 7 HER

4. enc_datar’empty Tl WHF v Y

1

1. anqrz1Fvvo e LT

2. ANA MHEAVEREEDD

3. XORgTFa—F

4. TFRINA FHBIEICAY 7 FIcaE—
5., AN+ HFEA v 2 EED D

6. ESHBOT—XKEICNULLZBRE LRY

return
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String Decryption Algorithm

B SE5E4/NA FHXOREHE (key &
95)

B S 7ty b4 o4, b A
XORE N7 (FXD) A X
(xored_length& 3 %)

B key ” xored_length /32D
A RX&7:% (orig lengthd
%)

B G Tty b+8LEN DS
orig_length73 H g5 3L




Decrypt Strings: Logic

BSXFINDT — XIZEDXIRAR TESBIE (FUN_1000732d) ICEINTWL 3

1000ddb9 ba 80 £5 ...
1000ddbe e8 6a 95 ...

RIS R % 4 & (CGhidra Script C1ES LB A =35

DWORD_1001£580

key >>> import struct

1001£580 9c 71 ddw 719C1E98h >>> from itertools import cycle
1001£584 9¢ 7| xored_length [ZL9CLEBSh .

1 - -~
1001£588 T CBh >>> enc_data_addr = toAddr (0x1001£580)
1001£589 5: 27 enc |5lh Q >>> key = getlnt(enc_data addr)

1001£58a 27 DAh >>> hex (key)
1001£58b 27 25h
1001£58c 27 CFh >>> xored length = getlInt(enc data_addr.add(4))
1001£58d 27 5Fh >>> hex (xored length)

1001f58e 272 CEh
1001£58F 29 34h —length = key * xored length

1001£590 Cc4h >>> original length
45
>>> enc = getBytes(enc data addr.add(8), original length) .tostring()

1001£591 27 53h
1001£592 27 F5h
1001£593 1 2°? 12h
1001£594 27 EAh
1001£595 7! 27 71h
1001£596 27 EFh
1001£597 27 1Eh

10N cCca0

>>> enc

"\xcbQ\xda%\xcf \xced\xc4s\xf5\xl2\xeaq\xef\xle\xfej\xcO&\xflp\xf8\xle\xefm\xc02\xedl\xe
>>> '' . join([chr(ord(k) * ord(v)) for k, v in zip(cycle(struct.pack('<I', key)), enc)])
'SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Run'
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Decrypt Strings: Logic

Az,
H.

m JUED

Okk

B3 % 5

Py

52% | 7zdecrypt_string_stagel.py®decrypt_stringBd#k

def decrypt string(enc_data_addr):
key = getInt(enc_data_addr)
xored_length = getInt(enc_data_addr.add(4))
original length = key ”~ xored_length
enc = getBytes(enc_data_addr.add(8), original_length).tostring()
return xor_with _multi bytes(enc, key)
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Decrypt Strings: How to get arguments?

IZETT, BET—X
DT KL A hH NI
FHEBEESTEDZED
Hh -7

ST —2DO7 KL &
EDXL Y XA XA TES
B4 (FUN_1000732d)
DE 258 L TESH
TW5

FUN_1000732dDS MRt %il5 &, EDXBHRTT FL AN EINTWS

1000282a ba

1000282f eS8

100156aa
100156af 8¢ ves dword ptr [ESP + local 44],EST
100156b6 L@ ooc FUN 1000732d

10001c25
10001c2a
10001c2d 8! .es dword ptr [EBP + local 20],0x36d9

10001c34 dword ptr [EBP + local 8]
10001c37 this,dword ptr [EBP + local 14]
10001c3a oo FUN 1000732d




Decrypt Strings: How to get arguments?

eficL. PR H %

B FUN_1000732d® MU Lt D518] & LT
T RELRAMBEINTVWSET—X

B AREEHRTANELED, SEIFEERT DI LICTD

void  fastcall FUN 10004ccb(uint *param ¥, int param 2)

ushort *puvarl; BST—207 FLRAFUH L TEAHO

FlEELTESAhTWS

V

undefined4 uva

== 0x1£775c77) {
FUN 10004ccb ((uint *)|&DAT 100

AT 10004cch ((uint *)}&DAT 1001f¢€
uVarl = 0x2440893e;
goto LAB 10012bb2;

}

if (uvarl == 0x66al40d) {
FUN 10004ccb ((uint *)J&DAT 1001£780
uvVarl = 0x4024269;
goto LAB 10012bb2;

}

if (uvarl == cbd22) {
FUN 10004ccb ((uint *§&DAT 1001£760
WWVarl = 0x37073aea;
goto LAB 10012bb2;

}

if (uvarl == 0xlebl2525) {
FUN_10004ccb ((uint *)J&DAT 1001£740
uvarl = 56a140d;
goto LAB 10012bb2;
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Decrypt Strings: How to get arguments?

m ESE9% (FUN_1000732d) O @ Python - Interpreter
PN >>> from utils import *
D}O\ﬁ LE@EHU @ AT %HX >>> insts = get_instructions before (toAddr (0x1000ddbe) , 3)

? L\ EDX ;MOVé #’lf L\%) >>> for inst in insts[::-1]:
57 |\ bx%ﬁy?% print (inst)

e — L AN PUSH dword ptr [ESP + 0x4c]
[ | : L =R
HEDT KL ADER DS MOV ECX,dword ptr [ESP + 0x34]

BT 57001 —T4Y

T 4 B
get_ instructions _before#? EDMEMOVIL T o m e 2 ste
UtllS py ,ﬁgj >>> def is mov_edx(inst):

return str(inst) .startswith('MOV EDX,0x')

>>> for inst in filter(is mov_edx, insts):
print (inst)

MOV EDX, 0x1001£580
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Decrypt Strings: Assemble codes

m EEBEHOTRFLRFEYHZITNN—Fa—KFRLTHL

decrypt _string stagel.py®mainfBd%&

def main():
decrypt_string_addr = EQAQQE(HXIQQ@732d)

40 for xref in getReferencesTo(decrypt_string_addr):

1 gt s address

42 insts = get instructions before(xref.getFromAddress(), 50)

for inst in insts:
47 if is_mov_edx(inst):
49 data_addr = inst.getAddress(1)
50 if data_addr:
51 decrypted_str = decrypt_string(data_addr)

print('[*] found at {}: {!r}'.format(inst.getAddress(), decrypted_str))
add_bookmark_comment (inst.getAddress(), decrypted_str)



Decrypt Strings: Run

m Script Managerf&H T
decrypt_string stagel.py% 31T

EFERIZoryy—ILicHAEIND

E:' Console - Scripting

decrypt string stagel.py> Running...

[*] found at 1000282a: '%s\\rundll32.exe "%s\\%s",Control RunDLL'
[*] found at 10004103: '%s\\%s'

[*] found at 10005938: '%s\\%s'

[*] found at 10008dl6:

EEBROXFEINAaAX VY FEINTWS

/* %u.%

su.%su */

FUN 1000732d(0x4857, (astruct *)&DAT 1001f7¢

Window > Bookmark »HdH A X AN TE S

Bookmarks - (24 bookmarks)

b,! Category
decrypted_str
decrypted_str
decrypted str
decrypted_str
decrypted_str
decrypted str
decrypted_str
decrypted str
decrypted_str
decrypted_str
decrypted str
decrypted_str
decrypted_str

Description A ! Location

%s\rundli32.exe "%s\%s",Control_RunDLL

%5s\%s

%5s\%s

DNT: OReferer: %s/%sContent-Type: multipart/for...
SOFTWARE\Microsoft\Windows\CurrentVersion\Run
POST

%s\rundl32.exe "%s\%s",Control RunDLL

%s5\%s

%s:Zone.Identifier

%s\rundli32.exe "%s",Control RunDLL %s
%5s\%Ss%Xx

%s\%s

1000282a
10004103
10005938
10008d16
10008e88
1000ddb9
1001058e
100136d7
10014329
1000b3ae
1000f2e6
1001c33e
1001¢3c0
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Decrypt Strings StageZ

n ESHHOT FLREECEEL RSBV @)
n ESEREHEFHCRNLCEEL LA oERs s @)

By T ERITL.
ESEBAOXET 3 EHEHN LGS ZRDIFH L.
Zhzdb LICESHEAHZBEFISET S

KEFIBEFZEEZIZLET.
AppendixIZERBEERENENTHIDTEEKDHSHIELTALTHTLIESLY,



Step Y:
Config Structure
TS
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Config Structure Analysis

m EMOTETIZ@BERXZRIEANICN—FI—FLTW3
m BEREEDAPIZWY  N—FI—FINBEXBEROBRE &4 S

Bookmarks#* . search_hash.py TH DI} 7z
BIEREEDAPIZIERTZ 5

| Bookmarks - (240 bookmarks)
Descriton [

hashed _name InternetCloseHandle 10018d90

hashed name InternetConnectW 10002c02
hashed name InternetOpenW 10005e2a
hashed _name InternetReadFile 10005fd7
hashed_name InternetSetOptionW 10002550




InternetConnectWDMEUNHE L & 117

Decompile: FUN_10002b4f - (emotet.dll)

Find Hosthame & Port

B TInternetConnecti API

void InternetConnectW(

HINTERNET hInternet,

LPCWSTR lpszServerName,

INTERNET_PORT nServerPort,

e o epevaraies
: ’ InternetConnecti *#Y(CZFE L 7-1%.

DWORD fussice: BIBEPREFH LTS

DWORD dwFlags,

DWORD_PTR dwContext

i

m InternetConnectW# ™ UH
L TUL2FUN_10002b4f DR
TR A N&, B45IHK
ICR— FESHEINTLS
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Find Hosthame & Port

FUN_1000f70cA Ccall_internetconnectwZ FEOM L TUL\5 B89
u call_inter‘netconnectw local 140 call internetconnectw

(FUN_10002b4f) DIFUMH L (0x76£3, 0x62¢4, (char) local_
sT&LS &, FUN_1000f70ch A2 & [l ], 0:320d, (chan)

FUHLTW2 Zenhnd call_internetconnectw!EENTWLWARZ & IEFUN_1000Ff70c DE 5| Hh HEE N D

B FRXPENEINTVWEELH]
#1%. FUN_1000f70c D541
MoEINTWS

B R bFESNEINTWEEL
SI#IC1%. in_stack_00000024
EVWDEHMNEINTLS

o FEEIFFR—-FESDH
FUN_1000f70cD 5|8 & L TE X
NTWBD7H. Ghidrah*'BEED
RITICRE L TLWT, R BN
LLE>TW3B
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Fix Function: FUN_1000f70c

M FUN_1000f70c D 5| DR IZGhidran® kB L T 3
m Z®DO7-&%, Edit Function Signature T DO = AT 3

FUN_1000f70c DM UM Lot R TH% & FUN_10eef7ecx 2 U v 7 > Edit Function Signature TR
ECX, EDX, PUSH*9C5|# % E L T\ 5 Add Parameter T3 8D EAEET11IC4 % F TEM

PUSH & Edit Function at 1000f70c

AND dword

‘undeﬁned4 FUN_1000f70c (undefined4 param_1, int param_2, undefined4 7
param_3, int * * param_4, undefined4 * param_5, undefined4 param_6,
undefined4 param_7, undefined param_8, undefined param_9, undefined

LEA =>1
PUSH dword ptr

AND dword ptr
LEA =>1

PUSH dword ptr

Function Attributes:
Function Name:  FUN_1000f70c [Jvarargs []In Line

) Calling Convention __fastcall [[] No Return [] Use Custom Storage
PUSH dword ptr

PUSH Function Variables

PUSH dword ptr Datatype Name Storage
undefined4 N EAX:4
undefined4 param_1 ECX:4
int param_2 EDX:4
undefined4 param_3 Stack[0x4]:4
int** param_4 Stack[0x8]:4
undefined4 * param_5S Stack[0Oxc]:4
undefined4 param_6 Stack[0x10]:4
undefined4 param_7 Stack[0x14]:4
undefined param_8 Stack[0x18]:1
undefined param_9 Stack[0x1c]:1
undefined param_10 Stack[0x20]):1
param 11 Stack[0x24]:1

MOV , dword
LEA =>
PUSH
LEA

10008a56 PUSH

10008a57 84 24 ... LEA

10008a5e

10008a5f e8 a8 6¢C ... & FUN_1000£70c¢
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Fix Function: FUN_1000f70c

m FLLBIEDOEAERAET S L. FUN_1000f70cDE 1 1 518U KR— FESHE S 1.
call_internetconnectwDZFHE 4 5[ EUITEINTWB Z EHAhHhH B

call_internetconnectw
(0x76£3,0x62c4, (char)local 144, (INTERNET PORT) param 11,0x5b4,

local 1c,local 10,3,0x32bd, (char)local 144,0x65b6);

B FUN_1000f70c DM U'H L T CHEIHARMEINTWS (ZEIEFETEE)

FUN 1000£70c(0x58a3, (int)hostname, local

, 0x98,0x53, 0x9b, (char)port




FUN_10007e95

B FUN_1000f70cZ M UM L T
L% BIZUA'FUN_10007e95

B port~DT7YAUIFRZ D
h'. hostnameHn & T Hh 77
A vrEanThahrbhn
AN

m — ~&F=S(IDAT_1001fa08
NoDF 71y Fox24+0x4
IC I N TWL S

o - BERELTEERLTSH
<

port A7 H A v ENTWSEFR

/* %u.%
puv decrypt <4857, (astruct *)&DAT 1001f7e0,0x2227);
Varl = *(byte *) (* (int *) )AT 1001fa08 + 0x24) + 1);
FUN 10017f0f ((uint)* (byte *) (* (int *) (DAT 100 08 0
, (uint) ** (byte **) (DAT 1001fa08

pu 1, (uint) * (byte *) (* (int *) (DAT_1001fa08
FUN 10007c8f (0x
iVar7 = 0x2351b248;

hort = (ulnt) * (ushort *) (* (int *) (DAT _1001fa08 + 0x24) + 4);

decryptistring(f 857, (astruct *)&DAT 1001f7e
_1001f >field 0x24[1];
fa08->field 0x24[2],0xlabe,bvarl,0x62f4,0xl6d7,

->field 0x24,0x57f1,0x190a, 2, (uint)bva:

(uint) PTR_1001fa08->field 0x24[3]);
FUN_10007c8f (Oxcd4) ;

351b248;
(uint) * (ushort *) (PTR 1001fa08->field 0x24 + 4);
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FUN_10017f0f

B Jr—vvy rXFEINEELL
¥ & LT=ZITELS

0 P7RLZADE ST H—~
v b

M FUN_1e0017fofld, RE&E
_snwprintfZ MO H T 721

int _snwprintf(
wchar_t xbuffer,
size_t count,
const wchar_t xformat [,
argument] ...

IP7 FLRADES %7 +—< v bXFIHEIND

/* % u.%

puvar4 = decrypt string( 57, (astruct *)&DAT 1001

pvarl = PTR 1001f >field_0x24 [1]1;

FUN_lOOl7fOf((uint)El 2 1001 f«¢
(uint) *pP 1001
(uint) PTR 1001f:

8->field 0x24[2],0xlabe

->field 0x24,
->field 0x24[3]);

De. apile: FUN_10017f0f - (emotet.dll)

return;

3, undefine

7,unde param

m _11,undefined4 pe

aram 12
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Fix Function: FUN_10017f0f

B —BEETWES

O _ cdecl -> _fastcall

o Bl ->14

Edit Function Signature T{&1E

o edit Func

void EIIENL (undefined4 param_1, wchar_t * hostname, byte
second_octet, undefined4 param_4, undeﬁned4 para
undefined4 param_7, byte fourth wmt undefined4

Function Name:  call_snwprintf

Calling Convention _fastcall

Function Variables
Index Oatatype Name
void
undefined4 param_1
hostname
second_octet
param_4
param_S
param_6
param_7
fourth_octet
param 9
param_10
param_11
third_octet
format
first_octet

N
A\

N

5, undefined4 param_6,
ram_9, undefined4

Function Attributes:

[0 varargs

[INo Retun [] Use Custom Storage

Storage

<VOID>
EOC4
EDX:4
Stack{Ox4):1
Stack{0x8):4

Stack[Ox1c):4
Stack[0x20):4
Stack[0x24):4
Stack[0x28):1
Stack{0x2c):4
Stack[0x30]:1

E(FEOH L
ﬁ%&ﬂﬁ@ﬂﬁ%ﬁofué

B35

N

D7 Sk

EIEE, 2
(param_2 & extraout EDXIEZEFRRE—72H. &

Decompile: call_snwprintf - (emotet.dll)

return;

rintf

*) FUN

T - BeZE L IfamR

ZHEHRPINT, SEITER)
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Config Structure

B call_snwprintfTHhX b (IP) AERIND Z LD hh o7

B P7RLADEF T T v bhHcall_snwprintfD5|HITEI N TS

B CZETOREEHN” D, 0x1001fa08IlIF KD L 5 BRIEEFEANDHRA Y ZNEFEEL TWS EHERITE S
vV ATty b40x24IZIEIPT R L ZADRA V ZHMEINE N TWS 13T
vV IP7RLRIZY LIV T AT YDA b AF 7Ty b1NA K)
v T, A7t v brex24+0x4 1SR — FEESAEMEINT WS IET

/* %u.%su.su.su */ EoAsFy b
decrypt string(0x4857y (astruct *)&DAT 1001f7e0,0x2227);

,0xlabe, (uint)uvar9, 0x62f4,0x16

x4eb52,uvar9, (wchar t *)format,

FUN 10007c8f (0xcd4) ;
] = 0x2351b248;

(uint) * (ushort *)




Config Structure

- 7’iﬁmﬁﬁ%itmf\

RD &5 BiEEEREE

Y Sz

typedef struct {
byte ip address[4];
WORD port;

} C2Info;

typedef struct {

C2Info *c2;
} Config;

125

Data Type Manager > emotet.dll 52 U v 2 > New > Structure TC2Info% I R1ER L .
RIZPTR_1001fae8%=4H 7 U v 7 > Edit Data Type o F 7+t v F36%C2Info*|ICEFE

E Structure Editor - C2Info (el

L WA X OB v X
| Mnemonic | DataType Name | Comment

db[4] byte[4] ip_address
dw word port

Search: y 4

— s s -
EStructureEdltor Config (emo e KX XYL EEERE Y 7

: Offset Length Mnemonic \ DataType > Name Comment

5 ’ 33 1 ” undefined
Category: emotet. /auq 34 ” undefined

Size:|6 | 35 undefined

1
|55 Ginro (TR T

Search; y 4

Byte Offset:
Component Bits:

Name: Config

Description:

Description:

Category: emotet.dll/auto_structs

Size: 40 Alignment: 1
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Config Structure

m BERIPEHINSERPT LD

m CITHENREINALIPTY FLRXER—FEFESH. FTIX MmN L7-FUN_1000f70ciTE X . BED
HKET D

B DFY, INHDIPT RLRAEFR—FESHCRCH—NNDIFEREBRDZENDHH S

/* %u.%u.%su.su */
decrypt string(0x4857, (astruct *)&DAT 1001f7e0,0x2227);
) = g config->c2 info->ip address[1l];

call snwprintf (0Oxcéa,hostname,g config->c2 info->ip address[2],0xlabe, (uint)uvar9, 0x62£4,

0xléd7,g config->c2 info->ip address[0],0x57fl1,0x190a,0x4e52,uvar9,
(wchar t *)format,g config->c2 info->ip address[3]);

FUN 10007c8f (0xcd4) ;

ivar5 = 0x2351b248;

port = (uint)g config->c2 info->port;




Config Structure

m g config(PTR_1001fa08)
IRA VR EREFTH721F
DT a—NILE %’55(730)’6‘
ConfighE &R M EREA
AV ZILEITH :*%%Vﬂé’
)

B ClI. WD - ¥ ZTYEL

SNL5DH7?

| Loca... [, Label
10008d21

g _configD 5}

Ru—Bz#eatd 5L,
WRITEL TUL % D (30x100e258 D —

R D A

@ Uses of "Config *" (DataType) - 34 locations [CodeBrowser(2): ghidra_project:/emotet.dll]

Help

Uses of "Config *" (DataType) - 34 locations

1 Code Unit

10008d29
10008d29
10008d50
10008d55
10008d6¢
10008d78
10008d9a
10008da7
1000e10b
1000e11f
1000e24e
1000e24e
1000e258
1000e25e
1000260
1000e260

Context ‘ Function Name

READ AFUN710007e95
174: third_octet = g_config->c2 info->ip ad FUN_10007¢95
177: third_octet,(wchar_t *)puvar3,g_config- FUN_10007e95
READ FUN_10007e95
176: 0x62f4,0x16d7,g_config->c2_info->ip_ad FUN_10007€95
READ FUN_10007e95
175: call_snwprintf(Oxc6a,hostname,g_ config-> FUN_10007¢95
READ FUN_10007e95
180: port = (uint)g_config->c2 info->port; ~ FUN_10007€95
5: Config *pCVarl; FUN_1000e10b
11: if (pCVarl != (Config *)0X0) { FUN_1000e10b
9: pCVarl. = (Config *)alloc_memory(0x25,&DA" FUN_1000e10b
0x25 . aDA FUN_1000e10b
| FUN_1000e10b
FUN_1000e10b
FUN_1000e10b

FUN_ 1000e10b

11: if (p€Varl != (Config *)0x0) {
10: g_config = pcvarl;
10: g_config = pCVarl;
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FUN_1000e10b

ConfighEia{A%z #HAM1L 9 % BE#X

1. ConfigfB &R D/Ny 7 7
HHER L. g _config~RA
YR %A —

2. DAT_1ee1feee”n »C2Info
BERDORA X7z 21—

3. DAT_1001fee0IC (3, 1EH
H1=1) 834 ~ DECHIH &
mEnTunb

128

pcVarlzf 2 ') v 2 > Auto Fill in Structure L T
ConfigBi&x%x 7y 77— b L7z — R

Decompile: FUN_1000e10b - (emotet.dIl) -

2 |undefined4  cdecl FUN 1000elOb(undefined4 *param 1)

{

Config

(* (int *) (&DAT 1001£000 + iV

ivarl + 1;
rl->field 0x8

ivarl = FUN _1001829c(param 1,0x35,0x2807,0x110f);
if (ivarl !'= 0) {
return 1;
}
FUN 1000d4e0 (g config, 0xd0,0x3dc4,0x573f);
}

return 0;
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FUN_1000e10b

fREEL DFUN_1000e10b

B BEC2InfolEE(RIZ6/N4 R DT, (TE)EHJEH Decompile: FUN_1000e10b - (emotet.dll) -
BIZABRTEAY) 234 FoEML THL

X OWE v X undefined4  cdecl FUN 1000elOb(undefined4 *param 1)

DataType
byte[4]

Config *tmp;
Search:
Byte Offset:
Component Bits:
<

= (Config *)alloc memory (0x
Name: C2Info -

onfig = tmp;
I= (Config *)0x0

: tmp->field 0x8;
B DAT_1001f000(g_c2info_array) = Retype p->field Ox | F
p->field 0x28 = (undefined *)g nfo array;

Global L. C2Infolg &AL TEE N 52 info = c o array:
| T;;—>field_0X10 )
while (*(int *)g c2info array[i].ip address != 0) {

@ Data Type Chooser Dialog

i=1 4+ 13
tmp->field 0x8
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Array of C2Info

g c2info array

B DAT_1001f000(g_c2inf
=] 1001£000 3¢ d7 00 . C2Info([l...

(0] ar‘r‘ay) ZIXIPY P % CZInfo 1001£000 3c d7 00 7d 50..C21hfo
A, R— b HESHFXT
i Tuns

- ;0)__7__5\ g%/\o_x_g_ﬂ 1001£000 3c d7
ITBELBEReIUSTE
Zz9 ip_address

1001£000 [0O] 3Ch, D7h, Oh, 7Dh
1001£004 50 00 dw por‘t port
001£0 : dw unknown
Cﬂnfo 1001 £( C b...C2Info . dd gl]
1001f cc 35 a3 db[4) 1p_address ip_:
B4h, CCh, 35h, A3h
100 : dw po rt port
1001£0 L dw EF49h unknown
C2Info 1o01f01c i 0...C2Info
B 1001£010 3 5¢ db[4]
8Dh, D2h, A3h, 59%h
dw por‘t port
dw 11 unknown

...C2Info [3]

1ddre

ip_ addresé’

ip address
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Protocol of Connection

IPER—MFHBBLA=A., 78~ JIL(HTTP/HTTPS) I ?

m HTTPS%{#E 554, Winlnet2APITlEHttpOpenRequestDdwFlags T
INTERNET _FLAG_SECURE (0x800000) 1§ TE = 115

HttpOpenRequestD B> 7' & F v

void HttpOpenRequestW(

HINTERNET hConnect,

LPCWSTR lpszVerb,

LPCWSTR  1pszObjectName,
LPCWSTR  1pszVersion,
LPCWSTR  1pszReferrer,
LPCWSTR  *1lplpszAcceptTypes,
DWORD dwFlags,

DWORD_PTR dwContext

INTERNET_FLAG_SECURE
0x00800000

Uses secure transaction semantics. This translates to using Secure Sockets Layer/Private Communications
Technology (SSL/PCT) and is only meaningful in HTTP requests. This flag is used by HttpOpenRequest
and InternetOpenUrl, but this is redundant if https:// appears in the URL.The InternetConnect function
uses this flag for HTTP connections; all the request handles created under this connection will inherit this

flag.

https://docs.microsoft.com/en-us/windows/win32/api/wininet/nf-wininet-httpopenrequestw



132

Protocol of Connection

HttpOpenRequestWDM UM Lt 5 &, INTERNET_FLAG_SECURE(0x800000) D £ v b X
Vo TWAWDT, A FJNEFHTTPAMEREIND Z W bH D

Var4d = (LPCWSTR)call httpopenrequestw
( 8,0x844cc300, local c¢,0x7505,0x1cf0,local 140,0x844cc300,

0x844cc300)0x3639,0, 0x6b8d, param 3) ;

| Decompile: call_httpopenrequestw - (emotet.dll)

void  cdecl

call httpopenrequestw
(undefined4 param 1,undefined4 param 2,LPCWSTR param 3,undefined4 pafam 4,
undefined4 param 5,HINTERNET param 6,undefined4 param 7,DWORD dwFlag},undefined4 param 9,
undefined param 10,undefined4 param 11,LPCWSTR param 12)

HttpOpenRequestW *pcVarl;

undefined4 ;

/* HttpOpenRequestW */
/* wininet.dll */
(HttpOpenRequestwW *)resolveiapi(0> 79, ,0x2175dc 89d4a7f4);
) (param 6,param 3,param 12, (LPCWSTR) 0x0, (LPCWSTR) 0x0, (LPCWSTR *) 0x0 0);

return;




Extract C2 in Action

extract_c2 stagel not _impl.py
Dparse_single config# £ L
TLZEn

B 7 FL 20x1001f000L % (C1F
ZALTWBIP7 RLRER—K
U TEATHAT 3

o  http://<ip-address>:<port>

1001f000 3c d7 00 ...

C2Info

1001£000 3c d7

1001£000 3c ¢

1001£000

1001£004 0 00

1001£00

C2Info

1001£010
1001£014 90
1001£01

1001£018 09

g9

c2info array

C2Info[l...
0...c21hfo

7d ip_addre

ip_address

3Ch, D7h, Oh, 7Dh

port port
unknown
..C2Info
db[4]
B4h,

ip_address’

lp_.uitiru
CCh, 35h, A3h
port port
unknown
*2Info
db[4]
»-D2h,

ip_addr‘eé%lir

p address

A3h, 59h
por t

port

dw unknown

8...C2Info [3]
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5% [ 7zextract_c2_stagel.py

o [ )
Extract C2 in Action VL VLU N

ip = convert_dword to_ip(getInt(addr))

1. g c2info_array®%ciE7 ML X H o
HAUIBZED 5 if ip == '0.0.0.0"':

raise InvalidConfig('Invalid Config or found Config end')

2. SEBEANA FEIPTRLR, 74y
4D 524 b EFR—FESEL

T/RX=2X % return 1p,por‘t
3. 8/NA1 k (CZInfo)f%i%_fztg@'lj'/f X)@\ jef iterate_config(config_addr):
TRLRE#ED D ' e e

ip, port = parse_single_config(config_addr)

| d Python - Interpreter config_addr = config_addr.add(SIZE_OF_SINGLE_CONFIG)
3 yield (ip, port)

>>> from extract c2 stagel import * ' except InvalidConfig:

>>> extract c2(toAddr (0x1001£000)) : '

http://125. break

http://163. . 8 except Exception as e:

http://89.l print('[!] {}'.format(e))
http://203. : _ jef extract_c2(config_addr):

http: //157. : ! for (ip, port) in iterate_config(config_addr):

print('http://{}:{}".format(ip, port))
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Extract C2 Stagee

B OV T4 DT RL T EICETEE IFEE S AL @
B O 74 0DT7 RLRAEEFHTEN - BFEL O TIZTEILOEEH L G

By TN EEIFL, Y74 Z¥H{LBEHAT
HBETHEENGSSINZEROIFHL.,
nEbEICAV 717D FLRZEBENSET S
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ow to compare samples?

Version Tracking
m 20D/ AF ) DEDEHENT HGhidraD#sE
E R

¥

o

NS
>

P

Source:  resolve_api() in /emc 2] Destination:  FUN_00402e99() in

8b ec

b5
40

XREF([1]: 0040
b5 ,dword ptr | + DAT_00409 1
REF[1]: 0040 0 40
00402dd9 8b 04 b5 y ,dword ptr [ \ + g_array]
90 9a 40
a0 5f




Version Tracking: Main Window

m Version TrackingT, Bzt L 7= T 2BICERHT L2V 1> b
B SYEAICbERTRINGL

Ghidra®® 7' OY = 7 FBEEHD 5 < Version Tracking Window®#]EAEIHE
@Ghidra: ghidra_project ¥ Version Tracking

File Edit Window Help

File Edit Project Tools Help 00 & X

! Version Tracking Matches - [Session: ] -0 matches

S... |B1| Type Score ... V... | #... | M... | Source Nam... | Source Label

[ Version Tracking Markup Items - [Session: ] -0 markup items
Status Source Address [ | Dest Address Markup Type Source Value Current Dest Value

Filter:

Version Tracking Marku... X Version Tracking Impli... x

@

Original Dest Value

e
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Version Tracking: Session

NAF Y DHLBSER % Session & W D IR & L TRE
B SessionDERFIE

1. Version Tracking Window > [Create a new Version Tracking Session] W Version Jracking Wizard
a 0 [ Precondition Checklist
2. Source Program & Destination Program % 57

— o Tests: 0/6 Errors: 0 Warnings: 0
3.  [Run Precondition Checks] # %417 N

Memory Blocks Validator

‘," Version Tracking ¥ Version Tracking Wizard [ Number Of Functions Validator

7] Number Of No-Returns Functions Validator

File Edit i dow Help New Version Tracking Session

Bl

| RVNSt] Creates a new Version Tra

[ Offcut References Validator
Project folder ghidra project:/ [ Percent Analyzed Validator

Red Flags Validator
New Session Name: emotet-session

© Source Programfl /emotet.dll

& swap
@) Destination Program:}j /emotet-2.dil

v

Run Precondition Checks Skip

(scroll for more options)

Cancel
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Version Tracking: Compare Functions

¥ Version Tracking: emotet-session

E E‘;‘; ' Version Tracking Functionszff5 &, BB L7-WEHAE AT 2 L EDHAKRILLTES
. (emotet.dllDOx1000e10b & emotet-2.dlDOx10012094 D LL# )

Filter: ' 1000e10b = Filter: 10012094

Decompile View Listing View
Source:  FUN_1000¢10b() in /e t.dll Destination: FUN, 10013094() in Jem

Zl— —HL TLHAEn
{assi O-+kazvk

1 el0 € v ' 1001a03 K y ’ e L
1000e10e 83 ec 28 SUB 5 02 10013097 83 ec 30 SUB 7l/— E"lgéj\ﬂl\jt\_—'gk [_,
1000e111 56 PUSH 1001a0%a 53 PUSH > s

AVAN _— o
10000112 ff 75 Oc PUSH fword ptr [ + Stack| 1001a09b 5 PUSH T L 73‘ k’\ — }\ 1= 7 |\

10000115 MOV »DAT_1001£000 1001a0%¢c PUSH

10012094 PUSH dword ptr [+ param 6] 7“ D= /N1 k ﬁIJ\ o

1001a0a0 8 2 MOV aram 2

1000e11d ¢ AT 1001 1001a0a2 bb 00 £2 MoV 1001£200 TS 7\ FRZ R
1000elle 5 us 01 1 3 NANER £ N
1000e11f : CALL 1001a0a7 £f 75 10 PUSH dword ptr [ + param 5] 0)&}‘_?_*1'75 75 =Sl Tl
1001a0aa PUSH dword ptr [ + param 4) %) Fﬁ

R == iﬁm

W = R ElE

10000124 > fword ptr | + local 28],

1000el12b 33 d2 XOR ’ 1001a0bl
1000el2d &d dc 02 R dword ptr [ 4 local 281,022 1001a0b2




Decrypt Strings Stagee: Find Function S

extract _c2 stage2 not_impl.py®dfind_config addrssz E& Y %

1. Version Tracking TH&# Y > 7L D57 % LLER

e Source -> emotet.dll: 0x1000e10b (Version Tracking Functions TR 4 % & & (Z0x%& & 3)

. Destination -> emotet-2.dll: ©x1001a094 (Version Tracking Functions TIRET % & = Z0x% & 3)
2. HBTIEENA SN ERE
3. FEmMLeRNzalbBEB—E%2X7 )7 TS

extract c2 stage2 not impl.py®find config addrss

def flnd _config_address():
: %% TMPLEMENT HERE ***x*

search config embedded address and return address of it.
Hint:
1. use Version Tracking to configure the characteristic
instructions related to config
2. use findBytes method to search bytes/instructions

raise NotImplementedError('not implemented')

140
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Decrypt Strings Stagee: Find Function

m Version Tracking CEH Y > 7 LR D a5 % L
m HET 2B AeSIEEET S

fmezEznHhil)

1000e267 89 72 28 dword ptr [ x28 =>DAT_1001£000 1001ald9 89 58 28 dword ptr [ =>DAT_1001£2(
1000e26a 89 72 24 dword ptr [ g =>DAT 1001£000 1001aldc 89 58 08 dword ptr [ =>DAT 1001£20(
1000e26d 89 4a 10 dword ptr [ 0 1001aldf 89 78 3c dword ptr [
1000e270 eb 04 LAB 1300e276 ~*100lale2 eb 04 LAB 100lale8

* (undefined **
* (undefined **

* (undefined4 *

while (* (3
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Decrypt Strings Stagee: Find Function

. FERLHSIZERRL. ThOommD5IBISEENTWS T KL XZEE

O  Address[] findBytes(Address start, java.lang.String byteString, int matchLimit)
>  ERFIRT O - RRNAIRE

0 Instruction getInstructionAt(Address address)
89 72 28 dword ptr [ X 0x28 =>DAT_1001£00

> B|#addressTIRE L7=7 KL X Diap5s %S 89 72 24 dword ptr [ ST=>DAT_1001£00C
89 4a 10 dword ptr [ b4
eb 04 LAB 10000276

g® Python - Interpreter

>>> asm =|b'\\x89.{1}\\x28\\x89.{2}\\x89. {2}\\xeb\\x04

>>> found = findBytes (None, asm, -1) LYRAPTHAE Y. Qv Sk
>>> found S>TAIZLRbDIE [ (EFEO—XF) I
array (ghidra.program.model.address.Address, [1000e267]) LT—ixkd 3

>>> inst = getInstructionAt (found[0])
>>> config addr = inst.getAddress (1)

>>> config addr
1001£000
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Decrypt Strings Stagee2: Fully Automated

find_config addressZ% %k | 7zextract_c2 stage2.py& L C emotet.dll$ & Demotet-2.d11 ¢ B Shid H A AL (S
"iF L CEIT
— . E’ Console - Scripting
def find config _address():

Rt ' extract c2 stage2.py> Running...
asm = b \}x89.{1}\\x28\\x89.{2}\\x89.{2}\\xeb\\x@4 (] Config Address: 1001£000
found = findBytes(None, asm, -1) http:// 0:80
if not found: http:// 180:443

raise RuntimeError('Config not found") http:// 141:8080
elif len(found) != 1: http:// -9:7080

- e : : http:// .87:443

raise ValueError('False detection of config') http:// 172443

http:// 202:80
inst = getInstructionAt(found[@]) http:// 15:8080
config_addr = inst.getAddress(1) http:// 243:80

http:// .94:8080
http:// :80
http:// 8:443
http:// .180:7080
http: 182:80
http: 9:8080

return config_addr




Summary
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Ghidra Script for EMOTET

1. APy 2 DRE

o search_hash.py
2. XFIDES

o decrypt_string stagel.py
3. C&ClEmDMmH

o extract _c2 stagel.py

o extract_c2_stage2.py



(Advanced) It’s Automatic!

m extract c2 stage2.py’ Headless¥ft L 7zanalyzer.py %

Headless Analyzer =473 #LIE/Ny FALIE L AIEE -

Headless Analyzer CCLIfXFH Canalyzer.pyZ 17T

W cnd 1 v o a X

C:\Ghidra>%GHIDRA_INSTALL_DIR%\support\analyzeHeadless.bat C:\Ghidra ghidra_project -process
emotet.dll -scriptPath C:\Ghidra\ghidra_scripts\ —-postScript analyzer.py result.json
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Hh X N 7zresolt.json ()

Ghidra > {} resultsjson > [ ] url

{

"url

o

“http://75.
"http://69.
“http://67.
"http://190
"http://183
"http://137
"http://168
"http://209
“http://18@
"http://167
"http://85.
"http://95.
"http://83.
"http://157
“http://79.
"http://70.
"http://93.
"http://174
“http://24.
"http://41.
"http://188
"http://91.

211:80",
214:8080",
243:8080",
.126:80",
5.193:80",
.107:8080",
.138:7080",
.232:80",
.110:8080",
214:8080",
138:80",
.64:8080",
251:8080",
.39:8080",
3:8080",
.250:8080"
71:8080" ,
.180:80",
119:80",
34:80",
.2:443",
52:7080",
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Conclusion

n BITEGZENET20TIELLS BBMLZBMICT 2 EXT—1LT %

m BT —FPOETICLY, M@EEeT 1tk w - BFAABEICT S
o BBITFERSIT TR, BAARfELRI—FE LTHEBET S (Analysis as a Code)
o Ghidra Scriptld&#TH BAIAABER D T, BB ERKDO—2
o MEITEICHGithubificationVEA % &, A2 2 =7 (1 2EDENNE LT 2

» The Githubification of InfoSec: https://medium.com/@johnlatwc/the-githubification-of-infosec-
afbdbfaadldl



THANKS!

if you have any, please let us know, friend.
contact: @PINKSAWTOOTH
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Decrypt Strings StageZ

n ESHHOT FLREECEEL RSBV @)
n ESEREHEFHCRNLCEEL LA oERs s @)

YT ERITL.
ESEABAOXET I 5EHNLasNZzROIFHL.
Zhzdb LICESRHEAHEZBEISET S
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Decrypt Strings Stagee: Find Function S

decrypt_string stage2 not_impl.py®find_decrypt string funcZ3£#d %

1. Version Tracking T#E#YH > 7L D an w5 % LLER

e Source -> emotet.dll: 9x1000732d (Version Tracking Functions Ci&Z& 4 % & & (Z0x%& & 3)

. Destination -> emotet-2.dll: @x10006aba (Version Tracking Functions THRET % & = [Z0x% & 5)
2. HBTIEENA SN ERE
3. FEmMLeRNzalbBEB—E%2X7 )7 TS

decrypt string stage2 not impl.py®find decrypt string func

32 def find decrypt_string func():
''' xkkx JMPLEMENT HERE ****
34 return list of possible decrypt string functions

35 Hint:

36 1. use Version Tracking to compare two samples

37 2. use “findBytes® to search instructions/binaries

38 3. use getFunctionContaining™ to get function that contains specific address

39 A

40 raise NotImplementedError('not implemented')
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Decrypt Strings Stagee: Find Function

m Version Tracking CEH Y > 7 LR D a5 % L
m HET 2B AeSIEEET S

T-EZIEZDHTY

Decompile View Listing View
Source:  FUN_1000732d() in /emotet.dll Destination: FUN_10006aba() in /emotet-2.dl|

10007410 8b d3 MOV data, 0006 d3 MOV

10007412 8d 0c b7 LEA param 1, [ x4 00 9e Dc b7 LEA

MOV ,param 1 00 é f MOV
10007417 2b SUB | 0006ba3 7 SUB
10007419 83 c6 03 ADD )% c6 03 ADD
1000741c cl ee 02 SHR X | 000¢ cl ee 0 SHR
1000741f 3b £9 cMp saram_ 1 0006bab 3b £9 cMp
10007421 0f 47 £0 CMOVA ,buffer | 0006k 47 £0 CMOVA

= (ulnt *) ((int)enc data size & Oxfffffffc));
(uint) ((int)puvarl enc_data)) >> 2;
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Decrypt Strings Stagee: Find Function

B FENGHDIERRL. TNoDenilezaA T 5EH—E %S

o Address[] findBytes(Address start, java.lang.String byteString, int matchLimit)
> IEMKRIRE DD > IRRA AIRE

Source:  FUN_1000732d() in /emotet.dll
o Function getFunctionContaining(Address address) e s oh 1
> param 1, [ '

D P < o2 1000741 MOV ,param_1
> }E)E L/ 7LC 7 }\ L A 7& [=] Et) Béﬁ%&% HX'T%IC 1000 . SUB
1000741 ADD
1000741cjcl ee SHR

100024 CMP ,param_1

#007421 0f 47 £0 CMOVA ,buffer

| Python - Interpreter

>>> asm = b'\\x8b.{1}\\x2b.{1}\\x83.{1}\\x03\\xcl.{1}\\x02" _ ) _
>>> found = findBytes (None, asm, -1) VVZQV@?&Q&\ AV A 7%“&91

AZELZHDIE [ (EEO—XF) ICLT—HRILTS

array (ghidra.program.model.address.Address, [1000704b, 10007415, 1000d219])
>>> suspicious decrypt string func = set([getFunctionContaining(sus_inst) for sus inst in found])

>>> found

>>> suspicious decrypt string func
set ([FUN_1000732d, FUN 1000d126, FUN 10006£31])
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Decrypt Strings Stagee2: Fully Automated

FE LR 7Y T b %decrypt_string stage2.py& L TREFEL TEIT

find_decrypt_string_func():

asm = b'\\x8b.{1}\\x2b.{1}\\x83.{1}\\x83\\xc1.{1}\\x02"
found = findBytes(N , asm, -1)
found:
raise RuntimeError('decrypt_string function is not found')
suspicious_decrypt_string_func = set([getFunctionContaining(sus_inst) for sus_inst in found])

return list(suspicious_decrypt_string_func) %E;&w?g%&ﬂéﬁ% EO U-\
FIBICEINTLEXFINZES L TWVWD

main():

d i f = find_d i f

ecrypt”strmg_,.uncs ind_decrypt_ strflngw unc() B Console - Scripting
decrypt_string_func in decrypt_string_funcs:
print('[*] decrypt_strir '.format(decrypt_string_func.getEntryPoint()))

xref in getReferencesTo(decrypt_string_func.getEntryPoint()):

insts = get_instructions_before(xref.getFromAddress(), 3)

inst in insts:
if is_mov_edx(inst):

data_addr = inst.getOpObjects(1)[0].getValue()
f data_addr:
decrypted_str = decrypt_string(toAddr(data_addr))

print('[*] found at s .format(inst.getAddress(), decrypted_str))
add_bookmark_comment(inst.getAddress(), decrypted_str)



How to get
unpacked samples
by yourself
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How to get unpacked
samples by yourself

m WERDHOD
o IRAEIRIE (VMWare/VirtualBox/Hyper-V&)
o Windows 0OS (4 X hOS)
o ANY.RUN7H 7> k
o Process Explorer / Process Monitor (72 < T % A])
o Hollow Hunter

m https://github.com/hasherezade/hollows hunter/release

s DIBROEERZETEBELARERIEATEILS


https://github.com/hasherezade/hollows_hunter/release

How to get unpacked
samples by yourself
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LTFANY.RUNDR=2 2R E, ETINTWAEDLLZZ Y7 >A—F

|
o
n

o

~  Files modification 8

gy Timeshift PID Process name

urcwzowo.xck (=packed emotet.dll) MD5:19b0124f2e4f223113bb11a84765a6¢3

https://app.any.run/tasks/4060b18e-8132-42c0-a0bc-65f398d6bfb2/

eclh.gfk (=packed emotet-2.dll) MD5:714cdae2b20896e72d92e28dc831b81b

https://app.any.run/tasks/b9be3b5e-368d-4248-87c2-e06b3d66769¢e/

Filename

> urcwzowo.xck
A Dropped from process
21 Look up on VirusTotal

TrID - File Identifier
76.4%  Win64 Executable (generic)

24% Win32 Executable (generic)

5.5% | DOS Executable Generic

Content
Not available

783Kb binary

783Kb binary

Not available

197K0 executable |

< SUDMIT W ariasywne ¥ Download

Mime: application/x-dosexec
Size: 197.00Kb

{) 19BB124F2E4F223113BB11AB4765A6C3

D) D27BFE2481C74FEAC213456AD3986E96097ABACE

I0) BF274F8C9BABA2E9B51CC341688A1BC827E21E3D52F152BF49380123F70B2A59

© 3072:72rINwFBuQ+12ro9Ux4huw/mY2EeTyDcqsAX8QaCQSISIIMLSnWK] : 72PkBvoroGIRe+7sAXMCQLIImwK



https://app.any.run/tasks/4060b18e-8132-42c0-a0bc-65f398d6bfb2/
https://app.any.run/tasks/b9be3b5e-368d-4248-87c2-e06b3d66769e/
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How to get unpacked
samples by yourself

BABIRIE & AN BB AN Al A AREIC L. EMOTET &2 @Y7 5[ 8 CTE1T

C:\Users\john>rundll32.exe C:\Users\john\Desktop\urcwzowo.xck,Control RunDLL

Z D& =, Process Explorers®Process HackerZs & TEITI N7
rundll32.exe® 7A€ R —4 v R AHEF L TH L

= [ cmd .exe (2676)
Bl conhost exe (1736)

=l [ undli32.exe (4188)

rundll32 exe (1336)




How to get unpacked 161
samples by yourself

FITHE-10MIZEF L. F7AEXDPID%Hollows HunterlZE L TEFT

B N9 5 EETT7HIIKXEET ICprocess <PID> 7 A L X HMER S L, FICT /3y VB ODEMOTETODLLA
RFEIND

C:\Users\john\Desktop>C:\Users\john\Desktop\hollows_hunter.exe /pid 1336
HollowsHunter v.8.2.6 (x64)

Built on: Apr 13 2626

using: PE-sieve v.8.2.6.0

»» Scanning PID: 1336 (rundll32.exe)
[-] Invalid address of relocations
[-] Invalid address of relocations
»» Detected: 1336

SUMMARY :

Scan at: ©61/13/21 ©3:29:17 (1618476157)
Finished scan in: 3516 milliseconds
[+] Total Suspicious: 1

[+] List of suspicious:

[6]: PID: 1336, Name: rundll32.exe



