PCERT CC; ]

e

Japan Security Analyst Conference 20 4-.'3'-\02021
(Opening Talk) J

Looking back or q ey
incidents in 2024 S

JPCERT Coordination Center

Incident Response Group
Takayoshi SHIIGI January 28th, 2021




Two Major Attack Types

Targeted |Widespread

(Attack aimed to steal (Attack aimed to
confidential steal money)
iInformation)
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Combining an Attack Type with the Tactics of the Other

Tactics of
TaAl‘t%::id +1 Widespread

Attack
Widespread Tactics of
Attack

Targeted
___Attack

! » ISENIESMNEOOIEIN ‘@ JPCERT CC &




Targeted Attack

ST TR CC°

3 ‘ Copyright ©2021 JPCERT/CC All rights reserved. YR ENCONIPULEIENTE TGN CYARESPONSEMIEANNEO0Tdination

£ E: ‘(-



Targeted Attack Campaigns (confirmed by JPCERT/CC)

2014 2015 2018 2017 2018 2019 2020

ANE iii‘i

¥ threat-actor

APT10

* APT10

* menuPass

+ Red Apollo

+ Stone Panda

APT17

*« APT17
« Aurora Panda
+ Deputy Dog
« Hidden Lynx

BlackTech PLEA[ TSCouitz
* BlackTech

EINENET e

Blue Termite

 Blue Termite
* Cloudy Omega
* Emdivi

LODEINFO
+ LODEINFO

ezl

Lazarus

+ Hidden Cobra
* Lazarus

Tick

+ BRONZE BUTLER
* Daserf
 Tick

Walimes:
Wellmess Wzllpizs:
* Wellmess
Winnti G .
Winnti i S Winnti
* Axiom
« Blackfly

o TG-2633
* Winnti

Copyright ©2021 JPCERT/CC All rights reserved. B
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Trends in Recent Targeted Attack

Leverage Cloud Complex Malware Using

Services Fileless Specific/Unique
- ) *Modular architecture

«[nitial attack vector (SNS services) -Functions in multiple stages of attacks Malwa re

« Attack infrastructure
(Microsoft Azure, Google Cloud etc.)

*Main attack target (Office365 etc.) Targeting servers

«Part of multi-layer attack (Pasetbin etc.) (Exten.ded for _ELF .blnar.y) .
*Used in combination with generic tools

(Open source, legitimate tools, OS
commands)

*Obfuscation and anti-analysis function T —
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LODEINFO

ST TR CC°
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Version History

2019/12 2020/04 2020/05 2020/06

v0.1.2 v0.3.2 v0.3.5 v0.3.8
2020/04 2020/05 2020/05 2020/12
v0.2.7 v0.3.4 v0.3.6 v0.4.6
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Change in Launch Method

Via Rundli32 DLL side loading
(~v0.2.7) (v0.3.2~)

1
1
1
1
1
1
1
1
:
1
2. Execute' 1. Create
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

2. Create

Execute

[@ 3. Load
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3. Load
rundll32.exe LODEINFO!



Changes in commands

EZH EZE EEE E2E EZE E2E E2E 2R
«cd -cd -cd °cd °cd «cd «cd «cd

eIs

-send
*recv

ecat
*memory
<kill

ever
ecommand

o | Copyright ©2021 JPCERT/CC All rights reserved.

els

-send
*recv

ecat
*memory
<kill

ever
ecommand

els

-send
*recv

ecat
*memory
<kill

ever
ecommand

eprint

els

-send
erecv

ecat
*memory
<kill

ever
ecommand

print

(): The commands in brackets have not been implem

els

*send
*recv

ecat
*memory
<kill

ever
ecommand

print
rm
+(ransom)
*(keylog)

AR ANEOTIPULETMETENGENCY NS ESPONSEN 2T

els

-send
erecv

ecat
*memory
<kill

-ver
ecommand

eprint
rm
+(ransom)
*(keylog)

els

esend
‘recv

ecat
*memory
<kill

sver
ecommand

sprint
rm
sransom
*(keylog)

(GOOIG

ented but just added

els

esend
‘recv

ecat
*memory
<kill

sver
ecommand

sprint
rm
sransom
+keylog
‘mv




Lazarus

JPCERT CC?
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Malware Examples used by Lazarus

B Malware used after network

intrusion
Registry
Malware Isass. exe (Config)
k 1. Load dil 2. Load conflg l d :
III

Module
(AES Encode)

o

C2 Server

3. Download module

Lol

11 \ Copyright ©2021 JPCERT/CC All rights reserved.
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M BLINDINGCAN

Registry
(Config)
Loader

BLINDINGCAN (EXE or DLL) | .=

1. Load dlI 2. Load config N

— — or

Data file
(Config)

A

3. Connect C2
Data

C2 Server

Lol

% S JPCERT CC°



C2 Communication (HTTPS)

B Malware used after network intrusion

B BLINDINGCAN
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Widespread Attack
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Attack Exploiting
Vulnerabilities in SSL
VPN Products

14 | Copyright ©2021 JPCERT/CC All rights reserved.




Publications

[Updated] Alert Regarding Vulnerability (CVE-2019-19781) in Citrix
Products

W Tweet 1 Mail
JPCERT-AT-2020-0003
JPCERT/CC
2020-01-17(Initial)
2020-01-27(Update)

|. Overview

JPCERT/CC confirmed that information including Proof-of-Concept code about a vulnerability (CVE-2019-19781) in Citrix Application Delivery

Controller and Citrix Gateway has been made public. A remote attacker leveraging this vulnerability may execute arbitrary code.

On January 12, 2020 (local time), Bad Packets released information about scanning activities that appeared to be leveraging the vulnerability.

last update: 2020-01-27

Palo Alto Networks EamdHfE551% (CVE-2020-2021) [CDWNT SEBHI: 2020-06-30

R =N )

CyberNewsFlash—§

20205°6H29H (A#EH4RS). Palo Alte Networks h'5 PAN-OS MEEsE (CVE-2020-2021) (C DLV TONEIRH RSN TILVET . PAN-
0S @ SAML (Security Assertion Markup Language) Bif(Cld, BEEIO mCEALEREESNSEDFET. SAML BBilEEMIC LITK
T, Validate Identity Provider Certificate AT/ 3 S fizh(C LICBS, BibEEM. BRE U TGEROB=8H" SAML 22:EC
SO TREENTEV Y- A FIEATHEETNNHDFT.

Pulse Connect Secure MAESTHEA\DIERIESEEHL EDIER%E

¥ A=k [ A=l

CyberNewsFlash—%

2020948 16H (KEBH]). US-CERT (CISA) (& Pulse Connect Secure DRSSt (CVE-2019-11510) A UIZB(CDOLT, BRSENE
DBAAEPHNFRSFEF EOILERRE (AA20-107A) #RITUF U, FRMEE, 2020518 (CAMSTUSERMEE (AA20-010A) @
BIRC. BRSHEEBALTIRATLANSI—YPERETHDY hO)IRD— MMEREGIM T 35EREEBTLTCNET. F/2, CISA
HRBIL TWSBRCETSD, BELOBANE IoC HAMEINTED, BBELEROHAEICTT7YI7T— M REGROMRL S =T
ST ENFUMNTBHNTLET,

RS 2020-04-17

Fortinet #£%! FortiOS & SSL VPN HEHEEDAESSE (CVE-2018-13379) D
HEERTBRA MBI BERDARICDONT

REERT: 2020-11-27

W v4=k £33 *=n

CyberNewsFlash—%

(1) ®i=

JPCERT/CC (4. 202041151988, Fortinet #& FortiOS o SSL VPN #5EDMEHRM DM EE211 BRA MY MBI TA—5
LRETARENTVIRRERRL TLET. YKiERIE, FortioS OMMARIHIYE (CVE-2018-13379) DM E RT3 LHSNBRA
rO—BTY. oK, RRENRBUEEEMAOE TSI LEHBUL ETHRUILEDEHSN. RO IP 7 RLRICHZ. SSL
VPN 52T 31— =7 N> MAPEXD)(RD— FREDBRNIEFN TS DT ETT.

JPCERT/CC (3, URIHRICHAD IP 7 RLANEENTVD C EEHRL. BEDIRIMKRAEA, s/ E O IoiRIEst
ERRTO>TCVFET. LU, UBREFEALTHED. BHEEOHEERIIS) (-3 B IURFTERHL TLIBAG. AHENTL
FoLRMERCRBITEBAULCKBORE 2 Z0RENSG D08, MBICREOMFTREERER DL ERET ZC MBI
LEY,

15
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Incident Cases confirmed by JPCERT/CC

Exploited vulnerability
— in Citrix products —

Lateral
movement, Ta rgeted
AD related attack

Install
malicious file

. Ransomware
* Script

+ WebShell incident
« ELF binary

activity incident

*PsExec
Mimikatz
«Stealing AD infg

& Exploited vulnerability —>
in Pulse Connect Secure products

C;ﬂl e J F)
£ Ay ™ ¥
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Emotet

JPCERT CC?
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Infected E-mail addresses in Japan

12000
W address 124
10000 i
domain
8000
6000 4574
4000 - 3648
1656 1909 1731 1758 1715
2000 1029
757 871
204 120 [ 430 I909 I 29820700 00 00 00O I882 00 464
O -— [ |
IR I SR G SN LN G\ R N G N AN G CIR C
N PN NN RN N N U S I Y A (I \ AR S OO
Vv q/Q q/Q q/Q Vv Vv Vv Vv Vv Vv Vv Vv Vv ’LQ q/Q ,]/Q

Number of “jp"” E-mail addresses used to send Emotet

7 a: Y. e,
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Publications

‘-?'/ {1 Fi(Ken Sajo) 2019/12/02

IV I 7ZEmotet\DMIHFAQ

R EHTH:2020.12.23

20194F10B (%, HAEM(C TEmotetDRREHIH=UE L TLVET ., JPCERT/CCT(E, RDBEDITEMBEETFITLTNET.

JPCERT/CC: <JL2LF Emotet MEEZLICEE 9 1B

https://www.jpcert.or.jp/at/2019/at190044 .htmi

JPCERT/CC: CyberNewsFlash <)L T Emotet MEZLEEN(CDULNT
https://www.jpcert.or.jp/newsflash/2019112701 .html

JPCERT/CC: CyberNewsFlash <L) Emotet DFEZL_FEN D A —)LOBREREIOERRICDULT (BINER)
https://www._jpcert.or.jp/newsflash/2020072001 .html

JPCERT/CC: CyberNewsFlash <JL"J T 7 Emotet ML A D LUz EEL(CDLT
https://www._jpcert.or. jp/newsflash/2020090401 .html

AT Tl 20195 128K ROOEmotet( T4 LIT 5V H B D IBADHRAED, BRAHERSNITBAOMNAER S, Emotet[CET SFAQ%
BRHLTVNET. . CCCEHINTVBHRESENDNSRRWESE., BRIotF1UT ROSADIERERT LTS,
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Infection Flow

Execute macro

g i
— Attached
doc file

Access
t # Download Q | | |

[ Emotet

[oc° )

)
Example of malware e D)
used for 2"d stage —

infection — 1 —
- Zloader Malware for
- Trickbot 2nd stage infection
- Qakbot
- IcedID

20 ‘ Copyrlght ©2021 JPCERT/CC All rights reserved. Ep A CONIPUEREMETGENCYARESPONSEN AN EO0Ia



EmoCheck

@ https://github.com/JPCERTCC/EmoCheck

EmoCheck

Emotet detection tool for Windows OS

Emotet detection tool by JPCERT/CC.

security malware-detection emotet
Version : 1.0.0
Release Date : 2020/07/20
@®c+ ¥4 Yr20 @ 3§90 Updated on Aug 11 : https://github.com/JPCERTCC/EmoCheck
«Initial *Detects
Release Emotet in 2.0.0 Detects
VXN -Detects VX0 supports VAN /u 2020 and Ll Emotet in
(2020/02/03) Emotet in o code singing (2020/08/11) later (ot Iy Dec 2020 and
Nov 2019 «Binary iy later
and later distribution

21 |
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Analysis Tool
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Published Training Contents

COOAFTIVEEFIVUTFoA2IFT 2 MERETBEEIC. Windows-1 R O (TF 1 UF+ OB LTUSysmond4)
Y2OF>O0=ERI2AFE L ——JBRTENCENTESD ATV TY,
A7V ORE 8%
COAFT WL material HEF Hands-on NSEBHEENTULET, AT VI TOENTY, a> 7 WilE
(=Y gy IF
m shid e
Material J\> XA ER (PDF) S ——
AFoO0—-R
Hands-on I\ ZAA(MERYT RO
e ' CERT cc“
D L= 2O BE5N 5 R
COATVE DTON#EESS SN TEFT.
KEHOHBNRR Y hD—oE2A0F0 Log Analysis Traln'ng
RADENZ B D3 ®HCHEIEWindows DO 5%E
Windows[14/ DFETFIE
OJHEDRA > - —BAEAA
JPCERT O—F+R—>3>tz>45—
Active Directory[(1/h' 5 IR ORI g 2 F A0 R

https://jpcertcc.github.io/log-analysis-training/
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Updates to Existing Tools

.

—

IConNnfS

/(J\I_/DME

github.com/JPCERTCC/MalConfScan

+

[ILinux memory scan function
[JSupport malware families

AsyncRAT
WellMess (Windows/Linux)

\ ELF_PLEAD /
Total: 28)

24 | Copyright ©2021 JPCERT/CC All rights reserved.
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github.com/JPCERTCC/LogonTracer

+

[ JRealtime AD log analysis function

- Elasticsearch




Remote Analysis Environment

1]

Malware

®
(]

Resources

1

1

Internet

Local analysis
environment
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How to Enjoy
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Presentation

NanoCoreHunter: Track NanoCore C&C Server A Picture of Business Email Compromise
and Monitor RAT Operator for 180 Days C Triggered by A Security Breach at Business
Partners

LuoYu, the eavesdropper sneaking in multiple

platforms What was Discovered through Emotet Campaign
D/A S
Observation in Japan
A/C A41APT case ~Analysis of the Stealth APT
Campaign Threatening Japan D Grasping a Big Picture of Shathak Attack

Campaign
A/D When you gaze into the Bottle,...
Threat Hunting of Attack Campaign Targeting

A/D Knock, knock, Neo. - Active C2 Discovery Using - Cryptocurrency Service Providers
Protocol Emulation
D GhostDNSbusters: Tracking and Responding to a
B Accelerating the Analysis of Offensive Security Large Scale DNS Hijacking Campaign

Techniques Using DetectionLab

[A] Malware

[B] Forensics

[C] Incident

[D] Threat trends, intelligence

27 \ Copyright ©2021 JPCERT/CC All rights reserved. Jalgizlil Soplgits Emsresniey Hesgoss il Godre



Worksho

WI[A] Malware Analysis at Scale ~Defeating EMOTET by Ghidra
WIC] Shuffle the SOC - automating anything, anytime, anywhere

[A] Malware
[C] Incident
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Networking

_Security
Hello |

lam ...
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Follow-up Event

Title: After JSAC202 |

Delivery: YouTube live stream(tentative)
Date & Time: 2/19(Fri.)

16:00 - 17:00

Contents(tentative):

|. Best speaker award
2. Looking back on JSAC 2021

3. Messages for those interested in
applying for JSAC 2022
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Thank youl!
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