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Before Starting

e English version is available for non-native Japanese folks :D
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Tracking Fingerprints

o WEFDER:
o ALISMOELMEIL
o AVKR—RUEDOELEIL
o SSLEIFAZE DL MEIL
o SSHARRRF—DELEIL
o AIMZEFMLNEIT &, EBATREMEA EAYD
o JPEBFITEINF=HEBDLIGEHD
o IHEWMZEF—ICLTHEERZENILHIENTHE



Fingerprints on the Internet




Methodologies

Domain fuzzing

HTTP fingerprint

SSH host key fingerprint
Certificate Transparency
loC feeds aggregation
YARA



Domain Fuzzing



Domain Fuzzing

o BARRYIDYTAVIIGRAM UV EFKRTEH-ODF %
o 1%2F-qllZ# (FTOQWERTYF—R—FZRTHLD)
o a%aaaaiaaaaaax-lalctif
o HBE(a, e i,ooru)ZRNOEREIZEH
m e.g. example.com
e axample.com, ixample.com, oxample.com, uxample.com, ...
o TFRERE
o RIEEMNUBESFAMUERDITHIENTED



Domain Fuzzing:
MogHao



MogHao

e Android¥V/LHx7
o DGATAVIGRA 7= {ERHT 5

ysu3g.xyz
hs3dg.xyz
nsi3h.xyz

/[a-z][a-z][a-z0-9][a-z0-9][a-z]\.xyz/



MogHao

e MoqHaoDRRARERAS D7V TRODITBHAE

@)

@)

AT EBHELTHS50
m https://qist.github.com/ninoseki/8c3b9dd54506691c105c629cd3aa284e

dnstwistZ@{E 9 5
m https://github.com/elceef/dnstwist

$ dnstwist -r hs3dg.xyz

N I B o

7/ | 7/ | R NN/ AN/ /A |

LT N P O . A A [ O [

N oo\ NN/ 2l /\__| {20190706}

Processing 846 domain variants ....15%....33%....49%....64%..... 80%....95%. 3 hits (0%)
Originalx hs3dg.xyz NS:dnsl.registrar-servers.com MX:eforwardl.registrar-servers.com
Omission hsdg.xyz NS:dns23.hichina.com

Transposition hsd3g.xyz 162.255.119.169 NS:dnsl.registrar-servers.com MX:eforwardl.registrar-
servers.com


https://gist.github.com/ninoseki/8c3b9dd54506691c105c629cd3aa284e
https://github.com/elceef/dnstwist

Certificate Transparency



Certificate Transparency

o T—/N\—fIERAEDRTRREZERIS-ODLHEADIL
o http://www.certificate-transparency.org/
o HITEIE.CTEESEHLGIRAENZ RSN ANV ZE M TRIFTES
e FRLY—ERY—IL:
o CertStream
m https://certstream.calidog.io/
m Near real-time certificate transparency log update stream.
o Phishing Catcher
m hitps://github.com/x0rz/phishing_catcher
m Phishing catcher using CertStream
o urlscan.io certstream-suspicious feed
m https://urlscan.io/search/#task.source %3Acertstream-suspicious
m Suspicious domains flying throught CertStream



http://www.certificate-transparency.org/
https://certstream.calidog.io/
https://github.com/x0rz/phishing_catcher
https://urlscan.io/search/#task.source%3Acertstream-suspicious

Email

Password



16shop

o AppletAmazonD1—H—HF1ZHICLI=AV R TEDT4v 0T Fyk
o AkamaiHE<. 16shopl“a highly sophisticated phishing kit.”.
m https://blogs.akamai.com/sitr/2019/05/16shop-commercial-phishing-kit-has-a-
hidden-backdoor.html
o (C2:
m 128.199.154.155/167.99.79.91



16shop

e 16shoplEHTTPSZEATY 57

o Yes.

m https://account-alertautorizher.com
https://amazon.legal-privacy-comercial.com
https://appleid.apple.com.accountt-updates.reviews
https://applesecurityapp.hopto.org
https://applid.manage-account.information.terdjasilagi.com
https://apps-amazon.co.jp-logsrvaslo29s.info
https://bublewrap-tcoapple-api.ddnslive.com
https://id.amazon.corn.idmsa-authsighin-verify.pakistanapimn.com
https://mails-amazon.us
etc.



16shop
o 6,500+ 216shopMD R AL NS, BEDHEBENFTLTHD

appleid.apple.com.accountt-updates.reviews

appleid apple com accountt updates



16shop

apple appleid com manage account support serveirc id secure servehttp

word




16shop

e CTOY MCNIZ16shop TELFEON TS EHENESENTILVSIHES . 16shopTH
SO EEMENH D
o WebH A kA 16shophESH L. ladmin/index.phplZ7 I ALT-EBOHTTPL
ARVARTADINYD 2 EZFT VI T HETHIETES
o 16shop Apple version.

m 0e06d02dab03e8085b18ebedb0f54dc68508c40c5d1b8c6e3e8da98e3d3b6649
m ce4fe392dd0f996923c5cf272d98e1e2778a2a44ffb2a4435fdb9c13665215f3

o 16shop Amazon version.
m 2edfff035a357aec4cea23057ea2e10af1dd3431713¢c904cf1cd804640bd2965



Omake: Bizarre Domains

e manage.unauthorized.login.amazon.co.jp.omachikudasai.com

e xn--id-zb4axila5esc1e1f9bvhzd4abfe.manage-konohajp.tokyo(7 v 7 L+ /N
> MA% 4 >id.manage-konohajp.tokyo)

e appleid.apple.com.xn--ccks5nkb8068afysn7bba.com(appleid.apple.com.ZxH
AKET A)FH.com)

e youji-kyoiku.com



HTTP fingerprint



HTTP Fingerprint:
Predator The Thief



Predator The Thief

o ATA—T7—XIL)xT

o @fumik0 SAMEEMLZLR—FE2BELTLNS
o  https://fumik0.com/2018/10/15/predator-the-thief-in-depth-analysis-v2-3-5/

e Predator The Thief® C2IFF2MEHTTPL AR REIRT

AsTtopusaumus

<head lang="en">

<meta charset="UTF-8">

<meta name="viewport" content="width=device-width, initial-scale=1, user-
scalable=no">

<meta http-equiv="x-ua-compatible" content="ie=edge">

<title>Predator The Thief — HaTtuBHblii cTunnep ¢ 6onbuwMM yHKUMOHaNOM / Jlyywas LeHa!
- Bxop</title>

<link rel="shortcut icon" href="">

<link href="/upload/css/adminlte.css" rel="stylesheet">

<link href="https://cdnjs.cloudflare.com/ajax/libs/admin-1te/2.4.8/css/skins/_all-
skins.min.css" rel="stylesheet">

<link rel="stylesheet" href="/upload/css/login.main.css">

<link href="https://maxcdn.bootstrapcdn.com/font-awesome/4.4.0/css/font-
awesome.min.css" rel="stylesheet">

<link

href="https://stackpath.bootstrapcdn.com/bootstrap/4.0.0/css/bootstrap.min.css"
rel="stylesheet">

<link rel="stylesheet" href="/upload/css/main.min.css">
</head>



https://fumik0.com/2018/10/15/predator-the-thief-in-depth-analysis-v2-3-5/

Predator The Thief

o ‘BHMIEHTTPLRARUR"IE, BICEILL AR REIRT ZEEZEKRT S
o DFEY HTTPLRARVRAD NV 1FEMELTHIRATES
e Predator The Thief C2ZEHD YT ):
o Censys(SHA256):
m b064187ebdc51721708ad98cd89dacc346017cb0fb0457d530032d387f1ff20e
o BinaryEdge(SHA256):
m b064187ebdc51721708ad98cd89dacc346017cb0fb0457d530032d387f1ff20e
o Shodan(MurmurHash3):
m hitp.html_hash:-1467534799



HTTP Fingerprint:
PANDA



PANDA

e ShadowVoicelZ&>T{ERASINBC2

o EE[EFSIA'ShadowVoicelZBH9 5L 7R—F%Black Hat Asia 2019 T2ABL TLYS
o https://i.blackhat.com/asia-19/Fri-March-29/bh-asia-Jang-\When-Voice-Phishing-M
et-Malicious-Android-App-updated.pdf

e PANDAMDOHTTPL AR AILEERITILALY
o HELHL )Y—RADHMA AT/ NNREFERALTLNSDD

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8">

<meta name="viewport" content="width=device-width, initial-scale=1,maximum-scale=1,
user-scalable=no">

<title>PANDA</title>

<link rel="icon" type="image/x-icon"
href="http://103.117.137.175/assets/img/favicon.ico">

<link rel="shortcut icon" type="image/x-icon"
href="http://103.117.137.175/assets/img/favicon.ico">



https://i.blackhat.com/asia-19/Fri-March-29/bh-asia-Jang-When-Voice-Phishing-Met-Malicious-Android-App-updated.pdf
https://i.blackhat.com/asia-19/Fri-March-29/bh-asia-Jang-When-Voice-Phishing-Met-Malicious-Android-App-updated.pdf

PANDA

o ZD=H./N\YIABIZLKDSBEIETMEH L
o LML.ADTI=vIZERLTRDIFEHIENTES
o V—TFHFRAMEE.favicon/\wyi a1 etc.
e PANDAC2RAM~YI):
o Censys:
m  ("PANDA" AND "SMAdmin" AND "layui")
o BinaryEdge:
m  ("PANDA" AND "SMAdmin" AND "layui")
o Shodan:
m http.favicon.hash:-633986505 http.title:PANDA



SSH Host Key Fingerprint



SSH Host Key Fingerprint:
Fake Tokyo Public Prosecutors Office



Fake Tokyo Public Prosecutors Office

o HRMARETIZHELIFKRIER
o FHRIN=WebH—/\—I&, FICSSHRRAF—Z{EL \ELTL /=
o {AH—/N\—HFHDHUI):
o Censys(SHA256):
m 8e60fb30fb9a268b90a3d5af984c9326d3568a2554fc7ae5bfab1eb621¢c15518
o BinaryEdge(MD5):
m "f2:03:78:e5:a3:bb:50:6b:32:be:22:ad:52:3e:cc:98"
o Shodan(MD5j):
m f2:03:78:e5:a3:bb:50:6b:32:be:22:ad:52:3e:cc:98
e Credit to @tiketiketikeke and @catnap707
o https://tike.hatenablog.com/entry/2018/07/03/004132



https://tike.hatenablog.com/entry/2018/07/03/004132

loC Feeds Aggregation



loC Feeds

e URLhaus: https://urlhaus.abuse.ch/
o Malware URL exchange by abuse.ch.
o (FERIE:
m abuse.ch, fAAIZLBLAR—K, etc.
e |OC-DB: https://labs.inquest.net/iocdb
o Indicator of Compromise database by InQuest.
o (FERIE:
m Twitter, GitHub and blogs.
e Twitter IOC Hunter: http://tweettioc.com/#
o Twitter based loC database/feed by @fatihsirinnnn.
o (FERIE:

m [Twitter



https://urlhaus.abuse.ch/
https://labs.inquest.net/iocdb
http://tweettioc.com/#

loC Aggregation:

Emot




Emotet IoC Feeds

e URLhaus:

$
{

curl -X POST https://urlhaus-api.abuse.ch/vl/tag/ -d "tag=emotet"

"query_status": "ok",
"firstseen": "2018-03-06 15:27:00",
"lastseen": "2019-12-23 06:00:03",
"url _count®": "92092",

*urls": |[
{

"url_td": "275484",
"url": "http://www.csnserver.com/blog/trust.accs.docs.biz/",
"url_status": "online",
"dateadded": "2019-12-23 02:33:04",
"reporter": "zbetcheckin",
"threat": "malware_download",

"tags": ["doc", "Emotet", "Heodo"],



Emotet IoC Feeds

e |OC-DB:

$ curl "https://labs.inquest.net/api/iocdb/search?keyword=emotet"
4
"data": [
{

"artifact": "rule MAL_Emotet_JS_Dropper_0ctl9_1 {\n meta:\n description =
\"Detects Emotet JS dropper\"\n author = \"Florian Roth\"\n reference =
\"https://app.any.run/tasks/aaa75105-dc85-48ca-9732-085b2ceebbeb/\"\n date = \"2019-10-
03\"\n hashl = \"38295d728522426672b9497f63b72066e811f5b53a14fb4c4ffc23d4efbbcada\"\n

hash2 = \"9bc004a53816a5b46bfb08e819aclcf32c3bdc556a87a58cbadad16c10423573\"\n
strings:\n $xcl = { FF FE 76 00 61 00 72 00 20 00 61 00 3D 00 5B 00\n 27
00 }\n condition:\n uint32(0) == Ox0076feff and filesize <= 700KB and $xcl at O\n}",

"artifact_type": "yarasignature",

"created_date": "Fri, 04 Oct 2019 14:08:34 GMT",

"reference_link": "https://github.com/Neo23x0/signature-base.git",

"reference_text": "\nrule MAL_Emotet_JS_Dropper_0ctl19_1 {\n meta:\n description
= \"Detects Emotet JS dropper\"\n author = \"Florian Roth\"\n reference..."



Emotet 10C Feeds

e Twitter IOC Hunter:

$ curl http://www.tweettioc.com/vl/tweets/daily/ioc/hashtags/emotet
[
L
tmds": 1],
"shal": [],
tsha256% s L1,
"mail": [],
"ip": [1,
"domain": [
"hasmob.com"
Il
Sl B |
"http://hasmob.com/other/alibaba.com/Login.htm"
1,
"tweet": {
"date": {
"¢ddate": 1577581873000




YARA



YARA

o TILVITDIRH -7FEY—IL
o YARAZESZ LT, BRILXFFONAFNEEDT7AILERED YT ILHIGEE
L. DFEITAHEMNTEE

4 Victor M. Alvarez
@plusvic

RIE5c: @milliped A, @yararules= A

YARA is an ancronym for: YARA: Another Recursive

Ancronym, or Yet Another Ridiculous Acronym. Pick
your choice.

)+ — %EEER

’—?éfOAS - 2016E9823H - Twitter for Android

https://twitter.com/plusvic/status/7789834676274790407?s=20



Where can we use YARA?

o FUIFAHY—ER
o Hybrid Analysis
m https://www.hybrid-analysis.com/
o VirusTotal Hunting
m hitps://www.virustotal.com/gui/hunting-overview
o Malpedia
m https://malpedia.caad.fkie.fraunhofer.de/ (Invitation only)
o Koodous
m https://koodous.com/ (Android malware only)
e YARA command line tool
m hitps://virustotal.github.io/yara/



https://www.hybrid-analysis.com/
https://www.virustotal.com/gui/hunting-overview
https://malpedia.caad.fkie.fraunhofer.de/
https://koodous.com/
https://virustotal.github.io/yara/




Fake Sagawa Express Mobile Application (MogHao)

o EJIAREIZAKLI-Android< /LT
e MoqHaoZ#&i19 57=6ODYARAIL—/L

rule MogHao_regex MultipleDEX

WY

2 {
3 strings:

4 $a = "AndroidManifest.xml"”

3 $b = /classes(\d{1,3}|.*)\.dex/ VT hunting

$c = /assets\/\S{3,7}\/\S{3,7}/ ‘ — 2%

: i [Z& %

~ condition:

8 ($a and $c¢)

9 and #b > 5
10 and filesize < 500KB
11 }




Results of VT Hunting with a YARA rule for MogHao

Fake Econt Express: -«

i Fake Fedex

android

3371118f72444fa2adacaf019c97e0f46d9fbc600117ed0bae99f3e31f9fc4a8 MogHao_regex_MultipleDE " =
sagawa4.2.5.apk ) . 2019-12-23 2019-12-23 J I I l 9 0)
gaw 5 X / 453
04:11:31 05:13:47 0N

android apk

b92964a7025b3dff864d6604c0b3efaddadd73b5d3b6bed291558c650823736 1
o #EDMoqHaot B &)
fsagawa9.4.7.apk e e ~ Qs 2019-12-23 2019-12-23 O ao
ake Sagawa Express: i Z e
android apk A \
— ;

6c5550872466bde72d217c6bda8cf77372f0de256a8bdc4ceda7c0c5bf906498

MogHao_regex_MultipleDE
wad = i 019-12- 2019-12-23
'sagawa8.8.9.apk X 13763 44705 KB 20 le 23 2019-12 ? R -C
03:12:30 04:14:36

android apk

Fake DHL

4b365011141625015606523360a530e09b114b751448cC2ffe 24cc93832893cd
MogH Multip!
S 2019-12-23 2019-12-23

%agau‘r'a9éBHPK Fa ke Sag awa eﬁxp'ﬂesgz t5 02 58 23 03:10:44

& android apk

_MultipleDE ST
2019-12-23 2019-12-23

41 KB o
01:16:04 02:17:00

23dd878992f1c5fa94ch7ida7e2e3b342 ~HGTtHao. r6Gex MulipieDE 2019-12-23 2019-12.23 o

Fake Sagawa Express ™ «o« @




Home Insert Page Layout

Calibri N o B

Paste B 7 U - abe X,

- J Format Painter =
Clipboard

Pageilofl | Wordsi0 | <3 Russian | 73 |

Dstat| @ , 0 € O[W

Data-670354-831200426.doc [Compatibility Mode] - Microsoft Word

Mailings Rewview Wiew Developer

Aav | G Y
T Normal |7 No Spaci.. Headingl

Paragraph

mm Microsoft Office 365

YARA:

You are attempting to open a file that was created in an earlier version

of Microsoft Office. E m Otet

If the file opens in Protected View, click Enable Edition and then click
Enable Content.

Heading 2
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Title
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Emotet

o NI FIIMNEmotetD RIZHS

00 00-62 61 ?4 20 61 6C 6C 6F nFrame..bad allo
00 00-FC 2A 43 00 D4 00 00 00 cation...x*C.
40 00-BO 44 43 00 00 00 00 00 .... -@, [u
-- ..15. HH DH '13-3'5122 40 00 ED CA 41 00 .....1C..)@...A. - .
66 65 6E 64 65 72 [Wir rdows Defender CDXFINEN—RIZYARA
3 7H 72 69 74 79 | Stupid -g:-_l_u ity IL—ILEERK
78 74-68 23 7D 32 7E 61 52 59 |[:)..oxzth#i}12 aRY
fn 61-53 44 71 45 61 3F 54 3F rE/Z2aD%aSJaEa?T? ; nES S
4E 6B-HA 67 3D 00 57 49 4E 44 E...eGNkZg=.WIND SR
40 00-9C 2B 43 00 00 00 00 Q0 IR....@..+C..... date = "2019-12-17"
00 00-00 00 00 00 00 00 00 00 ©\uveeneevnnnnnn, 5 Family = "Emotet”
00 00-80 7D 43 00 20 2C 40 00 ......... iC. ,a. strings:
MD5:f8105a0e4af7d61006e563974710daf3 _ D e s R ey
c (uinti6(®) == Ox5A4D)
16 and %a
11}

ZDOYARA/L—JL TEmotet#HIEL TH LS




Search result of Hybrid Analysis with YARA rule for Emotet

December 17th 2019 06:56:57 (UTC) ARSRITOHEL 1065821 2019_12_17.doc
mposite Document File V2 Document, Little Endian, Os: Win

=

ba3a0eb3-20a0-44bd-9e85-9286ab4c3069
site Document File V2 Document, Little Endian, O:

. .
.
December 17th 2019 06:36:30 (U Q http://aimeept.com/wp-includes/INC/1p-2884648-38128-qqew-hxrig8/ 0 0 —
Composite Document File V2 Document, Little Endian, Os: Windo rsion 6.1, Co . . I I y b rl d A n a |yS I S ' — ‘ 3 8
>
[E==—==] DHUTILHHY
7th 2019 06:20:49 (UTC) 07458b8f-3550-4369-808a-eac37e05c2f4 S

te Document File V2 Document, Little E: O n /e 6.1, Co 201 9/1 2/1 6h\ ~ 201 9/1 2/1 7
December 17th 2019 06:12:58 (UTC) @ http://df jaskot. pl/wp-includes/common_qWq4ce2EE_pcYqFIO3/security_profile/uzfdmu44nlf8wx_ ( - b\ (j’ 2 1§ m é *L Z l' \ T—-
85v4073s52/ S~ ~

Composite Document File V2 Document, Little Endian, Os: dows, Version 6.1, Co ...

—

December 17th 2019 06:11:04 (UTC) @ http://voyeur-jp.com/wp-content/7hd-f8v1-49/
2 Document, Little En

17th 2019 06:10:09 (UTC) @ https://sacavn/wp-admin/private-57180712944-meltXjQ/8656 3129646 -uwpiUsx|-warehouse/nihw- m
20uyw323y3yss/
Composite Document File V2 Document, Little Endian, Os: Windows, Version 6.1, Co ...
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Automation

o LTEBEHENEZEELDA = g NI L gy M-
o BIEICKYERAIRMDEIRTES

o HBEMEICEYANMIS—AHIBETES
o fAINEEHEMLIESDETEAL@

(/THERE WOULDBEAUTOMATION,



Automation

e Apullo:
o FYNIT—VBREDI«H—TI)VNEBRET 5=6DY—IL
o https://github.com/ninoseki/apullo

e Mihari:
o Shodan, Censys, BinaryEdgeZE%;ERAL-E=41> T Y—)L
o https://github.com/ninoseki/mihari

e InQuest/Threatingestor:

o loCzxHiHL. &I 5-HDY—IL
o https://github.com/InQuest/Threatingestor



https://github.com/ninoseki/apullo
https://github.com/ninoseki/mihari
https://github.com/InQuest/ThreatIngestor

Apullo

o RYNI—YUBEEDI«H—TUIINERBTHE=HDY—IL
o HTTPLRKRUAD/Nvya

o faviconMD/\y o coe

o SSHHKRAREF—D/\vwa f apullo check jppost-be.top

o WHOIS hoar: <

0) DNS I/: R P ::nmde;" : "Zggg%g;g;g?f67eeeld546e22248931f" 5

"shal": "c0280893956852b0c0®7aed4da752ee5d776d248b8",
"sha256": "28fa3b0beafl188d48b32557fa4df8f0aad51bd10f8e8bb26€919009d2d41b8fb"

"favicon": {
"md5": "adl84c25ala®0l1d97696dch59alffef74",
"mmh3": 111036816,
"shal": "cb4842a54c3e96408765290ch810793302c17f0b",
"sha256": "6949c58f841fa21a89e2e2375ae5645e1db62385189a0218766f2b0a9c490fb8",
"meta": {

"url": "https://www.post.japanpost.jp/img/common/touch-icon.png"

}

}

1,




Mihari

o REIVIVICHNEDOEZTWL., TOHKRICKELTTZS—MEEHT A=HNDE
ZRY G RANILIS—

Shodan

® Slack

Censys B

Onyphe | = | TheHive

VirusTotal [l

8 MIsP

SecurityTrails §



Mihari

o XfILTWWATI=vY:
o Domain fuzzing:
m dnstwister
o Passive DNS:
m SecurityTrails, PassiveTotal, VirusTotal, Pulsedive, CIRCL passive DNS
o HTTP fingerprint:
m Shodan, Censys, BinaryEdge, Onyphe, ZoomEye
o SSH host key fingerprint:
m Shodan, Censys, BinaryEdge
o Certificate Transparency:
m Crt.sh
e Demo



Threatlngestor

e InQuestDIOC-DBEXZz5T—E>

Twitter C2 List

Twitter Search: #opendir /—‘ ThreatkB

Twitter Search: virustotal.com ——» Threatlngestor ——» Crawler

Vendor X Blog / \ Automated Analysis
Domain Masquerade Feed




Threatlngestor

o XLTLVBY—X:

o Twitter, Git repositories, RSS feeds, Generic web pages, etc.
o XLLTLVHHARR:

o CSV files, MISP, MySQL, SQLite, ThreatKB, etc.
o iocextractiZkBHBNERILAE Y HEE

o https://github.com/InQuest/python-iocextract

o BT ILEWeb UINE LRSS ENTLNVS
e Demo



https://github.com/InQuest/python-iocextract

Threatlngestor

tmp ) threatingestor



Conclusion



Conclusion

o WEBHIIERBICLYEMEKRT
o OSINTEXZ AEMZEHAET. WEE DB TE
e HEMEITEE
o RAEDRITENDIER
o RBAMIZLEYDRTUVIAEFEDH—1t
o ERAEICERDIIHORNDHIRE
o HMiZMUBHILZEHRTALET. HBDAUTIDIVRAFEAHES
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o https://i.blackhat.com/asia-19/Fri-March-29/bh-asia-Jang-When-Voice-Phishing-Met-Malicious-
Android-App-updated.pdf
16SHOP: COMMERCIAL PHISHING KIT HAS A HIDDEN BACKDOOR
o https://blogs.akamai.com/sitr/2019/05/16shop-commercial-phishing-kit-has-a-hidden-backdoor
html
RIEMARET DY A M eERALFREERICONT
o https://tike.hatenablog.com/entry/2018/07/03/004132



https://www.cnblogs.com/miaodaren/p/9177379.html
https://documents.trendmicro.com/assets/pdf/wp-evolution-of-xloader-and-fakespy-two-interconnected-android-malware-families.pdf
https://documents.trendmicro.com/assets/pdf/wp-evolution-of-xloader-and-fakespy-two-interconnected-android-malware-families.pdf
https://fumik0.com/2018/10/15/predator-the-thief-in-depth-analysis-v2-3-5/
https://i.blackhat.com/asia-19/Fri-March-29/bh-asia-Jang-When-Voice-Phishing-Met-Malicious-Android-App-updated.pdf
https://i.blackhat.com/asia-19/Fri-March-29/bh-asia-Jang-When-Voice-Phishing-Met-Malicious-Android-App-updated.pdf
https://blogs.akamai.com/sitr/2019/05/16shop-commercial-phishing-kit-has-a-hidden-backdoor.html
https://blogs.akamai.com/sitr/2019/05/16shop-commercial-phishing-kit-has-a-hidden-backdoor.html
https://tike.hatenablog.com/entry/2018/07/03/004132

Image Sources

P1: https://www.pexels.com/photo/background-cockroach-shoes-601257/

P3: https://pxhere.com/en/photo/1059154

P4: https://www.flickr.com/photos/christiaancolen/20607 150556

P5: https://en.wikipedia.org/wiki/Success_Kid

P6: https://www.flickr.com/photos/genista/246042481/

P12:
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2018/12/07085742/abstract-m
obile.jpeg

e P36: https://www.bankinfosecurity.com/emotet-botnet-shows-signs-revival-a-12964
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List: Tools/Services

Domain Fuzzing

dnstwist https://github.com/elceef/dnstwist 0SS
Certificate Transparency

CertStream https://certstream.calidog.io/ OSS
Phishing Catcher https://github.com/x0rz/phishing_catcher 0SS

urlscan.io
certstream-suspicious feed

https://urlscan.io/search/#task.source%3Acertstream-su
spicious

Free service

HTTP Fingerprint / SSH Host Key Fingerprint

Censys https://censys.io/ Paid service(has free quota)
BinaryEdge https://www.binaryedge.io/ Paid service(has free quota)
Shodan https://shodan.io Paid service(has free quota)




List: Tools/Services

loC Feeds Aggregation

urlhaus.abuse.ch https://urlhaus.abuse.ch/ Free service

IOC-DB https://labs.inquest.net/iocdb Free service

Twitter IOC Hunter http://tweettioc.com/# Free service

YARA

Hybrid Analysis https://www.hybrid-analysis.com/ Paid service(has free quota)
VirusTotal Hunting https://www.virustotal.com Paid service

Automation

Apullo https://github.com/ninoseki/apullo OSS

Mihari https://github.com/ninoseki/mihari 0SS
InQuest/Threatingestor https://github.com/InQuest/Threatingestor OSS




