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Bug in Malware “TSCookie” - Fails to
BlackTech Read Configuration - (Update)

BlackTech
S
\ 2’ . l
Our past article has presented a bug in malw:

’ ? ) l/ '7 I 70 article is to update the features of the malware. Malware “Tscookie”

Even after we published the blog article in Octd 1ol BlackTech

T S C O O KI E May 2019, we confirmed that the malware had
(= e

K I V A R S Details of the fix
’ Around 17 January 2018, there were some reports on the social media about malicious emails purporting to be from
~ Ministry of Education, Culture, Sports, Science and Technology of Japan [1]. This email contains a URL leading to a
The malware copies its configuration to the me| malware called “TSCookie”. (Trend Micro calls it “PLEAD” malware [2]. Since PLEAD is also referred to as an attack
which resulted in the configuration not displaye campaign, we call this malware TSCookie in this article.) TSCookie has been observed in the wild since 2015, and it is

C A P G E L D size is set to 0x1000 instead of 0x8D4. suspected that an attacker group “BlackTech” is related to this campaign [3]. JPCERT/CC confirmed that adversaries using
’ the malware had conducted targeted attacks against Japanese organisations in the past. This article presents findings from
TSCookie analysis.

: .
’ D B G P R I N T e M Overview of TSCookie

Figure 1 describes the flow of TSCookie’s execution.
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Figure 1: Overview of TSCookie
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mov al, byte ptr [ecx]

mov dl, al -

shr d1, 3 . 01 03 FF 89 :

S i

or d1, al i 13 72 D1 0A : TNES\EVIDIAL LM -

mov byte ptr [ecx], dl 3 :  Corporation\Display\ i MissYou! printupg.PNF
;22 2?1( 40 Co 21 BB - nvwss.ptn\x00

jnz short 100010CD
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# Modified RC4_PRGA
for charin prga_data:
X=(x+1)% 256
y = (y + box[x]) % 256
box[x], box[y] = box[y], box[x]
z = (box([x] + box[y]) % 256
box[z] = ((box[z] << 4) & 0xf0) + ((box[z] >> 4) & 0x0f)
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