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Well, I receaved this mail. TE‘:‘TT\ %Tﬁb\s éo
What's this ? T‘:E)\ 1¥‘j:jjxl\o)LX#—1§jT%J:o

Wa My tablet of my house infected when I saw the adult sight ?

Yse,I am a man.
RILEKDIR?

Dear N

But I am using the Kaspersky.

Daijoubu kashira ?



BERTILY T PEEDELTE
RIS A — LB T T
WEEHIEE EFTVE"



2. SF 1




#Time Line

BN TINAT—RKHEEE: 9B 4F., tHFRMIC HAZEcihthd 2 19E L BIREDEL
=t zSextortionX/\ Sextortion 2/ X —JL Sextortion A /\LX—])L

LX—=)LDMERL. SANS, OIS ER. 2=E(t ICINAT—RZic& U T i

Brian Krebs&d& D AASE - SBEES B ®Dh H[ES

e

To be continue...

2018.7 - 8 2018.9 2018.10 2019.NOW



HENRE & CHEL

2018F7H - 2019%F1H10H
A TEAIOTEER *.jp )’ FLATRE LT
Sextortion A/\N\LX—]l




HARNWVAF—THARELEX—ILT FL X *jp (22f8)IC @ L) 7=Sextortion R/N LA X —Jb

2018 7H29H-2019F1H10H

| 6/1/6102
| L/1/6102
| &/T1/610C
| e/1/6102
| T/1/6102
| 0£/21/8102
| 8z/T1/8102
| 9Z/zZ1/810
 $2/T1/8102
| Zzfen/siot
| oz/zr/8i0
| 8T/21/8102
| 91/Z1/8102
| ¥1/21/8102
| ¢T/ei/810z
| ot/z1/8102
8/z1/8102
9/z1/8102
#/21/8102
zfer/gioe
{ 0E/11/810C
{ 8Z/11/8102
9z/11/8102
pZ/11/8102
| zz/r/8t02
| 0z/t1/8102
| 81/11/8102

M 9T/11/810%

25

| ¥1/11/8102
Zi/11/8102
01/11/8102
8/11/8102
{ 9/11/810C

1 #/11/8102

Z/11/8t0z
1e/01/8102
{ 62/01/810Z
Lt/ot/810T
52/01/8102
£z/o1/8102
1Z/ot/8102
61/01/8102
L1/01/8107
{ S1/01/8102
{ E1/01/8107
11/01/8102
6/01/8107
Lfot/8t0z

4 §/0T/8102

€/01/8102
t/ot/gt0t
62/6/8102
Lt/e/810T
| SZ/6/8102
| £2/6/8102

e s
_61/6/8102

| £1/6/8T02
| 61/6/8102
| E1/6/8102
| 11/6/8102
| 6/6/8102

| £/6/8T0T

| 5/6/8102

| £/6/8107

| 1/6/810C

| 0E/8/810T
| 8T/8/810T
| 9z/8/8102
| ¥2/8/8102
| ¢z/8/g10t
| 0Z/8/8102
| 81/8/810T
| 91/8/8102
| ¥1/8/8102

. 01/8/8102

| 8/8/8102
| 9/8/8102
| #/8/8102
| Z/8/8102
| T6/L/810C
| 62/L/810C

(=]

2 zh

¥

®jp

men



* jplc @ L T=Sextortion A/NL X —JILDIP2C

Mail Header

IP and Country -
1=— S HIP7 RLAK o

SA
ID

20/

W KZ

mTR
mPL
W UA
B CN




# ZINLAX=)VICFIBSNEEREVNT 7=y 7D

QBRIE| © 2RIGRE |v| 2 X || TOfL v
7= )\ rbewieerems @agom-vodafone.it.it <sterwieeremsr@agom-vodafone.it.it>1y
{+% Relativamente alle questioni di sicurezza 2018/09/14 1:38
505 A < shewwiseeemsl @agom-vodafone.it> 1y

Ciao. caro utente.

Abbiamo 1nstallato un trojan di accesso remoto sul tuo dispositivo.

Per 1l momento 1l tuo account email € hackerato (vedi , ora ho accesso a1 tuo1 account).
Ho scaricato tutte le informazioni riservate dal tuo sistema e ho anche altre prove.

La cosa piu interessante che ho scoperto sono 1 video dove tu masturbi.

Avevo incorporato un virus sul sito porno dopo di che tu I'hai installato sul tuo sistema operativo.
Quando hai cliccato su Play di un video porno, in quel momento il tuo dispositivo ha scaricato il mio trojan.

Dopo l'installazione la tua camera frontale ti filma ogni volta che tu masturbi, in piu il software ¢ \\g
sincronizzato con video che tu scegli. x — } L $ Q i ’\ -EII 1%

Per 11 momento il software ha raccolto tutte le informazioni sui tuoi contatti dalle reti sociali e tutt1 gh
indirizzi email.

Se tu vuoi che 10 cancelli tutti 1 dati raccolti, devi trasferirmi $300 in BTC (criptovaluta).

Questo ¢ 1l mio portafoglio Bitcoin: 14YTU1QrLENrWPSTkbhjVJci79wjGRXHYV

Una volta letta questa comunicazione hai 2 giorni a disposizione.

Appena hai provveduto alla transazione tutti 1 tuo1 dati saranno cancellati.
Altrimenti mandero 1 video con le tue birichinate a tutti 1 tuo1 colleghi e amici!!!

E da ora in po1 stai piu attento!

Per favore, visita solo siti sicuri!
Ciao!

Thu, 13 Sep 2018 18:38:49 +0200
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{4 You are my victim.
505 mmmm@kaspersky.co.jpwy
Hi, my prey.

This is my last warning.

| write you since | buried a malware on the web page with porn which you have visited.

Mytrojanca ptured allyour privatedataandswitchedonyour ¢ amera which
solitary se x. Just after that thetrojan saved your contact list.
| will erase the compromising videorec ordsand informationifyou send me 750 EL

Thisis addressfor payment : 1PXQQJ6vmLVIMNX5tcYd1ESXFwT8DXW1wG
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1H9bS7Zb6LEANLKMBY1FB8ESOGEtMEELFVC|0.095493]2018-11-29 20:57:53
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Sextortion + Malware

@@ ® ' . (2 Attention! To your Email - M @gmail.com - 09/08/2018 - was accessed by me! - T...

Meeting Wi o v HE v °
é= - - . , 5
S < . A .

Delete Reply Reply Forward Attachment Move Junk Rules Read/Unread Categorize Follow
All Up

Attention! To your Email - s sses@gmail.com - 09/08/2018 - was accessed by me!

Y T T T T
ogmail.com
Wednesday, December 5, 2018 at 1:00 PM

Shaw Details

Hello!

- AS Proof of my words, | made a video presentation in Power Point.

09/08/2018 - On

e And laid out in a private cloud, look You can copy the link below and paste it into the browser:

How | made it:

In the software ¢
| just got into the
When you went

weime  ttps://google.com/furl?

addresses of all \

sere  Q=hti e = .. | P H]UWGVz_or)FjylhIJNKXSoUXNalw

But | looked at tt
I'm talk you abot

| want to say - yo

And | got an idea....

I made a screenshot of the adult sites where you have fun (do you understand what it is about, huh?).
After that, | made a screenshot of your joys (using the camera of your device) and glued them together.
Turned out amazing! You are so spectacular!

As proof of my words, | made a video presentation in Power Point.
And laid out in a private cloud, look You can copy the link below and paste it into the browser:

https://google.com/url? \ \

g=htt = = e . % 4 TUUUHjUWGVz_oriFjylhINKXSoUXNalw s 7
] ]

I'm know that you would not like to show these screenshots to your friends, relatives or colleagues.

I think $381 is a very, very small amount for my silence.
Besides, | have been spying on you for so long, having spent a lot of time!

https://www.proofpoint.com/us/threat-insight/post/sextortion-side-ransomware
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rule sextortion btc {

strings:

$a0

$al = "127NFGEYLGpB3WgacaRMGdv1z9YATR2BjV"
$a2 = "127fndleojhhabyméuXhhYkphvgY3AMTcU"
$a3 = "12DA8mpQCNTB1cEHLPFU7ckP44zN5Xmgu3"
$a4 = "12K5pURDxA3wNmuaqUlzACuXJaxEtSwzqgp"
$a5 = "12LVKk5M]QLYZ]nxkkWX1dEx8wcl6AN1Xu"
$ab = "12S8]JArWwuPCKxBxXgHWpbynAjfbDexUzZ"
$a7 = "12VoGgYXU899dUk4zWIIRTouFy7kvelkIR"
$a8 = "12quE25n9WuqUeNgCbJH7YNE1xFdABYyiU"
$a9 = "12z1Vv4aQkZTAlgj86Y9uYQByG4CcdVcTA"
$ald = "136WC35NBV5r9eF7Cch2bHeYexLPYbVinu"
$all = "138poQvftVpDZ2Rx9C3VNaMa7n12xM51C6"
$al2 = "13Uw4tqt3lar8RauEBAEtdTxYe52wD9Y3Z"
~ & ~
$a275 = "1TkogKaET86Tc3XcpSEGG3cGStFgfr8b3"
$a276 = "1h4yQ2BecSkY83tHwchm4domwVfodz3In"
$a277 = "3FyPJBaymuwZWqEQScRTpzsVBKzxeRkvx5" ascilil
$a278 = "3Jy5Aq9wWYya7XD7aVwmRnpcrkehgnFhp5G" ascil
condition:

"121MLg3x41nA70psyg2zkpT4HyDti1i1nF2K"

filesize < 100000 and
(any of (%$a*))

ascil
ascili
asciil
asclil
ascll
asclil
asclil
ascli
asciil
ascili
ascll
ascll
ascll

ascili
ascii

IVEE U 7=Sextortion
ARINLDX—=ILD 5
BTC” KL A& U&E

BTCPZ K LADXZEFSIT
INY =Y FITES
YARAI—=ILZ1ES




[T

sextortion btc
sextortion btc
sextortion btc
sextortion btc
sextortion btc
sextortion btc
sextortion btc
sextortion btc
sextortion btc
sextortion btc
sextortion btc
sextortion btc
sextortion btc
sextortion btc
sextortion btc
sextortion btc

Tjs vara wallet 2.yar eml converted all

eml converted all/163.
.eml
.eml
.eml
eml converted all/134.
.eml
.eml
.eml
eml converted all/990.
.eml
.eml
.eml
.eml
.eml
.eml
eml converted all/137.

eml converted all/162
eml converted all/161
eml converted all/135

eml converted all/133
eml converted all/132
eml converted all/988

eml converted all/131
eml converted all/142
eml converted all/139
eml converted all/152
eml converted all/136
eml converted all/138

eml

eml

eml

em}

70%2A
TR A




VirusTotal Intelligence Retro Scan

Rulesets Notifications Scan file Retrohunt

Job status Running

Progress

Rules [* Paste your rules here. Malware Hunting-specific features won't work. Use pure YARA rules only. */ rule sextortion_btc {
strings: $a0 = "121MLg...

Creation time Jan. 17, 2019, 7:19 a.m.

ETA Calculating... 2 3 0 O +

Scanned data 376.7 TB I I

Scanning speed Calculating... HAS H ﬁ*u o

Matches 2228 Download

M Blog | ¥ Twitter | & Contact us | & ToS | & Privacy policy
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conuma@kaspersky.co.jp
Kaspersky Lab Japan

www.kaspersky.com
Slide https://github.com/sanographix/azusa-keynote
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